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1f1bcb03b008c4fdd462e7d2b5db5ca321ff6d56bbb22cddd39c82df1f6a038f

Win64 DLL
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https://github.com/med0x2e/SigFlip
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https://twitter.com/Int2e_/status/1330975808941330432
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https://www.justice.gov/opa/pr/two-chinese-hackers-associated-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/seven-international-cyber-defendants-including-apt41-actors-charged-connection-computer
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• hxxp://ns1[.]mssetting[.]com:53/v3/config/

• hxxp://www[.]mircoupdate[.]https443[.]net:443/jquery-3.3.1.min.js

• hxxp://ns1[.]extrsports[.]ru:53/topstories

• hxxp://www[.]corpsolution[.]net:443/massaction

• hxxp://ns[.]cloud01[.]tk:53/users/sign_in

• hxxp://ns[.]cloud20[.]tk:53/users/sign_in
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KBDTAM131.dll

msiltcfg.tlb

google.temp

COMSysUpdate.ocx

normnfw.nls

systeminfos.tmp

aadauthhelper.dll

dec1.dll

NTUSERS.DAT

spmsetc.sys
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Win32 EXE
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https://www.fireeye.com/blog/threat-research/2020/03/apt41-initiates-global-intrusion-campaign-using-multiple-exploits.html
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hxxps://work[.]getdns[.]tk/users/sign_in

• hxxp://ns1[.]freeemails[.]shop:53/fwlink
• hxxp://letwiki[.]com:443/massaction

https://www.waterisac.org/system/files/articles/FLASH-AC-000133-TT-APT41.pdf
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https://blog.group-ib.com/colunmtk_apt41
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https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/cicada-apt10-japan-espionage
https://jsac.jpcert.or.jp/archive/2021/pdf/JSAC2021_202_niwa-yanagishita_en.pdf
https://securelist.com/apt10-sophisticated-multi-layered-loader-ecipekac-discovered-in-a41apt-campaign/101519/
https://www.lac.co.jp/lacwatch/report/20201201_002363.html
https://twitter.com/Int2e_/status/1333501729359466502


https://www.welivesecurity.com/2021/08/24/sidewalk-may-be-as-dangerous-as-crosswalk/
https://www.trendmicro.com/en_us/research/21/h/apt41-resurfaces-as-earth-baku-with-new-cyberespionage-campaign.html
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/grayfly-china-sidewalk-malware
https://www.lac.co.jp/lacwatch/report/20210521_002618.html
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