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VIASAT incident: from speculation to technical details.

34 days after the incident, yesterday Viasat published a statement providing some technical details about
the attack that affected tens of thousands of its SATCOM terminals. Also yesterday, I eventually had
access to two Surfbeam2 modems: one was targeted during the attack and the other was in a working
condition. Thank you so much to the person who disinterestedly donated the attacked modem.

I've been closely covering this issue since the beginning, providing a plausible theory based on the
information that was available at that time, and my experience in this field. Actually, it seems that this
theory was pretty close to what really happened.

https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html?m=1
https://www.viasat.com/about/newsroom/blog/ka-sat-network-cyber-attack-overview/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhUY4m1_dlVCo1UX6OcECpi5tTS3UiRne-gwOVvZ3hnl7PQqXHJZRwQoSZP7T5HUefHaURJNNPuDIrBDTHZdctMrfZy3OcWZGjN-fOd5z3XWVJuOMgszfFix3exr6htcHmxNnp_UPkJZe2q7rvYWhN_UKY3KcPSiKshgZHDl5k5VDphrtpgyidwkkUrYg/s2770/dumping.png
https://www.reversemode.com/2022/03/satcom-terminals-under-attack-in-europe.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiLh44RuEq3rdNmQbkKt8laM2qUBiKSEDQ4XKP3AiOKCC70_2hSAH3SzoXYTT9GJwLssRFtRIBOljcq2EH39JXRExFz-uLs-oUSGmGAbnF-PFKmf_QjTVv7tX3DIbV2TvBw1qKimukWycOks-2I4Zilvk68O09sL3xdXdBIVoJ6clUxfJFFUiTko0B62Q/s1534/viasat_statement.png
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Fortunately, now we can move from just pure speculation into something more tangible, so I dumped the
flash memory for both modems (Spansion S29GL256P90TFCR2) and the differences were pretty clear.
In the following picture you can see 'attacked1.bin', which belongs to the targeted modem and
'fw_fixed.bin', coming from the modem in working conditions.

A destructive pattern, that corrupted the flash memory rendering the SATCOM modems inoperable, can
be observed on the left, confirming what Viasat stated yesterday. 

After verifying the destructive attack, I'm now statically analyzing the firmware extracted from the 'clean'
modem. Firmware version is 3.7.3.10.9.

Besides talking about a 'management network' and 'legitimate management commands', Viasat did not
provide any specific details about this. In my previous blog post I introduced the theory that probably
'TR069' was the involved management protocol.

Obviously, I can't completely confirm this scenario but I'll try to elaborate my reasoning.

Attacking via a management protocol

I think there are two main options: either the attackers abused a MAC management protocol or an
application layer one.

For the MAC case ('ut_mac' binary), in general terms, the attackers would have required an even more
privileged access to either the NOC or the Ground Stations, probably in a persistent way via malware. I
guess that this kind of privileged access would have been enough to limit the attack to Ukraine, instead of
knocking out half Europe. As a result, I'm inclined to think this was not the case.

On the other hand, a 'misconfigured VPN' that enabled the attackers to reach the 'management segment'
and execute 'commands' seems to be more related to an application layer management protocol: SNMP
or TR069.

SNMP 

https://www.datasheetq.com/datasheet-download/597536/1/Spansion/S29GL256P90TFCR2
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjX0FyZ05w6lRbz-S7R9GuICU5zz0n0BuXyNFuTX1yPpC_y3GRV6o08gdt6ZwTa0LMmWmr0Vp_-DhrLGNP1PgUy5RAnLF6o57hb7bt0F9zEL96pYPsZ-2V1IpJ7zUrUn2gjdUiVhgvjpF_HQQ1Bn-1bWhc-uXdEPH1nY2jk0BpW9OtAzGIqn6zIV08tKg/s1750/differences_flash.png
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An initial analysis of 'vsatSb2Ut.so' shows that the implemented MIB does not seem to provide the
required functionality to perform this kind of attack. 

I would initially discard this option.

TR069

As suggested in the previous blog post, the Surfbeam2 modems are deployed with the Axiros'
AXACT client.  The nature of the operations performed by TR069 clients makes them very convenient for
an attack of this type.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiPzS-9htaNvochNIYILGPUSnLgip7XV9W8OOAeoQ7qEmcl6BrYM0uRtarkBhnD1wNT22WuoBPkXbyMOwfhc2Vn7ZQIP3htxPSBwGsU91gGHIQhb205lOvRTl27b5DV-1i_uzV-RVrvtKqzx49l8NpvRM8_a1aoCv4CgvGDo5P4wL2eW-2vibR-YaOmIg/s874/snmp.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiyc0hizCS4A66Q5jdPn33dlRNRPiKtyAnvUI5ps0o3IfB6It-M1pC5t42J6T9Girg1k9GxGs2xNP4w1jhlGlCq42MkYUDLqe5WC2Caux4XnmJcMr-EXySA3P45W6xYSAc2evbdeiuIlS0ZjVvsupSPdGtiXzn3XGBFrLZLXC2hRLSD-fmTLo1mYbTn-w/s816/snmp4.png
https://www.axiros.com/products/axact-embedded-connectivity
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        cwmpdefault.xml

By reverse engineering the 'cwmpclient' binary it is possible to recover the Viasat's TR069 data model,
analyze how it has been implemented as well as  how it communicates with other components to perform
the required actions (via IPC queues). 

Unfortunately, it does not look good. So far, I would highlight two issues:

1. New firmware is not properly validated after being downloaded by the TR069 client. This means that
the new firmware does not contain a cryptographically secure signature.  

                                            ...

'swValidate' is implemented in 'ut_mac' binary, which merely validates a CRC.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjI7WEH64q5tJzngHJtctkVzjUliTZzAG_q0cbSHsio1AfAwnEAa7mAV7zgwJO7opOByfPSDToJuJCoTVXBwzHmWL9fhmB17IQKvF2yklgSS8dBMPIKq7_RhNBT96JZC0Cd8ehre4vUpNnHucfBJLZntBpuY6MTNClG_L-GWdRsKJwAXoIlcONUXMFl-w/s1436/cwmpdefault.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEifE8cB6AIpCJV5sXuQ2tzrRKxqs9KdTrCsiOnkVo2BnfY5sOc5QYYY2vEp_r3Cb_MuovyuwC6IW6jndNf_FH8WZI3AP1s6XNIdth5lxRKguvB-45CC1EhCCxq-p-FWNMYtYlYBKF9hmCIZEtYCAjpFL8Pimgqyeq20nYbE0ZgHRTSc5DPlzFYRR2p3ew/s1274/swvalidate2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgL2RYWoiq8gu5lb4wvLpLw5EJFnfFy8Fzp8BrS_vzok-tGFEBS9XKdoo-d3RBuxvt2d5hjxiPSYgkuS_qdhrvXdYlJRVuVZzBj-9ADS5JetjsQm1wL0nrVPjRIhKKG3KAyQ4lpnY3FnQb8JnFHR-CK7rCCE3CjyM42_m2UbfT9PfSQfgaMgUo0yYUK8Q/s918/swvalidate1.png
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2. * Updated * 

A deeper look at the 'ut_app_execute_operation' function revealed that it is implementing a functionality
that enables the ACS to install (upload and run) arbitrary binaries on the modem, without requiring either
a signature verification or a complete firmware upgrade. 

This functionality seems to match both the Viasat statement as well as the approach to deploy the 
'AcidRain' wiper described by SentinelOne. 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgHKyTMFTAiePyme25EOYySEJZH9bt2WcDgWxOpjpqz6OQiDhLOXiY1nHoQdI4fajGqIYOXqJNyLuD5vAPYs2AKOalTK10sdiviKTtFUAouUpUBHD7gYe8-rNOaLGft7iuLVJoJf198ALi_tvAm4Vs12BMSclQXicjAXSBJ3giofQ18IdfULBacQPljJg/s2126/swvalidate3.png
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     '/usr/bin/app_img_dwnid'

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhz_qI420FkWesedG6yFd4622XjwtWlFn0oHkpXZ6cUxeBWzmLhTZ6BDqlgkIU76pMe2vedQuqJekdoYerbmd_kyuNkhIYVVA40GbkbV3Tju4Otd1FRaYQLGr6Nf6KAv0TrQ7YnS2WOeVlD1f7Fl9Exdc54G6Y2sG3N4FZXu8TcbgC9ZK6UjgMueDCRzQ/s1038/upload_run.png
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Additionally, there are multiple command injection vulnerabilities that can be trivially exploited from a
malicious ACS (or someone with the same privileged position in the network), i.e
'ut_app_execute_operation' for the custom 'X_VIASAT-COM_app' object ('cwmpclient')

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj729vx5IwkZQjMmljxa-JTbrvFj0i-2MNf91GV49tRGqCHqBklqKJFCGjT5OHlVmYCVVfoQ55yhVsWS2iOloPuW8vn0Qeg0VZOQq0EE5odzwqjV-QKshAzlzERWfj6my10Nkj2UvYZGYpYlN92S83GgNUYVmlDFX42qMM1muwvhYqL3NiWRcZ3eTrg0Q/s1458/app_download.png
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Conclusion

There are similarities between these issues and the approach followed by the attackers in the Viasat
incident, but I am not implying that these vulnerabilities were actually abused by the attackers. However,
the security posture of the Surfbeam2 firmware does not look good. 

Hopefully these vulnerabilities are no longer present in the newest Viasat firmware, otherwise that would
be a problem...

There are several unknowns yet to be resolved.

1. How the initial compromise of the VPN appliance worked. Did the attackers have valid credentials
(maybe stolen from either Skylogic or its partners) or they exploited a known vulnerability (assuming an
0day doesn't match a 'misconfigured VPN appliance' explanation )? 

2. How exactly the attack propagated to other countries, lasting for several hours. One of the affected
persons I talked to got his modem knocked out around 9:00 am (GMT+1), several hours after the initial
attack.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiUMHl6GO0NDVE004V8uAq4iXT2ESiGMEWVXEGM3mxTCLaFLgz5lExm4E5ARpfmH3adKetoUAJnRiqwlmKABcmFylD8ohq5LR01v360OhqdSb170K8Of682FsJNLE4aW-aoZD4jxfM0i8bzDC8OzNzjDEoYwDQpwO2a5ceAGVRfIEXWniMQsV1T_jVvyg/s1468/no.png
https://ioda.caida.org/ioda/dashboard#view=inspect&entity=asn/29286&lastView=overview&from=1645628090&until=1645800890
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3. Before the destructive payload was executed, there was any other kind of malicious code running in
the modems for a short period of time? Sentinelone published a very interesting research on 'AcidRain', a
wiper that is able to generate the same destructive pattern observed in the modem's flash memory. 

Coincidentally, this wiper also has similarities with 'VPNfilter' malware.

4. Did the compromise of the management segment involve additional attacks besides the VPN issue?

Unfortunately these technical questions can only be answered by people with an insider knowledge. Let's
see if Viasat is willing to provide further details on this case.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiojxzNrYRBWiInFtBDK1xxy50N5SzDExxrZOyafRFqtw3bIGYFJtpD02xq5wwXjUIggV6NamfCqPpZ82wjltnjVUjk3hOwO7VKE-gKJzY1zFQeoQAew1s-EzfbhGWOBjuurfh2BToUUZ2eenSgMGGg87f-yRh8-Oorlse9uHjZuPN8wfw3X05KebzfyQ/s1884/ioda.png
https://www.sentinelone.com/labs/acidrain-a-modem-wiper-rains-down-on-europe/
https://blogger.googleusercontent.com/img/a/AVvXsEiYa7R8_SpQfspA3RLP93a6vehVYeA6NuDK0KWjIXZhd-FKCeWE7iNwahn8HfMjmJHKIeTapX-DXzy2_np8wtaowJ-7YE2KnUxBypP3kyPBMae0-LspR85JC7iuOZuahQPHqojMiMYbEhhGuTJLL-I1gkJLxJTTqRU3dWpvHm9-Y_Xu8-r-nA7Xs0GOug

