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TUTANLIGI+
orlugus

TCG Sakarya Komutanligie

Say : 66405368-540.01.05-201 Haziran
2022+
v
MUREN KRITIK TASARIM DOKIIMANINA YONELIK GORUSLER
4
Firma. iigili B&I(im.
S.No<| Dokiiman Adi- Mevcut Halis Oneric

Dokiiman Kodu~

MURENPRVZ-
SSDD-09-2¢

3.2.1.4.11IPS
Sinyal igleme

Birimie

IPS Sinyal isleme Birimi; Sekil 3 36'da verildigi (izere
IPS Sinyal is,\eme Bilgisayari ve bu bilgisayar lizerinde
galisan IPS Sinyal is,\eme Yazilimi'ndan olusmaktadir.
MUREN SYS'de 2 (iki) adet IPS Sinyal isleme Birimi
bulunacaktir. Bunlardan bir tanesi CHA ve PRA sinyal
isleme islevlerini, digeri ise FA ve CIA sinyal isleme
islevlerini yerine getirecektir. IPS Sinyal izgleme alt-

bilesenleri arasindaki badlanti Sekil 3 37°de verilmistir.<

Segili palslarin, NAS'larda odyo olarak
kayit yapilabilmesine ihtiyag
duyulmaktadir. Bu hususun  kritik
tasarim asamasinda ele alinmasinin

uygun olacagi degerlendiriimektedir.<

96 STRYA

POFICR T T HHIBZEX —FhE A MUREN "SRR RSHEREN, , XA BHERHA20224 7%

A.

F— R B RHFFEUAER A LR A K TR ER RS IR Y 7% E MUREN-PREVEZE
(MILLI URETIM ENTEGRE SUALTI SAVAS YONETIM SISTEMI PREVEZE SINIFI UYGULAMASI

(MUREN-PREVEZE) PROJESI) , /R Ak A L HABMRGREEF SEE R LHEAPRT

1> (TUBITAK BILGEM)

@,

RS [111) / VI,

BILGEM

BILISIM VE BILGI GUVENLIGI ILERI TEKNOLOJILER ARASTIRMA MERKEZI+

SURUM TANIMLAMA BELGESI-

BILISIM TEKNOLOJILERI ENSTITUSU.

Dokiman Kodue : MURENPRV;
Siiriim Noe : 0.0a (seasen o
Siiriim Tarihic : gg.aa.yyyy®

MILLi URETIM ENTEGRE SUALTI SAVAS YONETIM SISTEMi PREVEZE
SINIFI UYGULAMAS| (MUREN-PREVEZE) PROJESI:

SURUM TANIMLAMA BELGESI-

© TUBITAK BILGEM<
Biiisim ve Bilgi Giiveniigi lleri Teknolojler Arastimma Merkezi-
Biisim Teknolojileri Enstaifsg

P.K 74, 41470 Getze [ KOGAELI
Tel: (0262) 675 30 00, Faks: (0262) 646 3187
v bilgem tubiizk govTr
bilgem@bilgem tubitak govtr.

]

[MURENPRVZ-STB-26-02

8B
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EWMER KA G , RERREZ=MHE LRk E T EEEAME ‘MUOREN", X2 —FhEEiE L3k
FIK THEREIERSE (CMS) |, HEHHAHIM R TUBITAKR T
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MR TER , 2242 A T HEEE T 4ER (https://raillynews.com/2021/11/denizaltilari-muren-
yonetecek/) . THHBEMURENTBL FRAME , XM B EBHMNTHEHBERGE "W , 3
BATEHEREERINE “MILDEN 45— (https://www.navalnews.com/naval-
news/2021/11/turkeys-new-submarine-cms-muren-to-enter-service-in-2022/) .
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BiefEE RN EEESNT RN T T2 AENEEME .. EREXRRECREN—RETES)
(http://blog.nsfocus.net/apt-dogecoin/) & , AALAFEH—F5LE™ (Dogecoin) HHRAIREATEA
BE, SEMEMARRERHT T HERE -

A History of Dogecoin-

120 February, 2021+

Usman W. Chohan, MBA, PhD-

system fortipping, whereby users on social media platforms grant Dogecain tips to other<

A History of Dogecoin.

evolution of Degecoin, while aiso highlighting the crossover of cryptecurrency principles with

the leisures of the blockchain.+
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Yakin Dogu Universitesi Official Website
CobaltStrike

LetMeOut
Server @%Server

http://jc.neu.edu.tr/apply  http://jc.neu.edu.tr/r_main.js

d0g3.cachedns.io

] ] [osur |

e |
— — P P
CREATE&: b1
E LoAD LOAD . EXECUTE b
Dogecoin_survey.doc FileSyncShelle4.dll LetMeOut.exe shellcode
NiceRender . LetMeOut CobaltStrike
UniversalDonut ;
Ver.1 Client Beacon

W RAZA

R ERAEEBIEE N =FEE Y d A NiceRender, UniversalDonut, LetMeOut, kffihs
neu.edu.tr, URE=FAWETHCobaltStrikeAfk , ZRATIMHGTMZEETNFREIE. UREXETEEE

AT TR A B 1.
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Yakin Dogu Universitesi Official Website
LetMeOut

QServer é%

http://bookstore.neu.edu.tr/ara unknown

— &

http://bookstore.neu.edu.tr/

] [oomiom ] [ TTER

— p—p— —_—
READ — CREATER:
E n LoAD LOAD EXECUTE
EXECUTE -

Birlestirilmis_GORUSLER.doc KGB Numaralari ve FileSyncShellg4.dll LetMeOut.exe shellcode
N Gecerlilik Tarihleri.xlsx
H . 4
H NiceRender : . LetMeOut
----------------- UniversalDonut :
Client

Ver.2
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ZORAREF R =M ERAGURARIK KGR ER. XAETBRERLEEXMETER T
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BB LR IRAR P e T8 B bl S e RS2 5CnCAR S 28 . AN BVBGEERAEE T AR |, %A
AR RAESNFEMER T AR KF (Yakin Dogu Universitesi) BB M (https:/neu.edu.tr/) {EAITFE
RS2

EARKFR IR SR, uTAERRAHX, SMNEIERERY  BRECERFIERKRFETW
VRSB E —F , ML Z MIEF T KD, 1517 T LetMeOutK B iR $5imiefr , EEEHET
CobaltStrikeiZ B & KRS 22 B TR EH I TIFEIZH.

2 bookstore.neu.edu.tr Q i

U

Siblings

medicine.neu.edu.tr 0 /93 212.175.35.78

www.neu.edu.tr 0 /94 212.175.35.31 104.20.19.130 104.20.20.130
docs.neu.edu.tr 0 /94 212.175.35.90

oldies.neu.edu.tr /43 212.175.35.199 104.20.20.130 104.20.19.130
mail neu.edu tr D /94 212.175.35.115 212.175.35.100 212.175.35.249
|b.neu.edu.tr 0 /94 212.175.35.115

library.neu.edu.tr 0 /94 212.175.35.246

|dap.neu.edu.tr 0 /94 212.175.35.100

guzelsanatlar.neu.edu.tr 0 /94 212.175.35.78

auth.nev.edutr 0 /94 212.175.35.121

Communicating Files

Scanned Detections Type Name

2022-08-04 29 /62 MS Word Document MURENPRVZ-KYP-03-EK3-YKS (Yazilim Konfigurasyon Sureci).doc

2022-08-04 /62 MS Word Document MURENPRVZ-KYP-03-EK5-PMF (Platforma Mudahale Formu).doc

2022-08-09 32 /62 MS Word Document Birlestirilmis_GORUSLER - Tubitak'a Gonderilen2 2022.08.05 14.41.22.doc
2022-08-04 26 /62 MS Word Document MURENPRVZ-STB-X¥-XX (Surum Tanimlama Belgesi).doc

2022-08-03 23 /62 MS Word Document 67ba2688f8e3a9dd9a557328d242e51aa7a71933c0dd99b5d273bf7810ea2fa2
2022-08-06 /62 MS Word Document unknown

2022-08-05 2747 Win32 EXE shellcode_self_inject.exe

2022-08-12 /70 Win32 EXE LetMeOut

BB UL AR R P

SR BB RIR | (B0 X Kbk A ABARLR ) | Xl RELE K L B 4t THEK
RS, R STHER. BREN KRG RNXFFAAN , BEtER TALIRE , HEKT TR
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o AT
BREERITREN , EE—FRINT RS R,
Blan | HBLULRE A KINiceRenderFTRA LA | KB B E AZNRENF 2 T BIEl Y , ABR K
BT —FARARRGEZEERMIEARS | BER D RSO T AR AR BAFIEABIR |, ARRIE T ML EIEARE
B, NMa TR TA,

B, ZARE ALetMeOut KRB R F AR H T EINBER A BH Y. KB EEMCnC EEADEES
REEINER  WEIRS [WAGEEEHET T ERIT REBHRN T ERIRL.

XAOTERNAREMSN. ECE& ARkt R , XLA A IEminitit R EEE LIRS, 7EM
XMMBFRMAR L EATEEATARAE | BEEIRE I ERMA RIEFTIFX NS A th TR R 52 5
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RTINS RIRSBEAS , BRET REILE.

CnCHREERET , FihRANiceRenderfll4T hFRIN 55 HSCAYHEN

Crowdsourced Sigma Rules

CRITICALO HIGH 0

1 match for rule by Thomas Patzke from Sigma Integrated
Rule Set {GitHub)
* Code integrity failures may indicate tampered executables

MNetwork Communication

HTTP Requesis

+  http://bookstore.neu.edu.tr/KGB%20Numaralari%20ve% 20Gecerlilik%20Tarihleri.xlsx

DNS Resolutions
+ bookstore.neu.edu.tr
+ oldies.neu.edutr

+ tbkdock.esxi.cdd
NiceRender7E KECHKRA T HIATA

€, EMEEHTR

e NiceRender

T AR—MABHESTHRIANEERRA Y , BREYXTEEMZTASNERFMHIEE , AR
TEREEST. A TEBRTHILT B RE.

¢ NiceRender Ver.1
E AR A INiceRenderBFE=/NINRERDSY , R AFEIEMR, ELBANSHRATRK.
1. CEIEARRD

NiceRenderSH i NAYEXHMBRAXFIET , GAHSER—FIFRZER IR X FRARFEIDK
AL, FFERIT LR BUE X IXLE R T THERD | (R FH LS — TN BSOS T T AR
FETE , AT ANLSEE0 8 SR AT S L.

NiceRenderfF #0214 , RRFE T NI A N AASCIFSE,
FHRN T X AT HBHE SN

[321, 325, 338, 334, 332, 331, 324, 329, 335, 333, 341, 340, 339, 322, 345, 353, 357, 361, 370, 366,
364, 363, 356, 367, 365, 373, 372, 371, 354, 377]

XY EIASCIF R FFFIA
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TR , NiceRender& [R5 RGNS TRERHK B FAYRiBThEER N , H— SRS E.
TER#EINiceRenderFH FIAN A S EHERKITEL.

1) -UMENT ENCODING ERROR! Note: I sthor, imed |
v T [ o
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BILGEM , BILGEM .
o
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o

M
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“
5 v
M
MiLLI URETIM ENTEGRE SUALTI SAVAS YONETIM SISTEMI PREVEZE
] .
/\/ SINIFI UYGULAMASI (MUREN-PREVEZE) PROJESI~
v

M
UEUs REONGOLGL INOGN el
o
“ —
AROEUpa T - SUENOPEVZRIXK-XXe o /\/
w O : 0.05 1@ Y Fo=ty)
tihiie 5

SURUM TANIMLAMA BELGES|-
.
.

Dokiman Kodus - MURENPRVZ-STB-XX-XX# e
Surim No< : 0.0a [Gazden gesrmeden oz 1. 0ziazzare) £
Surum Tarihi< : gg.aa.yyyy<

NiceRenderiZ{Efi#hY
BIEXTEE

2. B

ZhRAHINiceRenderts 8 —FFIRRIE | 2TERNIDEITHNIE T MLE T E R TE 4.

XFFIE SN AEIE T DNSHEATALHISSEL. NiceRenderflfEE & 4oiE Mt 4 5 cachedns.io"figi 4 , 3+ B %35
RS SHBEEE S -

View Favorites Help

- | {0149EEDF-DOBF-4142-8D73-D23003021E90} || pame Type Data
4-). {O15TSCFE-8A53-4003-AGEL-FIBDLEBDCBEL || i cfai) REG_SZ Ci\Users\ \AppData\Local\ Microsoft\EdgeFss\FileSyncShell6.dll
: i InprocServers2 ab ThreadmgMUdel REG_SZ Apartment

. {016fd3de-b02a-4ab8-94 c6-140fdab36bad}
{015822ABA-23F0-4506-9BB C-630F5D6DG06C}
. {019F7150-E6DB-11D0-83C3-00C04FDDBE2E}

cachedns.iol# % WHOIS{EE
ZNiceRenderXX #4HRIARINZI TR , SAREVMATERIEZE & B — a0 TR AIEA -
[Bs718)#].d0g3.cachedns.io

AIOREfEXT %382 31 TDONSE ], BTHHEXNZEHIHIT T EATRKIRE , DNSHMAEREKEE
BARERLEENZRITE RS ZUF, IEHEEZETLUZEZ4 , FRET N NiceRenderfA 4 HFR12
(d0g3) Fhzf7THIME) (BFRIE) 155 , NMEDXAHFHEI RSB AL,

3.8 R
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NiceRenderfi# JEiEE S RN E SRR FER , FRER—APESU4IFHRTE
Z%LOCALAPPDATA%\Microsoft\EdgeFss\FileSyncShell64.dll, iZ%PEI 4Bl UniversalDonut K BFEFF,

FRIEEMR , NiceRenderft i T —FRCOMALHENFFHIRIEMBKAI . ST TR BESBIEMERM , 44
windowsitXHESMsCtfMonitors /N T —ME1TI , xHiFEM LRIz , AMSBLE T EERFF.

D4 - fr || UHTpdnFOZSETAWI g?mFiaWGc:-‘fE'B»I
A : C D - -

1
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3
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8

NiceRender5 A\ K/ 3R

UEFRZEN ARSI 2%
https://github.com/S3cur3Th1sSh1t/OffensiveVBA/blob/main/src/COMHijack_DLL_Load.vba

¢ UniversalDonut

BRERLEHEMEFER—FdIERXRNADREFEAREREERPRITIEAS | AR ERIEXA MR
g= B H 45 4 AUniversalDonut,

UniversalDonut2 —#fshellcodef#k s XRM AT, ADPITEELKRNUATHE :

1. KA HFE L FRE A Ac:\windows\system32\taskhost.exe ;
2. KB & BB SN REHFE

KNELE , KRBERZFTREEIEME RIRERT &K —shellcodeiFiz1T.

UniversalDonutiZ#;fIshellcode 2 BRI EMELEDonut  (https:/github.com/TheWover/donut) 4 B Te 53
fif. fEEMZAELSE , UniversalDonutr] AfEshellcode I TN ERSRIN A EXIHNRE , BFEChaskey B IAMNE
AMSI/WDLPZE | EEMAINE. ZEEME , DonutiZ A NetTFHERB IR E T & 7T ME X
shellcodeMEFLEMEEF E AR D LetMeOut,

e LetMeOut
LetMeOut;g2 —Fh.Net FEEARDTER , BH T HEFHREYLE]. BREENEBREFTZ X TERZIARD,
LetMeOut KB i FERI:ZHE D APES

TEF B %A B R %LOCALAPPDATA%\Microsoft\EdgeFss\ T & B1£1E 4 AFileSyncShell64.datfy) — 3t i)
X, MRAINZSCHE , NE AL F SekE iEMgzip B4 B A3 U TR EYE |, FERERARNE
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FIE1T.
BITITAFIWT , XFileSyncShell64.dat2 KB FEFEII CnCllB (s FE AN B AR D ST+,

MNRIEE BR FHRLUA AFileSyncShellod.datiiscff , AT ATEECnCHIMESThitpll{S , H7EhttpSUK
MAMMEEEE , T -

LetMeOutiB {5 1L S

BB SHRE

P1 base645%hY , HHIIEN
]

base644£H |, http User-

AgentNZA

P3  f/R{E , BEN6MuIFE

P2

WefE , FRFFHHTHE T RhtpiER , RIR— MBS HAFEIRhashERINE . ZhashfZEBIT I T2
TR :
_ U args [0x00000005]

@ [0]

@ [1]

@ [2]

@ [3]

? 4]

@ array

LetMeOutit & hashi&1208¢4{FE FHIS %k

B2 A T RN B KRR R SHTE X3 FileSyncShell6d.dat S #HHIANEFTHAR | LetMeOutAk K38
R AN A MshellcodefERIZ1T.

o CobaltStrike

BHE{FRAE 2K CobaltStrikei3 BT A X ENE B ENFHITEE |, BT CobaltStrike Beacon KL 2+
RN ST EERIE.

. XEXAE
o ST EHA BTSRRI R

REIREHFELI , BRENTEAARZ —NIEREREHRR (TUBITAK) HERE—RZ R
Wit MR , (EREET ARTEHERREORERNTAS , GREHREEHREITANEAPTE
PHNEQXEE.

— LKL RIS ZAMP I H A B M RERRRL  IEEEA RS, RAXAEEE LR , @
tubitak.gov.trif 58 A FiRiEAgentTeslaS 5 AL |, WEREETH LM, FUEANESEFIIE.
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Eig b, Edward ¥u <infolfonetimemovement. com:?
g A ame. is_geliztirme@tubitak gow. tr

P
=50 Re: Re: Re: New Project fEQE/090/ Urgent

= hEE @PDEDEDIIED PACKING LIST.xlsx (178 KEB)

Hello ume.is_gelistirme

Please find attached a new project order for 2022.
Optical White

100x80 PC 52/48 36x36 Af] combed

300cm width @USD:2.30/M

Total 100,000 meters

Cne for each shipment. | think this is necessary for cbtaining the 3 IDFs.
Aramid, P84, PTFE, PSA, GL, Fiberglass compound material, etc filter fabric, =ilter bag and bag cage.

Best wishes!

3 L H ARSI R A S R AEA

A —EHME ST B NERN T EHRE M R E K SUME F, MR a5 R RN
AgentTeslaAkL,

w2000y
e "2022-48557" 1 m unur
BU TEKLIF 2 MAIL HALINDE ISTENECER TIR. (2)
sayin ligill,
Ekte sunulan teknik inceleyip Uretimle iigill fiyat
teklifinizi | Birim fiyat belirterek ) tarafmiza bildi iz Snemle rica olunur.

- Lazer dellk delme ve

- Takims olugturan adet bilglier ekl teknik garmameos boliremigr.

Urlinler TUBITAK SAGE'nin Lalahan Yerleskesinde (Ankara) yer alan
deposuna tesiim ediiecek ve nakilye Gcret yukieniel immaya ait olacaknr.

- Sdemeler, muayene kabul komisyonu omayini takiben 20 giin igerisinde
hanka havales| lle yapilacakur,

- Fiyat teklifi siresi: 12.05.2022 Saat 16:30

- Teslim suresini belirmniz.

3 L HHBS I R A S iR B

R UBE L LRSS AT IER AR | iR BARLERAXMF IR EETNFH
FIMFFEM T FATHE, XEMBEMERE , THEHBII SRR TR SR 2 X+ .

B—RKHHNEXTEE | EEFEEFAAPTAHLZAMuddyWater, MuddyWaterS8 #£20194E8T G t BEHAHY
MR T — RIS | REEHHIRA R A — | EEH A TUBITAK BRI E SRR IR A
0% A JLZEPowerShell KB K1,
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I’ WARNING: To adjust the encoding of this Microsoft Word™ document, click Enable Editing and Enable Content.

URETIM VE SATIS HAKKI LISANS SOZLESMESI~

TARAFLAR ..

Isbu Uretim wve Satg Hakk Lisa_ F £+ - TE-T” T£-C-.27°Ins  Sizlegmesi ve ek

“TUBITAK  BILGEM™  olara
anilacakhr) ile [ " olarak amilacakhr)
arasindaimzalanmugtir...

“TUBITAK BILGEM® ve KOG SAVUMMAT bu Sozlesme'de

I 0 00 Do 0 30000 Dharwrbis ofis T STTAITO0O 0 .

“Teknolojileri A.§.

Sdzlesme|
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TUBITAK BILGEM: .
Adres: TUBITAK Gebze Yerleskesi .,

Bans Mahallesi, Dr. Zeki Acar Caddesi, No:1, P.K. 74, 41470 Gebze, KOCAELL,

TelNo: (0262)6481000.

KOG SAVUNMA H

Adres:  ODTU TeknokentYaziim Teknoparka, Universiteler Mahallesi.
Ihsan Dogramaci Bulvar, No: 17/B, 06800 0DTU, Ankara .

TelMo: (0312)2188900.
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TUBITAK BILGEM: KOG SAVUNMA: .
Adr: Yiicel BICIL Adi: TahirTanerTIMIS .
Unvani: Basuzman Araghrmac Unvani:  Programlar'dneticisi.
Tel: (262)64814 30 Tel: (312)2188933.,
E-posta: yult{cee. 3olctitak gov.ir E-posta:
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