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Sanctioned deals: the Irano-Russian connection under Ankara's
supervision. Analysis of the NPPD leak

Cluster25 Threat Intel Team : : 11/7/2022

On October 22", during the usual OSInt monitoring, Cluster25 detected the Farsi speaking hacktivist TA known as
Black Reward claiming to have hacked into an email account belonging to employees of the Iranian Nuclear Power
Production and Development (NPPD), exfiltrating and then leaking confidential data related as the group stated

”"Contracts of Iran Atomic Energy Production and Development Company (NPPD) with domestic and foreign
partners, management and operational schedules of Bushehr power plant, identity details and paystub of engineers
and employees of the company as well as passports and visas of Iranian and Russian specialists of Bushehr power
plant”.

Before talking about the leak, let’s outline the geopolitical background on the energy deals that are being signed
around the world, between Moscow, Teheran, and Ankara.

Recently as the energetic crisis is getting worse and the tension around the Ukrainian conflict is rising, during the

period between the 12n4 and the 23™ of October 2022, Turkish President Tayyip Erdogan has been quite active in
strengthening economic ties and partnerships with both countries, Iran, and Russia, which will likely get to Turkey
more accountability and power among the Arab Countries, and the Caucasus area.

On October 19", 2022, President Putin and President Erdogan reached an agreement on the creation of a gas hub,
permitting Europe to use Russian gas passing through the natural gas pipeline TurkStream. In the following days,
Ankara proposed to President Putin the creation of an oil hub, managing to purchase and transport oil from Russia
without the need for Western financing or insurance, as declared by Turkish Finance Minister Nureddin Nebati. As
for the gas hub, also the creation of a Turkish oil hub will likely be useable by European countries, offering tools and
a platform for trade, which will likely at the same time ease the energetic pressure among Europe and increase
Erdogan’s influence in the international scenario.
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Along with the Russian-Turkish gas hub accord, President Erdogan has reached several agreements with Iran in the
fields of gas exports, in addition to the already 10 billion cubic meters of gas per year (circa) Iranian supply, through
the Tengiz-Ankara gas pipeline. As reported by the National Gas Company of Iran Mohammad Reza Jolayi “In
accordance with these agreements, various activities related to the export of Iranian gas to Turkey will be carried out
over the next six months with the coordination of the parties.”

Another commercial way that these countries are exploiting in the recent years is the International North—South

Transport Corridor (INSTC). On May 16", 2002, Russia, Iran, and India signed the agreement for the INSTC, a
7,200-km-long multi-mode network of ship, rail, and road route for moving freight between India, Iran, Azerbaijan,
Russia, Central Asia, and Europe. The objective of the study was to identify and address key bottlenecks, such as
the Suez Canal, saving both time and money. Opening a huge highway for goods and services, mimicking the
ancient glories of the Silk Road, interconnecting these countries, and saving a lot of money in the meantime.

Both Russia and Iran are under international sanctions, while Turkey has gained that amount of power on the
geopolitical arena that can bend the international law on its favor. Stating so, it's natural that the three would
cooperate in different sectors, from the import/export of goods to the military and weapon sector, and of course the
energy sector, given the double ended ties between Tehran, Moscow and Ankara.

Talking about the energy sector, following the information found in the data-leak shared by Black Reward it's now
clear how the Kremlin has a really in deep collaboration within the atomic energy sector and how Rosatom and the
Iranian nuclear program are connected. Analyzing the documents, Cluster25 found several maps underlining the
uranium logistics from Russia to Iran and vice versa that will follow the INSTC routes.

Summarizing what happened, on October 22”d, the Iranian hacktivist group Black Reward exposed several
confidential documents related to the Iranian government's nuclear project with the Russian Federation. This was an
act of hacktivism linked to the ongoing demonstrations and riots shaking up the Iranian soil, where people are
protesting the behaviors towards the civilians of the Government and the Islamic Revolutionary Guard Corps (IRGC).

This whole wave of manifestations started on September 18 in response to Mahsa Amini’s death on September
16t

As reported through its social profile and channels, the Iranian hacktivist group exposed 75.18 GB of data after the
24 hours threat deadline given to NPPD in exchange for the liberation of the political prisoners detained after the
riots.

The leak contains images, visas requests for Russian engineers to go to Iran, their passports, WhatsApp chats
between Iranian and Russian engineers about technical drawings, Assessments, emails, and others.
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Black Reward
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The revindication of the leak by the group.

INSIGHTS

C25 analyzed most of the data leak consisting in email attachments, around 42k files. The majority of the files are
technical drawings, internal documents, curricula and chats. Interesting to note how a lot of these documents are
both in Russian and English, linked to Russian experts in the atomic sphere.

Following some screenshots taken from the leaked files.
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Relying on the eternal
power of God and in the light of faith and national determination and planned and deliberate collective effort and on
the path to realizing the ideals and principles of the constitution, in the twenty-year perspective, Iran is a developed
country with the first economic, scientific and technological position at the level The region with Islamic and
revolutionary identity, inspiring in the Islamic world and with constructive and effective interaction in international
relations. (Document on the vision of the Islamic Republic of Iran in the horizon of 1404 AH)”
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Iran Nuclear program is monitored by the International Atomic Energy Agency (IAEA) and the World Association of
Nuclear Operators (WANO). And this is no news for the scope of this report. In fact, on April 13th the WANO
declared the successful pass of their assessments of the Bushehr Nuclear Plant.
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Moscow CENTRE
WANO-MC

WA N 0 25 FERGANSKAYA, MOSCOW, 109507, RUSSIA

PHONE:+7495 376 15 87

GLOBAL LEADERSHIPF iN MUCLLAR SAFLTY

FAX:+7 495 376 08 97

INFO@WANOMC.RU

27.10.2022

Pages 1+12

To: Mr. Bushehr NPP Manager and Managing Director
Copy: Mr. | , WANO MC Representative on Bushehr NPP
From: Dr.' Director of WANO Moscow Centre

Subject: WANO- MC Member Support Mission

Dear Mr.

() IAEA

M
M International Atomic Energy Agency

DIVISION FOR ASIA
AND THE PACIFIC

IRA TC Projects Review and Planning Meeting
(8-11 February 2022)
VIC, Austria

Some of the files are showing a clear link with Russia, starting from antivirus licenses to Russian experts’ passports,

Irani visas for Russian citizens to lists of spare parts and other Russian language documents.

1 J K | L | M N
CneuncgurAumna 3UMN HA oSopyooBAHWA A3C "Bywep"
Specification of spare parts & Reserve equipments for 4 years of BMPP operation - TTO
T T T T T
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KASPERSKYS
Licence Support Certificate

Licence Number: 15F

Customer:  ICT Organization of Karaj Municipality
Karaj, Alborz, Iran

Product Name Kaspersky Endpoint Security for Business - Advanced
Localization Middie East Edition

Licence Volume 2500 Users

Licence Description 2500 Nodes

Daie of Licence 2015-06-22

Expiration Date 2017-11-30

Licence Type Public Sector Renewal

Product Code 1|

W

Pl AN RO RN
BRAS SUCLE AR R TORY AL THORITY
MATHOSAL SUCTEAR SAFETY DEFARTMENT

Report on Review and Assessment of
“Self-Assessment Stress Test Report for Iranian
Nep*»

i
A -1 (20 ;’
\ﬂ\ — Bushehr

Nuclear Power Plant map and internal photos, technical drawings, internal documents as shared by the group to
Russian speaking individuals
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A license gave to the Russian company JSC "All-Russian Production Association "Zarubezhatomenergostroy" sent
to the Iranian plant
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JSC "All-Russian Production Association "Zarubezhatomenergostroy" performs services in the field of quality
assurance of manufacturing and supply of equipment for nuclear facilities in Russia and abroad. JSC "VPO "ZaES"
has been carrying out technical acceptance of nuclear fuel, conformity assessment of manufactured equipment,
instruments and materials for nuclear power plants, examination of design documentation and quality assurance
audits of enterprises since 1973. Geography of the organization - 4 branches, 46 representative offices throughout
the Russian Federation.

As stated before, in the leaked files are present a large number of Russian passports, visa requests and other travel
document, all linking to a really deep collaboration between Moscow and Teheran.

== PERSONALDATA S Sl e i
[\J’ ik FOR APPUICATION FOR ENTRY VISA TO Cod: FRA-RQ00-17
PiEd = g B b THE ISLAMIC REPUBLIC OF IRAN t
2 ﬁé{‘ ﬂ} s Form D Ot 2016
¢ 3 SR
AT, &5 J 2 i OF Application for Entry Visa to the | —
o, 1. Full Name: ! Ilamic Republic of IRAN | Rev.0
POCCHUNUCKAS DENEPALLMSA - — —— e
RUSSIAN FEDERATION o s EFRSTHAL BATA.
3. Date of birth Gender: [ Female T Male
4. Place of birth: Family name (as in Passpon).
5. Nationality: Russian Federation First name (as m Passpoit)
6. Father’s mame: Father'sname
@ 7. Country of residence: Russian Federation Date of bith: R -
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POCCHACKAS! ®EEPALLIA / RUSSIAN PEDERATION Nationality " Previous Nationality
- anOn R - acran, Come o L= 9. Telephone § . T
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10 Fax: - - e - .
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Daic of issus- Valid uail
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13 Date of issue:
14 Place of issue: Moscow, Russian Federation S . ————
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15 Valid until.
16 Place where entry visats Iran will be applied for (Iranian Embassy/ Telephone: ;P 3
Consulate): Embassy of the Islamic Republic of iran - Moscow Ty \LI(I.csi
47 Dates of last entryto Iran:
Russian Passports and visas requests
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Two PCR tests given to Russian citizens, probably asked to the Islamic republic to enter the country during the

covid-19 pandemic.

Most of the documents found in the leak are official documents referring to the nuclear sector (see image below) and
they are redacted both in Russian and in English, showing a close link between the two countries in this field.

AHHOTALIMOHHBIN OTYET

O BbIMO/HEHHH BBIIOMHCHHE paboT
M0 PacCMOTPEHHIO H COIVIACOBAHMIO KOHCTPYKTOPCKOH JIOKYMCHTALIHH B LE/IAX BhIaYH
pazpemenns wiA 000 «KoMTex» Ha YCTAHOBKY CHCTEMBI MF¢PMETHYHOCTH 000/104€K Ha MAIITHIY
neperpysounyio MIIC-B446 5/6 Nel ADC «Bywep».

B COOTBETCTBMM ¢ KaICHIApHBIM IUIaHoM pabor mo gorosopy Ne ] uoor

mowwr, «PaccMoTpeHHE H COIJIACOBAHHE KOHCTPYKTOPCKOH JOKYMCHTAUMH B LENAX
seytayn paspemenns i 000 «Komrex» Ha yeranosky CKI'O ADC «Bymep» 3/6 Nel » Guuta
BBIMIO/THCHA CIICaYIOIas paﬁom:

- PaCCMOTPCHA W COr/IacoBaNa KOHCTPYKTOPCKAA JOKYMEHTAMA HA YCTAHOBKY CHCTEMBI
KOHTPO/IA repmeruunoct obonodexk na mammny neperpysounyio MIIC-B446 3/6 Nel ADC
«Bywep» B o&:emc npexycmotpennbiM Texumaecknn 3anannem (Ipunoxkenne Nel x Jlorosopy
Ne )

KUMMARY REPORT

on performance of works
concerning the review and acceptance of the design documentation for issue of the permission to
“Comtech™ Ltd. to install the in-mast sipping system on MIIC-B446 fuel-handling machine at
“Bushehr” NPP Unit 1.

In accordance with the time schedule of works under contract Ne dated
2019 “Review and acceptance of the design documentation for issue of the permission
to “Comtech” Ltd. to install IMSS at Bushehr Unit 17, the following work was completed:
- design documentation for installation the in-mast sipping system on MIIC-B446 fuel-
handling machine of “Bushehr” NPP Unit 1 was reviewed and accepted in the scope set out in
the Technical Assignment (Appendix No.1 to Contract Ne of 2019).

Another set of files that was found in the leak is material requests, given the fact that Iran is under sanctions, these
files could suggest that there are other ways for Teheran to get the equipment needed, especially because most of

them are in English.
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APET Lt
by g 55 Air slide of the PHRS AIRE GATE VALVE, GENERAL DRAWING ]
a3 aaly Cuad EE U8 cad
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Memory:A gb
HDD:500 68 Beam BEAM, GENERAL DRAWING 8
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— Remote device
Ty T Jorai gate closing | ™ 2 GATE VALVE, GENERAL DRAWING = .
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bubject: Rejection ot documents by ltalian em
Date: Sat, 2 Jun 2012 ©6:37:13 +8200
Message-1ID:

M{IME-Version: 1.8©

ontent-Type: multipart/alternative;
boundary="----=_NextPart_008_004A_81CD434A.A72C4670"

X-Mailer: Microsoft Outlook 14.8

hread-Index: AQLUlrX7kPg5vFbN8vKN21DT5UqbfQ==

ontent-Language: en-gb

his is a multipart message in MIME format.

= _NextPart_ 000 004A 01CD434A.A72C4670

ontent-Type: text/plain;
charset="1is0-8859-1"

ontent-Transfer-Encoding: 7bit

>

hank you very much for attempt to send our invitation letters to Italy
embassy in Tehran.

le (me and ) went to the Italy embassy on last Wednesday to
apply for visa but, the visa officers DID NOT accept our documents because
bf the time limitation for issuing the Schengen visa.

hey said that our documents are OK but, the Schengen visa cannot be issued
before 14 June (which is not good for us).

So, accept our apology and be informed that we caanot attend in the meeting.

Best regards,

National Nuclear Safety Department (NNSD)
ran Nuclear Regulatory Authority (INRA)

= NextPart 000 004A_01CDA434A.A72C4670

ontent-Type: text/html;
boundary="_080_CADnDSxv8Cs8C3nswBYMYF7fBbUTFKNy4V5cXNiOvX6ueZfoCtwmail ";
charset="iso-8859-1"

ontent-Transfer-Encoding: quoted-printable

An interesting mail found in the leak

MALICIOUS FILES FOUND

An Iranian mailbox in theory, considering the country's past in the field of cyber intrusion and malware infections,
needs to be checked very carefully. Indeed, among the leaked files, very interesting files from a cyber point of view

were found. Below there is an introduction of the groups behind these files, and in the next paragraph a list of loCs
linked to the found files.

Anunak/Carbanak

Anunak/Carbanak is the main malware of the APT group FIN7. Used along other tools, such as Mimikatz
and MBR Eraser, this trojan is used only for targeted attacks on bank and payment systems. Among the
primary features there are: keylogging, form-grabbing and functions to interact with the bank system iFOBS.

Phorpiex/Trik
Phorpiex/Trik is a botnet known since 2016 that initially operated using IRC protocol. It has been used to

distribute different range of malware, including sextortion campaigns, ransomware and crypto-currency

clipping. In 2019, an intelligence company estimated that over 1,000,000 computers were infected and
controlled by this botnet.

AutolT Worm




Malware of this family consists of an Autolt script that runs various destructive tasks. The malware spreads
via network resources or removable media by trying to copy itself to other folders.

AdWind

Backdoor:Java/Adwind is a Java archive that drops a malicious component onto the machines and runs as a
backdoor, typically spread as an email attachment. While running as a background service, this backdoor
can install other programs, stealing user information and updating its own configuration by communicating
with a remote server.

Formbook

Formbook is a family of data-stealing and form-grabbing malware active since 2016. Available as a Malware-
as-a-Service, the combination of its low price and advanced modules makes it one the most trending threat
nowdays.

Nivdort

Nivdort is a trojan that was distributed in social-themed campaign, like WhatsApp and Facebook. The
malicious file is contained within the email attachment and usually disguised within a button to lure the
victim. Once executed, Nivdort will automatically replicate itself into C:\ directory and add a Windows
Registry entry, while modifying the Windows Hosts file to prevent users from accessing AV websites.

Kuluoz

This trojan arrives on a system as a file dropped by other malware or as a file downloaded unknowingly by
users when visiting malicious sites. Interestingly, this executable is masqueraded as a Fedex PDF document
to lure the victim into opening it.

Narilam

Narilam is the name of the trojan used to target the MS SQL Server DB of three Iranian financial software
application by TarrahSystem. Several variants exist, all of them written in Borland C++ (most probably in the
late 2009 and beginning of 2010) and appears to be designed mainly to corrupt these databases.

CONCLUSIONS

Cluster25 after having thoroughly analyzed most of the documents, can confirm the fact that ties in the nuclear and
atomic fields are strong, intense and frequent between Moscow and Tehran. A long list of experts, Russian citizens,
nuclear engineers, frequently go to Iran to advise the Islamic Republic and check on the plants. This is just the
confirmation of what is publicly said by the political leaders, thus going to underline the effective help that comes
from the Kremlin in the Middle East.

Global Intel Watch

& & == - CNN reports Iran asked Russia for supports for its
nuclear program.

News dated 04/11/2022

INDICATORS OF COMPROMISE

MALWARE TYPE VALUE
SHA256 0b68025a249bd04720540f688c58badbd3f6782de8119524eccfb57fcac36d13
SHA256 dc2ade64db04b2da7bd825d842025deae7ebb43419a727435962cb093d4299b6
SHA256 479921ba5eeee4ab662cdcf7f1ba376091f797a80fec4fdf04278288c6f1d0da
Anunak/ SHA256 581d9b05126624b4522346593af4e48f97e860640c0989fe49357b7a3ed76286
Carbanak  SHA256 f485a812460b674456ff6392aaf963323998f1d5d8¢c7e70959b76efb127b7725
SHA256 603dd2d103cfb7b7e0a61479a0a5c6d33cb819819a80c32bac980b7c82f465e€9
URL dns22dns22.ru/and/gate.php
DOMAIN dnsservicekl2.ru
Phorpiex/Trik SHA256 0d966c5d04f2569ca957977ad6e9df6e6ab30553b07027 1be3f4c6b930e73b67
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SHA256

SHA256

DOMAIN

SHA256

AutolT Worm SHA256

AdWind SHA256

SHA256

Formbook SHA256

. SHA256

Nivdort SHA256

Kuluoz SHA256

Narilam SHA256
Custom

; SHA256
Trojan

4638b936d235455fb2e79583b206dba30f4f3276e14e11c1fa17c03876bdaab6
a1b54c54cd9b7¢321a77727a3367abaf37cbebd476242aa7366d3a1da5ac17¢1
trkhaus.ru

fff661c6cf84d7aa1039287983ed21b91911fbc5887 cfa35afc914fcedb9a068
a313235f969b73de1dff3f3e4428ce9c29b278b21d410aaba51f118c32b743e7
0b288003b9a2efad70cd72c3a9aabb2eb4e8chdc34853a6d73431ae016a67ae3
fd4c27ac7a6f21ad241388b7bd44e7a287abd2cfa92fe494c27d91b88172eeb4d
8ce629f720939b40acc1e571be11a81967e80dd4deb2a2b2a140623d64ea008b
5dfca7afcd7ab84a6d98d9d0b64cb4aabf13c8f8b0a85b33848dc7¢c12b285358
7ffc8690352ed0e9dce46b4a11eb7d1b02eceOb7e1ed910a8912b439cda3b1e1
4f90c2bc0fach2212a70338673870b8f0893f51093216af16ca1f618340821e6
225d6fa43b4128be67fba2f0a8d1419f72ed9fa3ff92cf98bcceed3448bbef1e

57fe038248a91847a6e592b68f9e17d190499f97a46eeb80b12e19ff47461386

12/12



