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Russia-based RansomBoggs Ransomware Targeted Several
Ukrainian Organizations

Dear human Llife form!
This is James P. Sullivan, an employee of Monsters, Inc.

Recently our company has again expecienced great financial problems and we
require some cash to move on with our electronic crap.
So we are relying on you in these hard times and are crying for help.

I am extremely sorry for the inconvenience but I am currently encrypting your
documents using AES-128.

This key is encrypted using RSA public key and saved to aes.bin file:

[ C:\Users\Administrator\Desktopiaes.bin ]

Please, DO NOT WORRY! I have a decrypting functionality too.
Just don't delete aes.bin, please. You will need it!

You just need to contact me:

minsters-inc@proton.me
https://t.me/mBnsters_inc
TOX 76F64AFB1368A06D514A98C129F56EFO9950ABCTDF19BB1BE39C996436DCD36A6F27CADFOOAG

Ukraine has come under a fresh onslaught of ransomware attacks that mirror previous intrusions
attributed to the Russia-based Sandworm nation-state group.

Slovak cybersecurity company ESET, which dubbed the new ransomware strain RansomBoggs, said
the attacks against several Ukrainian entities were first detected on November 21, 2022.

"While the malware written in .NET is new, its deployment is similar to previous attacks attributed to
Sandworm," the company said in a series of tweets Friday.

The development comes as the Sandworm actor, tracked by Microsoft as Iridium, was implicated for a set
of attacks aimed at transportation and logistics sectors in Ukraine and Poland with another ransomware
strain called Prestige in October 2022.

The RansomBoggs activity is said to employ a PowerShell script to distribute the ransomware, with the
former "almost identical" to the one used in the Industroyer2 malware attacks that came to light in April.
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According to the Computer Emergency Response Team of Ukraine (CERT-UA), the PowerShell script,
named POWERGAP, was leveraged to deploy a data wiper malware called CaddyWiper using a loader
dubbed ArguePatch (aka AprilAxe).

ESET's analysis of the new ransomware shows that it generates a randomly generated key and encrypts
files using AES-256 in CBC mode and appends the ".chsch" file extension.

Sandworm, an elite adversarial hacking group within Russia's GRU military intelligence agency, has a
notorious track record of striking critical infrastructure over the years.

The threat actor has been linked to the NotPetya cyberattacks against hospitals and medical facilities in
2017 and the destructive assaults against the Ukrainian electrical power grid in 2015 and 2016.
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