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Operation Texonto: Information operation targeting Ukrainian
speakers in the context of the war
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A mix of PSYOPs, espionage and ... fake Canadian pharmacies!
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ESET products and research have been protecting Ukrainian IT infrastructure for years. Since the start of the war in

February 2022, we have prevented and investigated a significant number of attacks launched by Russia-aligned
groups. We have also published some of the most interesting findings on WeLiveSecurity:

Even though our main focus remains on analyzing threats involving malware, we have found ourselves investigating
an information operation or psychological operation (PSYOP) trying to raise doubts in the minds of Ukrainians and
Ukrainian speakers abroad.

Operation Texonto

Operation Texonto is a disinformation/PSYOP campaign using spam mails as the main distribution method.
Surprisingly, it doesn’t seem that the perpetrators used common channels such as Telegram or fake websites to
convey their messages. We have detected two different waves, the first one in November 2023 and the second one
at the end of December 2023. The contents of the emails were about heating interruptions, drug shortages, and food
shortages, which are typical themes of Russian propaganda.

In addition to the disinformation campaign, we have detected a spearphishing campaign that targeted a Ukrainian
defense company in October 2023 and an EU agency in November 2023. The goal of both was to steal credentials
for Microsoft Office 365 accounts. Thanks to similarities in the network infrastructure used in these PSYOPs and
phishing operations, we are linking them with high confidence.

Interestingly, a few more pivots also revealed domain names that are part of Operation Texonto and related to internal
Russian topics such as Alexei Navalny, the well-known Russian opposition leader who was in jail and died on
February 16, 2024. This means that Operation Texonto probably includes spearphishing or information operations
targeting Russian dissidents and supporters of the late opposition leader. Those domains include:

¢ navalny-votes[.]Jnet
¢ navalny-votesmart[.]Jnet
¢ navalny-voting[.]net
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Perhaps even stranger is that an email server, operated by the attackers and used to send PSYOP emails, was
reused two weeks later to send typical Canadian pharmacy spam. This category of illegal business has been very
popular within the Russian cybercrime community for a long time, as this blogpost from 2011 explains.

Figure 1 summarizes the main events of Operation Texonto.

Registration of domains Spearphishing campaign Second PSYOPs email
related to Navalny against an EU agency campaign
Oct 2023 End of Nov 2023 Jan 2024
0O O O
U U \J
Sep 2023 Nov 2023 End of Dec 2023
Spearphishing campaign First PSYOPs email Canadian pharmacy spam
against a UA defense campaign
company

Figure 1. Timeline of Operation Texonto

The strange brew of espionage, information operations, and fake pharma can only remind us of Callisto, a well-known
Russia-aligned cyberespionage group who was the subject of an indictment by the US DOJ in December, 2023.
Callisto targets government officials, people in think tanks, and military-related organizations via spearphishing
websites designed to mimic common cloud providers. The group has also run disinformation operations such as a
document leak just ahead of the 2019 UK general election. Finally, pivoting on its old network infrastructure leads to
fake pharma domains such as musclepharm[.]top or ukrpharmal.Jovh.

While there are several high-level points of similarity between Operation Texonto and Callisto operations, we haven’t
found any technical overlap and we currently do not attribute Operation Texonto to a specific threat actor. However,
given the TTPs, targeting, and the spread of messages, we attribute the operation with high confidence to a group
that is Russian aligned.

Phishing campaign: October—-November 2023

Employees working at a major Ukrainian defense company received a phishing email in October 2023, purportedly
coming from their IT department. The emails were sent from it.[redacted_company_name]@gmail.com, an email
address most likely created specifically for this campaign, and the email subject was 3anpowieHo
yTBepxxaeHuwe:MNMnaHoBa iHBeHTapu3auis (machine translation from Ukrainian: Approval requested: Planned inventory).

The content of the email is the following:

Y nepiog 3 02 oBTHS1 N0 13 >KOBTHA cNiBPOGITHVKM BigAiny iHopMaLiiHUX TeXHOIOril NpoBoAAThL
nnaHoBy iHBeHTapu3aLito Ta BUAaneHHs NOLTOBUX CKPUHBOK, L0 HE BUKOPUCTOBYIOTLCS. AKLo Bu
nnaHyeTe BUKOPUCTOBYBATU CBOO MOLUTOBY agpecy
([redacted_address]@[redacted_company_name].com) y manbyTHboMy, Byab nacka, nepengite Ha Be6-
BEpCito NOLITOBOI CKPMHBKM 33 LM NOCUMaHHAM Ta YBIiiAiTb 4O CUCTEMU, BUKOPUCTOBYHOUM CBOT OBMIKOBI
AaHi.

YKogHux popaTtkoBmx Ailt He NoTpibHO, Balwa nowToBa ckpuHbKa OTpUMae ctatyc "nigTBepmkeHnin” i He
Oyae BMaaneHa nig vyac nnaHoBoi iHBeHTapum3aLii pecypciB. AKLO Usi NOWTOBa agpeca He
BMKOpUCTOBYETHCA Bamun (abo ii BUKOPUCTaHHSA He NNnaHyeTbCa B ManbyTHbOMY), TO B LibOMY BUNagKy
Bam He noTpi6HO BMKOHYBATM XXOAHWX Ail - NOLITOBY CKPUHBKY ByAe B1AANeHo aBTOMaTUYHO 13 XOBTHS
2023 poky.

3 nosaroto,
Bipain iHdbopmauinHux TeXHONOoriN.
A machine translation of the email is:

In the period from October 2 to October 13, employees of the information technology department will
conduct a planned inventory and removal of unused mailboxes. If you plan to use your email address
([redacted_address]@[redacted_company_name].com) in the future, please go to the web version of the
mailbox at this link and log in using your credentials.

No additional actions are required, your mailbox will receive the status "confirmed" and will not be
removed during a scheduled resource inventory. If this email address is not used by you (or its use is not
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planned in the future), then in this case you do not need to take any action - the mailbox will be deleted
automatically on October 13, 2023.

Best regards,
Department of information technologies.

The goal of the email is to entice targets into clicking on 3a uMm nocunanHam (machine translation: at this link), which

leads to https://login.microsoftidonline[.Jcom/common/oauth2/authorize?client_id=
[redacted];redirect_uri=https%3a%2f%2foutlook.office365.com%2fowa%2f&amp;resource=
[redacted]&amp;response_mode=form_post&amp;response_type=code+id_token&amp;scope=openid&amp;msafed=1&amp;msaredir=1&ar
request-id=
[redacted]&amp;protectedtoken=true&amp;claims=%7b%22id_token%22%3a%7b%22xms_cc%22%3a%7b%22values%22%3a%5b%22CP
[redacted]&amp;nonce=[redacted]&amp;state=[redacted] (partially redacted). This URL points to the malicious

domain login.microsoftidonline[.Jcom. Note that this domain is very close to the official one,

login.microsoftonline.com.

We haven’t been able to retrieve the phishing page, but it was most likely a fake Microsoft login page intended to
steal the targets’ credentials.

For another domain belonging to Operation Texonto, choicelive149200[.]Jcom, there were two VirusTotal submissions
(one and two) for the URL https://choicelive 149200[.Jcom/owa/auth/logon.aspx?
replaceCurrent=1&url=https://hbd.eupolcopps.eu/owa/. Unfortunately, the site was no longer reachable at the time of
analysis, but it was likely a credential-phishing page for the Outlook on the web/OWA webmail of eupolcopps.eu, the
EU Coordinating Office for Palestinian Police Support. Note that we have not seen the email sample, just the URL
submitted to VirusTotal.

First PSYOP wave: November 2023

On November 20"‘, we detected the first wave of disinformation emails with a PDF attachment sent to at least a few
hundred recipients in Ukraine. People working at the Ukrainian government, energy companies, and even individuals,
received the emails. We do not know how the list of email addresses was built.

Contrary to the previously described phishing campaign, the goal of these emails was to sow doubt in the mind of
Ukrainians; for instance, one email says that “There may be heating interruptions this winter”. It doesn’t seem there
was any malicious link or malware in this specific wave, only disinformation.

Figure 2 shows an email example. Its subject is PexomeHaauii Mo3 ykpaiim Ha Tni gediunTy nikis (machine
translation from Ukrainian: Recommendations of the Ministry of Health of Ukraine at the time of a shortage of
medicines) and the email was sent from mozua@ua-minagro[.Jcom. Note that this address can be seen in the
envelope-from and return-path fields.

ua-minagro[.Jcom is a domain operated by the attackers and was used exclusively for sending disinformation emails
in this campaign. The domain is masquerading as the Ministry of Agrarian Policy and Food of Ukraine whose
legitimate domain is minagro.gov.ua.

B ] Pexomenaauil mos ykpaitn Ha Tni gediunty nikis - Message (Plain Text)

File Message Help Q Tell me what you want to do

o mozua <mozua@ua-minagro.com> _ (U] 11/20/2023
PexkomeHaauii Mo3 ykpaiHw Ha Tai gediumTy nikie

Ov\.-'e removed extra line breaks from this message.

ﬁ]{*— Mozua.pdf .

e 1005 KB

MiHICTEPCTBO OXOPOHM 3A0POB'A NonepessKac Npo AediluT NiKIB B aNTekax — AOCTABKA ASAKUX NPENaparie Ha T
I'Ii,lJ,BMI.LI,EHDfD NONUTY MOME SaTPMMYEBZTHUCA.

3 NOUaTKOM BiliHM 2 P® YKpaiHa NOBHICTIO BIAMOBMNACA Bif NIKAPCbKMX 3ac0BiB pOCIACHHIMX | GINOPYCHHMX dapmMaLEBTMUHMX
KOMMNAHIH, LOX0OAM HACENEHHA BNaNK, a IHO3EMHI NiKK, NOriCTUKA AKKMX 3MIHWMAACA | CTana Binbw cKNaAHOK | BapTiCHOMW,
3HAUHO NoaopoKyani. NMpu Ubomy, HAHGIIbIWKM NOMKUTOM Y TPOMaAAH YEPaIHM KOPUCTYHITLCA TPYNW Npenaparie AnA
NiKYBaHHA XPOHIYHMX 3aXB0PHOEAHD, 33CMNOKINNKBE], 3HeBOMOOYI Ta XipypriuHi 3acobu.

Ha Tni suHKknoro aediumty MO3 YKpaiHi Haragae rpomMagaHam, Wo He BapTo HEXTYBaTH Ge3uiHHMM AOCEIA0M NepesipeHmux
CTONITTAMM HaPOAHWX METOZIB NIKYBaHHA | BUNYCTHUE BIANOBIAHI peKOMeHAaLT.

Figure 2. Disinformation email

Attached to the email is a PDF document, as shown in Figure 3. While it is not malicious per se, it also contains
disinformation messages.
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Qég | MIHICTEPCTBO Dég ‘ MIHICTEPGTBO

0XOPOHN 0XOPCOHN
3110POB'A 3110P0B'A
YKPAIHU YKPAIHU
PEKOMEH LALLIT MO3 YKPAIHW HA TN LLEDILKTY NIKIB NAM'ATKA 3 HAPO,JLHOI MEJULIMHA

TpH MiABULLEHIV TOMBOXHOCTI, BE3COHHI

38ipo6iit NONOMOXE BILHOBUTA 3aXUCHi CUM Oprauiamy-Ua
MiHicTepcTBO OXOPOHWM 300POB'A Monepemkae Npo AediuuT nikie POC/IMHA @PeKTMBHO GOPETbCA 3 Bipycamu i GakTepiamm
B antekax — [0CTaBKa AeSKMX NpenapaTis Ha Tni nigsuLLEHOro 38ipO6IA  30aTHMA  MIABMWYBATM  TWCK,  MI6INO.  HacTii
MOMUTY MOM@ 3aTPMMyBaTHCH. 28ipoGOi0 edeKTMBHMIA MY NicNANONCroBMX Aenpeciax. Ane
POCNMHa NPOTUMOKA3aHa MIOASM 3 MABMLLEHM TUCKOM | 0CO-

3 noyaTkoM BiMHM 3 PQ YkpaiHa MOBHICTIO BiAMOBMNacs BiA 61MBOIO UYTIMBICTIO WKIPM A0 COHAUHMX NPOMEHIB.
NiKapCbKnX 3aco6iB POCIMCbKMX | GiNopycbknx dapMaueBTUYHNX

KOHOMNA Mac 33CMOKIANUBIAN  SdeKT, AKWA  i0eankHo
KOMIIaHit, AOXOMM HACENEHHS BN, a IHO3EMHI Niky, OTICTUKE AKNX

? ! i " MAXOQMT [NS 3HATTA 6070 | CTPECY. KOHOMMIO MOMHA
3MiHMnaca i crana 6inbli  CKNamHOK | BapTICHOW0, 3HAYHO

nogopowuanu. Mpyu ULOMY, HANGINLWIMM MOMUTOM Y TPOMaLsH
YKPaiHM KOPUCTYIOTBCS TPYMW MPenapaTia [And NiKyBaHHS XPOHIYHIX
3axBOP0BaHb, 3aCNOKiNMBI, 3He6OoN0Yi Ta XipyprivHi 3aco6m.

EX1BATY B AKOCTI UaI0, U8 UOTO HEOBXIAHO 3aNMTH 05 rpama
6PYHBOK KOHOMENb CKNSHKOK FapRUOT BOAW, AOOATH ¥ UaitHol
NIOMKM BEPILKOBOTO Macna, Meay | YaHHHI NaKETUK (6yab-Ako-
o COpTy uaio). MpU CUMbHUX CTPECaX KOHOMMO MOXHA

‘ X EIVMBATU HACTYMHIM UMHOM. BaM 3HAR06MTECA 15-2 Kr auKol
Ha i eunmioro aeiuury MO3 Vkpaiuy Haragas rpomagaHam,

WO He BapTo HexTyBaTu 6e3UiHHMM [0CBIIOM nNepesipeHnx
CTONITTAMU HaPOAHUX METOMIB NMiKyBaHHA | BUNYCTUB BiAnoBiOHI
pekoMeHaaii.

KOHOMEN, CTONOBA NOMKA COAM 663 TPKH, 63HKY rYILEHOro
MONOKa, 2 NiTPU MONOKa ~3% WMPHOCTI | 6MM3LKO NiBniTpa
8OOV (MORAcTECA B MpOLieCi, WOG He Tikano Monoko). Bei
iHrPeAieHTM HeoBXiAHO 3MiWaTH B S-NiTPOBIM KacTpyni i
BapHTM GMM3bKO 30-40 XBUNMH. He 3a6yBatTe noMilwyeaty i
NPU HEOBXIAHOCTI [OJABATM BOAW, AYKE BAXUIMED, W06

MONOKO He MPNropino. Micns BapIHKHS KOHOMMO HEOBXIAHO
BILXATY, OTPUMAHY PIAMHY MPOLIAUTY | BXMBATY BCEPeaUHY
B KINLKOCTI He GinbiLie 200 M1.33 OAVH MPHIOM

Figure 3. PDF attachment

The document is misusing the logo of the Ministry of Health of Ukraine and explains that due to the war, there is a
drug shortage in Ukraine. It also says that the Ukrainian government is refusing to import drugs from Russia and
Belarus. On the second page, they explain how to replace some drugs with plants.

What's interesting to note is that the email was sent from a domain masquerading as the Ministry of Agrarian Policy
and Food of Ukraine, while the content is about drug shortages and the PDF is misusing the logo of the Ministry of
Health of Ukraine. It is possibly a mistake from the attackers or, at least, shows they did not care about all details.

In addition to ua-minagrol[.Jcom, five additional domains were used to send emails in this wave:

e uaminagro[.Jcom

e minuaregion[.]Jorg

e minuaregionbecareful[.Jcom
e uamtu[.Jcom

e minagroual.Jorg

minuaregion[.Jorg and minuaregionbecareful[.Jcom are masquerading as the Ministry of Reintegration of the
Temporarily Occupied Territories of Ukraine whose legitimate website is https://minre.gov.ua/en/.

uamtu[.Jcom is masquerading as the Ministry of Development of Communities, Territories and Infrastructure of
Ukraine, whose legitimate website is https:/mtu.gov.ua.

We have identified three more different email message templates, each with a different mail body and PDF
attachment. A summary is provided in Table 1.

Table 1. Disinformation emails

Email body Machine translation of the email body
PociicbkuMu BIiCbKOBMMUW CUCTEMHO
06CTpintoTbLCS 06'EKTU eHepreTUYHOT
iHppacTpykTypu. Y pasi BAHUKHEHHS
leKCTPeHOI cuTyaUii nogava onaneHHs Ta
lenekTpuku B ByAMHKM MOXe OyTW NOBHICTIO
npunuHeHa. LLo6 BuxuTK B Taki cutyauii,
[PEKOMEHAYEMO BaM HaCTyMHe:

Lliei 3umn MoXyTb crnocTepiratucs nepeboi 3
onaneHHsM. PiBeHb TemnepaTtypu B
OyanHKax Moxe ByTu Hmk4e AoNyCTUMUX
3HaYeHb Ha Kinbka rpagycis. Y gesknx
BUNa[Kax MOXMMBO HaBITb BiAKMIOYEHHS
lonaneHHsi, 06'ekTn eHepreTUYHoI 6eanekn
3HAXo4ATLCA Nifg NOCTINHOK 3arpo3oto. Y
3B'A3KY 3 UMM, paguMo B3ATK A0 yBaru
HaCTyMHI pekomeHaauii.

The Russian military is systematically
shelling the energy facilities infrastructure.
Heating supply in case of an emergency and
electricity to homes may be completely cut
off. To survive in such a situation, we
recommend the following:

There may be heating interruptions this
winter. Temperature level in houses can be
several degrees below the permissible
values. In some cases, it is even possible to
turn off the heating, facilities energy security
are under constant threat. In this regard, we
advise you to take into account the following
recommendations.
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Email body

Machine translation of the email body

MiHiCTEPCTBO OXOPOHU 300POB's
nonepemyxae nNpo AediunT nikiB B anTekax —
\nocTaBka AesKux npenaparis Ha Tni
niABWLLEHOrO NONUTY MOXe 3aTpUMyBaTUCS.
3 noyaTkoMm BiltHM 3 P® YkpaiHa noBHicTo
BiAMOBMNacs Bif Nikapcbkux 3acobis
pPOCiiCbKMX i Binopycbkrx hapMaLeBTUYHUX
KOMMaHil, JOXOAM HaceneHHs Bnanu, a
iHO3eMHiI Niku, NnoricTuka Skux amiHunacs i
cTana 6inbLu cknagHo i BapTiCHOM, 3HaYHO
nogopoxyanu. MNpu LboMy, HaWGINbLLNM
nonuToM y rpoMagsiH YKpaiHu KOpUCTYoTbCs
rpynu npenaparis Ans fikyBaHHS XPOHIYHMX
3aXBOPIOBaHb, 3aCMOKiNNMBi, 3HeGontotoui Ta
XipypriyHi 3acobu. Ha tni BuHuKnoro
\nediunty MO3 YkpaiHn Haragas
rpomMagsiHam, Lo He BapTo HEXTYBaTU
Ge3uiHHMM JOoCBIOOM NepeBipeHux
CTONITTAMW HAapPOAHMX MeTOAIB NiKyBaHHS i
BUMYCTUB BiAMNOBIAHI pekoMeHaalii.

The Ministry of Health warns of a shortage
of medicines in pharmacies — delivery of
some drugs against the background of
increased demand may be delayed. With the
beginning of the war with the Russian
Federation, Ukraine completely refused
Russian and Belarusian pharmaceutical
drugs companies, incomes of the population
fell, and foreign medicines, the logistics of
which changed and became more complex
land expensive, significantly became more
expensive. At the same time, the greatest
demand is from citizens. Ukraine uses
groups of drugs for the treatment of chronic
diseases, sedatives, pain relievers and
surgical means. Against the background of
the shortage, the Ministry of Health of
Ukraine reminded citizens that you should
not neglect the invaluable experience of the
tested centuries of folk methods of treatment
and released the appropriate ones
recommended.

IArpecia Pocii npu3sena oo 3Ha4yHux BTpaT B
arpapHoMy cekTopi YkpaiHu. 3emni
3a6pyaHEeHi MiHaMK, MOLLKOMKEHI
CHapsgaMu, oKonamu i pyxoMm BiNCbKOBOT
TeXHiKW. Y BENUKIN KiNbKOCTi NOLIKOKEHO Ta
BHMLLLEHO CiNbCbKOrOCMNOAAPCHKY TEXHIKY,
3HULLLEEHO 3epHocxoBuwa. [lo cTabinizauii
loGcTaHoBKM MiHicTepcTBO arpapHoi
noniTMKM Ta NPOAOBOMLCTBA PEKOMEHAYE
BaM Ypi3HOMaHITHUTW paLioH cTpaBamu 3
\NOCTYMHUX AUKOPOCNUX TpaB. BxuneaHHA
CBIXKMX, COKOBUTUX NIUCTS TPaB Y BUIMsAAI
canaTiB € HanbinbLl NPOCTUM, KOPUCHUM i
\noctynHum. Mam'atanTe, Wo 36upatn
[pocnuHKM cnig ganeko Big MICT i cenuwy, a
TaKoX Bif >xBaBuxX Tpac. NponoHyemo Bam

Russia's aggression led to significant losses
in the agricultural sector of Ukraine. The
lands are polluted by mines, damaged by
shells, trenches, and the movement of
military equipment. A large amount of
lagricultural machinery was damaged and
destroyed, and granaries were destroyed.
Until the situation stabilizes, the Ministry of
iAgrarian Policy and Food recommends
diversifying your diet with dishes made from
available wild herbs. Eating fresh, juicy
leaves of herbs in the form of salads is the
most simple, useful, and affordable.
Remember that you should collect plants far
from cities and towns, as well as from busy
roads. We offer you several useful and easy-

Kiflbka KOPUCHWX | MPOCTUX Y MPUrOTYBaHHI
peuenTis.

to-prepare recipes.

The related PDF attachments are allegedly from the Ukrainian Ministry of Regions (see Figure 4) and the Ministry of

Agriculture (see Figure 5).

m ) Minperion

LLlaHoBHi rpomapaHm!

Uiei s moskyTe cnocTepiraTucs nepe6oi  onanenkam. Pises Temnepatypu
B Bynuikax Moke BYTI MUk e NONYCTHMMX aHaeHb Ha kinbka rpamyoie.
¥ neskux eunankax MOKNHBG HABITL BIAMIO\EHHS oNaneHHs, o6 ekTn

W ) Minperion

LLlaHoBHI rpomapsHm!

eHepreTHuHOl Beaneky AHAXORSTECA NIR NOCTIiAHOIO 3arposoio. Y sa'nsky 3 LM, & Takilt CHTYaLl, pekoMeHRYEMO Bam HacTyMHe:

PaAMMO B3STY A0 YBArN HACTYMHI pekoMernauii.

-]
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Ta enekrpitkn & Synuuki moxke GYTH nosHiCTIc NpUniHena. Lo siwknTi

i nignorn (-]
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O Npuwagaiire rixrapnkn. sanacwi datapeiikn i panionpuiimas, wio npawos ke sin Mepeki.

o cositnensn. i
Tx snews. 7enna Takok i

© Ha sunanok sigknioueHHR SnekTRUKN 3ANACITLCA CipHMKaMN, SaiiaMY, NPHAGAATS racosy namny.

o

BinkpwesiiTe LiTopw wa siksax, enews. 106 enycTUTH Come. | askpneaiire i wa Hiv. 106 3bepery

Tenno.

npunaaw s ki, 1408 NPy panTBEoMY.
ite cranaca noskerka.

& e

Q nirorysire Tennu ik omar. 1106 aveper opar

T2nne. Bakako

o

o inanm. ¥ pasi i P pasom.

M FloTyumocs!

#3umabBnussko

o nnay aii ieyeinamn Ha sunaack skeTpewa cuTyaLii.

M NoTyumocsa!

#3umabnuasko

Figure 4. PDFs allegedly from the Ministry of Regions
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MIHICTEPCTBO

ATFPAPHOI NMOMITUKWU TA MPOOOBONBCTBA
YKPAIHU

LWaHoBH| rpoMagaHmu! Peueny YikpaiHu

Arpecia Pocil Npu3Bena [0 3HAUHMX BTP2T B arpapHOMy CeKTopl YKpaibu. 3emni

Ry, MiHaMK, , OKOMaMM | PYXOM BIACLKOBOI TEXHIKM.

¥ BENMKIA KIMLKOCT] MOLIKOMMEHO Ta 3HMLLEHO CINbChKOrOCMORAPCEKY TEXHIKY, 3HULIEHD
Do it M el arpapHol  monitvim

Ta nj Bam ypi PaLioH CTPaBaMM 3 AOCTYMHMX

MKOPOC/MX TDAB. BHUBAHHS CBIHHX, COKOBUTUX TMCTA TDAB Y BUITIAAI CanaTis € Hai6inbi
MIDOCTHM, KOPVCHIM | AOCTYNHIAM. Mam'STaiATe, LIO 36VPaTM POCTMHM Criia Aaneko sig MicT

MIHICTEPCTBO

ATPAPHOI NONITUKU TA NPOAOBONLCTBA
YKPAIHU

WWasossl rpomMansHu! Peuenmin Yipainm

Arpecisi Pocii npu3Bena [0 3MauMMX BTPAT B ArpapHOMy CekTopi Yikpaim 3ewni

P wiHaMU, . OKOMaMM | PYHOM BIACEKOBOI TEXHiKN.
¥ Benvikii KinbKocTi T Ta 3HULIEHO TexHiky, IHAILIEHO
P Do il i arpapHoi  nonimikn

m 2 Bam

PaUiOH CTPaBaMi 3 AOCTYMIHIX
AMKOPOCTMX TPaR. BIIAB3HHR CRIIAX, COKOBUTUX NWCTA TPABY BUTNARI CANaTie € HaRGinkw
NPOCTM, KOPUCHUM | ROCTYNHIAM. NaMATAITe, Lo 36UPATU POCAMHI CNif} AANEKD Bif) MicT

| cenmuy, a Takow Sif EaBUX TPac. MPOMOHYEMO Bam KINLK3 KOPUCHUX | MPOCTUX i cenvuy a Takow BiA BaBKX TRC. MPONOHYEMO BaM KiNbka KOPMCHWX i MPOCTUX
¥ MpuroTysaKHi peLenTie. ¥ fpmroTysanHi peuenTis.

BITAMIHHO-OIETUYHUNA YN PI2OTTO 3 ro/iYsOM

o E —~

Kpanvea

forose 6n10f0

3 300-400 r. MO/IOBVX POCIIMH AL | KPOMWBA BULANMTM KWK | TOBCTI OwwMnaTH, 06pOGMTH | JOBPE NPOMUTH TyLuy rofy6a. Y IMUB0KIH CKOBOPOAI
CTe6Na, OWNAPUTH OKPOMOM, TDOXM BIAMATH, MOPY6aTH | CKNAacTH B KacTpymio. PO3TONWTK 55 F. MaAcNa. BUKIACTU M'ACO | LIMBYIMI0. OGCMaXMUTK Ha CePeHLOMY
2 BENUKWX uMeyni /:Lp_iSHornop\':aam i pazom 3 0,5 N BOOW 100aTH A0 3eNeHi. BOrHi, NEPIOAMYHO MOMILLYIOUM, NPOTArOM 8-10 XB. 16 307I0THETOrS KONLOPY.
[LloBeniTb 1o KMNiHKSA | BapiTL 1015 XBANMH. [ani 3HU3UTH BOTOHb, BUCUNATW B CKOBOPOIY PHC, CMAMKMUTH, NOMILLYIOUH,
6nM36KO 1-2 XB. MOCONMTH | NOMEPUMTH. BAPHTH 10 NOBHOTO BUMAPOBYBaHHS
piAMHI. [OAaTH 2 ONONOHMKa BOAY | BaDUTH, MOMILLIYIOUM, 10 BUMNAPOBYBaHHI
PiAMHM. BCLOTO 33 YUACOM MaE NITU 6NM3LKO 25 XBUNMH. M0[13BATH PI3OTTO

Ha OKPeMWX Tapinkax, MPUKPacHBLUM IMCTOUKAMMU NETPYLUKM,

CraKaH rpeuy Ao6pe NpOMITH | KOAATM 8 cyn. ToConiTs | BapiTs
0 TOTOBHOCTI rpeuky (20 xB.).

Figure 5. PDF allegedly from the Ministry of Agriculture

In the last document, allegedly from the Ministry of Agriculture, they suggest to eat “pigeon risotto” and they even
provide a photo of a living pigeon and a cooked pigeon.... This shows those documents were purposely created in
order to rile the readers.

Overall, the messages align with common Russian propaganda themes. They are trying to make Ukrainian people
believe they won't have drugs, food, and heating because of the Russia-Ukraine war.

Second PSYOP wave: December 2023

About a month after the first wave, we detected a second PSYOP email campaign targeting not only Ukrainians, but
also people in other European countries. The targets are somewhat random, ranging from the Ukrainian government
to an Italian shoe manufacturer. Because all the emails are written in Ukrainian, it is likely that the foreign targets are
Ukrainian speakers. According to ESET telemetry, a few hundred people received emails in this second wave.

We found two different email templates in this wave. The first one was sent on December 25" and is shown in Figure
6. As for the first wave, the email messages were sent from an email server operated by the attackers,
infoattention[.Jcom in this case.

bpatea-ykpanHuel - Message (HTML)

Message Help Q Tell me what you want to do

happyny <happy

- ppyny ppyny@infoattention.coms _ 12/25/2023

bpatba-ykpanHub!

v

[oporke yKpauHLUbl, NozapaenAem Bac c CambiM TEMABIM W CEMERHBIM NpasgHMKom — HoBbim rogon!
Mbil MCKpEHHE XoTUM, UuToBbl Bol BcTpeTunun 2024 rog B cemeiHom Kkpyry! MycTb BalM poaHble U
Bnuskne HWKoraa He Bonetot! BepervTe Apyr Apyra! TONbKO BCE BMECTE Mbl CMOMEM BbITHATE
caTaHWUCTOR Kz CLUA 1 MX NPUCNIELUHMKOB C MCKOHHO pycckoi 3emnun! Bozpoaum Kuesckyio Pych

Ha3no eparam! CoxpaHum #m3HW niogei! M3 Poccum © niobosbio!

C NpasgHUKOM, L0POTHE ApY3bAa!

Figure 6. First email template of the second wave
A machine translation of the email body is the following:
Dear Ukrainians, we congratulate you on the warmest and most family holiday - the New Year!

We sincerely want you to celebrate 2024 with your family! May your family and friends never get sick!
Take care of each other! Only together we will be able to drive out the Satanists from the USA and their
minions from the original Russian soil! Let's revive Kievan Rus in spite of our enemies! Let's save
people’s lives! From Russia with love!

Happy holiday, dear friends!

The second email template, shown in Figure 7, was sent on December 26“‘, 2023 from a different email server:
stronginfo1[.Jcom. During this wave, two additional email addresses were used:
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« happyny@infonotifi[.Jcom
¢ happyny@infonotification[.Jcom

= C Hosbim rogom! - Message (HTML)

Message Help Q Tell me what you want to do

. happyny <happyny@stronginfol.com> _ 12/26/2023

C HoBbim rogom! “

C Hoebim rogom, BpaTbA-ykpauHupl! B kKaHyH HOBOTO rofia camoe BPemMA BCMOMHMTD O TOM, Kak XOpoLuo
MMETh JBe Napbl HOT M PYK, HO CAKM Bbl N0 OAHY W3 HWX NOTEPANK, TO He paccTpauBaiTeCh — 3TO 3HAUWT, YTo
BAC He OMWIAET BCTPEYE C POCCMIACKMM CONAATOM B OKONE. A BOT CAM Y BaC BCE KOHEUHOCTH LENbI, TO Mbl
Bam He 3aBMAayem. PEKOMEHOyeM CAMOCTOATENBHO OTPE3aTh WK OTMMAKMTL XOTA Bbl 0JHY M3 YeTbipex —
napy MmMHyT B0k, 3aT0 Aablle CHacTIMBaA HM3Hb!

C HoBbim rogom, ykpauHubl! MOMHWTE, UTO MHOTAA OJHO AYULLE, Yem AEeal

Figure 7. Second email template of the second wave
A machine translation of the email body is the following:

Happy New Year, Ukrainian brothers! On New Year's Eve, it's time to remember how good it is to have
two pairs of legs and arms, but if you have lost one of them, then don't be upset - this means that you
won't meet a Russian soldier in a trench. And here if all your limbs are intact, then we do not envy you.
We recommend cutting or sawing off at least one of the four yourself - a couple of minutes of pain, but
then a happy life!

Happy New Year, Ukrainians! Remember that sometimes one is better than two!

While the first PSYOP email campaign in November 2023 was rather well-prepared, with specially created PDF
documents that were somewhat convincing, this second campaign is rather more basic and darker in its messaging.
The second email template is particularly disturbing, with the attackers suggesting people amputate a leg or arm to
avoid military deployment. Overall, it has all the characteristics of PSYOPs during war time.

Canadian pharmacy spam: January 2024

In a quite surprising twist of events, one of the domains used to send PSYOP emails in December 2023,
infonotification[.Jcom, started being used to send Canadian pharmacy spam on January 7th 2024,
An example is provided in Figure 8 and the link redirects to the fake Canadian pharmacy website

onlinepharmacycenter[.Jcom. The spam campaign was moderately large (in the hundreds of messages at least) and
people in many countries received such emails.

= [SPAM] ONLINE PURCHASE WITHOUT PRESCRIPTION Ch...

Message Help Q Tell me what you want to do

R 5 BLUE Pills <happyny@infonotification.com>
[SPAM] ONLINE PURCHASE WITHOUT PRESCRIPTION Change your life right now !

v
hit

https://wegskikn.page.link/k17MsU84G3LUwo8{9

2020 - new url - OFFICIAL CANADIAN PHARMACY

One of the most important aspects of a cheerful life is our sexual relationships. Males become very vulnerable
when they are not able to satisfy the partner due to bad health problems. Change your life now by taking this
brand-new pharmaceutically approved drugs against impotence.

Figure 8. Canadian pharmacy spam
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The emails were sent from happyny@infonotification[.Jcom and this was verified in the email headers:

Return-Path: <happyny@infonotification[.]com>

Delivered-To: [redacted]

[redacted]

Received: from infonotification[.]com ([185.12.14[.]113]
by [redacted] with esmtps (TLS1.3:TLS_AES 256 GCM SHA384:256)
[redacted]

Sun, 07 Jan 2024 12:39:10 +0000

Fake Canadian pharmacy spam is a business historically operated by Russian cybercriminals. It was extensively

covered in the past by bloggers such as Brian Krebs, especially in his Spam Nation book.

Links between these spam campaigns

While we don’t know why the operators of the PSYOP campaigns decided to reuse one of their servers to send fake
pharmacy spam, it is likely that they realized that their infrastructure was detected. Hence, they may have decided to
try to monetize the already burnt infrastructure, either for their own profit or to fund future espionage operations or

PSYOPs. Figure 9 summarizes the links between the different domains and campaigns.

PSYOPs #1 Spearphishing
ua-minagro[ . Jcom
uaminagro[ . Jcom
minuaregion[. Jorg
minuaregionbecarefull. Jcom
uamtu[ . Jcom
minagroua[ . Jorg

choicelivel49200[.Jcom

A € 0 infoattention[.]com
microsoftidonline[.Jcom

stronginfoll . Jcom
infonotifi[. Jcom

Operation Texonto

Figure 9. Operation Texonto summary

Conclusion

Since the start of the war in Ukraine, Russia-aligned groups such as Sandworm have been busy disrupting Ukrainian
IT infrastructure using wipers. In recent months, we have observed an uptick in cyberespionage operations,

especially by the infamous Gamaredon group.

Operation Texonto shows yet another use of technologies to try to influence the war. We found a few typical fake
Microsoft login pages but most importantly, there were two waves of PSYOPs via emails probably to try to influence

and demoralize Ukrainian citizens with disinformation messages about war-related topics.

A comprehensive list of Indicators of Compromise (loCs) and samples can be found in our GitHub repository.

For any inquiries about our research published on WeLiveSecurity, please contact us
at threatintel@eset.com.

ESET Research offers private APT intelligence reports and data feeds. For any inquiries about this

service, visit the ESET Threat Intelligence page.

|
|
|
|
|
| PSYOPs #2 Pharmacy spam
|
|
|
|
|

infonotification[. Jcom

loCs
Files
SHA-1 Filename ESET detaction Description
name
PDF used in an
3C201B2E40357996B383 |, ,. . ; .
Minagroua111.pdf PDF/Fraud.CDY [information operation
2C72EA305606F07477E3 against Ukraine.
PDF used in an
15BF71A771256846D44E . . )
8CB3012EE6BCEFIE1532 Mozua.pdf PDF/Fraud.CDU mfo_rmatlon o_peratlon
against Ukraine.
PDF used in an
960341B2C296C425821E |, ,. . ) ” )
1B42435A0618B89D4037 Minregion.pdf PDF/Fraud.CDT |nfo.rmat|on qperatlon
against Ukraine.
PDF used in an
BB14153040608A4F559F |, ,. . . ; .
Minregion.pdf PDF/Fraud.CDX finformation operation
48C20B98C1056C794A60 against Ukraine.
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https://krebsonsecurity.com/2011/02/spamit-glavmed-pharmacy-networks-exposed/
https://github.com/eset/malware-ioc/tree/master/operation_texonto
https://undefined/mailto:threatintel@eset.com?utm_source=welivesecurity.com&utm_medium=referral&utm_campaign=autotagging&utm_content=eset-research&utm_term=en
https://www.eset.com/int/business/services/threat-intelligence/?utm_source=welivesecurity.com&utm_medium=referral&utm_campaign=wls-research&utm_content=operation-texonto-information-operation-targeting-ukrainian-speakers-context-war

Network

. . . First .

IP Domain Hosting provider seen Details
N/A navalny-votes[.]Jnet N/A 38_25’9- Domain related to Alexei Navalny.
N/A navalny-votesmart[.]Jnet N/A gg_zgé Domain related to Alexei Navalny.
N/A navalny-voting[.]Jnet N/A 58_2(?9- Domain related to Alexei Navalny.

. . Nice IT Services [2023- [Server used to send emails in
45.9.148[.]165  finfoattention].Jcom Group Inc. 12-25 |Operation Texonto.

. . Nice IT Services |[2023- [Server used to send emails in

45.9.148[.]207  |minuaregionbecareful[.Jcom Group Inc. 11-23 |Operation Texonto.

. Nice IT Services [2023- [Server used to send emails in
45.9.150[158 stronginfo1[.Jcom Group Inc. 12-25 |Operation Texonto.
45.129.199[.]200|minuaregion[.]org Hostinger ??_2231- ?)f)rggtiz?]e'lqe?orsfgd Emailsiin
45.129.199].]222]uamtu.lcom Hostinger = g‘;rggﬁgf]e?e;"offgd emails in
46.249.58[ 1177 [infonotifi[ Jcom serverius-mnt 1050 g‘;g’;'ﬁgf]e?efozfgd emails in
89.116.52[.79 uamlr_1agro[.]com IPXO LIMITED 2023- Server_used to send emails in

ua-minagro[.Jcom 11-17 |Operation Texonto.
154.49.137[]16 |choicelive149200Jcom  |Hostinger @023 |phishing server.
185.12.14[]13  [infonotification[.Jcom Serverius e g;g;;igieﬁefoﬁf:d emails in
193.43.134[.]113 [login.microsoftidonline[.Jcom|Hostinger ?8_25’:; Office 365 phishing server.
195.54.160[.]59 |minagroual Jorg BlueVPS 0% gf)rg;';igf]e?efoﬁfgd emails in

Email addresses

¢ minregion@uaminagro[.Jcom

e minregion@minuaregion[.Jorg

¢ minregion@minuaregionbecareful[.Jcom
e minregion@uamtu[.Jcom

e mozua@ua-minagro[.Jcom

e mozua@minagroual.jorg

¢ minagroua@vps-3075.lethost[.Jnetwork
¢ happyny@infoattention[.Jcom

¢ happyny@stronginfo1[.Jcom

¢ happyny@infonotifi[.Jcom

* happyny@infonotification[.Jcom

MITRE ATT&CK techniques

This table was built using version 14 of the MITRE ATT&CK framework.

Tactic ID Name Description
IAcquire .
T1583.001 Infrastructure: Operators bought domain names at
- Namecheap.
Resource Domains
Development IAcquire .
T1583.004 Infrastructure: Oper_ators rented servers at Nice IT,
S Hostinger, Serverius, and BlueVPS.
erver
T1566 Phishing O_p_erators §ent emails with
" disinformation content.
Initial Access — —— -
T1566.002 Phlshlng_. _ ) Operator_s sent ema_lls with a link to
) Spearphishing Link [a fake Microsoft login page.
Operators used domain names
gefer.ise T1036 Masquerading similar to official Ukrainian
vasion .
government domain names.
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https://attack.mitre.org/resources/versions/
https://attack.mitre.org/versions/v14/techniques/T1583/001
https://attack.mitre.org/versions/v14/techniques/T1583/004
https://attack.mitre.org/versions/v14/techniques/T1566
https://attack.mitre.org/versions/v14/techniques/T1566/002
https://attack.mitre.org/versions/v14/techniques/T1036/

