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Mid-year Doppelganger information operations in
Europe and the US

Identifier: TRR240701.

Summary

This report delves into Doppelganger information operations conducted by Russian actors, focusing on their activities
from early June to late-July 2024. Our investigation was motivated by the unexpected snap general election in
France, prompting a closer look at Doppelganger activities during this period.

While recent activities have been described since'2, our first dive into the information operations topic offers a

complementary threat-intelligence analysts’ perspective on the matter, brings additional knowledge on associated
infrastructure, tactics and motivation in Europe and the United States.

Background

Doppelgénger designates a set of information manipulation operations conducted by Russian actors that leverage

social networks and digital media to support Russia’s interests 3. The most notable characteristic of these operations
is the impersonation of popular news websites to spread disinformation. The term “Doppelgéanger” is also
indiscriminately used in public research to designate the actors, operators and institutions that contribute to these
operations.

Since the first public report in 20224, Doppelgé’mger5 has been vastly and publicly described by government

6,7 8,9,10

organisations™ ' and private companies

As a result, and while Doppelganger operations continue, government organisations, private companies and the civil

society can now identify and inform about these operations more rapidly12.

Given HarfangLab is based in Europe (France), we were particularly attentive to possible Doppelgénger campaigns
during France’s unexpected June 2024 snap general election.

(Dis)information chain

Doppelganger spreads and amplifies fabricated, fake or even legitimate information across social networks. To do so,
social networks accounts post links that initiate an obfuscated chain of redirections leading to final content websites
(see Fig. 1).

2nd lovel
rédirectors.

REDIRECTION CHAIN

Figure 1 — Overview of the (dis)information chain
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The overall content distribution approach that we could observe between early June and late-July 2024 has remained
consistent, despite continuous rotation of associated infrastructure assets by the operators.

X/Twitter posts

Social media appears to be the primary dissemination means for disinformation. We surveiled activity on X/Twitter
and were able to identify about 800 acounts which posted links to 1st level redirectors (see Fig. 1). These accounts
do not appear to belong to real individuals, may be described as “bots”, and often present themselves as
Cryptocurrency / Web3 influencers. Based on our observations, the dissemination process exhibits the following
characteristics:

* Bot posts (see Fig. 2) are unique, possibly Al-generated. Comments never seem to repeat themselves across
all bot activity, and use several languages (notably English, French, German, Polish and Ukrainian).

« Different bots post different links to 1st level redirectors.

« All post have abnormally high numbers of engagements compared to each account’s follower base, making it
almost certain that the bot network also artificially inflates interaction metrics.

¢ |t's unclear whether these posts are ever able to burst out of the echoing chamber that is the bot network and
reach the timeline of real user accounts.

Looking at past activities from the bot accounts, it seems like they were used in the context of cryptocurrency scams
(i.e, pump and dump schemes, airdrops, etc.). This leads us to believe that Doppelganger operators are either renting
a fleet of Twitter bots from a third party, or that some of their members are also moonlighting as cybercriminals.
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Figure 2 — Twitter accounts sharing links to Doppelganger’s infrastructure

While writing this report, we discovered a specific case where monitored accounts that we believe are affiliated with
Doppelganger did not post links to 1st level redirectors, but an Al-generated music video impersonating the band
Little Big that satirises the Paris Olympics and discourages attendance (see Fig. 3, and Appendix for the link).
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Figure 3 — Video of an Al-generated music video making fun of the Paris Olympics

While our research focused on X/Twitter, previous reports shared by Meta® showed that Doppelganger abused other
platforms to spread their content.

Redirection chain

In a likely attempt to hinder research and conceal infrastructure, the information flow from social network posts to final
content goes through an intricate redirection chain (see Fig. 1). The redirections are imperceptible for the targeted
audience: clicking a link transparently leads to the final content website anyway — but those are making the
Doppelganger infrastructure difficult to identify in real-time and at scale.

1st level redirectors

1st level redirectors are a conceptual redirection block comprised of URLs (possibly from pooled domain names) that
point to custom redirecting Web pages (on possibly pooled Web servers). Below is an example of such Web page
content, as pointed to by hxxps://g5hp0[.]top/19ro81 on July 17, 2024:

<!DOCTYPE html>

<html>

<head>

<title>Citizenship Doesn't Matter If You Support Biden</title>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<meta name="twitter:card" content="summary large image">

<meta property="og:title" content="Citizenship Doesn't Matter If You Support
Biden"/>

<meta property="twitter:title" content="Citizenship Doesn't Matter If You Support
Biden"/>

<meta property="og:description" content="Republicans are trying to rush a bill
through Congress to allow only U.S. citizens to vote in presidential elections."/>
<meta property="twitter:description" content="Republicans are trying to rush a bill
through Congress to allow only U.S. citizens to vote in presidential elections."/>
<meta property="og:image"
content="https://telegra.ph/file/d1629e477£84abbc37dbc.jpg">

<meta property="twitter:image"
content="https://telegra.ph/file/d1629%9e477f84abbc37dbc.jpg">

<meta http-equiv='refresh' content='0; url=hxxp://vickypitner[.]com/wash9261378'>
</head>

<body>

<script type="text/javascript">var Oxc80e=["",6 "split",

[TRUNCATED], 91, "xAkdhgbIQ", 45,7,10))</script>

<div> npuHI-pereHT - A KTO 3aHMMaeTCHd IIOXOpoHamm? He BEI? KaraHel] HaTypPaJlMCTUYHOCTH

NPenbABUTENL 3TAJIOHMPOBAHME MIEPECTMUIIAHME Y3aKOHMBAHME COLMOJNMHTBUCTMKAL/div>
<br>
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[TRUNCATED]
</body>
</html>

Those Web pages contain metadata that control link preview generation on X/Twitter, including preview pictures that

are always hosted on the public telegra.ph platform12.

The Web pages are set to instantly redirect to the next stage of the redirection chain (2nd level redirectors, in that
case hxxp://vickypitner[.]com/wash9261378), using an HTTP meta tag.

The Web pages also contain:

« A meaningless and randomly generated Cyrillic placeholder text;

« Javascript code obfuscated using the Hunter framework, which in effect only sets the page text’s color to white
(document .body.style.color = "white";), likely to ensure the placeholder text is not visible to the
target audience (as the page default background color is also white) in case the redirection fails or takes too
much time.

Searching from mid-May to late-July 2024, we could identify thousands of 1st level redirector URLSs, leveraging
hundreds of domain names (in Appendix). The 1st level redirector URLs we could retrieve match the following two
patterns:

e http(s)://<5 to 6 random characters>.<domain name.tld>/<6 other random characters
or text slug>

e http(s)://<short domain name.tld>/<6 random characters>

The identified 1st level redirectors domain names usually (but not always) are registered on recent TLDs, such as
.click, .topor .shop

The most frequent IP resolutions that we observed for 1st level redirectors domains between early June and late-July
2024 are presented below.

IP address Details
168.100.9[.1238  ASN 399629, BLNWX
77.105.135[.148 ASN 216309, EVILEMPIRE-AS / TNSECURITY LTD
185.172.128[.1161 ASN 216309, EVILEMPIRE-AS / TNSECURITY LTD

We noted that the Web servers (on the aforementioned IPs) run an OpenSSH service on port 22, and an OpenResty
+ PHP 7 Web service on ports 80 and 443, exposing a default self-signed certificate with C=xX, L=Default City,

O=Default Company Ltd setas an issuer.
2nd level redirectors

2nd level redirectors are comprised of URLs that point to custom redirecting Web pages (on possibly pooled Web
servers). 1st level redirectors redirect to 2nd level redirectors. Here is an example of a 2nd level redirector Web page
content, as pointed by hxxp://vickypitner[.]com/wash9261378 on July 17, 2024 (content truncated):

<html lang="en">

<head>

<meta charset="UTF-8" />

<meta http-equiv="X-UA-Compatible" content="IE=edge" />

<meta name="robots" content="noindex, nofollow">

<meta name="viewport" content="width=device-width, initial-scale=1.0" />
<title>with their hippopotamus.</title>

[TRUNCATED]

</head>

<body>

<div class="header">

<hl>Website Header</hl>

<a href="page2.html">Page 2</a>

<a href="page3.html">Page 3</a>

</div>

<div class="content">

<p>However, watermelons have begun to rent octopus over the past few months,
[TRUNCATED] for prunes associated with their goldfishes.</p>

</div>
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<div class="footer">

<p>Website Footer</p>

<a href="contact.html">Contact</a>

<a href="about.html">About Us</a>

</div>

</body>

<script src="data:text/javascript;base64, [TRUNCATED]"></script>
</html>

The Web page contains a meaningless English placeholder text, links to empty pages, as well as a base64-encoded
and lightly obfuscated Javascript (decoded and truncated extract below):

var name = ' cKyZkv5N2nbDRwVb';
if (!window.7cKkaV5N2anRwa) {
window. cKyZkv5N2nbDRwVb = {
unique: false,
ttl: 86400,
R PATH: 'hxxps://gatoogeef[.]info/US-17-07 washingtonpost',
bi
}
[TRUNCATED]
var KKb9F59tQHKz9S1m = '?return=js.client’';
_KKb9F5gtQHKz9S1m += '&' +
decodeURIComponent (window.location.search.replace('?', '')):;
[TRUNCATED]

var a = document.createElement ('script');

a.type = 'application/javascript';
a.src = window._ cKyZkv5N2nbDRwVb.R PATH + KKbOF5gtQHKz9S1m;
var s = document.getElementsByTagName ('script') [0];

s.parentNode.insertBefore (a, s)

The Javascript code aims at loading a script from the next and final stage of the redirection chain (Tracker, in that
case hxxps://gatoogeef[.]info/US-17-07 washingtonpost? [TRUNCATED]), by crafting a specific URL
and creating a new Javascript element in the page to include it.

Searching from mid-May to late-July 2024, we could identify hundreds of 2nd level redirector URLSs, leveraging tens
of domain names (in Appendix). The 2nd level redirector URLs we could retrieve match the following pattern:
http://<domain name.tld>/<3 to 4 first letters of the final content website name><7
random digits>

The most frequent IP resolutions that we observed for 2nd level redirectors domains between late May and late-July
2024 are presented below.

IP address Details
206.188.197[.1116 ASN 399629, BLNWX
64.190.113[.145 ASN 399629, BLNWX
195.85.115[.136  ASN 399629, BLNWX
195.2.731.1149  ASN 48282, VDSINA-AS

We noted that Web servers (on the aforementioned IPs) run an Express application server returning a default 404
page on TCP ports 80 and 3000, with the one on port 80 containing the Cannot GET / message in its HTTP
response.

Tracker

The Tracker is the cornerstone of the redirection chain. It is comprised of a domain name, as well as a server hosting

an instance of the Keitaro'® platform — which is described as a tool for content publishers and advertisers, aimed at
flexibly handling and analysing Web traffic.

A Tracker server seemingly lasts way longer than 1st and 2nd level redirectors — the latter being rotated quite
frequently, while a single Tracker server can be used for months. It delivers several Javascript files, organised by
campaigns, which ultimately redirect the current page to final content websites. Tracker servers are protected behind
Cloudflare’s reverse-proxy, as a light infrastructure concealement technique.

The Tracker server provides a minimized and lighlty obfuscated Javascript, which is loaded by 2nd level redirectors
(see previous title). Here is an example of a Tracker Javascript:
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var _zGW3JkDTHFyP
[TRUNCATED]
e.client = new

[TRUNCATED]
content: {
"body": "",
"headers":
hxxps://www.washi
support-biden/"],
"status": 3
[TRUNCATED]
by
debug: false
1)

}, function (t, e
[TRUNCATED]
e.default = fun

if (undefined
[TRUNCATED]
if (301 ===
n = Strin
String.pr
return
refresh[\"\']2")
}i
var e = t
document.
document.
document.
document.
document.

return vo

}
[TRUNCATED]

)

In that case, the Tracker
07_washingtonpost?
hxxps://www.washin

support-biden/, by ¢l

QOXRM = function (n) {

u ({

["Location:

ngtonpost[.]pm/world/2024/07/03/citizenship-doesn-t-matter-if-you-

02,

, n) |

ction (t) {

!== t.content) ({

t.content.status || 302 === t.content.status) ({
g.prototype.replace;

ototype.replace = function (t, e) {

"object" == typeof t && t.source.includes ("http\-equiv=[\"\"']?
? this : n.call(this, t, e);

.content.headers[0] .replace (/Location:s+/i, "");

open () ;

write ("<html><head>") ;

write ("<meta name="referrer" content="never" />");

write ("<meta http-equiv="refresh" content="0;url=" + e + "" />");
write ("</head></html>");

id document.close();

Javascript as loaded from hxxps://gatoogeef[.]info/US-17-

[TRUNCATED] immediately redirects to
gtonpost[.]pm/world/2024/07/03/citizenship-doesn-t-matter-if-you-
reating an HTTP meta tag in current Web page.

Searching from mid-May to late-July 2024, we noticed only 2 distinct Tracker servers were active. In particular, we

could discover a Tracker server that has been setup shorty after a public article first revealed the previous Tracker IP

address (after Cloudflare reverse-proxy)?.

Tracker domain

Setup on 2024-07-15. Registered at Namecheap on 2024-04-28,
gatoogeef[.]info |ast update on 2024-05-03 associated with

IP Address (after

Details Cloudflare)

45.87.411.137, ASN
62068 (SpectralP B.V.)

justinpacke[@]proton[.]me email.
65.108.158[.1243, ASN
cheekss[.]click Setup on late July 2023. Registered at Namecheap. 24940 (Hetzner Online
GmbH)

All Tracker Javascript loading URLs we could retrieve start with the following pattern : https://<domain

name.tld>/<two let

is released>-<numb
final content webs

07 washingtonpost).

Final content

ters country code of targeted country>-<number of the day when link

er of the month when link is released> <beginning of the name of

ite, possibly followed by - and a number> (ex: US-17-
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The ultimate step of the redirection chain leads the targeted audience to final content URLs, hosted on various
websites. The final content is presented in various language (English, French — see Fig. 4, German, Polish — see Fig.
5, Hebrew, Ukrainian, etc.), depending on the targeted audience.

Feliable
R R i Recent Actualités Décryptage Communauté d'experts Liens Rétroaction Qui sommes-

News

hgramme d'expulsion des migrants — ministére de la Justice du pays africain La Belgique n‘autorise pas I'Ukraine & u!

Ce portail fourni des informations s(ires & partir des sources fiables. Actualité et analyse, avis d'expert, rappe

Le deuxieme tour en France - la deuxieme
chance del'lUE
m 06.07.2024 12:52 PM | Source: RRN Staff n m @

Le Pen et Bardella visent &4 accomplir leur mission et « rendre sa grandeur a
I'Europe ».

Figure 4 — Doppelgéanger supporting far-right party during the 2nd tour of general snap elections in France
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Figure 5 — Doppelgénger impersonating Polish Polityka news website to spread fake news

Gathering hundreds of final content URLs during investigation timeframe, we noted that while URLs mostly directed
to Doppelganger-fabricated websites (spreading fake news, sometimes impersonating popular news websites), they
could also lead to distinct types of content websites (including legitimate ones). In general, we could identify tens of
websites (see Appendix), fitting 4 distinct categories:

* Fabricated news websites: those websites, most probably created by Doppelganger or its affiliates, are the
most frequent final content destination, and notably amplify or are sources of fake news. Some examples are
rrn|[.]media (multi-language), franceeteul.]today (French), derbayerischelowe([.]info (German),
truthgate[.]us (English) and polskikompas[.]com (Polish).

* Websites impersonating legitimate ones: those websites are very similar to the previous, but additionally
mimick and impersonate existing legitimate news websites or magazines. Some examples are
www.leparisien|[.]wf (French), www.spiegel[.]1td (German), www.forward[.]pw (Hebrew),
www.politykal.]1link (Polish), www.unian[.]pm (Ukrainian) or www.fox-news[.]in (English).

« Strongly opinionated websites: those websites appear to be legitimate and may have been existing for a long
time, but only publish inflamatory and/or divisive content. They sometimes are directly supporting Russian
narratives. Some examples are stratpol[.]com (French) or www.liberationnews[.]org (English).

« Other: those websites do not fit into any other category, and are legitimate news websites, content publishing
platforms or institutional websites. The associated final content URLs are given as sources to support
narratives on social networks. A most notable example is hxxps://www.ifop[.]com/publication/le-
climat-legislatif-a-deux-semaines-du-vote-du-30-juin/, which is leading to poll results
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published by a legitimate French opinion polling leader (and indicating the far-right collects most voter intents
for the June general snap elections).

We noted that all Doppelgénger-fabricated final content websites are protected by Cloudflare reverse-proxy service or
similar (and possibly custom) frontend protection mechanisms. Despite these safeguards, we could identify the likely
backend hosting servers (behind Cloudflare) for some of the fabricated content websites that are still online at the
time of writing this article:

Fabricated websites IP Address (after Cloudflare)
www.spiegel[.]1ltd 111.90.146(.1198, ASN 45839 (Shinjiru Technology Sdn Bhd)
www . forward [ .]pw, www.hamodia[.]in 101.99.90(.]1184, ASN 45839 (Shinjiru Technology Sdn Bhd)
www . psychologies[.]top 101.99.90[.1165, ASN 45839 (Shinjiru Technology Sdn Bhd)

Pivoting from these discovered servers, we could identify 6 domain names'* that were registered in July, that
impersonate existing legitimate websites, and that with believe with medium to high confidence might be leveraged by
Doppelganger in the future:

Suspicious domain Impersonated website
closermag(.]eu closermag[.]fr (French)
conspiracywatch[.]in conspiracywatch[.]info (French, English)
mensjournal [.]day mensjournal[.]com (English)
mynaszlaku[.]in mynaszlaku[.]pl (POlISh)
dzieckowpodrozy[.]in dzieckowpodrozy[.]pl (Polish)
bibelbund[.]cfd bibelbund|.]de (German)

Final content analysis and targets

Information manipulation operations are designed to manipulate public opinion to achieve strategic objectives. The
most common goals of these campaigns include political influence, social manipulation, eroding public trust in the
media, and general destabilization. The timing and content of the Doppelganger activities indeed make their
intentions apparent, actively targeting the public opinion, particularly in the lead-up to elections.

Political analysis

We analyzed over 200 of Doppelganger’s latest publications from May to July. To conduct this analysis, we employed
a large language model (LLM) designed for extensive text analysis and reasoning — the “LLaMA-3-Sonar-Large-32k-

online”'®, to read and score the articles for their political leanings using a political compass16.

The LLM was tasked with reading the articles and scoring them based on their political leanings. This analysis began
with providing an agenda assessment, identifying the primary goal of the content and determining whether it aimed to
influence political opinions or promote a specific ideology. The model then evaluated and categorized the political-
economic stance of each article, ranging from “far left” to “far right”. Far-left positions typically advocate for a socialist
or communist society, rejecting capitalism and often promoting radical transformation of the existing socio-economic
order, while far-right positions emphasize nativism and authoritarianism'”.

Additionally, the LLM was directed to assess the “social score” of each article, ranging from Libertarian to
Authoritarian. This social axis evaluates the article’s stance on personal freedoms, government control over social
issues, and individual rights, with Libertarians advocating for maximum personal freedom and minimal government
intervention, while Authoritarians support greater government control.

Finally, the LLM was also tasked with identifying the country of focus within each article.

Bearing in mind the limitations of LLMs (such as potential biases and other constraints) and acknowledging the slight
room for interpretation in analyzing the articles, the results are as follows:
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Figure 6 — A political compass plot of recent Doppelgéanger articles showing the targeted country

Agenda

Ukraine emerges as the most discussed country, with topics ranging from its handling of conscription, corruption,
military capabilities, and readiness for EU membership, often portraying Ukraine’s governance and policies
negatively. France is critiqued for its preparedness for the 2024 Paris Olympics, political unrest, and immigration
policies. Germany’s handling of Ukrainian refugees, energy plans, COVID-19 measures, and defense spending are
scrutinized. The United States is criticized for its foreign policy and military readiness under Biden, with support for a
more assertive approach and transparent election processes. Poland’s economic policies under Donald Tusk are
criticized as misguided and leading the country to bankruptcy. Israel’s political maneuvering and humanitarian aid are
discussed, with a focus on Netanyahu'’s policies. And last but not least, Russia’s media regulations and censorship
are condemned, advocating for freedom of speech.

The articles generally take a stance critical of mainstream Western policies, often supporting more nationalist or
conservative viewpoints. There’s a tendency to question the actions of the US, NATO, and the EU while sometimes
presenting Russia in a more favorable light. The content frequently highlights internal problems within Western
countries and criticizes their involvement in foreign conflicts, particularly in Ukraine. Many articles focus on corruption,
governance issues, and economic challenges in various countries.

Targets

Our analysis reveals a hierarchy in Doppelganger’s geographic focus. France emerges as the primary ‘target’ and
subject of disccussion, followed closely by Germany, the United States and Ukraine. Judging from the recent articles
we analyzed, these four countries dominate the narrative landscape, reflecting the current geopolitical dynamics and
aligning with temporal trends.

To a lesser extent, Doppelganger also targets Israel, Poland and Taiwan, indicating a broader, albeit less intense,
interest in these regions. Hungary and Switzerland are also mentioned, in relation to Ukraine.
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As far as the contents of the articles are concerned, several recurring themes and patterns emerge. The most
frequently discussed topics include the Ukraine-Russia conflict, European Union politics, NATO and military affairs,
immigration issues, US politics and foreign policy, and various national political situations, particularly in France and
Germany.
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Figure 7 — A political compass heatmap of recent Doppelganger articles

Converting the political compass data into a heatmap reveals a clear pattern to Doppelgénger articles. The most
prominent concentration is observed in the right-wing authoritarian quadrant, indicating a significant bias towards
conservative economic policies coupled with socially restrictive viewpoints. Interestingly, there’s a secondary,
although less intense, concentration in the left-libertarian section of the compass.

This dual-focus strategy suggests a nuanced approach to disinformation, aiming to appeal to (or manipulate) diverse
political demographics. The presence in opposing quadrants could be an attempt to sow discord across the political
spectrum and generally worsen existing divisions.

The scattered spread across other areas of the compass indicates that the group doesn’t exclusively target the
aforementioned stances, but rather adapts its content to cover a range of perspectives, as deemed appropriate, to
maximize their reach and impact.

This pattern in the distribution of Doppelganger articles lends itself to an interpretation through the lens of the
horseshoe theory.

From the horse’s mouth

The horseshoe theory18 posits that the far-left and far-right, rather than being at opposite ends of a linear political
spectrum, share similarities and can be closer to each other than to the political center.
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POLITICAL HORSESHOE OF ANALYZED ARTICLES
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Figure 8 — Political horseshoe of analyzed articles

In the context of information warfare, the horseshoe approach supports Doppelganger’s objective of destabilizing
target countries by creating artificial discourse. This is achieved by promoting seemingly opposing viewpoints that, in
reality, advance the same foreign interests.

It's important to note, however, that while the horseshoe theory provides an interesting framework for interpreting the
group’s strategies, it remains controversial and not widely accepted.

Overall, the different mappings show Doppelganger has a bias towards conservative economic policies coupled with
socially restrictive viewpoints, aligning with the group’s known tactics of exploiting nationalist and traditionalist
sentiments. However, rather than adhering strictly to one ideological stance, Doppelganger also attemps to appeal to
left-libertarian viewpoints, although to a lesser extent.

Black Hat SEO for fabricated websites

In the process of researching traces of Doppelganger activities, we noticed that references to final websites had been
added in comments (see Fig. 9), users profiles, forum threads (see Fig. 10) and pages (see Fig. 11) of publicly
accessible and completely unrelated websites, prior to or during Doppelganger websites use as part of information
operations.

<a href=https://Interventionist.us/ >https://in
Déposé le
26/06/2024 par
Justintiz -
<a href=https: //interventionist.us/ >https: //interventionist.us/</a>

Déposé la

26/06/2024 par
Justintiz -

<a href=https: //besuchszweck.org/ > https: //besuchszweck.org/ </a>
Déposé la
26/06/2024 par

<a href=https://besuchszweck.org/>https . //besuchszweck.org/ </a>
Déposé le
26/06,
Gal

<a href=https://lavirgule.news/ >https://lavirgule.news/ </a>

<a href=https://lavirgule.news/ >https://lavirgule.news/ </a>
é le
24 par

Figure 9 — Comment spam on a WordPress website containing links to various Doppelganger websites
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Figure 10 — A Pinterest post referencing a Doppelganger website
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E MeHio Hosoctu 0 Hac Dopymbl Admwa Caenaxo B flpot

hasHas / Becenka Mam posecHmkos / French news franceeteu.today

French news franceeteu.today

emeliga #1 - 18 anpena 2024 8 16:59

\ Discover the essence of France with our news service! Stay informed about the latest happenings in

politics, culture, entertainment, and beyond. Trust us to keep you updated and connected to the heart
of France. French news

CooBuienmi: 1

Figure 11 — A message describing a Doppelganger website on a Russian-language parenting support community website

We believe such references have been introduced in various webpages as a search engines results optimization
(SEO) attempt.

Cross-referencing email addresses, IP addresses and usernames of accounts posting such content, we discovered
what appears to be an entire spam network of accounts which is dedicated to posting fake comments — we assume
for the purposes of increasing the linked website’s PageRank rating.

The most frequent IP addresses that posted such comments between May and July are presented below. They are
still producing comments at the time of this writing.

IP address Details
5.35.32[.]114  ASN 216071, SERVERS TECH FZCO (VDSINA)
212.118.39[.1106 ASN 216071, SERVERS TECH FZCO (VDSINA)
146.70.1117.1132 ASN 9009, M247 Ltd Belgrade

Doppelgénger content appears to represent only a minor fraction of the content pushed by this network: most
comment samples we could uncover instead advertise a variety of Russian-language material (i.e., a phone repair
shop in Moscow, cryptocurrency mixers, Telegram channels associated with sex work, online casinos, etc. — see Fig.
12 and 13).

HOZZASZOLASOK

KNWUHWHroBanA

\* https://cleaning24moscow.ru

how to write an experience essay characterization essay example essay help 123 paul krugman essays automated essay scori

porn videos

Figure 12 — Example of comment from same spam network, but which is not related to Doppelganger
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1P 212.118.39.106 6410 2024-07-2410:43:16

Username GabrielMig 3

Email mglenenkotpankswimpul@gmail.com 15044

Report
e —

POST SUBJECT:
POST TEXT

urle"htep://sexymule.eo.i1/> Shtep://sexymule.co.i1/6gt; </URL>

Figure 13 — A comment block report about a comment from same spam network

Just like with X/Twitter accounts, it is likely that this infrastructure is not managed directly by Doppelganger but is
purchased as a service from a gray-market vendor; or that Doppelganger actors also conduct other dubious SEO
campaigns.

No matter what their exact relationship is, we believe that these findings demonstrate at least a degree of porosity
between information manipulation operations and the cybercrime ecosystem.

Doppelganger amplifies CopyCop

While collecting Doppelgéanger final content URLs, we noticed that Doppelgéanger sometimes amplified fake news that
were originally published outside of the Doppelganger’s scope.

For instance, in early July, Doppelganger released several 1st level redirectors URLs (such as
http://jrbwcf.bukuygemoy436[.]shop/swc9ws) targeting a French audience, and which led to fake news on
a Doppelganger-fabricated website (hxxps://rrn[.]media/fr/les-electeurs-francais-soudoyes/). The
fake news claimed that the party of the French President was trying to bribe electors during the French general snap
election (see Fig. 14).

i d Communauté i - i
Actualités  Décryptage Liens Rétroaction
d'experts

iliser les chasseurs F-16 fournis a l'extérieur du pays = Premier ministre par intérim Alexander De Croo

Ce portail fourni des informations sires a partir des sources fiables. Actualité et analyse, avis d'expe¢
des infox.

Les électeurs frangais soudoyés
EZI 27.06.2024 08:46 AM | Source: RRN Staff n u n

100 euros ont été promis a chaque citoyen qui soutient la majorité
présidentielle.

Figure 14 — A Doppelganger final content website amplifying a fake news

The same fake news was previously emitted a day before on another fabricated website (see Fig. 15),
franceencolere|.] fr, which is not a final content website for Doppelganger-published links.

France Politique Etats-Unis actualités Monde

France En Colere

Apporter en France l'actualité vraie et sans fard

% EN CE MOMENT sins 15 morts  La Convention Républicaine : Milwaukee se Prépare Les dangers de I'utilisation abusive d'Ozempic en France Frap,

oo Macron Promet aux Frangais 100 Euros en
| K Prowep cas de Vote Pour la Majorité Présidentielle
| 100 Euros en Accuell | PM | Juin | 26

cas de Vote

Figure 15 — Same fake news previously published on another website

While franceencolere(.] fr is protected by Cloudflare, franceencolere(.] fr seems to be hosted on an IP
address 95.165.66[.]127 behind Cloudflare (ASN 25513, PJSC Moscow city telephone network). The same IP
address also hosts CopyCop-associated websites'? (such asmiamichron[.]comand clearstory|.]news)and

is long-known as a CopyCop asset?0.

We additionally noticed that a TLS certificate for fku.falconeye|[.]tech was generated on the same date (2024-

05-15) than the last (and still valid) TLS certificate for the publicly described CopyCop Matomo tracker'®
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(trk.falconeye[.]tech). While also protected by Cloudflare, fku.falconeye[.]tech seems to be hosted on
an IP address 46.138.250(.]248 behind Cloudflare (ASN 25513, PJSC Moscow city telephone network), and
most notably hosts a file named trk.php as well as what could be an article publication form (see Fig. 16) named
ia.html. As a result we believe with low confidence that this server might be associated with CopyCop.

£ O W 8 hitpsyffku.falconeye.techfia.htr « C O fa hitps://46.138.250.248/1a.htm
Submit a New Article Submit a New Article
Password: Password:
Link: Link:
Title: Title:
Body: i Body:
Category: Category:
Tags: Tags:
IsThematic: IsThematic:
Photo URL 1: Photo URL 1:
Photo URL 2: Photo URL 2:
Photo URL 3: Photo URL 3:

Submit Submit

Figure 16 — A same form exposed through designated hostname and likely underlying server IP address

Conclusion

Our analysis of Doppelganger’s recent information operations reveals a persistent, convoluted and relatively large
effort by Russian actors to make room for a foreign narrative in Europe and the United States. This is most likely
done to help manipulate public opinion. These operations primarily involve impersonation of legitimate news websites
and dissemination of disinformation through a network of bot accounts on social media platforms, notably X/Twitter.
The actor’s dynamic and obfuscated infrastructure alongside the intricate redirection chain makes real-time detection
and mitigation challenging.

Our findings indicate that Doppelganger operations are adaptive, likely leveraging rented or shared cybercrime
infrastructure. The political analysis of Doppelganger’s content shows a clear bias towards conservative and
nationalist viewpoints, with a significant focus on destabilizing Western democracies by exploiting existing societal
and political divisions.

As far as future developments are concerned, we discovered days before this publication an Al-generated music
video shared by Doppelganger operators, which indicates that they’re still in the process of ramping up their efforts
and attempting to reach virality through the production of meme-compatible material.

The amplification of content from other disinformation campaigns (i.e., CopyCop) further highlights the interconnected
nature of these operations. Despite the challenges in measuring the real-world impact of such campaigns, the
continuous and persistent nature of Doppelganger activities certainly succeed in supporting a foreign narrative and
disseminating fabricated news, as well as underscores the need for robust countermeasures and international
cooperation to safeguard democratic processes.

Appendix
Known infrastructure and content links

Associated data are also available on our GitHub repository.

IP Addresses

168.100.9[.]1238|1st level redirectors server

77.105.135[.]48|1st level redirectors server

185.172.128[.]161|1st level redirectors server
206.188.197[.]1116|2nd level redirectors server
64.190.113
195.85.115
195.2.73[.
45.87.417.

[.145|2nd level redirectors server
[.136]2nd level redirectors server
1149|2nd level redirectors server
1

37 |Keitaro Tracker server (after CLoudflare)
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65.108.158[.]243|Keitaro Tracker server (after CLoudflare)
111.90.146[.]1198|Doppelganger-fabricated website hosting (after Cloudflare)
101.99.90[.]1184 |Doppelganger-fabricated website hosting (after Cloudflare)
101.99.90[.]1165|Doppelganger-fabricated website hosting (after Cloudflare)
95.165.66[.]27|CopyCop-fabricated website hosting (after Cloudflare)

Domains and hostnames

gatoogeef[.]info|Keitaro Tracker server
cheekss[.]click|Keitaro Tracker server

adudu4d-ayam[.]store|lst level redirector top domain

grabemas|[.]store|lst level redirector top domain
101zz[.]store|lst level redirector top domain
100myrtle[.]com|lst level redirector top domain

15mb2vy4z[.]top|lst level redirector top domain
lembzrw2g2[.]top|lst level redirector top domain
ltyp[.]top|lst level redirector top domain
27488877[.]com|1lst level redirector top domain
2k3o0[.]topllst level redirector top domain
5pjj5[.]topllst level redirector top domain
69setd4[.]fun|lst level redirector top domain
82604433[.]com|1lst level redirector top domain
abouhaus|[.]shop|lst level redirector top domain
aceofdigital[.]xyz|lst level redirector top domain
acrobatuk[.]shop|lst level redirector top domain
adobepl[.]shop|lst level redirector top domain
adumtree[.]co[.]Juk|1lst level redirector top domain
africanherbaloil[.]xyz|lst level redirector top domain
aicaitwss[.]online|lst level redirector top domain
aiedge[.]green|lst level redirector top domain
aipro[.]community|lst level redirector top domain
akagami75[.]shop|lst level redirector top domain
akagami95[.]shop|lst level redirector top domain
akhilsmm[.]shop|lst level redirector top domain
alanwake7[.]website|lst level redirector top domain
alieninsider[.]online|lst level redirector top domain
ambatukam45[.]shop|lst level redirector top domain

andonelebron[.]click]|lst level redirector top domain

anehociak5[.]click|1lst level redirector top domain
anesongbosio207[.]click|1lst level redirector top domain
anesongbosio226[.]click|1lst level redirector top domain

antsleveler[.]com|lst level redirector top domain
anybodyfornow[.]live|lst level redirector top domain
arabiandates[.]shopllst level redirector top domain
aratox[.]shop|lst level redirector top domain
asas[.]blog|lst level redirector top domain
asvam[.]top|lst level redirector top domain
auas|[.]lkrd|lst level redirector top domain

b019[.]topllst level redirector top domain
babasang[.]shop|lst level redirector top domain
bandcamp-music[.]download|lst level redirector top domain
baslercom[.]ch|lst level redirector top domain
bestlebanesegrill|[.]com|lst level redirector top domain
bestmyservice[.]com|lst level redirector top domain
bharatcoders[.]buzz|lst level redirector top domain
bilidragoon[.]com|lst level redirector top domain
body-balance[.]blog|lst level redirector top domain
bookofbuzz[.]vip|lst level redirector top domain
bostondrywallservices[.]com|1lst level redirector top domain
brazilianhomesolutions[.]com|lst level redirector top domain
brodewicz[.]tech|lst level redirector top domain
brogecoin[.]vip|lst level redirector top domain

bukuygemoy402[.]shop|lst level redirector top domain
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bukuygemoy436[.]shop|lst level redirector top domain
bukuyjellyl05[.]shop|lst level redirector top domain
burragmart[.]Jonline|lst level redirector top domain
cannonl47[.]click|1lst level redirector top domain
cannonlb52[.]click|1lst level redirector top domain
carhartthoodie[.]com|lst level redirector top domain
celebfashiontoday[.]com|lst level redirector top domain
centralhot[.]com|lst level redirector top domain
chauonimal[.]click|lst level redirector top domain
circadiyin[.]one|lst level redirector top domain
clicklist[.]lnet|1lst level redirector top domain
codewithwagar[.]com|lst level redirector top domain
coipery[.]shop|lst level redirector top domain
commerceconciergeco[.]com|lst level redirector top domain
cookiejar[.]love|lst level redirector top domain
crazydigital[.]academy|lst level redirector top domain
curlyshana[.]uk|1lst level redirector top domain

cytershop[.]com|lst level redirector top domain

decohomeartdesigns[.]com|lst level redirector top domain
depolumid [.]click|1lst level redirector top domain
depolumi5[.]click|1lst level redirector top domain

depopulsad([.]click|lst level redirector top domain
depopulsaa4d[.]click|lst level redirector top domain
desmoinesbathpros|[.]com|lst level redirector top domain
diamndmgcwn[.]lonline|lst level redirector top domain
digitallydone([.]store|lst level redirector top domain
disenoweblogrono[.]xyz|lst level redirector top domain
djovn[.]shop|lst level redirector top domain
dotcomfoods[.]co[.]uk|1lst level redirector top domain
dpboss|[.]shop|lst level redirector top domain
driveble[.]ch|lst level redirector top domain
dropshipping[.]buzz|1lst level redirector top domain
dtlys[.]one|lst level redirector top domain
dusloungebar[.]com|lst level redirector top domain
dxbescortgirls[.]shop|lst level redirector top domain
eaglesgaming[.]club|lst level redirector top domain
egt91l7gpf[.]ltopllst level redirector top domain
epsilonfinancial[.]org|lst level redirector top domain
erosstarescorts[.]com|lst level redirector top domain
estafetaod[.]top|lst level redirector top domain
estafetaofw([.]top|lst level redirector top domain
estafetaoil.]topllst level redirector top domain
eunsh[.]shopllst level redirector top domain
expertgame77[.]pro|lst level redirector top domain
feliznavidad[.]click]|1lst level redirector top domain
felmut[.]shop|lst level redirector top domain
fjieka[.]shop|lst level redirector top domain
fjiogjioal[.]shop|lst level redirector top domain
fkriee[.]shop|lst level redirector top domain
flamebargrill[.]com|lst level redirector top domain
flowmeta[.]cfd|1lst level redirector top domain
fredearlsvo[.]com|lst level redirector top domain
freedommediacorp[.]com|lst level redirector top domain

g5hp0[.]topl|lst level redirector top domain

gamewinlO[.]click|1lst level redirector top domain
gamewinl30[.]click|1lst level redirector top domain
gass83[.]click|lst level redirector top domain

gasskuyl23[.]click|1lst level redirector top domain
gatchad46[.]click]|lst level redirector top domain
gbo4d4[.]store|lst level redirector top domain
gituyahmainnyalO4[.]click|lst level redirector top domain
gjigoaial.]shop|lst level redirector top domain
globalchamberoc[.]org|lst level redirector top domain

gold365s[.]win|lst level redirector top domain
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grizzly[.]dog|lst level redirector top domain
handbaglife[.]online|lst level redirector top domain
hatcapbag[.]com|lst level redirector top domain
healthygoodlife[.]livel|lst level redirector top domain

hints[.]lmediallst level redirector top domain

homesnowcone[.]com|lst level redirector top domain
hophopS5[.]click|lst level redirector top domain
howler56[.]click|lst level redirector top domain

incomeapk[.]xyz|lst level redirector top domain
indo39%ocke[.]lol|1lst level redirector top domain
infinityeight[.]ch|lst level redirector top domain
investinsavvy[.]com|lst level redirector top domain
ipdj[.]ltopllst level redirector top domain
iplscore2024[.]1live|lst level redirector top domain
iwantthiscar[.]info|lst level redirector top domain
j9ha2b7pv([.]ltop|lst level redirector top domain
jacketmania[.]shop|lst level redirector top domain

jacketmania[.]shop-|1lst level redirector top domain

jagoanterbang-9[.]click|1lst level redirector top domain

javierkeough[.]org|lst level redirector top domain
jenna-design[.]com|lst level redirector top domain
jieshenplay[.]top|lst level redirector top domain
joyboy6l[.]shop|lst level redirector top domain

junacogeneraltradinguae([.]com|lst level redirector top domain

justicedus[.]biz|1lst level redirector top domain
katakkud4d[.]online|lst level redirector top domain
kejartarget27[.]click|1lst level redirector top domain
kejartarget57[.]click|1lst level redirector top domain
kin888net[.]lol|1lst level redirector top domain
kindreadking[.]online|lst level redirector top domain
knowledgeguru83[.]com|lst level redirector top domain
knowsomething[.]click|1lst level redirector top domain
kohen[.]website|lst level redirector top domain
kosa[.]social|lst level redirector top domain
lakersmenang[.]click|1lst level redirector top domain
language-force[.]ru|lst level redirector top domain
laraibrabbani[.]net]|lst level redirector top domain
larissacrane[.]shop|lst level redirector top domain
lawlessdenimco[.]shop|lst level redirector top domain
leagendmind[.]xyz|lst level redirector top domain
lewisgriggs[.]com|lst level redirector top domain

lightweb-inc[.]com|lst level redirector top domain

littlemonstersphotos[.]com|lst level redirector top domain

livegamepro[.]org|lst level redirector top domain
lkuer[.]top|lst level redirector top domain
loklok35[.]shop|lst level redirector top domain
marcobrivio[.]com|lst level redirector top domain
mathswithmushi[.]com|1lst level redirector top domain
maxpayl73[.]click|1lst level redirector top domain
mefusst[.]tech|lst level redirector top domain
megabet89[.]shop|lst level redirector top domain
merindaw([.]shop|lst level redirector top domain
minesxp[.]online|lst level redirector top domain
miniature[.]homes|lst level redirector top domain
miragebacxr37[.]click|1lst level redirector top domain
mlbsports[.]club|lst level redirector top domain
mmegdar[.]homes|lst level redirector top domain
mmkl4[.]top|lst level redirector top domain
modentwrk[.]net|lst level redirector top domain
mollygemoyl6[.]lclick|1lst level redirector top domain
mollys[.]garden|lst level redirector top domain
moneyfever[.]buzz|lst level redirector top domain
moviezwap[.]today|lst level redirector top domain

musuli[.]shop|lst level redirector top domain
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myblogreviews[.]online|lst level redirector top domain

mytechtrends[.]online|lst level redirector top domain

nasiputihxnasimerah[.]click|1lst level redirector top domain

news-hive[.]online|lst level redirector top domain
news24mp[.]com|lst level redirector top domain
newtrendsboutique[.]com|1lst level redirector top domain
ngd2xgivb[.]top|lst level redirector top domain
nicegamell3[.]click|lst level redirector top domain
ninoarbasetti[.]com|lst level redirector top domain
nteh7[.]top|lst level redirector top domain
num386113[.]top|lst level redirector top domain
obngt[.]topllst level redirector top domain
oaini[.]store|lst level redirector top domain
odbsa[.]com|lst level redirector top domain
odpkg[.]shopllst level redirector top domain
ordinarypunks[.]com|lst level redirector top domain
packpranks[.]online|lst level redirector top domain
paodavidal.]church|lst level redirector top domain
pecahbet[.]site|lst level redirector top domain
pefecetemoney[.]xyz|lst level redirector top domain
penembakjitu8l[.]click|1lst level redirector top domain
pergipulangpagi[.]click]|lst level redirector top domain
personalinjurycar|[.]com|lst level redirector top domain
pg3f[.]ltopllst level redirector top domain
placeholderdomain[.]link|1lst level redirector top domain
plotspot[.]lshop|lst level redirector top domain

positivebodyfit[.]com|lst level redirector top domain

premiumslimminggummies|[.]shop|lst level redirector top domain

princepannul[.]com|lst level redirector top domain

professionalattitude[.]click|lst level redirector top domain

progambler[.]buzz|lst level redirector top domain
prokeysuk([.]shop|lst level redirector top domain
pronailscomplex[.]online|lst level redirector top domain
protraveler[.]world|lst level redirector top domain
purepurchase[.]shop|lst level redirector top domain
puzzledplay60[.]shop|lst level redirector top domain
pvbartending[.]com|lst level redirector top domain
gls3873j1l[.]topllst level redirector top domain
gé6hd[.]topllst level redirector top domain
gisocaip[.]lshop|lst level redirector top domain
gl9uk[.]topl|lst level redirector top domain
re-china[.]com|lst level redirector top domain
redbanknow[.]info|lst level redirector top domain
renzkaliloalio34[.]click|1lst level redirector top domain
rh899main[.]biz|1lst level redirector top domain
rolunicotributario[.]life|lst level redirector top domain
rrirxh618([.]top|lst level redirector top domain

rsvd[.]topllst level redirector top domain

rtp-mana777[.]lcom|lst level redirector top domain
rtpgora68[.]Jonline|lst level redirector top domain
rushroll[.]shop|lst level redirector top domain

safe-pharma[.]com|1lst level redirector top domain
santaslotjp[.]lnet|1lst level redirector top domain
sayasukajepel2[.]click]|1lst level redirector top domain
seaux9[.]com|lst level redirector top domain
selalubegitul.]click|1lst level redirector top domain
semanismadu48([.]click|1lst level redirector top domain
semanismadub6[.]click|1lst level redirector top domain
sepengujungan|.]click|1lst level redirector top domain
servergacor20[.]click|1lst level redirector top domain
shakeologybigbag[.]store|lst level redirector top domain
shanhuo[.]site|lst level redirector top domain
shark4k([.]shop|lst level redirector top domain

shfue[.]shop|lst level redirector top domain
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showthatsauce[.]co[.]uk|1lst level redirector top domain
shrabanicreative[.]xyz|1lst level redirector top domain
signatureartworld[.]Jcom|lst level redirector top domain
sihpalingdewaO7[.]click|1lst level redirector top domain
sillonesluberto[.]com|lst level redirector top domain
sin88[.]yogallst level redirector top domain
skgoa[.]shop|lst level redirector top domain
slestimatego[.]quest|1lst level redirector top domain
sociogrowth[.]com|lst level redirector top domain
sorcellerie-magie-noire[.]com|lst level redirector top domain
starprince-lightl4[.]click|1lst level redirector top domain
stockingmypantry[.]top|lst level redirector top domain
streamflex[.]shop|lst level redirector top domain
streetsoccer-school[.]com|lst level redirector top domain
stuartparry[.]uk|lst level redirector top domain
study-company[.]biz|lst level redirector top domain
superfollowers[.]uk|lst level redirector top domain
swiftluxemarket[.]com|lst level redirector top domain
takperlupenganti[.]click|1lst level redirector top domain
tech-value[.]online|lst level redirector top domain
techsaferz[.]com|lst level redirector top domain
tengnangkiall4[.]click|lst level redirector top domain
texansmart[.]com|lst level redirector top domain
tgfhairsalon[.]shopllst level redirector top domain
thealtechservice[.]com|lst level redirector top domain
thebaitlounge[.]com|1lst level redirector top domain
thedigitalmarketing[.]live|lst level redirector top domain
thesachinvaishyal[.]xyz|lst level redirector top domain
thienthienpucethao[.]click|1lst level redirector top domain
todayjob[.]store|lst level redirector top domain
tolate[.]click|1lst level redirector top domain
topcaijing([.]shop|lst level redirector top domain
travelusaexperts[.]link|lst level redirector top domain
treasurebesar[.]click|1lst level redirector top domain
trhab[.]top|lst level redirector top domain
tuakaohia2[.]click|1lst level redirector top domain
tukulhebat7[.]click|1lst level redirector top domain
tutinlen[.]store|lst level redirector top domain
tvmountsallhd[.]online|lst level redirector top domain
tx99goo20[.]top|lst level redirector top domain
u-adobe[.]shop|lst level redirector top domain
unchaayi[.]com|lst level redirector top domain
unidadedivinal.]org|lst level redirector top domain
unixcom[.]tech|lst level redirector top domain
us-en-livpure[.]com|lst level redirector top domain
vcsoftware[.]shop|lst level redirector top domain
viopenfs[.]click|lst level redirector top domain
visitanytime[.]online|lst level redirector top domain
visitingkw[.]com|lst level redirector top domain
vitalitytotaloffers|[.]website|lst level redirector top domain
vmbjf[.]shop|lst level redirector top domain
vrundadigitalmarketing[.]online|lst level redirector top domain
vumato[.]store|lst level redirector top domain
wheretrip[.]today|lst level redirector top domain
wonders28[.]click|1lst level redirector top domain
woodworkingz247[.]store|lst level redirector top domain
wszystko[.]space|lst level redirector top domain
xjan[.]top|lst level redirector top domain
yamadekol87[.]click|1lst level redirector top domain
yourhappytour[.]online|lst level redirector top domain
yourterif[.]com|lst level redirector top domain
ys01l2[.]topllst level redirector top domain
zdOxnbS5mp[.]top|lst level redirector top domain

ztnty[.]lclick|lst level redirector top domain
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zzih73zmi[.]top|lst level redirector top domain
O6huelc29p[.]top|2nd level redirector top domain
lsunwin[.]topl2nd level redirector top domain
2ir841s4y[.]ltopl|2nd level redirector top domain
3jxcdmewe[.]top|2nd level redirector top domain
accgamegraphic([.]com|2nd level redirector top domain
adelalbassam[.]com|2nd level redirector top domain
alisverisinkalbi[.]best|2nd level redirector top domain
clinicafamiliahispanal.]com|2nd level redirector top domain
coficity[.]com|2nd level redirector top domain
compensate[.]cyou|2nd level redirector top domain
contexcapital[.]com|2nd level redirector top domain
cpdm8ulyabndgw2vek[.]site|2nd level redirector top domain
dakotaindeck[.]website|2nd level redirector top domain
daktronicss[.]lcom|2nd level redirector top domain
davejs|[.]top|2nd level redirector top domain

davetn[.]top|2nd level redirector top domain

difmlaw[.]com|2nd level redirector top domain
dinheiroagora[.]icul2nd level redirector top domain
estafetamnr[.]top|2nd level redirector top domain
estafetaovt[.]top|2nd level redirector top domain
estrellaj[.]com|2nd level redirector top domain
fbusercenter[.]top|2nd level redirector top domain
forceunlockx[.]top|2nd level redirector top domain
foxworkz[.]lcom|2nd level redirector top domain
freetogetstarted[.]com|2nd level redirector top domain
herbalhealingforchildren[.]com|2nd level redirector top domain
hgeventservices[.]com|2nd level redirector top domain
imlxjglal[.]topl2nd level redirector top domain
liberaricoffee[.]com|2nd level redirector top domain
lspcf7rgl[.]top|2nd level redirector top domain

maekss[.]com|2nd level redirector top domain
mavigelinim[.]com|2nd level redirector top domain
minelab-tech[.]com|2nd level redirector top domain
moneylioonzp[.]topl2nd level redirector top domain
motorsignhsrp([.]com|2nd level redirector top domain
olibroom[.]com|2nd level redirector top domain
paradigmjewels[.]com|2nd level redirector top domain
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brennendefrage[.]com|Final content website (Fabricated news website)
deintelligenz[.]com|Final content website (Fabricated news website)
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ue/
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hxxps://hauynescherben|.]net/marktanalyse/europa-nimmt-energiedialog-mit-moskau-
wieder-auf
hxxps://hauynescherben|.]net/news/schweizer-friedenskonferenz-ohne-frieden
hxxps://histoireetsociete[.]com/2024/06/04/guerre-en-ukraine-et-elections-
europeennes-vers-une-guerre-mondiale-ineluctable/
hxxps://holylandherald[.]com/american-military-on-edge/
hxxps://interventionist[.]us/media-propaganda/a-new-tragedy-the-consequences-of-a-
broken-immigration-system
hxxps://interventionist[.]Jus/media-propaganda/biden-and-trump-s-fate-by-charles-
ortel
hxxps://justthenews[.]com/accountability/political-ethics/hld-hunter-biden-was-
proposed-board-member-120-million-burisma
hxxps://kaputteampel[.]com/personlichkeiten-und-politik/manuela-schwesig-bei-einem-
besuch-in-der-ukraine
hxxps://la-sante[.]info/5-virus-transmis-par—-les-moustiques-qui-pourraient-
perturber-les-jeux-olympiques/
hxxps://la-sante[.]info/epidemie-de-cholera-dans-l-armee-ukrainienne-plusieurs-cas-
mortels-deja-signales/
hxxps://la-sante[.]info/epidemie-de-dengue-risques-a-l-approche-des-jeux-olympiques/
hxxps://laterrasse[.]online/les-francais-sont-preoccupes-par—-le-nombre-d-immigres—
dans-le-pays
hxxps://laterrasse[.]online/marine-le-pen-ne-doute-pas-de-sa-victoire-aux-—
prochaines-elections
hxxps://lavirgule[.]news/elections-legislatives-un-choix-francais-decisif/
hxxps://lavirgule[.]news/l-ukraine-noie-1l-ue/
hxxps://lavirgule[.]news/les-elections-francaises-jettent-une-ombre-sur-les-jo-2024/
hxxps://le-continent[.]com/geopolitique-et-relations-internationales/accord-de-
securite-europeen-washington-joue-sa-partition-ukrainienne
hxxps://lebelligerant[.]com/affaires-internes/delocalisations-cachees-la-dispersion-
des-migrants-dans-la-france-rurale
hxxps://lebelligerant[.]com/affaires-internes/macron-promet-d-agir-jusqu-en-mai-
2027-et-d-etre-protecteur-de-la-republique
hxxps://lebelligerant[.]com/conflits-brulants/les-etats-unis-et-israel-discutent-de-
l-envoi-de-systemes-patriot-a-l-ukraine
hxxps://lebelligerant[.]com/conflits-brulants/les-hommes-ukrainiens-se-cachent-en-
masse-pour—-echapper-a-la-conscription
hxxps://lebelligerant[.]com/conflits-brulants/macron-et-nouvelle-caledonie-un-cas-d-
arrogance-coloniale
hxxps://lebelligerant[.]com/diplomatie/les-pays-de-l-ue-entament-des-negociations-d-

adhesion-avec-la-moldavie-et-l-ukraine
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hxxps://lebelligerant[.]com/revelations/recrutement-des-agents-de-securite-pour-les-
jo-finalise-ou-6000-ukrainiens-a-paris
hxxps://lesfrontieres[.]media/hauts-de-seine-une-fille-de-12-ans-violee-parce-que-
juive-par-3-adolescents
hxxps://lesfrontieres[.]media/legislatives—-quelles-mesures-sur-limmigration-une-
assemblee-de-droite-pourrait-adopter
hxxps://lesifflet[.]net/jeunesse-actu/l-allemagne-accueille-des-musiciens-et-des-
footballeurs-ukrainiens
hxxps://lesifflet[.]net/sports—et-esports/comment-les-etats-unis-transforment-les-
jeunes-europeens-en-terroristes
hxxps://lexomnium[.]com/attal-promet-de-legiferer-contre-les-hausses-d-impots/
hxxps://lexomnium|[.]com/l-ukraine-face-a-un-avenir-incertain/
hxxps://lexomnium|[.]com/le-pen-previent-macron-que-bardella-n-autorisera-pas-1-
envoi-de-troupes-en-ukraine/
hxxps://lexomnium|.]com/nouveaux-affrontements-en-nouvelle-caledonie-les-espoirs-de-
macron-decus/
hxxps://lexomnium|[.]com/panique-de-macron-le-pen-avertit-d-un-coup-d-etat-
administratif/
hxxps://lexomnium|[.]com/sommet—-en-suisse-les-propositions-de-paix-russes-rejetees—
zelensky-poursuivra-la-guerre/
hxxps://liesofwallstreet[.]com/statistics/truly-international
hxxps://mehr-diplomatie-wagen|.]de/
hxxps://meisterurian[.]io/der-neue-generalsekretar-der-nato/
hxxps://meisterurian(.]io/deutschlands-schlechtester-kanzler/
hxxps://meisterurian[.]io/wer-will-den-krieg-wirklich-beenden/
hxxps://miastagebuch[.]com/fusball-oder-front-ukrainische-nationalspieler-vor-der-
wahl-ihres-lebens
hxxps://miastagebuch[.]com/ukraine-im-abseits-friedenskonferenz-offenbart-
internationale-distanzierung
hxxps://mypride[.]press/disney-is-controlling-the-minds-of-americans
hxxps://mypride[.]press/fbi-is-covering-trans-shooters
hxxps://mypride[.]press/ukrainian-lgbtgia-propaganda-for-the-usa
hxxps://news.walla[.]re/item/2113714.html

hxxps://news.walla[.]re/item/4236441.html

hxxps://news.walla[.]re/item/9844192.html
hxxps://notrepays|.]today/sommet-de-burgenstock-quelle-paix-sans-la-russie
hxxps://omnam[.]life/b-wlm/gry-h-l-mryg-ym
hxxps://omnam[.]life/bysr-1/rh-b-pwhdt-mhzb-11h
hxxps://original.antiwar[.]com/paul/2024/06/17/we-spent-a-billion-dollars-fighting-
the-houthis-and-lost/
hxxps://overton-magazin[.]de/hintergrund/politik/unser-gemeinsames-interesse-muss-
es-sein-den-gegenwaertigen-krieg-baldmoeglichst-zu-beenden/
hxxps://overton-magazin[.]de/hintergrund/wirtschaft/tor-tor-tod/
hxxps://overton-magazin[.]de/top-story/das-geschacher-um-das—-gemeinsame—-communique—
der-schweizer-friedenskonferenz/
hxxps://polskikompas[.]com/2024/06/01/zelenski-uwaza-negocjacje-z-rosja-za-
nierealne/
hxxps://rrn[.]lmedia/de/eu-gipfel-mit-selenskyj-und-ohne-die-ukraine/
hxxps://rrn[.]media/de/euro-2024-zuge-obdachlose-und-terroristen/
hxxps://rrn[.]media/de/korruptes-nordatlantisches-bundnis/
hxxps://rrn[.]media/de/video-friedlicher-gipfel-nicht-fur-den-frieden/
hxxps://rrn[.]media/de/video-russland-und-asien-vereinen-sich/
hxxps://rrn[.]media/de/zurucktreten-oder-nicht-zurucktreten/
hxxps://rrn[.]media/fr/bardella-nenverra-pas—-de-troupes—-francaises-en-ukraine/
hxxps://rrn[.]media/fr/grand-casse-de-lukraine/
hxxps://rrn[.]lmedia/fr/les-electeurs—-francais-soudoyes/
hxxps://rrn[.]media/fr/macron-exploite-les-gauchistes-au-second-tour/
hxxps://rrn[.]media/fr/video-le-sommet-le-plus-absurde/
hxxps://rrn[.]media/fr/video-lue-contre-la-democratie/
hxxps://rrn[.]media/fr/video-pas-de-gagnants-dans-les-legislatives-en-france/
hxxps://rrn[.]media/fr/week-end-touristique-de-zelensky/

hxxps://rrn[.
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hxxps://rrn[.]lmedia/the-democratic-facade-of-zelensky-s-ukraine/
hxxps://rrn[.]lmedia/time-to-dissolve-nato/
hxxps://rrn[.]media/video-u-s-orders-spark-two-terror-attacks-in-one-day/
hxxps://shadowwatch[.]us/ukrainians-lose-faith-in-zelensky-s-leadership/
hxxps://spicyconspiracy[.]info/conspiracy/aliens-and-nuclear-war
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hxxps://spicyconspiracy[.]info/conspiracy/ukraine-is-in-debt
hxxps://spicyconspiracy[.]info/forecasts-and-predictions/biden-is-buying-electors
hxxps://stratpol[.]lcom/aider-lukraine-au-detriment-des-interets-de-son-peuple-est-
un-suicide-politique/
hxxps://stratpol[.]com/le-president-zelensky-a-etabli-une-dictature-lukraine-ne-
repond-pas-aux-criteres-dadhesion-a-lue-ni-politiquement-ni-economiquement/
hxxps://stratpol[.]com/le-regime-macronien-en-crise-ne-peut-plus-masquer-
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hxxps://townhall[.]com/columnists/dennisprager/2024/06/11/why-americans-mistrust-
election-results-more-than-the-citizens-of-any-other-democracy-n2640280
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hxxps://wanderfalke[.]net/deutschland-gibt-mehr-aus
hxxps://warfareinsider[.]us/zelensky-declines-orban-s-ceasefire-plan/
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hxxps://www.bvoltaire[.]fr/tribune-le-chaos-et-la-violence-cest-la-gauche-toujours-
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hxxps://www.causeur[.]fr/le-front-populaire-sans-le-peuple-285289
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