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Summary

According to BleepingComputer, a ransomware attack that occurred starting On February 11
forced 100 hospitals across Romania to take their systems offline. BackMyData ransomware,
which took credit for it, belongs to the Phobos family. The malware embedded an AES key
that is used to decrypt its configuration containing whitelisted extensions, files, and
directories, a public RSA key that is used to encrypt AES keys used for files’ encryption, and
other information. Persistence is achieved by creating an entry under the Run registry key
and copying the malware to the Startup folder. The ransomware encrypts the local drives as
well as the network shares. It deletes all Volume Shadow Copies and runs commands to
disable the firewall.

The files are encrypted using the AES256 algorithm, with the AES key being encrypted using
the public RSA key decrypted from the configuration. The malware appends 6 custom bytes
at the end of every encrypted file. In the end, the ransomware drops two ransom notes called
“‘info.txt” and “info.hta” that contain information about how to contact the threat actor.

Technical analysis

SHA256: 396a2f2dd09¢c936e93d250e8467ac7a9c0a923ea7f9a395e63c375b877a399a6

The ransomware comes with an encrypted configuration that is decrypted using a hard-
coded AES key:

|E— €8 10 B4 EB 00 push malware.EBE410
g BB C6& mov eax,esi
td ES 37 38 00 0O €all malware.EB&2ZAE
59 pop ecx
4 e 2
malware. 00EEE410
.text:0D0EB2A63 malware.exe: $2A63 #1E63
@e Dump 1 @Y% Dump 2 @44 Dump 3 244 Dump 4 24 Dump 5 ’iﬁ Watch 1 [x=] Locals ;}J Struct
Address | Hex ASCII
O0OEBEB410|AD 41 CF 9E |41 87 BS 09|BD BE 80 5D |0D C6 66 35|.AL.A. .%1.].£f5
DOEBB420|00 00 0D 00|28 FB 35 76(00 98 DE 00(10 F7 06 01| ....(05v..p..=..
Figure 1

As we can see below, the configuration is stored in an encrypted form:
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FF 76 OC push dword L 1fesisc] esi+C: x875tatusword 0000

68 €O 0OC imul eax,eax, XBTSW_BE O x87SWC3 O x87SWC2 O
03 €7 add eax,edi XBTSW_C1 O xBTSW.CO O xB7SW_ES O
50 push eax SF 0O xX&87SW_U O
FF 76 08 push dword ptr +8] ERtrtwr— e
E8 AE 2C 00 00 |'eal¥ maTware. easrn? I w -
Vil T 5  |Defaut (stdcal) ~||5 |2 unloca
T — 1: [esp] 02F13%9€E0 ]
malwar e, 00EBSFDT 2: r.z;.:u.a OOEBF308 malware.00EBF208
3: [esp+8] 00004960
4: [espsC] O2F
.TeXt:D0EBE324 malware.exe:$6324 #5724
F P F : 4 miﬁi'is_*u
-!bﬂu'np ! W%Dump2  GNDumpl  GNDumpd W Dump S B watch 1 Iv=l Locals 4 Struct | DOEBF308 | malwar e. 00EBF308
Address 1I-I=| | AscIT I A Sgg?;zgg
ODEBF306 |2 21 57 6F |35 2D 80 99|56 11 F8 03|08 65 94 33| FIN.5-
DOEBF318 |49 23 28 3389 5E CF 23|DS 13 23 BE|78 73 CA 7| Ie(3i/130.% xsE{ i dicend boiabadond | | matware. cossFoos

Figure 2

The malware implements the AES algorithm in its code and doesn’t rely on Windows APIs:

.text:@8EBB4A6A var B8C= dword ptr -88Ch
.text:@BEBE4A6A var_418= byte ptr -418h
.text:@8EBB4BA var 48C= dword ptr -48Ch
.text:@8EBE46A var 3EB= dword ptr -3EBh
.text:BBEBG4RA var 3E@= dword ptr -3Egh
.text:BB8EBG4RA var 3D8= dword ptr -3D3h
.text:BB8EBGABA var 3D4= dword ptr -3Dd4h
.text:BBEBGARA var (= dword ptr -8Ch
.text:@8EBR46A var B= dword ptr -8
.text:@8EBE46A var_4= dword ptr -4
text:B8EEB46A

.text:BBEBE46A push ebp

.text:BBEBG46E mov ebp, esp
.text:B8EBG46D sub esp, 88Ch
.text:BBEBGAT3 push ebx
.text:BBEBRAT4A wor ehx, ebx
.text:BBEBE4ATE push esi
TdextieBEERATT xor ecx, ecx
Ltext:@BEBB47Y inc ebx
text:BBEBE4TA push edi
text:80EBGLTE mov eax, ebx
text:88EBEATD mov esi, BFFh
== vy
.text:BBEBG4B2
.text:BBEBG4E2 loc EBG432:
.text:BBEBR482 mow edx, eax
Jtext:8BEER434 and dl, 8eh
Jtext:@BEER48T movsx  edx, dl
text:BBEBG4BA neg edx
Ltext:88EBG48C sbb edwx, edx
.text:BBEBG4LBE and edx, 1Eh
.text:BBEBR491 lea edi, [eaxteax]
.text:BBEBGA94 wor edwx, edi
.text:BBEER496 mov [ebptecx*atvar_8BC], eax
.text:BBEEE490 mov [ebpt+eax*a+var_48C], ecx
Jtext:B80EE4AL wor eax, edx
Ltext:BBEEE4AE and eax, esi
.text:@8EBR4AS inc ecx
.text:@BEBGL4AT cmp ecx, 186h
.text:BBEBGRLAF 1 short loc EBR482
1
Figure 3
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The malicious process retrieves the number of milliseconds elapsed since the system was

started using GetTickCount:

[ETr ]| O0DEBG715 21 4D FC and dword ptr ss:[ebp- 4],ecx
& ODEBG718 BE FF 00 00 00 mov esi,FF
® || 0DEBG71D BB 48 1C mov ecx,dword ptr ds:[eax+1C]
® || 0DEBG7 20 OF BG& 50 1F movzx edx,byte ptr ds:[eax+1F]
° OF BG 92 45 B4 EB 00 movzx edx,byte ptr ds:[edx+EBB448]
® || DDEBEG7 2B 23 CF and ecx,esi
[ OF BG6 89 45 B4 EB 00 movzx ecx,byte ptr ds:[ecx+EBB448]
° C1l E1 08 shl ecx,s
° 33 CA xor ecx,edx
° OF BG& 50 1E movzx edx,byte ptr ds:[eax+1E]
& || 0DEBG73D OF BG 92 45 B4 EB 00 movzx edx,byte ptr ds:[edx+EBB448]
® || ODEBG7 44 C1 E1 08 shl ecx,s
® || ODEBG7 47 33 CA xor ecx,edx
& | DDEBG7 49 OF B6& 50 1D movzx edx,byte ptr ds:[eax+1D]
[ OF B6 92 45 B4 EB 00 movzx edx,byte ptr ds:[edx+EBB448]
[ C1 E1 08 shl ecx,8
®| DOEB&757 33 CA Xor ecx,edx
®| DDEB&759 8B 55 FC mov edx,dword ptr ss:[ebp-40
& | DDEB&75C 33 BA 48 BD EB 00 xor ecx,dword ptr ds:[edx+EBBD48]
®| DOEB&7 &2 BB S0 04 mov edx,dword ptr ds:[sax+4]
. 33 08 xor ecx,dword ptr ds:[eax]
. 83 45 FC 04 add dword ptr ss:[febp-2l,4
. 33 D1 xor edx,ecx
. 89 48 20 mov dword ptr ds:[eax+20],ecx
® BE 48 08 mov ecx,dword ptr ds:[eax+&]
L 33 CA xor ecx,edx
L B3 48 28 mov dword ptr ds:[eax+28],ecx
° 83 50 24 mov dword ptr ds:[eax+z4],edx
° BB 50 0OC mov edx,dword ptr ds:[eax+C]
[} 33 D1 xor edx,ecx
[} 83 50 2C mov dword ptr ds:[eax+2C],edx
° OF BG& 48 2F movzx ecx,byte ptr ds:[eax+2F]
) OF BG6 89 45 B4 EB 00 movzx ecx,byte ptr ds:[ecx+EBB448]
[ OF BG& 58 2E movzx ebx,byte ptr ds:[eax+2E]
® | 0DEBG7 92 OF BG 9B 45 B4 EB 00 movzx ebx,byte ptr ds:[ebx+EBB448]
® | OOEBG729 C1 E1 08 shl ecx,s
® | 00EBG7IC 33 CB xor ecx,ebx
® || 0DEBG7IE OF BG& 58 2D movzx ebx,byte ptr ds:[eax+z2D]
[ OF B6 9B 45 B4 EB 00 movzx ebx,byte ptr ds:[ebx+EBB448]
° C1 E1 08 shl ecx,s
° Al 33 CB Xor ecx,ebx
® || ODOEBGB7AE 23 D6 and edx,esi
& || 0DEBG7BO OF BG 92 45 B4 EB 00 movzx edx,byte ptr ds:[edx+EBB448]
® | OOEBG7B7 C1 E1 08 shl ecx,s
® || 0OEBG7BA 33 CA xor ecx,edx
& | DOEBG7BC 33 48 10 xor ecx,dword ptr ds:[eax+10]
& | ODEBG7BF 8B 50 14 mov edx,dword ptr ds:[eax+14]
& | DDEBG7C2 33 D1 xor edx,ecx
®| DOEBG7C4 89 45 30 mov dword ptr ds:[eax+30],ecx
®| DDEBG&7FCT BB 45 18 mov ecx,dword ptr ds:[eax+18]
*le
dword ptr [ebp-4]=[00D3F8F4]=0
ecx=0
.text:00EB6715 malware.exe: §6715 #5B15
Woump1  @Woumpz @Wpumps  @Woump4  @Wpumps @ watch1  [*-llocals ' Struct
Address | Hex ASCII
OOD3F940|AD 41 CF 9E|41 87 BS 0%|BD B& 80 5D|DD C6 66 35|LAI.A., .%1.].4f5
DOD3F950| 00 D0 0D 00|28 FR 35 76|00 98 DE 00|10 F7 06 01| ....(05v..p..=..
Figure 4

The GetLocalelnfoW function is used to obtain the default locale for the operating system

(Ox800 = LOCALE_SYSTEM_DEFAULT, 0x58 = LOCALE_FONTSIGNATURE). The binary
verifies whether the 9th bit, which represents Cyrillic alphabets, is cleared. This technique of
avoiding systems that have this setting as default was also documented by Malwarebytes in

Figure 5

their article about Phobos ransomware.
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] i =]

.text:@BEB2AAR push 28h ; " 3 cchData
Ltext:BBEB2AAE lea eax, [esp+ledh+LCData]
.text:@BEB2AAC push eax ; 1plLCData
.text:@BEB2AAD push 58h ; "X° ; LCType
.text:@BBEB2AAF push gesh ; Locale

Jtext:BBEB2AB4 call ds:GetLocaleInfol
text:eBEB2ABA test e@x, eax
-text:@BEB2ABC jz short loc_EB2ACA

e

il a5 [l e 55
.text:@8EB2ABE mov eax, dword ptr [esp+l@8h+LCData]) |.text:@8EB2ACA
text:BBEB2ACZ shr eax, 29 text:BBEB2ACA loc_ EB2ACA:
text:BBEB2ACS and eax, 1 text:88EB2ACA xor eax, eax
.text:BBEB2ACE jmp short loc_EB2ACC |

Figure 6

An example of decrypting values from configuration is highlighted below:

53 push ebx XB7SW_SF 0 XB7SW_P 0 XB7SW_U L]
64 43 push 43 =SS |
EB 62 38 00 00 €T malware.EBG34T w
— e 5 Defauit (stdeal) = |ls 13][] udocke:
[1: [esp] oooooods |
12: Teso+a1 oooooooo
Figure 7
SF pop edi
SE pop esi
5B pop ebx
8B EG mov esp,ebp
5D pop ebp
Cc3 et

———a = e T e Ty Er—m—m"y— e

.text:00EE6431 malware.exe: $6431 #5831

« Dump o Dump o Dump ! Dump o Dump = Wa =] Locals P Struct
@Wowmp1i  @pumpz  @pump3  @Woump4  @pumps @ watch1  Iv=lLocal !

address | Hex | ASCII |
02F03A68| 62| 00 61 00|63 00 68 00|60 00 00 00[00 OO 00 OO[B.a.c.k.m.......|
Figure 8

The binary retrieves the path of the executable file of the current process via a function call
to GetModuleFileNameW (see Figure 9).

68 04 01 00 00 push 1L XB7SW_CL O XB7SW.CO O XB7SW_ES 0O
FF 74 24 08 pus: dnord ptr ss:Besp+al x87SW_SF 0 XB7SW_P O XB7SW_U O
6A |
FF :5 EC_AOD EB 00 |u‘l'l dword ptr ds:[<aGetmoduleFileNamew:] vl e
G ' 5 wa.u(swcan v [5 210 unlocke
|rhnrd ptr [ «malware. TerFil J=ckernel32. GetModuleFileNamews esp+4] D2F18ACO
FesmsT 00000104

Figure 9

Interestingly, the process is looking for a file called “backm” that wasn’t previously created by
the ransomware (0x80000000 = GENERIC_READ, 0x3 = OPEN_EXISTING):

. push edi A S w ey I
L] push edi
. push 3 xB7Statusword 0000
. push edi xB7SW_B O XBTSW.L3 O xB7ISW €2 O
. push edi XB7SW_CL O XB7SW.CO 0 XB7SW_ES 0O
- push : 0 xB7SW_SF 0 XB7SW_P 0 X87SW_U O
L £8 a | pus &5l -
Eﬂ—l—-—-_—'—)c :all dmrﬂ | ptr o ds:[<4Createrilen>] ]
| AL CE - |Default (stial) * [5 1101 Unodke
[ s.uuu ! skt fem™
'Mrcl p':r' IDUEHDBI <malware.acreaterilens]=<kernel3z.createrilen= § E:?g!fz l' Cillusersiig\\Des IlIl\\th
3: [espes] u:muuuuu
a: [esp+c] 00000000

Figure 10
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The malware extracts the major and minor version numbers of the operating system using
the GetVersion method:

E—

Fmﬂ EF 15 2C Al EB 00 |ca11 dword ptr os:[<&Getversions]
e rho2 gL e et vers
< >

| dword ptr TODEBA1ZC <malware.&GetVersion>l=<kernel3Z2.GetVersion>

Figure 11

It opens the access token associated with the current process by calling the
OpenProcessToken API (0x8 = TOKEN_QUERY):

XB7SW_ L2 O

. 50 pusn ea 5 XB7SW_B O XB75W. €3 O

. 64 08 sh xB7SW_CL O XB7SW_CO 0O XB7SW_ES O

. FF 15 E4 AD EB 00 :l‘l'l dword ptr ds;:[<&GetCurrentProcess>] XSTSW_SF 0 x87SW.P O x&7SW.U 0

. 50 push eax e —~—
g FF 15 08 AO EB 00O call dword ptr ds:[<40penProcessToken=] T

e EF 15 e ¥ mum 5 13[] unlocke

dword HI; [DDEBADDS <malware.&0penProcessToken»]=<advapi32.OpenProcessToken> [“m;J ggggggﬁ
esp+
Figure 12

The malicious process verifies if the token is elevated using GetTokenInformation (0x14 =
TokenElevation):

. |push ecx R8s IW_B 3 \EMPLY) RS/ IM_/ 3 LEMPLY)
ik | push eax
- |mov dword ptr s5:[ebp-8 ] eax xg7statusword 0000
ot 1ea eax,doword ptr ss:febp-cj MB7SW_B 0 XB7SW L3 0 XB7swCz 0
. push eax xB7SW_CL 0 xB7SW CO O xB7SW ES 0O
. | push 14 XBTSW_SF O XB7SW_P O XB7SW U O
. |Bush owora prr sc: <3 ama :
. |n11 thnrll ptr dss «.GetTnkgnInfumatmm]
*l< 3 v [5 510 uniocke
= e = 1: 00000204
dword ptr [DOEBADOC <malware.aGetTokenInformation»]=<advapi3z.GetTokenInformation> i 2: esn+4] 00000014

3: !SDYB 00D 3FBBC
4: QSFHC 00000004

Figure 13

The environment variable “%systemdrive%” is expanded, which reveals the drive that
contains the Windows directory:

push es1 XETSW_C1 0 XB87SW_CO O XB7SW_E5S O

push dword ptr ss:febp-g] c:‘:-u'.?: 0O X&875wW_U o

push dword ptr ebp-41 | o,

m'l Mrd ntr ds:Las:nanﬂinmromenrs:r!nusm] w [ B ——
5 ,s [s 2100 uniocke

esp.
: [esp+4] 02FOBCBO L” uystemdﬂvei

nel32.Ex| renmentstringsw> :
: lesp+s] 0000000F

Figure 14

GetVolumelnformationW is used to obtain the volume serial number:

. 56 push esi
: ég g::g ;s‘ x87Tagword FFFF
A o X87TW_0 3 (Empty) X87TW_1 3 (EmpTy)
. i m:h‘:s"""" SO X87TW_2 3 (Empty) XB7TW_3 3 (Empty)
- § = x87TW_4 3 (Empty) XB7TW_5 3 (Empty)
: ?nu 45 FC D::he:; +dword ptr ss:lebp-2) XBTTWG 3 (Empiy) XETTH.T 3 (EmpTy)
. 57 push edi edi:L"C
. EB 28 £4 00 00 call malware.E890CE XETSTAtusWord 0000
. 59 pOp ecx ecxiL"C XE7TSW_B 0 XBISW.C3 O xB7SW.CZ 0
. 50 push eax X87SW_C1 0 xB7SW_CO 0 xB7SW_ES O
. 56 push esi XETSW_SF 0 XBISW_P O XB7SW.U O
. 57 push edi 201ILC feameein o mam A e s !
g FF 15 38 A1 EB 00 /a1 dword ptr ds:[<eGetvolumeInformation>] I v =
. 22 = oew:(sm w |5 130 unlocke:
e TR a—— T [esp] 02FOSCBO L C:\N"
[dword ptr [DOEBA138 <malware.&GetvolumeInformationws]=<kerneliz.GetvolumeInformationis> z e,,',’ﬂ 00000000 ax
33 teans 00000003
S s e e e e S e e 4: [esp+C] DOD3FBTC

Figure 15

The ransomware tries to open two mutexes called “Global\\<<BID>><Volume serial
number>00000001” and “Global\\<<BID>><Volume serial number>00000000”, and then
creates them:

. 57 push edi eds ®87SW_C1 O x875W_CO O x87SW_ES O
. 53 pusrr: ebx XB7SW SF O XB7SW P O xE7SWU O
ME push 10 e———x
g 1m1 chlnrd vu' sy [<a0permutexn>] I | =
B : 3 |Defoult (stdcal) > |5 2| Unlocke
e — 17 [espl 00100000
dword ptr [OOEBA104 <malware.aOpenMutexws]=ckerneli2.OperMutexis | 2: [espr4] 00000000
|3: lesp+es] 02F07a60 L"Globall)<<BID>>A2C94D2F00000001"

Figure 16
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| - 57 push edi edi NB7SW_C1 O x87SW_C0 O XB7SW_ES O
! - 53 push ebx XB7SW_SF ﬂ XBTSW_FP 0 xB7SW_U o
i - 53 push ebx o P ——— i
IIE—-:-—-%-\ FF 15 QC AD EB 00 | calT dword prr ds:[<aCreateMutexws] I v ——
] M i 5 Defajt(sn:lcd’} > |5 {5107 unlocke

es| 20000000
rd ntf !uuem emalware. ACr eateMuTexw> J=<kerne]32. Creatanutexws ": g5:¢41 00000000
| 3: [esp+8] 02F07TAE0 L"Globall)\<<BID>>AICIADIFOOOO000L"

Figure 17

The DLLs and functions necessary to perform some activities are also decrypted from the
configuration. The binary obtains the module handle for a DLL using GetModuleHandleA:

| 57 PR o = = =
Eﬂ-—b: FF 15 20 Al EB 00 |5:‘I1 dword ptr dz:[<aGetModuleHandleas] \F ¥ —_—

*le ' T i > Oefa-lt{shdwl) v {5 &[] unlocke
|dword ptr [ODEBAIZ0 <malware,&GetWodulenandleAs 1=<kernel3z. GetModuTenandleas [e=n] 02F03808 "kernelsz ity =

Figure 18

The address of the exported functions is retrieved by calling the GetProcAddress API:

53 push ebx ebu: X875W_ SF O x87SW.P O X87SW.U O

push eax
[call dword ptr ds:[<aGetProcAddresss] ] ~ 1
EB3DAL e S——— Dgf.n{,u;g} » [5 [+ urlocke:

es5p] 7EAGD000 2132, 76460000 |
ress> 2: lesp+41 02F09815 wwslmsalﬂewhs-ﬂ'sned"er_hon

Figure 19

The malware disables file system redirection for the calling thread:

push dword ptr ss:[ebp+s] | emAsL
feall eax = 3 |eaxiwon «

- ]
- - [ -
& wa:&m B ~ls [¢ Duﬂ:m]
“eax=<kernel3z.wo IB I 00D 3FBAD
“eax=<kerne132.WowG4D15aD] SWOWEAFSREdITECTION= (7GATEA30) 7t [hmnrd] TRACHRAD <kcarnm132.f InsaHANGIAS

Figure 20

It obtains a handle to the Shell’'s desktop window via a function call to GetShellWindow
(Figure 21).

E]i——ﬁ—%ﬁ—+——>- FF 15 74 Al EB 00 |En11 dword ptr ds:[<&Getshellwindows]

i e e S e

Lol R >
| dword ptr TDDEBALl74 <malware.&GetShellwindows]=<user32.Getshellwindows

Figure 21

Using the above handle, the process calls the GetWindowThreadProcessld function to
retrieve the identifier of the process that created the window (explorer.exe):

tiyoo. ;_1 push ecx | XB7SW_SF 0 XB7SW_P 0 xX87SW_| a
| i . 50 push eax |ziazonce o _sncous s weaenTs p
m“f“"—":“—.I FF 15 70 AL EG 00 |eall dword ptr ds:[<aGetwindowThreaderocessTds] ] <
| (3 L I 5 | Defaut (stdeal) =[5 1210 ] unlocke
||||| 1: &5 000100A6 ]
dword ptr |00Em?0 <malwar €. &GETW1 ndowThr eadProcessId»]=<user 32. GETW] ndowThr cadProcessId> Iz: Fesgq..ﬂ 000 3FBAC

Figure 22

The binary opens the “explorer.exe” process using the OpenProcess method (0x400 =
PROCESS_QUERY_INFORMATION):

H {20 . FF 75 E4 push dword pir ss:ffebp-icl XBTSW_CL O XB7SW.LO 0 X87SW_ES 0O
H 111 e 00EB4ABF 56 push esi | X87SW_SF 0 x87SW.P 0 XB7SWU 0
T R §8 00 04 00 00 push 400 | P
Eﬂ—-—u—:—-b- FF 15 2C AO E§ 00 Im'l Jdword ptr de:[<sOpenProcesss] =
i | . S AT Saseles Sl ss 5 szadt(mcd) * |5 1$1[] unlocke
r n: I <malwar e, 80penProcess>J=<kernel32.0penProcess» I! BN [:::!4 mgﬂﬂm
| 3: esp+s] 0000087 4

Figure 23

OpenProcessToken is used to open the access token associated with the above process
(0x02000000 = MAXIMUM_ALLOWED):
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51 | push ecx XB7SW_B O XxB7SW (3 0 xB7sW (Z O

88 00 00 00 02 {mow ebx, 2000000 X87SW_C1 0 xB7SW.CO O XxB7SW_ES O

53 push ek XSTSW_SF 0 X87SWP 0 XETSW.U 0

50 push eax iy S —

in 11 dword ptr dsi[<sopenprocessToken] 1 o f— i e _
o 5 | Default (stdeal) w |5 121 unlocks
ks —— [1: [esp] 00000208

dword ptr [ODEBADDS <malware,80penProces 32.0penProc Egspﬂi 02000000
|3: tEsR28] Doosresc

Figure 24

The DuplicateTokenEx API is utilized to create a new access token that duplicates the token
mentioned above (0x2 = Securitylmpersonation, Ox1 = TokenPrimary):

- . Awr o 4 LewmLys AMT Mo o Ly
i ! e A SUSh - X87TW_6 3 (Empty) XB7TW_7 3 (EmpTy)
4 ! . 64 02 |push 2
i 1 8D 45 BC 1ea eax,dword ptr ss:febp-+4] x875tatusword 0000
(B H - 50 | push eax XB7SW_B 0 xB7SW.L3 0 xB7SW.L2 O
it I 53 | push ebx XB7SW_.CL O XB7SW.CO 0 XB7SW_ES 0O
B } . FF 75 F4 |push dword p'(r 553 Jebp-C XB7SW_SF D xB7SW_P 0 XB7SW_U 1]
] } . C7 45 BC OC 00 00 OO |mov dword prr te:l 44 L o= BR.
ﬂ——-—i-—;—h FF 15 2C AD E8 00 |¢ﬂ‘l dword ptr ds [<apup l:ateTukenE)u-] } ) = —_——
i e , | Defaut (stdcal) w5 $i]
i d ptr [GOEHADZC <mATWare.ADURTICATETOKENERS ] =<advapi32.0up1i CALETOREREDS I3 E:::E.mj T
3 Eespva] 00D3FBB4
S S 4: [esp+c] ooooD0O2

Figure 25

The ransomware spawns itself running in the security context of the newly created token
(Figure 26).

| push

& i X87TW. 2 3 (EMpTy) X&7TW_3 3 (EmBTy)
;l? BS 70 FF FF FF ;:gﬂe:z dword ptr ss:Qebp-30) X87TW_4 3 (Empty) X8TTW.S 3 (Empty)
56 push esi X87TTW_6 3 (Empty) X87TTW_7 3 (Empty)
56 push esi
56 push esi x67Statusword 0000
56 push esi xB7SW_B 0 xB7SW_C3 0 xB7SW.C2 0
FE 75 FC push dword ptr ss:febp-4] [ebp-4] ®B7SW C1 0 XB7SW_CO O xB7SW_ES O
56 push esi XETSW_SF 0 XB7SW_P O x87SW U O
7 push dword ptr ss [:t:, .;] e
| €211 dword ptr =s:febp 131 | [ebp-14 » ——— - 1
3 5 | Default stdcal) ~ |5 _[5[] unlocket

o 1ot rr

esp]l 00000210 |
esp+4] 00000000 |
esp+B] 02F1B670 L"C:\\Users\)\Ji\\Desktop\\ma

esp+C] 00000000 |

Figure 26
It creates a new thread that will run the following commands in the sub_EB4B85 function:

¢ vssadmin delete shadows /all /quiet — delete all Volume Shadow Copies

« wmic shadowcopy delete — delete all Volume Shadow Copies

» bcdedit /set {default} bootstatuspolicy ignoreallfailures — ignore errors if there is a failed
boot, shutdown, or checkpoint

» bcdedit /set {default} recoveryenabled no — disable automatic repair

« wbadmin delete catalog -quiet — delete the backup catalog on the machine

¢ netsh advfirewall set currentprofile state off — disable the firewall for the current network
profile

» netsh firewall set opmode mode=disable — disable the firewall

1. 56 push esi

H . 56 push esi x875tatusword 0000

HE— 50 push eax eax: "vs XB7SW_B 0 XB7SW.C3 O x87SWC2 O

[ 68 85 48 EB 00 push malware.EB4ESS xB7SW_C1 0 xB7SW_CO O xB7SW_ES O

P 56 push esi XBTSW_SF O XBTSW_P O X87SW_U O

i . 56 ush esi vl ep=r et ooy
> FF 15 BO A0 EB 00 111 dword prr ds:[<aCreateTnreads] v = = =

| - ~ i ‘3 | Default (stdcal) = |5 (3]0 unods

1: [esp] 00000000
dword ptr [ODEBADBO <malware.dCreateThreads]=<kernel32.CreateThread> 2: Eesp!.‘] 00000000
3: [esp+8] OODEB4BES ma'lware DOEB4885
4: [esp+C] D2F0BOBS "vssadmin delete shadows /all

- TeXT:D0EB4D8A malware. exe: §4DBA #4154

@Woum 1 ENDump2  HDup3  WDure 4 EDumps %wau.x P Locals & struct

Address | Hex ASCIT | -
02F0B0BS |76 73 73 6J.|64 6D 69 GE[20 64 65 6C |65 74 65 20|¥ssadmin delete
O02FOB0CS | 73 68 61 64|6F 77 73 20|2F 61 & 6C |20 2F 71 7= |shadows /all /qu
02F0O80DS |69 65 74 uhl'“ 6D 69 63(20 73 68 61|64 6F 77 63| fet.wmic shadowc
02FOBOES | 6F "D 79 0|Gd 65 6C 65|74 65 0OA 62|63 64 65 64 |opy delete.bcded
73 65 74 20|78 64 65 66 GLZS EC 74| It /set {default

) malware. DOEB4BSS
02F0B08S | "vssadmin delete shadows /all

< o |
02F1A558 | "vssadmin delete shadows /all

€7 GE 6F 72|65 61 6C 6C|66 61 €9 €€ |Cy fignorealifail
0A 62 63 G-l £5_E4 53 1420 2F 73 Ga ures.bcdedit /se

02F08118| 63 79 20 69
02F08128|75 72 65 73
02F08138(74 20 78 64

D2F0B148|76 65 72 '3|ss 6E 61 62|6C 65 64 20 |&E SE QA 7 »crycna&ﬂcd no.w
02F0B158 |62 61 64 6D |69 6E 20 64|65 6C 65 74|65 20 63 61| badmin delete ca
02F08168 |74 61 6C 6F|6 20 20 71|75 89 65 74/0A 65 78 69| talog -quiet.ext
02FDB178|74 0A 00 AB|AB AB AB AB|AB AB AB FE EE FE EE FE|T..ssascxsabibib

) [OOEB4DDD | return to malware.0DEB4D0D fru
OZFLAS58| “vssadmin delete shadows /al
02F03A68]

02F05485|

1| 25D0BA3E |

LO0DIFCDS|

AnEssB88El rarirn rn malmaea AnessssE Fena

Figure 27
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The process copies its executable to the “%AppData%\Local” directory, as highlighted in

Figure 28.

push

XB7SW_C1 0 XB7SW.CO O XB7SW_ES O
XB7SW_SF O x875W_P 0O x87SW.U O

push ebx
push dword ptr ss i |
| €al1 dword ptr ds: «.cnpysﬂe»] v —

} Default (stdcall) w |5 (][] unlocke
et ToR . (1 [esp] 02F1AS80 L'C:\\User \Desktop\\malware.exe”
dword ptr [DOEBAOSC <malware.&COpyFilew>J=<kernel32.CopyFilews 2: [espra] 0214000 L cm\nomau \Localy, -m..,a.-e e,‘e1

3: lesp+B8| 00000000

Figure 28

RegOpenKeyExW is used to open the Run registry key (0x80000002 =
HKEY_LOCAL_MACHINE, 0x20106 = KEY_WRITE | KEY_WOW64_64KEY):

xg7s5Tatusword 0000

02F06BD0 |66 D0 74 00|5C 0O 57
O2FOGSED| 77 OO0 73 00[5C 00 43 7
02ZFOGBF0| GE OO0 74 00|56 JTl ES JJ

D2F06900 | 6E 00 5C 00|52 |EE 00

31 R 50 push eax
H H i . 56 DB 01 02 00 Dush 20106 XETSW_B 0 xB7SW C3 0 xB7SW C2 O
o T . XB7TSW_C1 0 xB7SW.CO 0O xB7SW_ES 0
i e 8 . FF .-5 o8 msh ﬂworﬂ ntr ss:febp-25] {ebp-28 stsw s: o xa sw p 0 XBTSW_U O
i i . 68 02 0D 00 BO P— B —
Eﬂi—‘—’. 7 - FF 15 In'l‘l Wd ptr dss[<&RegipenseyExws] ¥ =
! . mmtsm >[5 1+ [] uniocke
I fesp] sooooooz
Tdioril‘ncr [oosm:n <malware. &R egOpenk eyExw>]=<advapi 32. RegOpenkeyExw: [esp+4] D2FD6SE0 L"Software)\Microsoft)\window:
}esp+8 00000000
4: [esp+C] 00020106
+TEXTID0DEBL3A9 malware. exe: S13A9 #7A9 = L ]
WWouro1  @oump2  E§oump3  WHourp4  Eoumps @ watch1  leellocal ) stuct m 02F06880 l L"sof twar e\, \M1crosoft\,\windows
(Ao ces Ther: | " H
02F068B0 [§F 00 6F 00[66 00 74 O
02F068CO|5C 00 4D 00|69 00 .

FESC | DDO000D0

AnEAzAZS

Figure 29

The ransomware establishes persistence by creating an entry named based on the
executable name, which points to the newly created executable:

Pus

xB7StatuswWord 0000

ea
‘Jush dhord ptr sc:febpscCj [ebpeC]
push 1 XETSW_B 0 x875W_C3 0 xB7SW.C2 0O
push - = XBTSW_CL 0 XB7SW.CO 0 XxB7SW. ES 0
| push dword ptr ss [el . | [ebp+8] XBTSW_SF 0 xB7SW_P 0 xB7SW_U o
push dword ptr ds ]
| €all dword ptr ds: t«megsgtvaluzi:l’:] | w = —_—
- nerauttsman =[5 1]
dword ptr [OOEBAD14 <malware.&RegSetvalueExws]=<advapiiZ.RegSetvalueExns 1;': 1:::!_, ozgugga Lmalware"
3: [esp+s] 00000000

The malicious binary tries to copy the non-existent file called “backm” to the same directory:

. 6A 01 | push 1
. 53 push ebx
. FF 75 F8

| FF 15 BC AD EB 00 | ca

push dword ptr '.::Ec';u sl
‘l'l dword ptr ds:[<aCopyFilen>]

4 "e sp+C] 00000001

Figure 30

MB7SW_C1 O xB7SW.CO O xB7SW_ES O
XB7SW_SF O xB7SW_P 0 xB7SW_U 4]

]
v (5 5] unlodke:

v
»  |pcfatt el
: [esp] 02FiABAE L¥C: Us

[duord' Ptr [ODEBADBC <malware.2CopyFilews]=<kernel32.ConyFilems

The second persistence mechanism consists of copying the executable to the Startup folder.

The following extensions are targeted, but the ransomware will encrypt other extensions as

well:

Locall\backm”

esktop’
“\AppDatal

ers
\users\

:: [esp+a] 02F1ADDO L¥C:
3: lesp+8] 00000001

Figure 31

fdb sqgl 4dd 4dl abs abx accdb accdc accde adb adf ckp db db-journal db-shm db-wal

db2 db3 dbc dbf dbs dbt dbv dcb dp1 eco edb epim fcd gdb mdb mdf Idf myd ndf nwdb

nyf sqlitedb sqlite3 sqlite

Also, the ransomware doesn’t encrypt files that were previously encrypted by other

ransomware families:
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backmydata actin DIKE Acton actor Acuff FILE Acuna fullz MMXXII GrafGrafel monero
n3on jopanaxye 2700 DEVOS kmrox sOm1n qos cg ext rdptest SOva 6y8dghklip
SHTORM NURRI GHOST FF60M6 blue NX BACKJOHN OWN FS23 2QZ3 top
blackrock CHCRBO G-STARS faust unknown STEEL worry WIN duck fopra unique
acute adage make Adair MLF magic Adame banhu banjo Banks Banta Barak Caleb
Cales Caley calix Calle Calum Calvo deuce Dever devil Devoe Devon Devos dewar
eight eject eking Elbie elbow elder phobos help blend bqux com mamba KARLOS
DDoS phoenix PLUT karma bbc CAPITAL WALLET LKS tech s1g2n3a4l MURK makop
ebaka jook LOGAN FIASKO GUCCI decrypt OOH Non grt LIZARD FLSCRYPT SDK

2023 vhdv
The following files and directories will also be skipped during the encryption process:

« info.hta info.txt boot.ini bootfont.bin ntldr ntdetect.com io.sys backm
o C:\WINDOWS C:\ProgramData\microsoft\windows\caches

The process splits further malicious activity into multiple threads that will be described in the
following paragraphs. The following functions will be executed: sub_EB22EE, sub_EB239A,

sub_EB2161, sub_EB1A76, and sub_EB1CC5.

xB7r6 00000000000000000000 STE EMPty O.0000000000(

push ecx
xB7r7 00000000000000000000 ST7 Empty O.0000000000(

mov dword ptr ds:[eax+s],edx
mov edx,dword ptr ss:febp-
Push _eCK k67 Tagwerd FFFF
mov dword ptr o dx XBTTW_O 3 (Empty) XB7TW_1 3 (Empty)
"’;‘s’negs;d“’d per o X87TW_2 3 (EmpTy) XBITW_3 3 (EmpTy)
BiEh dwrrd HEP X87TW_4 3 (Empty) x87TWS 3 (Empty)
mov dword ptr o XB7TW_6 3 (EmpTy) x87TW_? 3 (Empty)
mov edx,dword p
mov dword ptr ds:[ xB7Statusword 0000
mov edx,dword pt KETSW_B 0 XB7TSW.C3 0 x87SWC2 O
push ecx XKBTSW_.C1 0 XB7SW_CO 0 XB7SW_ES O
push ecx XBTSW_SF 0 X87SW_F 0 X87SW_U ©
mov_dword ptr ds:[eax+10],edx
|cal1 dword ptr ds:[<&CreateThread:] v T
1 e i 5 | Default (stdcal) ¥ {5 1+ uniodke
dword ptr [0OEBADBO <malware.&CreateThread>]=<kernel3z.CreateThreads ‘;" ‘53314; 00000000
|3z [esp+B] OOEB22EE malware.0OEBZZEE
e 4: [esp+c] 02F04DBO

Figure 32
Thread activity — sub_EB22EE function

The malware opens the access token associated with the current process (0x20 =
TOKEN_ADJUST_PRIVILEGES):

57 push edi DL e p—— L. }.--u\,;
- i s&:Jibp- XB7TW_4 3 (Empty) XB7TW_5 3 (Empty
sﬁ e ;:gne;;mora P - AR XB7TW_6 3 (EmpTY) XB7TW_7 3 (EmpTY)
33 F6 xor esi,esi
6A 20 push 2 x&7STatusword 0000
33 FF | xor edi,edi xB7SW_B 0 XB7SW_C3 0 XxB7SW.CZ 0
89 75 F8 mov_dword ptr ss:febp-af,esi XB7SW_C1 0 NB7SW_CO 0 xB7SW_ES 0
FF 15 E4 AD EB 0O BN dword ptr ds:[<&GetCurrentProcesss] NETSW_SF O NB7SW_P 0 xB7SW_U 0
50 push eax P s =t
FF 15 08 A0 EB 00 | €a1Y dword ptr ds:[<&OpenProcessToken>] v ——
FE1s 5 | Defaut (etdcal) v (5 = 1[] Unlocke
e — TS — T — 1: fesp]
dword ptr [OOEBAOOB <malware.d&OpenProcessToken>]=<advapi32.0OpenProcessTokens 2: [esp+4] 00000020
3: [esp+s] D4FEF97C

Figure 33

The LookupPrivilegeValueW method is used to extract the locally unique identifier (LUID)
that represents the “SeDebugPrivilege” privilege:

50 push eax . ) XB7SW_C1 0 xB7SW.CO 0 NB7SW_ES O
;Z 75 08 DLIS: dword ptr ss:|febp+s) [ebp+8] XB7TSW_SF 0 NXB7TSW_P 0 XB7SW_U o
push asi B e R S
FF 15 Q4 AQ E§ 0O {211 dword ptr det[<aLookupPrivilegevaluews] vl —
o RRRCE , | Default (stocal) > |5 12][] unlocke
I3z Tesn] =
{2: [esp+4] 02FO98B48 L"SeDebugPrivilege”
I 3: [esp+8] O4FEF9T4

Figure 34
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The malicious process enables the above privilege via a call to AdjustTokenPrivileges:

56 push es

89 45 E4 mov dword ptr ss:febp-1cl,eax
88 45 F4 |mov eax onor‘a ptr ss:febp-c

56 | push es

56 push es

89 45 E8 mov dnord ptr ss:febp-15§, eax

BD 45 EO lea eax,dword ptr ss:Jebp-zof

50 push eax

56 | push esi

FF 75 FB push dword ptr 55 [eL: 8

€7 45 EO0 01 00 00 mov dword prr 55 el"l

C7 45 EC 02 00 00 00 mov_dword prr ss:

FF 15 1C A0 EB 00 | camn1 dword ptr ds [«.Au]ustTokenwrwﬂeges 1

>

| efouit (stecaly - |

X87Tagword FFFF

X87TW_0 3 (Empty) X87Tw_1 3 (Empty)

XETTW_2 3 (Empty) XB7TW_3 3 (Empty)
XB7TW_4 3 (Empty) xB7TW_S5 3 (Empty)
XB7TW_6 3 (Empty) xB7TW_7 3 (Empty)

x875Tatusword 0000

X87SW_B 0 XB7SW_C3 0O
X87SW._C1 0 xB7SW CO O
X87SW_SF 0 x87Sw_P o

xB7SW_C2 0
xB7SW_ES 0
XBTSW_U O

5 2] Unicke

—/"1: [esp] coo00278

) .
dword ptr [OOEBADIC <malware,&AdjustTOKEnPrivi1egess]=<advapi3z. AdjuscToKenPrivilegess

Figure 35

2: [esp+4] 00000000
3: F:surs‘ O4FEF964
4: [esp+c] oooooooo

The following processes will be killed because they could lock files to be encrypted:

msftesql.exe sqlagent.exe sqlbrowser.exe sqlservr.exe sqglwriter.exe oracle.exe
ocssd.exe dbsnmp.exe synctime.exe agntsvc.exe mydesktopqos.exe isqlplussvc.exe
xfssvccon.exe mydesktopservice.exe ocautoupds.exe agntsvc.exe agntsvc.exe
agntsvc.exe encsvc.exe firefoxconfig.exe tbirdconfig.exe ocomm.exe mysqld.exe

mysqld-nt.exe mysqld-opt.exe dbeng50.exe sqbcoreservice.exe excel.exe infopath.exe

msaccess.exe mspub.exe onenote.exe outlook.exe powerpnt.exe steam.exe
thebat.exe thebat64.exe thunderbird.exe visio.exe winword.exe wordpad.exe

The malware takes a snapshot of all processes in the system, as displayed in the figure

. 87 push edi
. BA 02 push 2
. 89 7D FC mov dword prr ss:febp-4, e
[Eg— FF 15 24 Al ER 00 |eall dword ptr ds [<lcr!ateTuc'lhe'lDSZSnwshut)]
% ——

X875W_C1 0 xB7SW.CO O XxB7SW_ES 0
XB7SW_SF 0 xB7SW_F 0 XB7SW_U o

* ﬁel’an{;uzl) . v |[5 ][] unlocke

p32snapshot>

Figure 36

[

00000002
esp+4] 00000000

The processes are enumerated using the Process32FirstW and Process32NextW APIs:

s0 push eax

.
. FF push dword ptr ss [e:l:l =) |
. ase cc FD FF FF mov_dword ptr J‘[' 4], es1
—— | FF 15 10 A1 EB 00 call dword ptr ds: (<M=ruc¢ss;2nrsm]
& i AR

XB7SW_C1 0 XB7SW_.CO 0 XB7SW_ES 0
| xB7SW_SF 0 xB7SW_F 0 xB7SW_U O
i

w = —
Default (stdcall) * |5 ¥
1z

iﬁé’a"ﬁ?‘tﬁ'ﬁno <maTware. &ProcessI2Firstws | =<kernel32.ProcessI2Firstws

Figure 37

| 50 push eax
push dword ptr ss:
1] dword ptr ds:

=3
| eal quro:essazNe:lw »1

Esp] 00000284
| 2: [esp+a] 04FEFTS0

XETSW_SF 0 XBTSW_P 0 x87SwW_U o

* | Defat (st

1z [esp;

Figure 38

00000284
2: [esp+d] D4FEFTSO

Any target process is stopped using the TerminateProcess method:
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il e
text:@BEB4ESD push [ebpt+pe.th32ProcessID] ; dwProcessId
Ltext:88EBLER3 xor ebx, ebx
.text:BBEB4ERS push ebx ; bInheritHandle
.text:BBEB4ERE push 1 ; dwDesiredAccess
.text:@BEB4EGRE call ds:0penProcess
Ltext:@BEBAEGE mow esi, eax
text:PBEB4ETR test esi, esi
Ltext:BBEBAET2 jz short loc_EB4EB1
i L J
M=
.text:@BEB4E74 push ebx ; UExitCode
.text:BB8EB4ETS push esi 3 hProcess
.text:@BEB4E7E call ds:TerminateProcess
.text:BBEB4EVC push esi 3 hobject
Ltext:BBEB4ETD mowv ebx, eax
Ltext:@BEB4ETF call edi ; CloseHandle
Figure 39

Thread activity — sub_EB239A function

OpenProcessToken is utilized to open the access token associated with the process (0x8 =
TOKEN_QUERY):

50 'pus!— eax XB7SW_E O XB7SW L3 0 XB7SW CZ O

&4 0B |p xB7SW C1 O xB7SW CO O xBTSW_ES O
FF 15 E4 AD EB OC cl“ dword ptr ds:[<BGETCUrFentProcesss] XETSW_SF 0 XE7SW._P 0 XETSW.U O
50 ush eax [ nmm e bt iS4
FF 15 08 AD EB 0O |cl‘l! dword ptr ds:[<sOpenProcessToken>] | v T
l 5 | Default (stdcal) > |[s =107 unlocke
'_1_[551_:!

Ichord ntr "[ODEBADDS <malwar e, 40penProcessTokens1=<advapi32,0penProcessToken> 2: [esp=4] 00000008
|

3t Peshia! Oei2racs
Figure 40

The binary verifies again if the token is elevated by calling the GetTokenInformation API
(Ox14 = TokenElevation):

push ecx X8 IW_B S (EWPTY) XS/ IW_¢ 3 LEMPTY)
push eax

mov dword ptr ss:febp-sj,eax x87Statusword 0000

lea eax,dword DT.I‘ ss:Bebp-Cl XE7SW_B 0 xB7S5W_C3 0 XxB7SW.CZ O
pusr‘ ea\ XB7SW_C1 0 xB7SW_CO 0 XxB7SW_ES 0O

pus XB7SW_SF 0 xB7SW_P 0 xB7SW_U o
pu5|' dward prr E bp- 4 S Bl
Iu &ord otr ds <&GetTokenInformations]} - = = = |
= Default stdcal) v |5 & |[] Unlocke
0000027
dword ptr [DDE!ADD: <malware. &GetTokenInformation>]=<advapi3z. GetTokenInformation> ill_‘[ggl, ,,02,[,3”

3: [espr8] 0512FACO
4: lespic] 0000ODO4

Figure 41

It calls again the OpenMutexW and CreateMutexW methods with the “Global\\<<BID>>
<Volume serial number>00000000” mutex name:

push edi edi XB7SW_C1 0 xB875wW_ C0 O xB7SW_ES O
DJSQ ebx XB7SW_SF O xB7SW_P 0 xB7SW_U [+]
pus! 1c
| call dword ptr ds:[<&0penMutexws] | v [F = =7 -1
=S mn g nan dnatavd ] "y | Defeult (stdeall) |5 [5][] unlocker
1 [esp] 00100000 |
2: [esp+4] 00000000

| 3: Fesp+sl oDzFo9s4s L"Globalt EID>>A2C9M}.‘!500000000"|

Figure 42
Thread activity — sub_EB2161 function

The ransomware uses events to synchronize threads. It creates two unnamed event objects
using CreateEventW:

11/21



53 | push ebx
BA 01 |push 1 x87STatusword 0000
64 01 inush 1 XBTSW_B 0 xB7SW.C3 0 NBTSW CZ O
53 push ebx XB75W_C1 0 xB7SW.CO 0 xB7SW_ES O
89 1E ;mov dword ptr ds;:[esi],ebx XBTSW_SF 0 XBTSW_P 0 xBTSW_U o
€7 46 04 20 00 00 0O |mov dword ptr ds:[esi+a], s -
FF D7 | call edi |edizcre v =
: £ o 5 (5 (5[ Unlocke
— a— L N— ., 1t [esp] 0000000D
edi=ckernel3z.creat 00} |'2: [esp+4] 00000001

3: [espre] ooooooo:
41 fesp+«c] oooooooo

Figure 43

The NetBIOS name of the local machine is extracted (Figure 44).

50 push eax . XB7SW_CL O XB7SW.CO O XS87SW_ES 0O

:D 47 10 l:aheax,dmrd ptr ds: [edi+10] ®B7SW_SF O XB7SW_P 0 XB7SW_U O

o push sax
|eall dword prr ds:[<acetComputerNamews] o [ — = — - - -
e~ TR " Defauit {stdcal) = 10

5 "E‘u‘ﬂ'ﬂ?&"ﬁﬁ
I[2: [esp+4] os26Fs3s

er Namew>

Figure 44

WNetOpenEnumW is used to start an enumeration of all currently connected resources (0x1
= RESOURCE_CONNECTED):

. 50 push eax i = xg7Sstatusword 0000

- FF 75 OC push dword ptr ss:Qeoprcl XB7SW_B 0 xB75W_C3 0 xB7SW CZ O

. 57 push edi xBTSW_C1 0 xB7SW L0 0 xB7SW_ES O

. 7 push edi KETSW_SF 0 XB7SW_P 0 X87SW_U O

. FF 75 08 ush dword ptr s:!gnn- G | [t = - b~ - —

| FF 15 5C A1 EB 0O &H dword ptr ds:[<awNetOpenEnumws] v —

. T T > Default (stdcall) v |5 {#1[] unlocke

e — T 1 Tesp] ooooooor
ptr [DOEBAISC <malware.&WNeTOPENENUmN>]=<mpr . WNeTOpenEnum: 2% lesprd] 00000000
3 [espraj 00000000

___________________ 4: [esp+c] 00000000

Figure 45

The enumeration continues by calling the WNetEnumResourceW function:

50 | push eax NE/STATUSKOND UUUL
53 | push ebx XETSW_B 0 xB7SW . C3 0O x87SW L2 O
80 44 24 18 Tea eax,dword ptr ss:[fesp-1:) XBTSW_CL 0 XB7SW_KO O XB7SW_ES 0
50 push eax XBTSW_SF 0 XB7SW_F O XxB7TSW_U O
push dword ptr :c:Few-Jl S
lm} dword ptr ds:[<&WNetEnumResourcew-] | w
>

< 1 3 conn’
4 «malware. 4WNETENUTRES0Ur Cew>]=<mpr. WNeTENUTR eSour cen> " 2: ::&4] 0S2EFTER

|: chpvs 02F1F240
Figure 46

‘esp+C| 0E2EFTF4

The process obtains the interface—to—IPv4 address mapping table via a function call to
GetlpAddrTable, as shown below:

56 | push esi XB7SW_B 0 xB7S5W.C3 0 xB7SW.C2 O
BD 44 74 1B {Tea eax,dword ptr ss:[fesp+18] XB7SW_C1 0 XxB7SW CO O xB7SW ES 0O
50 | push eax WETSW_SF 0 xB7SW.P 0O x875W.U O
53 | push ebx Bt St - v~
FF 15 35 AD E8 0O ] dword ptr ds:[<eGetIpAddrTabler] I w ==
------ s eSS 5 [pefout stacan =[5 2100 trdocke

1: [esp.
: [esp+4] 0526FB04
esp+8] 00000000

Figure 47

Every IP address extracted above is converted from network order to host byte order using
ntohl:

| push dword ptr ds:[edi]
call esi 7 =
" 5 | Default (stdcal) * |5 3|[] uniocke

Figure 48

The malware creates a TCP socket (0x2 = AF_INET, Ox1 = SOCK_STREAM, 0x6 =
IPPROTO_TCP):

| push & XE7SW_B 0 xB7SW.C3 0 XxB7SW CZ 0O

|push esi XB7SW_C1 0 xB7SW.CO O xB7SW_ES 0O

push 2 e s XE7SW_SF 0 XS7SW_P O XB7SW.U 0

|mov_dword ptr ss:[febp-34J,eax bt i SR oS

|€aln dword pre ds:[<ssocket>] ! v = —

T 5 | Default (stdcal) =[5 £ ][] ulocke
1: [es

p1 00000002
2: [espr4] 00000001
3: [esp+8] 00000006

Figure 49
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It tries to connect to every host on the network on port 445 in order to encrypt every available
network share:

push i XB7SW_B 0 XB7SW.C3 0 XBTSW.CZ 0O

Tea eax,dword ptr ss:[febp-3s] XB7SW_C1 0 XxB7SW_CO 0 XB7SW_ES 0O
push eax xBTSW_SF 0 xBTSW_P 0 XBTSW U O
ush esi ommas e
1 dword ptr ds:[<iconnects] ] w
g * [5 £ 7[] unocke

esp] 00000218
2 "zsnﬂ 0526FTAB
E$n+8 00000010

Figure 50
Thread activity — sub_EB4B85 function

The process creates two anonymous pipes by calling the CreatePipe method (see Figure
51).

AT IM_D 3 LSUMAY]  ASY 1MLl 3 LEMMLYJ

push esi I
lea eax,dword ptr ss:fesp+30f [esp+30
push eax X87STAtusword 0000
Tea eax,dword ptr ss:fesp+14]) XB7SW_B 0 XB7SW C3 0 x87sw.Cz O
push gax XB7TSW_CL 0 XB7SW.LO O XB7SW_ES O
1:anedt,dwrd prr ss:fesp+icy XB7SW_SF O XB7SW_P 0 XB7SW_U o

ush eax S = =
| €&l ebx |ebxicre v

= o T <15 0] uroce

1 E p] D4EAFD4S
2: [esp+d] O4EAFD44

3: CSD*S% O4EAFDE4
4: [espesc] oooODDODO

Figure 51

The read handles are made inheritable using SetHandlelnformation (0x1 =
HANDLE_FLAG_INHERIT):

push esi ®87SW_CL O XB7SW.CO 0 X87SW_ES 0O
push ed Ul XB7SW_SF O XB7SW_P O xB87SW_U O
push dword ptr ss:fesp+14]) e R
| cal¥ ebx ebx:Set » =
5 bemumun * [5 12|00 unlocke

csnﬂ 00000001
3 esp+s 00000000

Figure 52

The ransomware creates a “cmd.exe” process that will execute multiple commands:

. 50 push eax
- BD 44 24 4C lea eax,dword ptr ss:fesprsc) x87Tagword FFFF
s ?2 g::: :af X87TTW_0 3 (Empty) XS7TW_1 3 (Empty)
tE push !;| uB87TW_2 3 (Empty) XBTTW_3 3 (Empty)
. T3 push esi xszw_d 3 (Empty) XB7TW_5 3 (Empty)
M 57 push edi X87TW_6 3 (Emply) x87TW_7 3 (Empty)
. 56 | push esi
- 56 push esi x87statusword 0000
- 113 push esi XB7SW_B O xB7TSW.C3 0O xB7SW L2 O
- FF 74 24 44 push dword ptr ss:Besp-44l XB7SW_CL 0 xB75W_CO 0 XB87SW_ES O
. €7 44 24 70 44 00 00 00  |mov dword ptr e5|:-'-- o 44:'D' | x87SW_SF O XBTSW_P O XBTSW_U O
- C7 B4 24 9C 00 00 00 01 01 mov d_h‘ol'd 55 D B L - 1
T . FF 15 EO A0 E8 00 call dword m:r ds3 tm&re“el’ro:eslu‘:] 1 w — =
il e 3 5 | Defaut (stdeal) w |[5 [£]0] unlockes
| I—
Gword ptr [OOEBADED <maliware,&CreateProcessws1=<Kernel3z,Createrrocessns O TR R—
13: esma] 00000000
Cae AAESAAES malimea avas £irBS B3 [ 4: [espiC] 00000000

Figure 53

The commands responsible for disabling the firewall, deleting all Volume Shadow Copies,
and so on, are transmitted to the newly created process via pipes:

= 2 X5/ IW_b 5 [EMPTY)  XBJIW_/ 3 [EMPTY)

50 push eax
FF 75 08 ush dword ptr ss:jfeop+a] [ebp+i
E8 EA 43 00 00 1 malware,E89085 xE7STatusword 0000
59 pop_ecx eex: XBTSW_B 0 XB7SW.C3 D XB7SW.C2 O
50 push eax XB7SW C1 0 xB7SW_CO O xB7SW_ES O
FF 75 08 push dword ptr ss:febp+s] [ebp+t XBTSW_SF O xB7SW_P O xB7SW .U O
FF 74 24 1C ush dword ptr ss:fesp+1Cl f e | R |
| FF 15 CC AD EB 00 gﬂl dword ptr ds:[<awriteFiles] 1 ] ==
1 Ie e e e - DFIt( 1 ,[ =] ko
e e TP : [esp] 000002E0
dword ptr !Enotimix <malware.&writeriles]=<kernelsz.writeFile> 2 [H,.,,,% 02FOGOES "netsh advfirewall Set currentp
3: [esp+8] 000000SB
4: lespsc] o4EaFDE0

Figure 54

Thread activity — sub_EB1CC5 function
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This thread keeps extracting a bitmask representing the currently available disk drives using
the GetlLogicalDrives API:

Eg—» FF 15 80 AO EB 00 |ta11 dword ptr ds:[<&GetLogicalDrivess]
8= e e i e e pr—y Ty g e
< >
| dword ptr [ODEBADBD <malware.&GetLogicalDrivess]=<kernel32.GetLogicalbrives>

Figure 55

Thread activity — sub_EB1A76 function

The malware decrypts the public RSA key that will be used to encrypt the AES256 key used
for file’s encryption. The same key was used by Phobos ransomware since 2019 according
to Talos.

50 push eax
&A 02 push 2
ES8 04 4C 00 00 call malware.EB6347
[EIP g 11 89 45 F4 mov dword ptr ss:[ebp-C],eax

dword ptr [ebp-C]=[053AF3D8]=053AF3E4
eax=02F057 80

.Lext:00EBL743 malware.exe: §1743 #B43

WWoump1  @loump2  EWpump3  WWpump4  @Wloumps @ watch1  r=llocals ._:}:J Struct

Address | Hex ASCII

D2F05780|BD C1 49 1A|73 2E FA 44 (D4 3D D1 92 (15 D8 EC 5D |%AI.s.uDD=N..@1]
02F05790|0D DB 95 OC|33 68 CO AD|06 E9 OC 24|44 88 1B 12| .0..3hA .&.5D...
OZFOS7AQ|(F2 DC CC 70|38 48 55 77|46 &C ED BS |75 90 &C BE|OUIpEHUWF1ipu.1.
O2FOS7BO|C9 2D 55 094D 66 D8 7D |46 AB 99 09|87 34 9F 18 E-U.MFB}Fa«...4..
OZFOSTCO|2A TE 4D 05 |[BF 2A CC E9|AA FE AB 53 |F6 AZ 74 1E|*~M.;"Ieapesast.
02F057D0|D8 67 E4 94|20 ES5 DF GB|11 C6& DE 77 [FA A4 00 60|@gd.-aRk.£fbwiH.
02FOS7ECQ|&F E7 D7 8C |23 30 65 B1|2A OC 50 42 |EC D9 11 BO|ogx.#0ex*, PBRall. ®
02FOS7FO| 8F 67 92 BE|D9 05 EE BO|ES 1C B8 EC|CB 5B AA B7|.g..0.i°&. E[=2-

Figure 56

It extracts the current local date and time, the current process and thread IDs, and other
information using multiple functions:
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Ltext:88EBTIFF mov edi, ds:QueryPerformanceCounter
.text:BREB7E05 lea eax, [ebptPerformanceCount)
.text:BAEBT7E88 push eax ; lpPerformanceCount
text:B808EBT7EB9 call edi ; QueryPerformanceCounter
.text:BBEB7E0B call ds:GetTickCount
.text:@8EBT7E11l xor dword_EBD&3B, eax
.text:BBEE7E17 mov eax, dword ptr [ebp+PerformanceCount+4]
.text:@BEBTB1A xor dword_EBDB84, eax
.text:BBEE7328 mov eax, dword ptr [ebp+PerformanceCount]
.text:@BEB7E23 xor dword EBDGEE, eax
.text:88EE7829 call ds:GetCurrentProcessId
.text:BBEB7E2F xor dword EBDGBC, eax
.text:BBEB7E35 call ds:GetCurrentThreadId
.text:@8EBTE3E xor dword_EBDGIB, eax
.text:88EB7B41 lea eax, [ebp+SystemTime]
.text:BBEBT7344 push eax ; lpSystemTime
text:BBEB7E45 call ds:GetLocalTime
.text:BREB7E4E lea eax, [ebptFileTime]
.text:BBEB7B4E push eax ; 1pFileTime
.text:BBEB7BAF lea eax, [ebptSystemTime]
.text:BBEB7E52 push eax 3 1pSystemTime
.text:@8EE7B53 call ds:SystemTimeToFileTime
.text:BBEE7E59 mov eax, [ebp+FileTime.dwHighDateTime]
.text:@BEBT7B5C xor dword_EBDB94, eax
.text:BBEBT7B62 mov eax, [ebp+FileTime.dwlLowDateTime]
.text:@BEB7E65 xor dword EBDG9B, eax
.text:BBEB7E6E lea eax, [ebptPerformanceCount]
.text:BBEB7EBE push eax ; lpPerformanceCount
.text:BBEB7E6F call edi ; QueryPerformanceCounter
.text:88EE7ET1 mov eax, dword ptr [ebp+PerformanceCount+4]
.text:@8EBTE74 xor dword_EBDB9C, eax
.text:BBEBT7B7A mov eax, dword ptr [ebp+PerformanceCount]
.text:@BEBT7ETD xor dword_EBDG38, eax

Figure 57

The binary creates a new thread that will traverse the network shares and drives in order to
extract files to be encrypted:

i . 53 | push ebx
i . 53 push ebx x87STatuswerd 0000
: . 56 push esi XB7TSW_E 0 XBTSW.C3 0 XB7SW.CZ ©
{ . 68 B3 56 EB 00 push malware.E85683 xB7SW_C1 0 xB7SW.CO 0 xB7SW_ES O
Rl . 53 push ebx XBTSW_SF 0 XBTSW_P 0 XB7SW_ U O
i . 53 | push ebx e L
Eh—— FF 15 BO AD E8 00 | €al} dword ptr dsi[<acreateTnreads] | o — e ——
| o rve e FTT T ey e R ) = B0 N
dword ptr [DOEEADEO <malware.dCreateThreads]=<kernel3z.Createrhreads En Tespre] 00000000
| 3: [esp+8] DOEBSGE3 malware.DOEBSGB3

3
O TR Il4: Eesp-cj 02F06BS 8

Figure 58

Thread activity — sub_EB56B3 function

Two new threads, which will be responsible for file’s encryption, are created:

| push eax AGIIM_T 3 LEwMLY)  AGsIm_s 3 LEEMLYS
| push eax
| Tea ecx,dword prr ss:fesprich x87Statusword 0000

| push ecx xB7SW_B 0 X87SW.C3 0 xBTSWLC2Z O
| push malware.E8548F XB7SW_C1 0 x87SW.CO O xB7SW_ES O
| push 1 XB87SW_SF 0 X87SW_P 0 x875W_U 0
| push eax = =1

|:l‘|‘| dword ptr dei[<aCreateThreads] w -
e e gy ks e e b Defauit {stdcall) v s (™
(EH [esp] DOOO0OOO

| 2: [esp+4] 00000001

| | 3: [espr8] OOEBS46F malware.OOEBS46F

| 4: Fespscl os76FBEC
Figure 59

The files are enumerated using the FindFirstFileW and FindNextFileW methods:
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50 | push eax
56 | push esi

Gword ptr [DOEBADSD <malware.dEindFirstrilews1=<kernel3z. FIndEIrstrlons

push eak

pu: esi
|cl'I'I‘MrJd BEF dEz[<tFindFirstFilews]

o | x87SW_SF 0 x&7SW.P 0
5 L i | s -
5 Deﬁdt(shkd}
Iunf o:raneal l. ASVEART-HR

X875wW_U o

v [s [0 urdodee

push dword ptr ss
call dword ptr ds:

Figure 60

-
Emn ndvextFilews]

-2: Fesp+41 0576

| x87sw_sF 0 xBTSW_P 0 xB7SW .U ©

| IE i

5 Mm{;wal} 1[5 2] niocke

dword prr [00EBAG44 <malware,&F NANEXTF]1ens J=<kernel32.FindNextrilens

Figure 61

|1t [esp] 02
| 2: [esp+4] 05 SFSAB

The malware sets the event objects to the signaled state via a function call to SetEvent:

il s =

Ltext:BBEB33C5
Ltext:BBEB33C5
Ltext:BBEB33C5

.text:@8EB33C5 push
.text:@BBEB33C6 push
Ltext:@BEB33CT lea
Ltext:@BEB3I3CA push
.text:@8EE33CB call
.text:BB8EB33D1 push
Ltext:B8EB3304 maov
Ltext:B8EBE33DA or

.text:@8EB33DE call
.text:@BEB33E@ push
.text:@BEB33E2 call
.text:@BEB3I3E4 push
.text:@8EB33E7 call

.text:@BEE33C5 sub EB33C5 proc near

ehx
edi

ebx, [esi+8Ch]

ebx

ds:EnterCriticalSection
dword ptr [esi+d4] ; hEvent
edi, ds:SetEvent

dword ptr [esit+28h], 1

edi ; SetEvent
dword ptr [esi] ; hEvent
edi ; SetEvent

dword ptr [esi+8] ; hEvent
edi ; SetEwvent

Figure 62

- 1pCFitiCEISECtiDH

The process waits until the new threads finish their execution using the
WaitForMultipleObjects function.

Thread activity — sub_EB54BF function

The ransomware opens a file to be encrypted in reading mode (0x80000000 =
GENERIC_READ, 0x7 = FILE_SHARE_DELETE | FILE_SHARE_WRITE |
FILE_SHARE_READ, 0x3 = OPEN_EXISTING):

. 50 | push eax

. o push eax

. 64 03 push 3

. 50 push ea

. EA O7 push

. 68 00 -] push

. 57 | push ed

. 89 45 FC mov_dword
b FF 1538 AOD E@ 00

] e

pir_ss:febp-4f,e
|:ﬂ‘l mru ptr ds [= acreaurnm]

ABM M4 3 LEWPLY)  ABSIW_3 3 LEWPLY)
XETTW_E 3 (EmpTy) xB8TTW.7? 3 (Empty)
xB7Statusword 0000

xB7SW_E 0 xBTSW C3 0 xB7SW €2 O
XB7SW.C1 0 XB7SW.CO 0 XxB75W_ES 0
edi:L | XB7SW_SF 0 XBTSW.P 0 xB7TSWL O

,V.Defajl(sh:‘.cd] ¥ [5 [#]00 urlocke

ord ptr IDOEiﬁTn_O <malware.4Createrilew>J=<kernel3z.Createrilews

Figure 63

13 [esp] D2F9900 L"\\\\"\\C SEFS s:r!‘man\\!uy
| esp+d] BOOO0O0O
| ESD—B" UWUUOU

: leso+C1 00000000

It retrieves the size of the file using the GetFileSizeEx API:

50 Ipusn £ax
53 | push
FF 15 58 AD EB 00

ebx
|cn1'l aword prr dss[<aGetrilesizeexs]

dword ptr {CII!ADSI <malware. &GetFilesizeExs]=<kernel32.GetFilesizeEns

Figure 64

| x87SW_SF 0 Xx87SW_P O XE7SW_U O
w = T
» |Defautt Gstical) * |5 (] unlocke
T T =
[esp] 0000028C
.2 LE‘:D+4'I 059EF8FS
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The size is compared with 0x180000 bytes (1.5MB), and the files having more bytes are
partially encrypted. The rest of the files are totally encrypted:

ol s [+=

.text:@BEBBF4A cmp [ebp+var_18],

.text:@BEBBFSL jb short loc_EBBF&7

1s@eaah

vy

Yy

il s il e =

tBBEBBFGET
:@BEBBF67 loc_EBBF67: 3 char
1@BEBBFEY push dword ptr [ebpt+arg C]

:BBEBBFBA mowv
:@BEBBFED push [ebp+1pFilenName] ; LPCWSTR
:@BEBBF7@ push edi 3 lpFileName
1@BEBBF7L push [ebpt+arg_4] 3 dint
:@BEBBF74 call sub_EB8782

eax, [ebptarg_e]

.text:BBEBBFS3 Stext
.text:@8EBBF53 loc_ EB8F53: ; char Jtext
.text:@BEBBFS3 push dword ptr [ebpt+arg C] text
.text:BBEBBF56 mov eax, [ebptarg_8] -text
.text:@8EBBF59 push [ebp+1lpFileName] ; lpMNewFileName Jtext
.text:@0EBEFSC push edi 3 lpExistingFileName] |.text
.text:BBEBBFSD push [ebpt+arg_4] ; int text
.text:@BEBBFEA call sub_EB8C42 -text
.text:@BEBBFES jmp short loc_EBBF79
Figure 65

As we can see below, not only the “.backmydata” extension will be added to an encrypted
file, but also the volume serial number and the threat actor’s email address:

push @
FF 75 E4 push dword ptr ss:Qebp-1c)
push 1

1
68 00 00 00 40

FF 75 10

FF 15 98 AO EB 00

[ebp+1

AN AN S LAY AN PWas e LR

XB7Statusword 0000

MBTSW_B 0O xB87SW L3 0O xB7S5W.C2 O
XBTSW L1 0 xB7SW_CO O xX87SW_ES O
XB7SW_SF 0 XB/SWF O XB7SN_U O

Default (stdcall) =[5 [2]0 unioa
137 Tesp] 02F99918 L™\\A\7A\CI\\EFS Software\\Easy

. TEXT:00EBS8AD malware, exe: §85aD #7CAD

Poump 1 @Soump2  @ouwmp3  @%oumps  @Moumps @ watch1  Pellocals ) stuet

esp+4] 20000000
esp+8] 00000001

2:
3:
|a: [esn-ﬂ

mﬂﬂ‘m L'\\\\T\\C A\\EFS Software\\Eas
40000000

SC! 00 5C 00 c
53 §3 00
C

02F993C8

Figure 66

00000001

00000000

00000001

00000020

00000000

02FB9900 :\\EFS Software\\Eas
7EACELDO kerne152 Seth'le»\ttrwu(es!'
FFFFFFFF

770C5887 |return to ntdl1.77OC5887 from

B4EOBETB
02FO00000
00000004

0000000

The file’s content is read using the ReadFile method (see Figure 67).

sh
'Iea eax,dword ptr ss:
| push eax
|push dword ptr
push dword ptr +2
push dword ptr D8
|ca11 aword ptr ds:[<sheadFiles]

x87Statusword 0000

X8TSW_B 0 xB87SWL3 O x8TSW L2 O
XB7SW_C1 0 X87SW.CO O XB7SW_ES O
NB7SW_SF 0 x87SW_ P 0 xETSW U O

Figure 67

esp+4] 05D77020
[esp+8] 00110100
fesp+c] os9EFBCC

There is a custom implementation of the AES256 algorithm, as highlighted in the figure

below.
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il s =]

.text:BBEBGABE

.text:@8BEBBABB loc_EBGABB:

.text:BBEBGABE shr edi, 8

.text:BBEBGABE and edi, eax

.text:BBEBBACE shr edx, 18h

.text:BBEBGRACS shr ebx, 8

.text:BBEBRACE and ebx, eax

.text:BBEBRACE and edx, eax

.text:@BEBBACA mov edx, dword EBCI78[edx*4]
Ltext:@BEBGADL xor edx, dword_EBCD78[edi*4]
.text:BBEBBADE mov edi, [ebpt+var_C]
.text:@BEBGADE shr edi, 18h

.text:BBEBBADE xor edx, dword_EBCS78[edi*4]
.text:@BEBBAES mov edi, [ebpt+var_4]
.text:BBEBGAES and edi, eax

.text:BBEBBAEA xor edx, dword_EBD178[edi*4]
.text:@BEBBAFL mov edi, [ebpt+var_C]
.text:BBEBBAF4 shr edi, 18h

.text:BBEBRAFT and edi, eax

.text:@BEBGAFY mov edi, dword EBCI78[edi*4]
.text:BBEBEB@A xor edi, dword EBCD78[ebx*4]
.text :8BEBEBAT mov ebx, [ebptvar_ 4]
.text:BBEBGBAA shr ebx, 18h

.text:BBEBBBAD xor edi, dword_EBCS78[ebx*4]
.text:BBEBEE14 mov ebx, [ebpt+var_8]
.text:@BEBEBL7 and ebx, eax

.text:@BEBBBLY xor edi, dword_EBD178[ebx*4]
.text:@BEBEB28 mov ebx, [ebpt+var_4]
.text:@BEBBB23 xor edi, [ecx+4]
.text:BBEBEB2E shr ebx, 18h

.text:@BEBEB29 mov [ebptarg_@], edi
.text:®8BEBEB2C mov edi, [ebpt+var (]
.text:BBEBGRB2F shr edi, 8

.text:BBEBGRB32 and edi, eax

.text:®@BEBEB34 mov edi, dword EBCD78[edi*4]
.text:BBEBGRB3E and ebx, eax

.text:@BEBBB3D xor edi, dword_EBCI978[ebx*4]
.text:@8BEBEE4Y mov ebx, [ebpt+var_8]
.text:@BEBEBAT7 shr ebx, 18h

.text:BBEBBBAA xor edi, dword_EBCS78[ebx*4]
.text:@BEBEBS1 mov ebx, [ebpt+var_14]
.text:BBEBEBS4 and ebx, eax

i e =

text
text

text
text
text
text

Jext
dext

dext
text
text
text

text
text

text
text
Jdext
Jext

Jext
dext

text
text
text
text

text
text

Jdext
Jdext
Jdext
Jext

text

Figure 68

-text:
1 BBEBBCAL
1 BBEBBCAL
text:
:BBEBBCEBL
:BBEBGCE4
:BBEBBCEBT
:BBEBBCBE
text:
:BBEBBCCSE
:BAEBBCCE
Jdext:
1 BAEBBCDS
:BAEBBCDSE
:BBEBBCDA
:B@BEBBCEL
.text:
:B@BEBBCET
:BAEBBCED
text:
:BBEBBCF2
:BAEBBCFY
:BBEBBCFC
:BBEBBCFF
Jdext:
1 BAEBBDE9
: BAEBBDAE
text:
:BBEBBD1S
:BBEBBD1E
:B@EBBD1E
:@BEBBD1E
.text:
:BBEBED24
:BBEBBD26K
Jdext:
:BBEBBD2F
:BAEBBD36
:BAEBBD39
:BAEBBD3C
text:
:BBEBED4G

BBEBGCAT

BBEBBCAF

BBEBBCCL

BBEBGCCE

BBEBBCES

BBEBGCF@

BBEBGDEE

BBEBBD12

BBEBBD21

BREBGD2D

BBEBBED4S

shr edx,
and edx,
shr edi,
and edi,
shr ebx,
mowv

mov edi,
mov edx,
xor edi,
mov edx,
shr edx,
xor edi,
mov edx,
and edx,
xXor edi,
Moy edx,
shr edx,
and edx,
mov edx,
and ehx,
xor edx,
mov ehx,
shr ebx,
xor edx,
mov ebx,
and ehx,
xor edx,
ma eb,
xXor edx,
shr eb,
mov

mov edx,
shr edx,
and edx,
mov edx,
and ehx,
xor edx,
mov ebx,
shr ebx,
xor edx,
Moy ebax,
and eb,

[ebpt+arg_ @8], edi

[ebpt+arg_@], edx

18h
eax
8
eax
8

dword EBCI78[edx*4]
[ebpt+arg @]

dword EBCD78[edx*4]
[ebp+var_C]

18h
dword_EBC578[edx*4]

[ebp+var_4]

eax
dword_EBD178[edx*4]
[ebp+var C]

18h

eax

dword EBCI78[edx*4]

eax
dword_EBCD78[ebx*4]
[ebp+var 4]

18h
dword_EBC578[ebx*4]
[ebp+var_8]

eax
dword_EBD178[ebx*4]
[ebp+var_4]

[ecx+4]

18h

[ebp+var C]

8

eax
dword_EBCD78[edx*4]
eax
dword_EBCI78[ebx*4]
[ebp+var_8]

18h
dword_EBC578[ebx*4]
[ebp+var_14]

eax

The content is encrypted using the AES256 algorithm and written to the newly created file:

| pusn

[1ea eax,dword ptr
| push eax

| push dword ptr
| push dword ptr
| push dword ptr
| €all dword ptr ds:

bp-4
<4Writerile=]
<

x87Statusword 0000

XBTSW_B 0 XB7SW_.C3 0 XB7SW_C2
®B7SW_C1 0 %BTSW_CO © XB7SW_ES
XB7SW_SF 0 XB7SW_P

s | Defauit (stdcal

“Gword ptr [ODEBABCC cmaiware.EWriTeriles1=<kernei3s.writeriie

.TeXT:00EB893E malware.exe:$8938 #7D38

o
o
0 XB7SW.U O

~ [ 15 ]] uriocke

(& ] fnsn] 00000310
| [ ] 05077020

==

$oup1  @oump2 WHDup3 loump4  @Woumps B watthi  beellocals }i‘ Struct
Adaress 1uen | AscIT 1
05D77020 7€ OA CF AB|BS AC AD 47|2E D4 A6 F2|03 FE C5 7E||.Isp~ G,O;g.b-ﬂ"—
0SD77030/C2 BS 6F EB|F6 B5 AD 56/17 7D EZ EE|DF 7E 32 36| oeou. V. laik~26]|

The file’s name is encrypted as well and will appear in the encrypted file:

05077020

1| 00000020

E 059EF8B0
G3C | 00000000

D e
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OsDF7020
OsDF7F030
05D77040
OEDF70O50
QeD7 7060
OsD77070
OsDF70OB0
0sD7 7020
O5D770AD
OsDF7FOBO
0sD770CO
OsD7 70RO
QsD77OED
OsD77OF0
OsD77 100

o0 00|00 00 OO0 0000 OO OO0 OO(00 OO0 OO0 OO |Bl. .. oo eeeeeens
Figure 70

The following information is also written to the encrypted file: unencrypted 16-byte IV, RSA-
encrypted AES256 key, and 6 bytes decrypted from the config that identifies the ransomware
“DD F9 CC F5 B3 44”:

#|| ooessaso 00 push 0
ODEBBASZ Tea eax,dword ptr ss:febp-zs§ x875tatusword 0000
DOEBBASS 0 push eax XEBTSW_B 0 XB7SW.C3 0 x875W_C2 O
ODEBSAS 6 push dword ptr ds:[edisas, XB7SWCL 0 XB7SW CO 0 XB7SW_ES O
OOEBSASC 0 push dword ptr ds: =si-ia] XBTSW_SF 0 XB7SW P O XB7SW_U O
OOEBSASF i i push dword ptr ss: ;\—1 - f a
| 2 <awriter — =
= [s_2{0] unlocke

N
[ ma il e N w stdcal)

|2: [espes] 05077020

‘esp+8] 00000DE2

I esp+C]_053EFE80
I

@01 oump2 EYDuwmp3  @4oumps  W%0umps @ watch1  Ir-llocals 4 Struct D5 GEF630| 05077020

- - ] 098734 | ooooocE2

.Text:00EBBAGZ malware.exe: $BAG2 #7EG2

- : = = O59EF638

53677030 : SC €D |61 . ; : B 0s2zF63c
3 | 3 £ . ¥ - A

05D77040 | &: | O5IEFE40 | 02FBIB00 | L™\\\\T\\C: \\EFS SoTtware\\Eas

05077050 ] (059EF644 | TEACEIDD | kernel32. setFileattributesw

05D7 7060 5 3 ’ 059EF&48 | FFFFFFFF

05077070 (€ 3 |4F B9 19 2 D OS9EFE4C | 770C5B87 [return to ntdll.770C5887 from

05D77080 ! 09 i £ BA Ci 8 : 6D, . O59EFE50 | 0000000E

05D77090 38 ; 85 D1 40 2|1 O59EFES 4 | 0SIEFEEE

O59EFE58
O53EF65C | 5 GADBSF

059EF8BO
00000000

059EFE60
O59EF664
OS9EFEES
O59EF66C

05077100 |8 00 00/00 00 00 00/00 00 00 00/00 00 00 DOIEM. ..uuuuicansns it b e |

Figure 71

The unencrypted file is overwritten with zeros and deleted afterwards:

Figure 72

The structure of an encrypted file is displayed below. We've already described the meaning
of the buffers.
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El ry.gdb.id[A2C9AD2F-3511].[backmydata S backmydata

Offset(h) 00 01 02 03 04 OS5 06 07 08 09 QA OB OC OD OE OF

00000000 [JC OA CF AB BS AC A0 47 ZE D2 A6 F2Z 03 FE C5 7E| |.f«pn G.0!6.ph~
00000010 |[C2 BS 6F ES8 Fé B5 AD 56 17 7D E2 EE DF 7E 32 36| A, o0&6np.V.}aiBs-~26
00000020 [16 AF Ré 48 F7 62 €6 BF B9 SE E1 54 B5 32 2B 36| . !H:=bf;*ZaTuz+6

00000030 |45 60 B3 97 C3 7D BC CD 61 71 BS 2C 36 7D 59 88| E->—A}uiagp,6}Y"
00000040 |6E 5B OE 70 8F Bl DE 87 B2 FE OA 53 C7 32 78 93| n[.p.iP#*p.5C2x™
00000050 ©0 00 OD 00 0D OD 00 00 OO0 00 OO0 OO0 00 00 D0 00  «'vvevuneeeeennns
00000060 00 00 00 00[69 82 53 58 32 36 81 A3 DO 4F AD 35| ....i,SX26.£P0.5
00000070 [CB F8 62 ED |08 00 00 00|[4F BS 19 JE F4 Bl 8B FE| Eebi....0*.~8«b
Q00000080 [20 75 EB 09 2D 54 DC F4 FO 2E SA CO C8 82 17 6B| =xe&.-TUSS.3AE, .k
Q00000090 [BS 7R 98 FE 85 85 D1 4D 6D 8B DS D2 BS 1& 7E E3| *z p...FHm<UOp.~3
O000CORO |29 EE AZ C4 ED OC 83 ES ED 27 44 3C B4 B9 A4 47| )jicli.fei'D<” *mG
Q000C0BO [JE AC 18 15 1A 2B ES 44 BF 0D 9C DD C4 2C 92 EC| ~-...+2D..e¥4,"1
Q000000CO |85 CD F9 AR 13 OF 36 FC D6 7D 2C 3C 42 6E 35 4C| .iIu=..s6ud},<BnsL
000000D0 |65 16 BF 96 OF C4 5a 95 15 AF 1E 78 EC 19 CE E4| e.;—.AZ~.®.xi.1s
O0OOCQCOED |F5 FB8 85 68 49 EE SB EF CA 4F 63 BE BD AF EE 12| 8e.hIi>ifoc. = i.
000000F0 [DA 8B 21 FB 6B C2 8C 3F|E2 00 00 00/DD Fo CC F5 Uc!'akAE?3...¥ais
00000100 B3 44 =D

Figure 73

The ransomware drops two ransom notes: “info.txt” and “info.hta”. The communication with
the threat actor can be done via email or Session messenger.

1T ATTENTION !!!

About Data
Ml data s stored untd you wil pay.
After payment we wil provide you the programs for dearypton and we vl delete your data
‘We dont want did something bad to your company, € s just bussnes {Our reputation & our moneyt)
1f you refuse to negotiate with us (for any reason) al your data vl be put up for sake.

What you will face If your data gets on the black market:

« The personal nfarmaton of your employees and customers may be used to obtan a ban or purchases n onine stores.

* You may be sued by dents of your company for lealang nformatian that was confidential,

» After other hackers obtan personal data about your employees, socal engneering wil be appled to your company and subsequent attacks wil anly ntensify.

« Bank detak and passparts can be used to create bank accounts and anine walists through which crmnal maney vl be laundered.

* You vl forever lose the reputation.

» You wil be subject to huge fines from the govemment.
You can learn more about labity for data loss here: hitos./en.wipeda, org/viol General Data Protecton Regulatonor here httos://odor-nfo.eu
Courts, fines and the nabity to use mportant fies vl lead you to huge losses. The consequences of the wil be Imeversble for you
Contactng the pakce wil not save you from these consequences, and lost data, wil anly make your stuaton worse.

How to contact us
* Witz us to the mais: T
» Downkad the (Session) messenger hilps./)/ getsesson.og n D

« Wrte the 1D n the tte of your messape [N
IF YOU WILL CONTACT US IN FIRST & hours , and we dose our deal n 24 hours , PRICE WILL BE ONLY 30%.
{time & money for both of us , i you vil take care about our tme , we wil do same , we wil care of price and decryption process vl be done VERY FAST)
ALL DOWNLOADED DATA WILL BE DELETED after payment.

Figure 74
INDICATORS OF COMPROMISE
SHA256
396a2f2dd09c936e93d250e8467ac7a9c0a923ea7f9a395e63¢c375b877a399a6

BackMyData ransom notes
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info.txt, info.hta

Files created

%AppData%\Local\<Executable name>

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\<Executable name>
Registry values

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run\<Executable
name>

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\<Executable
name>

Processes spawned

vssadmin delete shadows /all /quiet

wmic shadowcopy delete

bcdedit /set {default} bootstatuspolicy ignoreallfailures
bcdedit /set {default} recoveryenabled no

wbadmin delete catalog -quiet

netsh advfirewall set currentprofile state off

netsh firewall set opmode mode=disable

Mutexes

Global\\<<BID>><Volume serial number>00000000
Global\\<<BID>><Volume serial number>00000001
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