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@ =2 &1} (Key Findings)
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£35| elZzAE2 (Infostealer) S A= 2 A2 mlai Ato| THEl A|AE! LIO| M HIQIT} S22 5= tHEH
ol n2ed Pl HE 2 HItELICEL S E Ad I E= AFEA K| glo] Bl EEE & -€F/5i0{, O Aot O
O|F Z=2fo|HA| &, 8N &4, 7| HEt 2ll&a 242 &-2H8H mlsi 2 0|t & = AUSLICH

QIZALEIY J|E A2 M 2 Z=ZISHE Ato|H HA| OF0 ofs s =0, &EFE HE=Ct3 3
(DarkWeb)oi| Al 72 ELICt 0| = oY HE = A A T &(Identity Theft), 2& Al7|(Financial Fraud), 2X} &!5H
&2 (Secondary Exploitation) § Cttet of4 20l ZHEEE 5= U0, 71 X 7Y 2F0A & Ziet /Iy 2
o

ﬁ
o= mggLct.
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https://www.genians.co.kr/blog/threat_intelligence/lumma-infostealer
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oI5 SET AN B AlZIE 2A5HD, ZX0| BNAQI CfS MtS SIS ol FDNBE HBsts X
g =xo= BiLICk

N

. H{ 4 (Background)

2-1. AH| A8 Malware (MaaS) 74

MaaS(MaIware-as-a-Service)h A}OlI:H HE X7 AT E M & =5, BEH X 0{(C2) My, M} 2l=ZEt 5 &
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o
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)2 ASBOEM 22l ANTE RE U BH +8 522 st 7L

Lumma= MaaS 7|22 2 SE 5| = CHE X Q| InfoStealer2} & 4= QISL|Ct MaaS 7|EI0| AR E = EXE
otz et Z&Lct.

- M2y 8o|

o EZI2Y 7|20| gl SHXE MaaSE 0|85+ 28 ZHS MHE == ULIch

Oky
S
Mo
u
re
St
i
Mo
Ofm
(¢]]]
==
]
=

in
T
n

SIS I A CF T8, P28, HEE S0 22 o

[¢]

- 2E38-FHAEO0|Y XA

o ZH =T DE5E0] YO, ALEALI} B0 L2} 7|5 S HAEIDO|FE + ULLICH

o C2AlH| 91Z Al 5 CIet 34 SMS ZHE = UBLICH

. Solst 7z

o NWEAtE FEE AFEE & 25/ HI0/H &7 842 Saf += 2= e/,

2/23



8451, EH5/3t H0/E S MBS0l SXIE 0]2)

0o
gg
i
I
Ny
Oy
N
o
P
0!
Q|

o BHAE H ETE A
2

=L /of.

o X|5H H0|E NS

o EA| Blu/2f MER2 7|5 FIIE Ploll /WA= Z7/H 22 kY A =8 2/H[0/ E gL,

2-2. AO|H Hz| 412 LH MaaS MEA|

MaaS+= SaaS(Software-as-a-Service) 22 2 2185t Ha] SEfO[ X}, CaaS(Cybercrime-as-a-Service) HEHA|
o| 5% M 24 & otLEE 2F ElL|CE 0|26t MaaS 2! CaaS 7|8t A| &2 =2 Ct3 #l(DarkWeb)o|Lt £

[ = | =

oo ZHAM s8R 2HE L

2tE #E|ot= FX= MaaS 2 X2 S8 LIt 0[S

A= WAL C2 M & el=et Ae[Xn &2 dAet 2e|

I

MaaS AHEH A A 2t T
2 Y JHelo| ot ATt

= |
AL 7l X HY S22 JEo| MERtE =AH A2 & AF 10 UsLH

Ci2a 25U

rr
o>

=<
M

<
Q
Q
@)
0
2
Pl
rnr
°
T
5
|0
Hu
ul
(o]
5
30
ol
1o
o
0>—
kU
M
i
x
o
|>
ol
L
I
=
OH
ol
5
N
0]
0E

o 2HXM Q0| (Ransomware)

o Z[FHALS| LOJEIO] CHEF HTE AHEISHT, S 7| HB hItE FHY 278 T8t oY T
SQJLiCt MaaS ZYOIA S F= T QS5 7|2k HARI017} M S0, BHRH= HE e

& ol =3t =25l 7|5 & FHH Y= FHE 7 ASLIH,

o Q| AEIZ (Infostealer)

o TSR} AIAEIS] HEIRH A}F FY, MM 77|, oS Be| Z2 I HEE AN FE 5 21z
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Xt o BEELICH
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o Hi=0{ (Backdoor)
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2-3. 2|8 Y&k (Threat Impact)
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3. 24 (Analysis)

3-1. Lumma Infostealer

Lummat =2 SUMME B2 R S HENOl M 2HE S TE (Infostealer) 5 ShLbeiLICt
2022 8E = S O|F WX M MAI M ZE &l REE 10 end, 2025 920 = ANY.RUNO|
HZEE kM I E = "Week's Threats' 1| E 7| E6H7| £ SHSL|C}.

& O[Lt 7 210l[A] 7| =3F7] o g7 Bt=0,
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https://x.com/anyrun_app/status/1970021606886981782

TOP 10 LAST WEEK'S THREATS  ANY[:RUN

BY UPLOADS

Lumma _

Quasar +19
Vidar

Agenttesla

Remcos

Amadey

Dcrat

Stealc

Njrat

Xworm

TRACK POPULAR MALWARE
IN THE TRENDS TRACKER

[AFEI 3-1] ANY.RUN Weekly Malware Ranking

Lumma Infostealer= MH|AS 2t F=(MaaS)E 2P = =5 -EN|CHS 2 =L 0|28 &= = HO|
SFQLIct 0| 2 2laf M2 XA o|Lt g ojo| RES BHXIEE BHS #E £ 0|, Lumma
InfostealerE A5t 24 Al|7} XI£XM O 2 HHAE O SL|CH

Genians Security Center(GSC)= Nullsoft Scriptable Install System(NSIS)2 2 17| &=} FZ == Lumma
InfostealerE &I SL|CH ofj & DU S EH AT EQOZ &S50 A0, DA AO|ENM FEZ/ 10 QU
et

Siet ot LHEO| = £2&t=l Autolt 2 =1 2HA Autolt AT EIEJ TehE|0] USL|CE Als A| ESt= niele
A=l AssH LH=5El M T =(Shellcode)E M| 2 2|0 2E510 Z2M|A &2 2(Process Hollowing) 7|
HE AF26H0] Autolt TEM|AE Lumma Infostealer= CHA||GH ASHSE 5 C22F SAI5HH ME EHF E Sl &t
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-1%5D%20ANY.RUN%20Weekly%20Malware%20Ranking%20%E2%80%94%203rd%20Week%20of%20September%202025.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-1%5D%20ANY.RUN%20Weekly%20Malware%20Ranking%20%E2%80%94%203rd%20Week%20of%20September%202025.png?hsLang=ko

Genians

Lumma Infostealer Attack Story Flow

el = B - SR

Threat Phishing Download setup.exe BAT

Actor Site ZIP !
1
\ 4
by >
m
Process 1

Autoit Hollowing c2
1 i
1
01100
10110 —_—
1111
Shlellc?de LT
Injection Infostealer
[AFEI 3-2] Lumma Infostealer Attack Flow
O|2{8F NSIS T 7| &, Autolt AT EIE, MFE QIMM 2l T2 M|A &2 U (Process Hollowing) 7|2 A| L

A 78k BRIt EME O S o E@A 2L T

CES BHAXNES FE AO|ELQ| URL 2 HZZ ot HHA S Eoff = -4Y BHAIZ JiMSHD 0], & X[ =
O|ESHHEtORIC 2= S 0lE 0l CHE0| {ESLICt 2t EDRE E6t &2 7|Ht & X[} CHE0| AL
Ct

3-2. = 0t™

Lumma Infostealer: FZ EH Ex 4 2 Z2 20 2 IF5IT ond, ol OO 22 m|Al AO|E
E Edl =50 USLIC

= o 'I'I'
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-2%5D%20Lumma%20Infostealer%20Attack%20Flow.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-2%5D%20Lumma%20Infostealer%20Attack%20Flow.png?hsLang=ko

& - Direct Link x +

25 keygen-win.org

1 |Click on Download Button| |

Please wait 3 seconds while we verify your download link....

Your Download Link is Ready...

DPownLoad Here = (2025)full SetUp Online

[AFEI 3-3] Lumma Infostealer &= ALO|E

Pl AO|EL| CI22E I E EY Z2 7 B AIO|EZ 2|C|HM = =0, 0| = 0|™ AtO|E2t2| A2ty
= =70 22t FE V(8 XiHE 3[H|shy| /et ol =2 i M E L

2 Z3} 2|C|2M ChAte] AFO|E URLO| 57|X 0 2 HZE T Y AFAS ol
= o

—
= URLE X|HH2 2 WG] BX|2t =X E 3|n|st=5 dAlst Aoz
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-3%5D%20Lumma%20Infostealer%20%EC%9C%A0%ED%8F%AC%20%EC%82%AC%EC%9D%B4%ED%8A%B8.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-3%5D%20Lumma%20Infostealer%20%EC%9C%A0%ED%8F%AC%20%EC%82%AC%EC%9D%B4%ED%8A%B8.png?hsLang=ko

Download Ready

https://mega.nz/file/Acl AT Samieinn funll o = =
- Toom -
n Ny a

Your download link is ready.
Click below to copy or open the file.

File Password: 2119

By using this service, you agree to our

Sl dilal

Gl adlal badi JaABI

Your File is Ready!

Copy Link and Paste It into New Tab To Download Setup

oo gl Jagd saa Cupidadie b dieally il ful

A ol 1 gt sl s aas Sl e o8 oy £ S S

| hitps://mega.nz/file/AclAT

COPY LINK

File Password: 2119

D MediaFire (@ meoa
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-4%5D%20%EB%A6%AC%EB%94%94%EB%A0%89%EC%85%98%20%ED%8E%98%EC%9D%B4%EC%A7%80.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-4%5D%20%EB%A6%AC%EB%94%94%EB%A0%89%EC%85%98%20%ED%8E%98%EC%9D%B4%EC%A7%80.png?hsLang=ko

M Download - MEGA x +

c 25 mega.nz/file/AclATQSR#

@@ Full SETUP {(2119)}-PASSWORDL.zip 5.5 MB @m

[AFZI 3-5] MEGA 22+ E B = 5}H
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-5%5D%20MEGA%20%ED%81%B4%EB%9D%BC%EC%9A%B0%EB%93%9C.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-5%5D%20MEGA%20%ED%81%B4%EB%9D%BC%EC%9A%B0%EB%93%9C.png?hsLang=ko

Explorer.EXE

parent process

chrome.exe
parent process

https://mega.nz/

!
chrome.exe
.7 process

https://mega.nz/ =

file event

Quick Search

https://mega.nz/

09/30/2025 11:

02:00 HttpDownload

Execution Information

Event Time
Event Type

Process Name

09/30/2025 11:02:00
HttpDownload @

chrome.exe B

|Download https.//mega.nz/ |
URL
Download C:\Users\Echo\Downloads\@++ru!l SEzUP {(2113)}-?
Path ASSWORD!zip
rag
Custom Tag cust
File Information
File Name @<ru!l SETUP {(2113)}-PASSWORD!.zip
Size 2.3 MB
File Type ZIP
External Link
Google - File Name

Google - Process Name

Naver

[AFZl 3-6] Genian EDRO|| EtX| =l Ct2 2 = 1}

e

3-3. NSIS m}gl 24

2| AOIENM TIU S CIREE Al &5 USFE ZIP 5Hl o]
=8 offAN|5tH, NSISZ {7 | & =l 'setup.exe'0|E2| Tt
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-6%5D%20Genian%20EDR%EC%97%90%20%ED%83%90%EC%A7%80%EB%90%9C%20%EB%8B%A4%EC%9A%B4%EB%A1%9C%EB%93%9C%20%ED%8C%8C%EC%9D%BC.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-6%5D%20Genian%20EDR%EC%97%90%20%ED%83%90%EC%A7%80%EB%90%9C%20%EB%8B%A4%EC%9A%B4%EB%A1%9C%EB%93%9C%20%ED%8C%8C%EC%9D%BC.png?hsLang=ko

» ThisPC > Downloads > <4rull SETUP {(2113)}-PASS¥#0RD! > DOW@NLOADS_COMPLETELl ~SET3UP*CO2DE1#§! » SETUP v D Search SETUP r

Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64) - O X

ss

2 File name
o 4 \ b\DownIoads\éFuH SETUP {(2113)}-PA55%0RD\DOW @NLOADS_COMPLETEQ ~SET3UP#* COZDE1=SNSETUP\setup.exe P

- N v— —

hts » \ File type File size Adrancd

» PE32 = 1.13 MiB

setup.exe can Endianness Mode Architecture Type

Automatic v LE 32-bit 1386 GUI

v PE32
Operation system: Windows(2000)[1386, 32-bit, GUI] S ?
Linker: Microsoft L|nker(9 00.30729) S ?
Compiler: Microsoft Visual C/C++(15.00.30729)[C] S 4
Language: C S ?
Tool: Visual Studio(2008) S ?
(Heur)Packer: Cnmeressecl or packed data[Strange nverla\" S ?
Installer: Nullsoft Scriptable Install System(3.59.9-Unicode)[zlib,solid] S ?

Overlay: Binary[Offset=0xec00, Size=0x00113256] "8 Shortcuts
Data: NSIS data

w
~

fo} Options
Signatures | | Flags ~ | | Database - © About
Scan -
Directory Leg > 336 msec X Exit

[AFZl 3-7] setup.exe Tt

NSISE AZEQ0{E HIZE3517| fIsH A5 = 2E

AT EE 7[8ke dX| 0t™ X|of 7| sE HMS ettt

JgLf olz{et

SM W20 BHAL AN RS HA MR T2 IUME T HESEALEL MR| DA
FItHOIZEE

o o o
29/5| SE(Drop) U A#5H= SEIOZ Ot E Y| BiLICH

'setup.exe’ THUO| AIBE HS, oA LRl mBHEl oy TjU S %Temp%' A 20 =E&H|Ch

>|ThisPC » Local Disk (C:) » Users » Echo » AppData » Local » Templ v O Search

AN AN AN AN AN AN AN

~DFOB2308EAS ~DFOBF0295023 ~DFOC5BFI7AB ~DFOCBBD2DSF ~DF0D9441525 ~DFODC53695D ~DFOE71C8356

D94DE7S.TMP 01ADE2. TMP 0209243 TMP C259ACB.TMP ASAFACF.TMP 4C2B310.TMP 3B12248.TMP
Contnbute docx Drled.docx Feed_docx Living.docx make.docx Pts.docx

[AFZEl 3-8] Temp ZE0f| =

I'ﬂ
12
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°
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-7%5D%20setup.exe%20%ED%8C%8C%EC%9D%BC.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-7%5D%20setup.exe%20%ED%8C%8C%EC%9D%BC.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-8%5D%20Temp%20%ED%8F%B4%EB%8D%94%EC%97%90%20%EB%93%9C%EB%A1%AD%EB%90%9C%20%EC%95%85%EC%84%B1%20%ED%8C%8C%EC%9D%BC.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-8%5D%20Temp%20%ED%8F%B4%EB%8D%94%EC%97%90%20%EB%93%9C%EB%A1%AD%EB%90%9C%20%EC%95%85%EC%84%B1%20%ED%8C%8C%EC%9D%BC.png?hsLang=ko

7 file events =

file event

Quick Search
e Contribute.docx v

-— -y 09/30/2025 16:48:39  FileCreate v

==

Execution Information
Event Time  09/30/2025 16:48:39
Event Type  FileCreate

Process Name setup.exe &
Resa‘llgar:gnsttﬁf(i:e S Create File  Ci\Users\Echo\AppData\Local\Temp\Contribute.docx

Explorer.EXE

parent process

Custom Tag

File Information
File Name  Contribute.c

MD5 730dada

a3c281bc6e753f29fat
Size 646 Bytes
File Type DoC

External Link

Dried.docx <
\ Feed.docx <
I Living.docx <
& - I @ I ® Make.docx ¢
I —_—— Pts.docx <
I I_ nsExec.dll ¢

nsExec.dll
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-9%5D%20Genian%20EDR%EC%97%90%20%ED%83%90%EC%A7%80%EB%90%9C%20%ED%8C%8C%EC%9D%BC%20%EB%93%9C%EB%A1%AD%20%ED%96%89%EC%9C%84.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-9%5D%20Genian%20EDR%EC%97%90%20%ED%83%90%EC%A7%80%EB%90%9C%20%ED%8C%8C%EC%9D%BC%20%EB%93%9C%EB%A1%AD%20%ED%96%89%EC%9C%84.png?hsLang=ko

P3) setup.exe 2]

- - 09/30/2025 16:48:39  ProcessStart

-~
y 09/30/2025 16:48:39  ChildProcessCreate

o
Explorer.EXE host
parent process svchost.e Ex ion Inf i

Real Parent Proce S ecution Information

Event Time  09/30/2025 16:48:39

Event Type  ChildProcessCreate

Process Name setup.exe B

Process Path Ci\Users\Echo\Downloads\final\setup.exe
Process ID 3784

Process User DESKTOP-NJJ1VKS\Echo

-~ — — —

nsExec.dll D
I 5etup exe I Integrity HIGH
rdcess
. I’_ _p d Level
-t ' Child Process cmd.exe
-
@ e e==" - ," Command Line
’ ,Imﬂ.exe c cmd Conurbuiedocxl
’ = — — —
7 file events L
!
e Tag En
’ ’ Custom Tag

File Information

1 registry events File Name emd.exe
File Type PE
MD5 d966dba31d7b62cad2decaed2c5a8d12
SHA256 36fffab256a48c6fbT7624d1199193195e 770729019414
c¢md.exe ac87572c3dbcB10bc6e

child process
Drive Type FIXED

setup.exe =
process

<

-

[AFZI 3-10] Genian EDRO{| EFX| =l cmd &

3-4. Contribute.docx 2l 24

‘Contribute.docx' TU0| = CiD| ZE 9t LHS5HEl omd HE0{7}F Eats|of YBLICH HBHOZ M s
omd BHOJo| = SEE TIUSS S OHA Autolt THUS MANFHT AHSHE 7|50| EaHE|0f UL

C}.
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-10%5D%20Genian%20EDR%EC%97%90%20%ED%83%90%EC%A7%80%EB%90%9C%20cmd%20%EB%AA%85%EB%A0%B9.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-10%5D%20Genian%20EDR%EC%97%90%20%ED%83%90%EC%A7%80%EB%90%9C%20cmd%20%EB%AA%85%EB%A0%B9.png?hsLang=ko

ontribute.docx

Decryption

Create numk

a Players

cYqSDMIPUThRCI
X1IVPg :

#%Players% "%Players%”
d "%Playersk"

[AFZI 3-11] Contribute.docx IH

cmd.exeE€ S6l| A3l =l 'Contribute.docx'= M XA, 'tasklist'2} findstr' & 2 AF26H0] Of2l 2E0| sl E&ot=
HOF TR M ATL MM FOIX| HOIBHCE

e SophosHealth : Sophos 29t £& M

e nsWscSvc : Norton Security 2ot &2 M
e Ekrn:ESET EHOt &2 M

e Bdservicehost : Bitdefender £ 9t &
e AvastUl, AVGUI : Avast 2ot &2 M
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-11%5D%20Contribute.docx%20%ED%8C%8C%EC%9D%BC.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-11%5D%20Contribute.docx%20%ED%8C%8C%EC%9D%BC.png?hsLang=ko
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setup.exe
parent process

cmd.exe
parent process

’
-cmd.exe
.7 process

3 file events

fﬂdStf EXel Modify Time  12/07/2019 18:09:57

findstr.exe =
child process

findstr.exe

09/30/2025 16:48:40

Execution Information

ProcessStart ~

Event Time  09/30/2025 16:48:40 ~ 09/30/2025 16:48:40
perated for lsecs

Event Type  ProcessStart

Process Name findstr.exe &

Process Path  C:\Windows\SyswOW64\findstr.exe

Process ID 7312 @ 8316

Process User DESKTOP-NJJLVKS\Echo
ID

Integrity HIGH

Level

Command Line

findstr “Sophos Ith nsWscSve ekrn bdservicehost AvastUl
AVGUI
Custom Tag

File Information
File Name findstr.exe

File Type PE

MD5 fld4be0e99ec734376fde4T4a8d4deale

SHA256 1900c4éfdblc2ddfa59c3Tbag6affa502d44af55f313d0
d53fac60d9b96943bs

Create Time  12/07/2019 18:09:57

Drive Type FIXED

[AFRI 3-13] Genian EDRO|| &t X| =l tasklist, findstr &

CI2 2 2 = 'extrac32.exe'E

ot Lol = 1174 2| mtdo| =&t

= Al235H 'Make.docx' I}l 5§ © 2 2| x+5| CAB @
£|0f Qlom, 0|= T oA Autolt T2

o5 Tk
AH

REE

= Sl gfL|ct sl e CAB
d-st=H ArEE LT

> ThisPC » Local Disk (C:) » Users » Echo » AppData » Local > Temp l v ® Search Temp o
~
H

8
i b g
ts o+

Arthur Beginner Bowling Consumption Debate Devel Ebay Empirical
»

MI Seq Surprising Thee Waters wct2AD2.tmp wct80F5.tmp wct901.tmp

[AFRI 3-14] 2+= S A| =l Make.docx
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14 file events =
file event
@ Quick Sege=h -
. Extracted files

09/24/2025 16:56:16  FileCreate >

Execution Information

setup.exe

parent process
EventTime  09/30/2025 16:48:41

Event Type  FileCreate

Process Name extrac32.exe @

Create File C\Users\Echo\AppData\Local\Temp\MI
Custom Tag

cmd.exe

parent process File Information

File Name Ml
Size 68.5 KB

External Link

— — — — — —.
cmd.exe |
parent process
| Arthur <
Beginner <
| Bowling <
| CAB00064.TMP <
| Consumption <
| Debate <
extrac32.exe Devel ¢
| .7  process
—— — — - Ebay <
-
| | - I Empirical <
| - I—_’ — Seq ¢
I Surprising <
I_14 file events| Thee <
Waters <
5H o
9l

[AFZIl 3-15] Genian EDRO]| EtX| &l extrac32.exe2| 2f=aHA|
=

U
Im

2 AF235}0{ Autolt = =2 7241} OFAf Autolt A3

I

0|%, 565905 0| E2| ZC:E MMt 'Copy /b /y' H
o
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into Ridin
Bowling, Seq, Jevel, Surprising, Thee, Waters, Ebay, Ml)

ivine.docx" (

\Dried.docx" oot ; *..\Pts.d ' Soh in A%X1IVPgcvtFznglIC

M If required par
"One or more d

— D — B

=—| Dired.docx =| Beginner
— D — B

—| Feed.docx —| Debate
— D — B

=| Pts.docx = oo
— B — B

== Living.docx — ML

> ThisPC » Loca ™sk(C) » Users » Echop»« ppuata » Local > Temp > 565905

5SS
i Autoit Script | Autoit3.exe
his

&

A Riding

[AFZl 3-16] Copy WS 3l A Z=8HEl Autolt3.exe2t Autolt AT R E

Z| =X o Z Riding.pif(Autolt3.exe)

i

E5l A(2HA Autolt AT ZE) mpo| Al EL|C}.

3-5. Autolt A3 & E 2l Lumma Infostealer £44
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A" 17 T AL =] = =
A' ot 2 ot E Autolt A5 EIE ofd 2 2ot £RM 9| X2t 24 2 a5ty | 2I5H Ho| ASCII
IEE Soff =5t F o JAsLEL
= = = [} = = =] =
LHSEHE SN B, 2AUS BHol JHSBHR|TE Th ol Bio| ZETH RIS MAHQl 242 WD UL
L|Ct
T while 254 D t
z ‘ SFOTOCONSERVAT IONONGOING ecryp Ion
3 - Switch ONSER!
4 lflj‘ Case 21797 1 |[ClWhile 484
5 Log ( 6770 2
6 DirGetSize BALANCEINNOCENT . 3 [
7 MemGetStats 4 [ Case 21797
-] MemGetStats 5 Log 6770
a $FOTOCONSERVATIONONGOING = $FOTOCONSERVATIONONGOING + 682477 / 682406 DirGetSize ( mr equity hamburg vocals
10 o Case 21788 7 MemGetStats
11 ObjGet ( BALANCEINNOCENT ( "69 6]1107] 8 MemGetStats
1z Ceiling ( 3430 9 | SFOTOCONSERVATIONONGOING = $FOTOCONSERVATIONONGOING + 682477 / 682477
13 Floor 646 10 [ Case 21798
14 Cos 8281 11 CbjGet Copyright
a5 Exp 4595 12 Ceiling 3430
16 Chr ( 3268 13 Floor ( 646
17 $FOTOCONSERVATIONONGOING = $FOTOCONSERVATIONONGOING + 444360 / 444444 8281
i H Case 21799 15 4595
18 RS = WIDIRTYLATINASBIGGER ( True |16 3268
20 $FOTOCONSERVATIONONGOING = $FOTCCONSERVATIONONGOING + 444360 / 444360
21 = Case 21800 Case 21788
22 PixelGetColor ( BALANC IDIRTYLATINASBIGGER ( @RutoItPID , True , 3
23 PixelGetColor ( BALANC:
24 Ce‘“ﬁg 7008 Case 21800
25 g 2251 PixelGetColor Workforce@Territories@Candy@ Workforce@Territories@Candy@
26 - $FOTOCONSERVAT ION SFOTOCONSERVATIONONGOING 576324 576923 PixelGetColor ( March+Gtk+ , March+Gtk+
27 EndSwitch 24 7008
28 | L 25
29 26 | RVATIONONGOING = $FOTOCONSERVATIONONGOING + 576324 / 576324
30 27 r EndSwitch
31 = 28 L WEnd
= Case 19538 28 [Hwn
33 Exp ( 7230 30 I
34 Cos ( 3308 31 [
35 EXp 4621 32 [ Case 19538
36 Cos ( 3688 33 Exp ( 7230
37 F SPASSIVEPOLAND SPASSIVEPOLAND + 908319 908319 34 Cos 308
& o Case 19539 35 Exp 4621
39 ProcessClose ( StringRegExpReplace YDAVIDDOLLARS , BALAN36 Cos ( 38688
40 ExitLoop 37 $PASSIVEPOLAND = $PASSIVEPOLAND + 908319 / 908319
41 EndSwitch 38 |- Case 18538
4z 39 ProcessClose StringRegExpReplace LAY i
43 40 | ExitLoop
44 - NS
45 42 =
46 230 [
47 MemGetStats 44 l
48 Chr ( 9476 45 [ Switch
49 ObjGet | BALANCEINNOCENT ( "29]1 117]119] 11 SER Case 21292
50 F:Ug:e55cff 47 MemGetStats
51 6825 48 Chr ( 9476
52 ObjGet Terror!Sprint!Mime!
53 ProgressOff
54 = Case 21283 s1 Exp 6825
55 ‘ Sleep ( 1078 52 PixelGetColor
56 - ExitLoop 53 $ E 296160
54 [ Case 21293
55 Sleep 1078
56 ExitLoop
[AFRl 3-17] LH=3HE SHA| S Autolt AT EE
Riding.pif(Autolt3.exe)E Sl Autolt A EJIASEH, M3 EE AIESH0] LH=5F=El Lumma Infostealer

stot= AP E HELIEL

O|F, Autot AT EIEE=
Infostealer= 2| & At

£ 0| &35l Lumma InfostealerE AlGHGH|CF A= Lumma
ZI5HA| F L
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[ Riding. - a X

Envirenment Handles GPU Disk and Network Comment 17 F q.pif (57 0x810000 - 0x872000 m]
General ~ Statistics  Performance = Threads Token  Modules  Memory
00000000 4d 5a 78 00 01 00 00 00 04

[ tiide free regions Strings... Refresh 00000010 00 00 00 00 00 00 00 00 40
= 00000020 00 00 00 00 00 00 00 00 00
Base address Type Size Protect... Use ~ 00000030 00 00 00 00 00 00 00 00 00 X
0x7ffdc 7122000 Image: Commit 20k8 RW CiWindowsY 00000040 Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c cd 21 54 68 ....uuns 0 5 it Hams
0x85000 Private: Commit 12kB RW+4G  Stack (thread ¢ 00000050 €9 73 20 70 72 &£ 67 72 €1 6d 20 63 61 6e 6e 6f is program canno
0x1d5000 Private: Commit 12kB RW+G Stack (thread 00000060 74 20 62 65 20 72 7S 6e 20 €9 6e 20 44 4f 53 20 t be run in DOS
0xB809000 Private: Commit 8kB RW4G Stack 32-bit (t 00000070 6d 6f 64 65 2e 24 00 00 50 45 00 00 4c mode.§..PE..L...
0x8b5000 Private: Commit 12kB RW+G Stack (thread « 00000080 51 13 bc 68 00 00 00 00 00 00 00 00 e0
0x8f5000 Private: Commit 12kB RWH+G Stack (thread < 00000090 Ob 01 Oe 00 00 €0 04 00 00 S2 00 00 00 .
0Oxafc000 Private: Commit 8kB RW+G Stack 32-bit (t 00000020 SO bS 00 00 00 10 00 00 00 00 00 00 00 00 81 00 Povuvevvarnnnans
0xbfc000 Private: Commit 8KB RW4+G Stack 32-bit (t 000000b0 00 10 00 00 00 02 00 00 06 00 00 00 00 00 00 00 .ccvcvcvaroannans
0xcfdooo Private: Commit 8kB RWH4G Stack 32-bit (t 000000c0 06 00 00 00 00 00 00 00 00 20 06 00 00 04 00 00 .cvvcucne sanans
0xf05000 Private: Commit 12kB RW+G Stack (thread ¢ 00000040 00 00 00 00 02 00 40 &5 00 00 10 00 00 10 00 00 ...... [Jemo-comon
0x1006000 Private: Commit 8KB RWAG  Stack 32-bit(H 000000e0 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 wevvnnnreennnnss
Oxa15000 Private: Commit 19kB RWHG  Stack (treadt 000000£0 00 00 00 00 00 00 00 00 73 Ob 05 00 8¢ 00 00 00 vevvueseSernnnns
0x2b1c000 Private: Commit 8KB RW4G  Stack 32-bit (i 00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 weveveeenvennens
0x275000 Private: Commit kB RWHE  Stack (tread: 00000110 00 00 00 00 00 00 00 00 00 €0 05 00 4c 33 00 00 ............L3..
. . 00000120 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 ..cvvvvivarnnnans
fg:;?[:)ﬂﬁo _____ iﬁ:ﬁ:ﬁg:ﬂt—___éiﬁ- i:;s__itaddl-hﬁﬁfl 00000130 00 00 00 00 00 00 00 00 00 00 00 00 00
o'xl'oﬁo'oo' ————— [méger Commit ~ " T BBRB RN T T ~CRfUSersiE 00000140 00 00 00 00 00 00 00 00 00 Q0 00 00 00
0x62771000 Image: Commit 8kB RX Coindowst 00000150 ac Oc 05 00 ac 00 00 00 00 00 00 00 OO
§ 00000160 00 00 00 00 00 00 00 00 00 00 00 00 00
0x62781000 Image: Commit 200k8 RX CiWindowsY
00000170 2e 74 65 78 74 00 00 00 31 4f 04 00 00
0x627d1000 Image: Commit 252kB RX C:iwindows¥
0x72641000 Image: Commit 148k8 RX CiWindowsY 00000180 00 €0 04 00 00 04 00 00 00 00 00 00 OO
x72he1000 ege e o B 00000190 00 00 00 00 20 00 00 €0 2e 72 64 61 74
o < > 00000120 €9 1f 00 00 00 £0 04 00 00 20 00 00 OO v
Re-read Write Go to... 16 bytes per row
Close
Riding.pif Lumma InfoStealer

[AFRI 3-18] Riding.pif = 2 M| A0 21 M=l Lumma Infostealer

- 11

o ulo

foh

2 Lumma Infostealer= & 5tEl C2 E0 212 25551 C2 MH{9F SAIS S8BTt 24 ThA|
c

=)
|2l C2 HE = otz et d&Lct.

J

C2 =mOQl IP

rhussois[.]su 64.31.56[.]58
diadtuky[.]su 109.104.153[.]203
todoexy[.]su 64.227.2[.]1250

[E3-1]C2™E

EM O E Lumma Infostealer= & E2t X0 M &E I32|HA, & 02 Co|&, 7hatRtA X2 S2| HE
25 C22 MESELICE Lumma Infostealer?t =2 EfF|5h= U|0|E S 52 o2t &L T,

[/

e Chrome, Edge S ¢ HEl2 X0 HE = AN HE
e OutLook £ 00| Tf| 0| &

o Elgj| 724 Of|o|E

o JHARRALT[O|E

e YA ZZJAMO|OIE E
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setup.exe
parent process

cmd.exe

parent process

cmd.exe _ . . >

D

) Web Data

09/30/2025 16:49:23

Execution Information

) FileRead

Event Time  09/30/2025 16:49:23
Event Type  FileRead
Process Name Riding.pif B

Read File IEZ'-‘Users \Echo\AppData\Local\Microsoft\Edge\U ser]
Data\Default\Web Data

Detect Type
Tag
Tactic

Technique

Custom Tag

Threat Information

parent process 4ﬁetwork ever!ts Detect time  09/30/2025 16:49:23
I ?."‘tgomg\“' connections Engine 3P LateralMovement
I ! Response [Artifact acquire |
I Rule ID Stealing Password Database (PasswordDbStealing)
I Detection Riding.pif
I threat
. Confidence  50%
, Riding.pif L 101 cpsion Qv Comnand o Coniol Charos
P process ATT&CK
— —— -
I - - Stealing Password Database (PasswordDb5Stealing)
I -7 Most of user save their account and password at browser or
I I mail client software. If attack crack those database, they can
|_4 |_le e_en_ I i‘:::;;d :[:FI;\L; So any access to these file must be
n : File FileUpload, Commpress activity for
vord database file
[AFZI 3-19] Genian EDRO]| EfX| =l M2 EfF] S Q|
mhetM 8 22t Mol Al 2 E MESHR| =5 5t, 2= Algo| thsh oA 1S (MFA)E H &35,
olet A% EIX|E I8t 2ot BLIE A S = alof §hL|Ct.
o
4. 42 4 E (Conclusion)
Genian EDR2 34 AEE| 2|218 Sl AT =2 M SES 7IAE5H0, 2ot A7t /I S Al&ot
Al MEStD SAUSE = JU=SF XL
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DESKTOP-SLE ¥l ™\ L ol
WORKGROUP ™

nsExecdll " )
setup.exe
L7 process
7

1 registry events .’

cmd.exe
12 file events child process

@

hild proce -
K 4 rietwork events
) outtgoing 4 connections
B K
logs S
R
8 file events tasklist.exe findstr.exe extrac32.exe Riding.pif
child process child process child process child process
14 file events 4 file events

& x
od| 4 file events o
file event.
Quick Search
Login Data [: B

Web Data (254
10/01/2025 09:51:25 © FileRead
10/01/2025 09:51:25 O FileRead

[AFZI 4-1] Genian EDR 22 AE2| 2}l

0] 83 2| Lumma Infostealer= NSIS I} 7| X| LHE0{ AFQl =l Autolt AT ZIEE 24l5|

I USLICH TH7|X| U2 LYKo UM TES 286 D U 2B 248 AH5t7| of24S0] UL
C}.

0l213t SIS AEal7| shAE SO M WMt T Y TEAA O ES EAFSHTL, 10| 02 MY
SEE 2Aolof gLt

5. loC (Indicator of Compromise)

« MD5
E6252824BE8FF46E9AS6993EEECEODEG
E1726693C85E59F14548658A0D82C7ES8
19259D9575D229B0412077753C6EF9E7

2832B640E80731D229C8068A2F0BCC39
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95C3FCDDDA57DE75975733B5512E53FB
E489D88D670EB56D42FEAA4C9C74C4AFE
5FE10C629656EEBE75062D6E9000B352
« Domain
diadtukyl[.]su
rhussois|.]Jsu
todoexy[.]su
o IP
58.56.31[.]64
64.31.56[.]58
64.227.2[.]250

109.104.153[.]203

XL AL

CHEO|AL O|SH | AIHXIEEH S 129-81-80148

7| QLOrA| EQHT Y= 66 510|Z S X|AlAHME] AS 125

T. 031-8084-9770 | F. 070-4332-1683

e FAMILY SITE
e Genians USA
e Genians Japan
¢ My Genians

e Partner portal
e Genians career
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