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What is Ren'Py?

[12 1] RenPy ZA|ZH 0|%|

RenPyZ AU S 7HUS ] ZH-XHO 2 AIEE = AR E O 2 “script.rpy”, “options.rpy”, “gui.rpy”,
“screens.rpy’2 = 47l|0|04, 25 RenPy M &&HXIOI “rpy"E AF23H= Python 7|8t A3 ZIE njlo|Ct.

TEST Active Project
PROJECTS! efresh | Open Directory EditFile
game libs scriptrpy
[ Renpy-8.41-sdk base options rpy
o images quirpy
O Tutorials audio screens rpy
Tutorial qui Open project
The Question
Actions
Build Distributions
Android
i08
Web
Force Recompile Generate Translations

Extract Dialogue
+ Create New Project

Launch Project

Documentation  Ren'Py Website  Ren'Py 84.1 update preferences  quit

length: 838 lines: 34 Ln:34 Cok1 Pos: 840 Windows (CRLF)  UTF-8-BOM INS

[O& 2] HAf “script.rpy” H|E8 I =

AME 2SS LE Al 214712 ot s O 2 A =20l Ydst= Aol dEHA el 7|s0] 1, 0| & Stte| ot
oz ot A Hutdsto] e 4 U=, ol Md == ntelo| 0|2 “archive.rpa”o|Ct. 4712 mt S 1
Mz o= A AotUsh| 2o ot BEE Y + UM, HY LA FEZ B 5 Q0| R 22| 7Y
At=0| Hutdsto] HfZ oot A 2= 2tF 0| A 21X =2 80| A3 E [ “archive.rpa” Lt 2 AUH
2 C|Hut SHHE Sl A3 RIE DA S S FESH At L™ASHA =t

0 7h2c| B4 “soript.rpy’ TUR, AY MY S| FYMO[RF ALz 29 HlolZ S 22 =xj0| Yo/
Ch. BZAHS 0] THUO| oY ASZIES AQI5H0| 0N TES MBFZS KAE 4+ UCH 2RO A0 A
= ZZAH= 0|21t A% 0 7LISS 0| 85}0] “scriptrpy” THU0H o ASEEE XM5HT, 0|8 Sof 22
F20| FAsHs 7t Y TES MYSICE
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UIS4tq7P.exe
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Free Download Files
& ™ &]

'@'} Mew

O MName
T data
lib
renpy
& Instaler.exe

B Instaler.py

'C‘B Mew
[ Mame
cache
qui
7 python-packages
[ key
D archive.rpa
& EM2DUOExQ.tet

planner
< r G

(‘D Mew
O Mame
[ _init_.py
P file_system.py
P internet_access.py
B sandbox.py

B specs.py

[O8 5] ZIPut 7+

“ init__.py’ Tt 0| X}

“python-packages” ZC
Gl Lie| 2 &8 importst =2 & E|0f QU

® ar

J » ThisPC >

Type

File folder
File folder
File folder
Application

PY File

* +

) » ThisPC >

Local Disk (C3) >

T Sort

Size

102 KB

KB

Local Disk (C3) >

Free Download Files >

= View

Non-malicious file

Free Download Files > >

Zalso= «

- ==

M T sort = vie
Type Size
File folder
File folder
File folder
KEY File 1KE
RPA File 1uzke Malicious file
TATFile 15,195KB

X +

[J > - Free Download Files > [data > python-packages > planner

["D Tl Sort = View
Type Size
PY File 2KB
PY File 11 KB
PY File 1KB
P File 6 KB
PY File 10KB

1 L [e=)
=9 Z importE[= O RenPyO{| A AFEX}7F 21 H
=2 A
= dd

Search Free Download Files

Search data

Search planner

1
“__init__.py" Zt2U0| At 2 2 import=|0q, O] EC Li2| AT EHEE ALEE = U7 =

E Details

Q

[T Details

"E st 2E0[Lt 7 |X|E
Sto] AFEE = U= X|J5H| =2 0|Ch[1] EEB, “script.rpy” Lt 0| SHiE &

\data\python-packages\planner” 2422
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https://www.renpy.org/doc/html/python.html#first-and-third-party-python-modules-and-packages

t json
ort subprocess

L 05

t sys
t base64
traceback
zipfile
m threading Thread
planner im is_sandboxed

+
+
+
t io
+
+
+
+

xor_decrypt_to_memory(filename, key):
with open(filename, 'rb file:
ciphertext = file.read()
key = key.encode()
plaintext = b ([byte ~ key[i % len(key)] for i, byte in enumerate(ciphertext)])
return plaintext

[12] 6] planner EC{ 2| IRl &£ improtZ9l “script.rpy”

0|0 A “script.rpy’7} ABH=|D4 “  init__.py’Q| ZE= 2|2 QlEHl A& o &,
AAEl E2LO|E HE” S 02 YEE &5l /22 MESict 0|F “key” utd 2 3t0f BASEG4= Ill'_"':'
b ol S

|
A BUHS £EEICH 12 O “tmp'e

ot 7, JSON &Aoo 2 MEE E53 o) ofd™, U2 H
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> Tir
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i [ d: 8
Recipe BEa Input Leniiy 178 Tength: 154
From Base64 ® n
Alphabet .
A-Za-z0-9+/=
Remove non-alphabet chars
X
Name: .key
Size: 184 bytes
Type: unknown
Loaded: 100%
start: 133 time: 2Ims
Output e mm o BO@ O
{"filename": "1tM2DUOExQ.txt", "password": "htkohmD", "exec_file":
"UIS4tq7P.exe"”, "sandbox": false, "final_zip name": "Instsatp_592242"}
Amp X + - = -
« ™ ] Q> data > tmp Search. Q
® New - o (B Details
[} [ Name : Type Size
(] @ iviewers.dll Application exten... 14,937 KB
1 Ot UIS4tq 7P exe Application 258 KB
> 1
-
d
STEP a o
BAKE! LI 2 items =0
[28] 7] “.key”mte 1} FS SiAIE AU S
“‘UIS4tq7P.exe” Lt o| A =M, SUSH AZ0| =XHSH= “iviewers.dll’ THU S ZEESHF “NET" ZZ2M|A
Ktal Z2MAE M Stot 0| £ E A 2 2 Rhadamanthys 2t T EE S EEMIAOH QIM Mt 02
SAlo AY 2L E0| ZAIZ =0, 0l= AIEXIE 50|7| 28t 7ixf 5HH0(0{, 999,999% SOt ti7|et +

=t

start: 177
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LYy Installer - ] *

Installer Loading...
L

100%

[ 8] 7wt 2 StH

SRS RenPy2l M8 07415 F &3] 0[345+D 0| F °+85H0f RhadamanthysS R =51t
y y
FA |

TE|s 22 SOISIUC BHH, B W 2 Mol HUS BRHS THOIMES Al Rt Aol 2 |
0f FAr=Ql Q) T hAl LummaC2 QI EAER{7t REE AR S &QIE bt UCt. 5, Rhadamanthyst#28t
OlL|z} ChSH CHE Ot TEE REE JHsA0| ZAYSICE 0|2{8t A2l ST TRl oty TR BZo| o
MTE QEO AR & USS HoIF0Y, AIBKIS2 0|9 22 H2E S IIUS CRR S f 21Est

F=2|7} E 5t
el Rk

e Trojan/Win.Generic.R729425 (2025.10.08.01)
e Trojan/Win.Injector.R729869 (2025.10.13.01)
e Trojan/Win.Injector.R729189 (2025.10.05.00)
e Trojan/Win.Injector.R731064 (2025.10.19.01)
e Trojan/Win.Injector.R730188 (2025.10.14.00)
e Trojan/Win.Injector.R730185 (2025.10.13.03)

MD5

0026aee93b911e3e8588724e30f0816¢
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01ff1b158afbe84c8f7fd4fce19d748b
0401aba66ff3ae558f290e8c7da15ba3
0758c5416e1b8a3972a9e220b53d9f78
0a2e925e1aacdd8f67979205dd41cf2c

=7} loC= ATIPO| M XN|ZZL|C}.
URL

https[:]//146[.]103[.]114[.]25/gateway/bi24namg][.]digdh
https[:]//api[.]blagomezbart[.]top/gateway/j2ucqiol[.]ccile
https[:]//api[.]ganjasmokehal.]Jtop/gateway/dv55j64q[.]Jgamne
https[:]//api[.]goblaosdrt[.]top/gateway/7rjhfv2i[.]lvqOfk
https[:]//api[.]khljokas|.]top/gateway/j85bu13i[.]bib6n

=7} loC= ATIPO|AM XN|ZZL|C}.
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