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From Dream Job to Malware: DreamLoaders in Lazarus’
Recent Campaign

10ba :

During August 2025, Lab52 gained access to artifacts linked to Lazarus through DreamJob campaigns.
Some of these artifacts and their operational details were recently highlighted by ESET (e.qg., radcui.dll,
HideFirstLetter.dll).

From our perspective, one of the most notable aspects of this campaign is the use of various types of
loaders — components capable of deploying different payloads depending on the actors’ needs.
These loaders are used in the DreamJob campaign, but we believe they could also appear in other
operations. For us, they truly are dream loaders.

The operational flow observed by our team is shown in the following diagram.
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In this article, we describe the relationship between these artifacts and also detail the characteristics of
TSVIPSrv.dll, a loader used by the group in the analyzed case.

During the investigation, two deployment methods were observed, one of them involving the use of
legitimate system executables to load the various loaders through DLL sideloading.
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Given the diversity of loading mechanisms and their connection to the DreamJobs campaigns, we internally
coined the term “DreamLoaders” to refer to this type of loader.

Findings summary

As in other DreamJob cases, the attackers—in this case, the Lazarus group—aim for administrators of the
targeted organizations to execute malware in order to extract credentials or other types of information, which
are later used to gain access and perform further actions on the compromised systems.

The analyzed case is particularly interesting because three deployment variants of the same loader were
observed, which is the focus of this report.

Tnsviewer.exe

A trojanized version of the TightVNC client, distributed inside a password-protected ZIP file along with a
README.ixt file containing instructions about the IP address the victim (i.e., the administrator) should
connect to.

This binary was already available on VirusTotal at the start of the analysis. Behavioral data, contacted
domains, and a memory dump of the process (executed via sandbox) were collected. This allowed analysts

to retrieve a payload whose structure and characteristics are very similar to another identified artifact:
TSVIPSrv.dil.

Executing this artifact creates registry keys used by TightVNC and triggers the malware’s operation, which is
equivalent to the functionality of the HideFirstLetter.dll artifact described below.

It is designed as a decoy, intended to be executed by an administrator.

Webservices.dll and radcui.dll

Webservices.dll and radcui.dll were identified on compromised user systems. They are equivalent DLL
loaders that are executed through DLL sideloading, using the legitimate binaries wkspbroker.exe and
wksprt.exe (copied beforehand from C:\Windows\System32) and a password following a SID-like pattern,
likely to blend in.

These DLLs differ only in that each contains an encrypted payload, encoded in Base64 and decrypted
using a different key (the SID-pattern argument passed at execution). Once decrypted and injected into
memory, the payload is a DLL named HideFirstLetter.dIl.

HideFirstLetter.dll performs the same malicious activity observed when executing tnsviewer.exe:
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o |t attempts to authenticate to the tenant using the legitimate Microsoft URL.

https://login.microsoftonline.com/common/oauth2/v2.0/token, leveraging an access token embedded in

the binary.
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e Then, it sends a request to the Microsoft Graph API to retrieve the URL of the compromised

SharePoint server.

e Two Microsoft APl URLs were found, although only one was reachable at the time of analysis.
e The returned value could serve as a key to decompress another payload, presumably obtained from
the second URL. This hypothesis is based on the behavior of the other artifacts and their relationships

—rparticularly between the payload extracted from tnsviewer.exe and TSVIPSrv.dlIl.

HideFirstLetter.dll
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Tnviewer.exe

TSVIPSrv.dll

TSVIPSrv.dll is a loader identified on compromised servers. It is a DLL that is executed via a malicious
service created by the attackers, named sessionenv. It also relies on two additional files previously
placed by the attackers—wordpad.dll.mui and msinfo32.dll.mui—which contain the payloads to be

loaded. During the investigation, only wordpad.dll.mui was accessible.

It includes two Base64-encoded resources: the first contains a password, and the second contains a file

path to the next payload.
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= Jmp tsvipsrv.7FFCIC7758E0 o =
mov eax,dword ptr ds 1R FL
: 8ZLE3168iU, - - 5 5 ~
ig?’z;a:é;l\tord S QR RESELAZLES1E00 FRRQED BAX  0D0O7FFCIC7AOOFC "TOEKBZTE31691 U/ ITGFMGw==gNZ 3 /XP8Y1:
5 ptr ds:[riz] r12:quirkrsenabledrorpPa i
movfebdeortilpts RBX  00007FFC3F19BAFD <kernelsz.LoadResource>
add rbx,rit ocadresource RCX  00007FFCIC7AQ0FC "TOEKSZLE31691U,/ ITQFMX
mov rox,quord ptr ds: EKBZtE31691U/ITgFm 23/xF || RDX  DDDDDO3ESACFEC3S &' TOEKSZTE31691 U/ ITQFM
mov_rdx,ris - KSZTE31691U/ITgFMG E RBP  DODDDO3E4ACFECED
gall_rox RSP 000DDO3E4ACFEC30
49:83c6 mov_ ri4,rax RSI  00007FFC3F21CC54 kernel32.00007FFC3F21CC5 4
Eg g:ﬁlﬂﬂﬂn (;" tswipsrv.7FFCICT7DBS 4 RDI  OODDTFFC3F224333 "LoadStringBaseExw"
B cdge
. 8:63C8 56555555 imul rex,rax,55555556 0 TSTTITIEETIE o
- BEEER =2 RS 0000DDZE4ACFEAED &"PE"
b e G1EAZIE R10_ ononzerciczzanza pEn
. 48:C1ED 20 r
. 0151 v
P b anacas Y Default (x64 fastcal) v
- — — 1: rcx DODOTFFCICTADOFC Esvipsrv.00007FFCICTAODFC "TOEKBZEE316S
r 14=00007FFC1C770001 "Zx . . . . _ 2: rdx DODODD3E4ACFEC3S DOOODD3E4ACFEC3S &'TOEKSZLE31691U/ITQFM
raX=00007FFCLC7ADOFC "TOEKSZTE31691U/ITQFMGN==¢NZ 3/XP8Yi I /X aF q+N180MOCL 92 YZ eDIFECXR 8YQW1AZ N UAM/af SAXMGUNr FOORF X0a4C5 1 gX4SNHHP7KQSTMMOKDI| 31 r3 000000DODDGGONTS OO0OOODODOOGODTS
z 41 'S DDDOOD3E4ACFEAED DDDODD3E4ACFEAED &
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Address Hex ASCIT a 0DDDE 4FD000D0000

0000000000000000

0DO07FFCIC7AODFC |54 GF 45 4B |38 SA 74 45|33 31 36 39|69 55 2F 49| TOEKSZLE31691U,1 e | e o T e
o

TOFmGW==8Mz 3/ XP&
yiIz/xaFq+N1BoMo
CL92YZEDIPECXREY
gwiaznsjusm/afsa
XMGUNF FOORFX024C
510X4SNHHP7KQSTM
E

return to ntd11.Rt1EqualunicodeString+664 from ntd11.Rt1Equalunicodestrin

return to ntd11.N1sAnsiCodePage+2A34 From ntdl1.NIsAnsiCodePage+2C71

return to DODDD03E4ACFEE20 Trom 0000D03E4ACFEFFD
return to ntd11.Rt1EqualUnicodeString+50F from ntd11.Rt1GetCurrentService

<security>.
<requestedpriv

2 7 |return to ntd11.Rt1GetFullPathNane UstrEx+1CF? from ntdll.RtlReleasesRuLo
0D0OTFFCICTAD22C 7|es 7 ilegess.

ANNANNONANNNNNNN

It uses RC4 to decrypt the file path (pointing to wordpad.dil.mui).

Recipe ~ B Mm B inpu +0O3 =

leMz3/xP8yilz/xaFq+N1B@MoCLOzYZeDIPBCXReYgWiAzn8jU4m/ af SaXMGUNrfoORrxoa4C5igXash

Bes HHP7KQ81MMBkpndUtVELFEKL3v/U=

Passphrase np!

BASEG4 ~

format Output format
Base64 UTF8 mc 108 = 1 Tr Raw Bytes & LF

Output a0Om::

b~1Go9v~~0J%HTPL "C:\Program Files\Windows NT\Accessories\en-
Us‘wordpad.dll.mui"|

It then decrypts and loads the contents of wordpad.dll.mui, which is again a variant of TSVIPSrv.dll that
performs the same actions: read its own resources (this time in a different order), decrypt them with RC4,
access the file, and attempt to load it.

Similarly, when this resource is decrypted, a path will be obtained that will load the following file into memory:
C:\Program Files\Common Files\Microsoft Shared\MSInfo\en-US\msinfo32.dll.mui.

180D DO Tea rcx,qword ptr
6164FEFF E811 180003563

1838D 20060000 10 |cmp qword prr ss:[rbpre20], L |
72 09 jb 18001D11B
18895 DBDE0D0D mov rdx,qword ptr G HTPL \"C:\\Program F Common File rosoft Shared\\MSInfo 5 fo3z.d
B O7 jmp 180010122
18095 08060000 lea rdx,gword ptr p+6 G H L Program F es Common es Cr ot Shared SInfo [} To32.d
:18D8D 70050000 lea rcx,gword ptr

E817 18001C65F
mov rax,qword prr
cmp rax,s

jb 18001D17A

s el RPN SoTee

GLFSFFFF

An important detail is that TSVIPSrv.dll, can be used to load different modular payloads, since the content
is independent and stored in other files (the .mui files). Therefore, it is significant that, for the two DLLs
found on two different machines, the collected .mui files are identical. This implies that the same payload
was deployed on both machines.

So, TSVIPSrv.dll decrypts the file wordpad.dll.mui, which in turn is another DLL very similar to TSVIPSrv.dll.
A comparison between that DLL once decrypted and the payload of tnsviewer.exe shows an 85% code
similarity, suggesting that the final DLL might be even more similar.
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MName Start - End

R W X D L Algn Base Trpe Class AD es 55 ds fs gs TSVIPSrv

(] HEADER  0DD0000180000000  0000000180001000 ER I L page 000B  publc  DATA 64  FFFFF.. FFFFF.. FFFFF. FFFFF. FFFFFFFFFFFFFFFF
5] text 0000000180001000 0000000 180018000 R X L para 0001  publc  CODE 64 0000 0000 0003  FFFFF. FFFFFFFFFFFFFFFF
5 rdats 000000018001B000 0000000 18002388 R L para 0002  publc  DATA 64 0000 0000 0003  FFFFF.. FFFFFFFFFFFFFFFF
&) .idata 0000000180023CB8 0000000180023 10 R L para 000C  publc  XTRM 64 0000 0000 0003  FFFFF.. FRFFFFFFFFFFFFFF
[ rdata 0000000180023F10  0000000180026000 R L para 0002 publc DATA 64 0000 0000 0003  FFFFF.. FRFFFFFFFFFFEFFFF
& et 0000000180026000  0000000180023000 RowW L para 0003  publc DATA 64 0000 0000 0003  FFFFF.. FRFFFFFFFFFEFFFF
& pdata 0000000160029000  0000000150028000 R L para 0004  publc DATA 64 0000 0000 0003 FFFFF.. FRFFFFFFRAFFFFFR
[ .oocfg 0000000160025000  D00000015002C000 R L para 0005 publc  DATA 64 0000 0000 0003  FFFFF.. FRFFFFFFRAFFFFFR
@ .gufg 000000018002C000 000000018002E000 R L para 0008 public DATA o4 0000 0000 0003 FFFFF... FFFFFFFFFFFFFFFF
[&) retpne  0DO0D0O1B002E000  00D0OOD1B002FOO0 ] L para 0007 public 64 0000 D000 0003  FFFFF.. FRFFFFFAFFFFRFFF
{3 RDATA  0D00D0O1B002FO00  00DOOOD1B0030000 R L para 0008 publc  DATA 64 0000 0000 D003 FFFFF.. FRFFFFFFRAFFFFFR
& e 0000000160030000  D000000150031000 R L para 0003 publc DATA 64 0000 0000 0003  FFFFF.. FRFFFFFFRAFFFFFR
8] .reloc 0D00000180031000  00DODOD 180032000 R L para 000A  publc DATA 64 0000 0000  DOD3  FFFFF.. FFFFFFFFFFFFFFFF
Segments payload_tnsviewer
MName Start End R W X D L Align Base Type Class  AD s ss ds fs gs
2] Heaper 0000000 180000000 0000000180001000 7 7 2 L page 000C  public DATA 64  FFFFF.. FFFFF.. FFFFF.. FFFFF.. FFFFFFFFFFFFFFFF
2] text 0000000 180001000 000000018004C000 R X L parz 0001 pubic CODE 64 0000 0000 0003  FFFFF.. FRFFFFFFFFFFFFFF
2] .rdata 0000000 18004C000 00D0000180063050 R L para 0002  public DATA &4 0000 0000 0003  FFFFF.. FRFFFFFFFFFFFFFF
2] .idata 0000000 180063060 0000000 1800634E3 R L para 000D public  XTRM 54 0000 0000 0003  FFFFF_ FFFFFFFFFFFFFFFF
(2] .rdata 0000000 1800634E8 0000000180063000 R L para 0002  public DATA 64 0000 0000 0003  FFFFF. FRFFFFFFFFFFFFFF
8] .deta 0000000180063000 0000000180071000 R oW L para 0003  pubic DATA 64 0000 0000 0003  FFFFF. FFFFFFFFFFFFFFFF
8] pdata 0000000180071000 0000000180075000 R L para 0004 public DATA 64 0000 0000 0003  FFFFF. FFFFFFFFFFFFFFFF
8] .00cfg 0000000 180075000 0000000180076000 R L pera 0005 public  DATA §4 0000 0000 0003  FFFFF. FFFFFFFFFFFFFFFF
2] .oxfa 0000000180075000 0000000180079000 R . L para 0006  public  DATA 54 0000 0000 0003  FFFFF.. FFFFFFFFFFAFAFFF
2] retpine 0000000 180073000 0000000180074000 I L para 0007 public 54 0000 0000 0003  FFFFF. FFFFFFFFFFFFFFFE
=P | 0000000 18007A000 000000018007B000 L [Eemm e ———
2 RDATA 0000000 180078000 000000018007C000 R L para 0009 public  DATA 54 0000 0000 0003  FFFFF. FRFFFFFFFFFFFFFE
2] rsrc 0000000 18007C000 000000018007D000 R L para 000A  public  DATA 54 0000 0000 0003  FFFFF. FFFFFFFFFFFFFFFF
%) .refoc 0000000180070000 00000002000FA000 R L para 0008  public DATA &% 0000 0000 0003  FRFFF.. FRFFFFFFFFFFFFFF
[’ HEADER:000... 0000000 c reloc

‘s’ .rdata:0000... 00000042 C fEECECECeECECEEEEEofoeeEeCECEEeEEEREEEEEeEeeE>@EEr45e7e%:; < =0aegeae
5] .rdata:0000.. 00000005 c \ab\tinty TSVIPSrv

5] .rdata:0000... 00000006 c eeeeee
[ .rdata:0000.. o0000ODA T 1\ £8%& 0%+, /012
[5] .rdata:0000... o000ODCE C GetProcAddress

5] .rdata:0000... 0000ODOC ¢ o

g rnngs

5] .rdata:0000... 0000000B c g

5] .rdata:0000... 000DODD c

= Address Length Type  Strin -

5 .rdata:0000... 0000000D C g ¥P g payload_tnsviwer

g ] - N
[S .rdat=:0000.. 0000000C ¢ |[5] .rdata:0000... 000DOODS c @SUWH

g - N

= rdata:0000.  00000OOF c rdata:0000... 00000005 c @SUWH

o rdater0000. 00000007  © rdata:0000.. 00000042 € GEGEECEEEEEEEEEOEEEEEEEEEReeEeereerereeeeen
57 .rdata:0000... 00000005 C -rdata:0000... 00000005 c

5] .rdata:0000... 000000SF C rdata:0000._ 00000006 C
[S .rdata:0000... 00000005 c .rdata:0000... 000000DA € @

's] .rdata:0000... 000000SF C -rdata:0000... 00000005 c

s .rdata:0000... 00000007 C -rdata:0000...  D00D000G c
[s] .rdata:0000... 00000005 c -rdata:0000... 00000003 c

5] .rdata:0000... 00000005 C -rdata:0000...  D00D000G c
[5] rdata:0000... 0000000E C -rdata:0000... D00DO00S c

s .rdata:0000... 00000007 C -rdata:0000... 00000005 c

Conclusion

The investigation into Lazarus group’s DreamJobs campaign reveals a sophisticated and modular malware
deployment strategy, leveraging legitimate system binaries and encrypted payloads to evade detection.
Through the analysis of artifacts like TSVIPSrv.dll, HideFirstLetter.dll, and trojanized tools such as
tnsviewer.exe, it is possible to see a high degree of code reuse and stealthy sideloading techniques. The
presence of identical payloads across different systems is part of a coordinated and targeted effort.

This case underscores a critical lesson: attackers continuously refine their methods, often hiding in plain
sight by mimicking legitimate processes. Therefore, vigilance, proactive threat hunting, and deep technical
analysis remain essential in defending against advanced persistent threats.
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Name Hash sha256

tnviewer exe aefc12b500b58fbc09ebbf34fe64b34cb32a27513478f4769447280ad23af4d2
' 0fdd97a597380498f6b2d491f8f50da8f903def4eab6e624b89757456¢c287f92d

radcui.dll fa014db2936da21af5943cc8f3656adb9800173ad86af196f71c6052295fff97
webservices.dll 26bd4aab63563e77ca426c23b11d18d894eef9a727e111be79336e099b22bdd1
TSVIPSrv.dll  473726dd9bc034564c4c7b951df12d102ff24f7b17b8356f55d36ed6d908882d
wordpad.dll.mui b3d7a3c3dedaa873e81b1676b6c0027ae1fd164587299bf65c02bd067ae1a972
wordpad.dll.mui

?frﬁiﬁzered 855baa2ff0c3e958a660ae84a048c6006607cf51ce5192c0de3646662873980C

memory)
Comunications
Artifact name Domain
tnviewer.exe alex2moe-my.sharepoint[.com coralsunmarine[.com

HideFirstLetter.exe cseabrahamlincoln-my[.sharepoint.com
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