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Earth Estries alive and kicking

Earth Estries, also known as Salt Typhoon and a few other names, is a China-nexus APT actor, and is known to

have used multiple implants such as Snappybee (Deed RAT), ShadowPad, and several more.

In their latest campaign, the actor leverages one of the latest WinRAR vulnerabilities that will ultimately lead to

running shellcode.

The execution flow is as follows:
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That is all. Find below indicators of compromise and Yara rules.

Indicator Type
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Associated Yara rules are available on my Github:
https://github.com/bartblaze/Yara-rules
Rule names:

e EE_Loader
e EE Dropper
e WinRAR_ADS_Traversal

References / Resources:
WinRAR CVE:

https://nvd.nist.gov/vuln/detail/ CVE-2025-8088

Fake PDF with
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Filename Scheduled task

IP
Address Download server

Domain C2 Server

Filename

Filename

https://www.welivesecurity.com/en/eset-research/update-winrar-tools-now-romcom-and-others-exploiting-zero-

day-vulnerability/

Earth Estries:

https://jsac.jpcert.or.jp/archive/2025/pdf/lJSAC2025_1_5_leon-chang_theo-chen_en.pdf

https://www.trendmicro.com/en_us/research/25/j/premier-pass-as-a-service.html
https://malpedia.caad.fkie.fraunhofer.de/actor/earth_estries

https://malpedia.caad.fkie.fraunhofer.de/actor/ghostemperor
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