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TL;DR
H

ConvertyFile is a browser hijacker, delivered via ads, that changes the browser’s default search engine.

Tactical Pause

THE CONTENT, VIEWS, AND OPINIONS EXPRESSED ON THIS DOCUMENT ARE MY OWN AND DO
NOT REFLECT THOSE OF MY EMPLOYER OR ANY AFFILIATED ORGANIZATIONS. ALL RESEARCH,
ANALYSIS, AND WRITING ARE CONDUCTED ON MY PERSONAL TIME AND USING MY OWN
PERSONALLY-ACQUIRED RESOURCES. ANY REFERENCES, TOOLS, OR SOFTWARE MENTIONED
HERE ARE LIKEWISE USED INDEPENDENTLY AND ARE NOT ASSOCIATED WITH, ENDORSED, OR
FUNDED BY MY EMPLOYER.
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Summary Up Front

ConvertyFile is a Browser Hijacker. This documents my analysis on ConvertyFile. It starts with an ad on
govsalaries[.Jcom from Red Root LTD for ConvertyFile. This was written in GO, and I’'m not at that level to
RE it yet. | used Any Run to interact with the sample, and to pull PCAP. | assess that ConvertyFile is linked
to ConvertMaster.

Intro

This continues from my analysis on ConvertMaster [1]. ConvertyFile is a Browser Hijacker.

Google Advertisement

This ad was served again from govsalaries[.Jcom. | will likely continue to pull converter ads from their site as
the browser hijackers become available.

Click here to download °

The advertiser is Red Root LTD. The snip below is from Google Ad Transparency.
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Google Ads Transparency Center
= Ads In United States =

Find the ads yoiur've seen by searching by advertser name of website

All topics Political ads Q,

= Thiz damain includes results fod multiple advemiser a00oUNs with ads pointing 1o this domain
CD”VEﬁYﬁleapp-CGm wau can filter by indiidusl advertiser below
E& ads 0O anytime = M) i 5 = &l Tarmais
(=]
Canverty File Convarty File £ ConvertyFile
'_ﬁ Convert in Seconds!
Cowaniosd | ConvertyFile Dowslnad | ComveryFile m
Dpiny Opan
Click here to Rod Root LTD Rad Root LTD Rod Roat LTD
Werified Verified Werified

download

Red Root LTD

.

Delivery

The link leads you to “hxxps[:]//convertyfileapp[.Jcom”. Follow my work here [2]!
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coreertpleape.com * ) = @ ¢

Click There
To Open Your File

Your download didn't stert® Click Here

.;\-l>I Type here to search

Convertyfile.exe (SHA256: 3d82200083a86df09¢c3b16c9095b844738a76863b1b01092b6c4dbef3b974b12)
is served from “hxxps[:])//lukgio[.]Jcom/condl”. Keep in mind that there will be parameters in the lukgio domain.

action="download main">

<a href="https://lukgiop.com/condl” class="cta-button cta click static indicator" event
<div class="cta2" »Start Download</div:

I’'m A/B testing with the snip width... be a bear with me.

s
<div class="hero-cta"»

<a href="https://lukgiop.com/condl” class
<div class="cta2" >Start Download</div|

Execution

These are the install views that are similar to Convert Master. It covers the screen to ensure you don’t see
the browser activities in the background.
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Welcome to ConvertyFile
Setup Wizard

This guick and sasy sebup wil guide you throwgh installing
amertyFie on your PO b just a few dicks, you be resdy o

conrmeint files efforthecsly

By procamding, you £onfless your scomtanon of ow [Come Sose—e{and |

L5 ConvertyFile

Sit back & relax - ConvertyFile is installing

This process may take up bo & minube.

InFtalling .. 4%

This is the success page.
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ConvertyFile
Thank You

Thank you for installing ConvertyFile! We appreciate V,murE
time and trust in our tool.

W know youll love using ConwertyFile! Easily compress your files. merge multiple PDFs into one docurment. and convert any file 1o PDF with just a few clicks
5tari now and experience seamless file conversion!

H i o ol _

The snip below shows the shortcut on the desktop, and the properties. | show this because this is the same
behavior as Convert Master. The online converter is portite[.Jcom.

E ConvertyFile Properties

General Shotcut  Securty Details  Previous Versions

B o

Target type: httpa://portie com/
Target location: The Infemet

Tanget: https ./ /patite . com

Start in:

Shartcut key: |H|:rr|e|

Run; | Momnal window

Comment- |5hurtcl.ttu hitps-//portite com.’
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This is a snip of the portite site. Note how Convert Master also used a desktop link to bring the user to an
online converter.

PR O | - . -

CL‘:H\UEFT"’FilE Corvart Mi'-rgrr Comprass

Effortless PDF Conversion at Your Fingertips

Convert, compress, and merge PDFs in seconds. Experience hassle-free and relable file manageament with our
intuitive tools.

— P -~ —,

( Merge ) | Compress ) | Convert
. . ) .

H il bl _

Config Server

The snip shows the response to the POST request to “hxxps|[:]//olienti[.Jcom/vars” contains the dynamic
configs. From this | glean the target browser is FireFox, and the injected search URL starts with
“hxxps[:)//scep.sqglokik[.Jcom”.

£ Wireshark - Follow HTTP Stream (tcp.stream eq 117) - de978f20-813b-40b5-86ae-a14e09016fa7.pcap

POST /wvars HTTP/1.1

User-Agent:
Content-Length:

Transfer-Encoding: chunked
Connection: keep-alivel

ary: Accept-Encoding]
Content-Encoding: gzip|
cf-cache-status: DYNAMIC
Server: cloudflare

CF-RAY: 994411837f54ffed-FRA

{"TL":"https://www.convertyfileapp.com/eula"™, "VN": "aa44283f-cbad-4d68-ae3c-5cT@37387T94", 08" : "Firefox”, "GPAU" : "https: //portite.com/","PL":"
https://www.convertyfileapp.com/privacy”, " TxUPg":"https:/ /www.convertyfileapp.com/converty-thank-you”,"PrfsPage”: "about:preferences#search”,
"Brd":"sqlokik™, "FB": "firefox","IdnPage™: "https://scep.sqlokik. com?0ZTWubDbOINVNE@BKoBCICh=X1w3LyQ8KyBuKVQBUEUWGXtcQLlESTVSXXINAWL1EWLhSUFQdG
AETULLYFFgAFl1eRgVEDIRZWIZZAIOVWUVXQIMCQLAARFAIULIKRXAChGWMRGWMUPZEfUxgAAXIZGAKE", "In0Inkrd " : "5q45", "Hand1eP" : "true”, "HandlePV": "143"}

| assume the POST request to “hxxps[:])//olienti[.]Jcom/boom” must mean “success”.
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POST /fboom HTTP/1.1
Host: olienti.co
User-Agent:
Content-Length:
Content-Type: application/json
Accept-Encoding: gzip

HTTP/1.1 288 0
Date: Sat, 25 Oct 2825 21:53:55 GM
Content-Type: application/json
Content-Length:
Connection: keep-alive
cf-cache-status: DYNAMIC
Server: cloudflare
CF-RAY: 9944f38feddbffed-FRA

The POST request to “hxxps|[:]//olienti[.Jcom/pass” appears to contain metrics. | assume this must be for
chargeback to the “sqglokik” customer.

POST /pass HTTP/1.1

cont=truedaccepted=truelbackUsr=falsefJobCancel=falselbv=136.88bldVer=198458id=29f4ab2@8-d6b5-482c-9818-8c82a@2T88c3&scrDem=1368x768&txUp=tru
edqmonlum=TalsedguestId=aa44283f-ch4d-4d68-ae3c-5cT@3738ffo48db=Firefox&more=Talsedbrd=sqlokikdwinTp=Windows+1@&appVer=1.38.3.16&appUp=trueic

Content-Length: @
Connection: keep-alive
cf-cache-status:

Server: cloudflare

CF-RAY: 9944f3288955ffed-FRA

Search Hijack Flow

The snip below shows my search “what is sglokik and does it use searchretrorevive[.Jcom too” goes to
scep.sqlokik[.]Jcom.
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Wireshark - Follow HTTP Stream (tcp.stream eq 312) - de978f20-813b-40b5-86ae-a14e09016faT.pcap

GET /20ZTWubDbOINvN@eaKoBC ICh=X1w3LyQ8KyauKVQBUEUwaxtcQltSTVSXXINAWL 1 EW1hSUFQAGAETULLYFFEAF11eREVEDIRZWL ZZAT VHWUVXQL]
=what¥208is+sqlokik+and+does+it+use+searchretrorevive. comtoo®3F HTTP/1.1]

Accept-Language: en-US,en;q=2.5

Accept-Encoding: gzip,

Connection: keep-alive

Cookie: JSESSIONID=4CECB14B8F1CBEDEEFS674CA3I1E3ES93C

Sec-Fetch-Dest:
Sec-Fetch-Mode:
Sec-Fetch-Site:
Sec-Fetch-User:
Priority: u=@,

HTTP/1.1 288

Date: S5at, 25 Oct 2825 21:57:81 GM
Content-Type: text/html;charset=UTF-§
Transfer-Encoding: chunked
Connection: keep-alive
Content-Encoding: gzip
fccess-Control-Allow-Origin:
Access-Control-Expose-Headers: Access-Control-Allow-Origin,Access-Control-Allow-Credentials)
ary: Accept-Encoding]
cf-cache-status: DYNAMIC

server: cloudflare

CF-RAY: 9944f79bae346957-FRA

The snip below shows that search is redirected to “hxxps[:]//searchdreamytab[.Jcom/search/?”

feeT /p 20Z TWubDbOINvN@BBKoBCICh=X1w3LyQBKyBuKVQBUEUwWGxtcQ1tSTVSXXINAWL IEWLhSUFQdGAETULIYFFgAF11eRgVEDIRZWIZZATSVWUVXQS
1MCQ14ARFBIULKRXE chawMREWMUPEETUxg Al 9ZGAKEAq=what¥20is+sqlokik+and+does+it+use+searchretrorevive. combtoo P Afs=pfrs=

.314 HTTR/1.1
Host: scep.sqlokik.co
User-Agent: Mozilla/5.8 (Windows NT 16.8; Winb4; x64; rv:136.8) Gecko/20188181 Firefox/136.
jaccept: text/html,application/xhtml+xml,application/xml;q=8.9,%/*;q
Accept-Language: en-U5,en;q=@.5
jaccept-Encoding: gzip, deflate, br, zstd
Connection: keep-alive)
Cookie: JSESSIONID=4CECB148F1CB6DEEF567ACAI1A3ESI3C
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest:
Sec-Fetch-Mode:
Sec-Fetch-Site: in
Priorit u=e,

HTTP/1.1 382
Date: Sat, 25 Oct 2825 21:57:82 GM
Content-Length:
Connection: keep-alive)
CF-RAY: 9944f79f68896957-FRA
Access-Control-Allow-Origin:
Access-Control-Expose-Headers: Access-Control-Allow-Origin,Access-Control-Allow-Credentials)
Location: https://searchdreamytab.com/search/?chnm2=1739195227884691&chnm3=5ag581fj&g=what+is+sgqlokik+and+does+it+us
e+searchretrorevive. com+-tooX3F

cf-cache-status: DYNAMIC

Server: cloudflare]

The snip below shows that gets redirected to Yahoo search.
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£ Wireshark - Follow HTTP Stream (tcp.stream eq 322) - de978f20-813b-40b5-86ae-a14e09016fa7.pcap

GET /search/?chnm2=1739195227884691&chnm3=saqs81fj&q=what+is+sqlokik+and+does+it+uset+searchretrorevive. comttoo¥3Flasb=1&asb sg=ad%7Cbe
[£7Cca%7Cd2%7Ced®7 CToRTCga%7Chak7Ci0%7Ckadash uid=176142942247041738893856 HTTR/1.1]

Host: searchdreamytab.co

User-Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64; rv:136.8) Gecko/20180181 Firefox/136.8
Accept: text/html,application/xhtml4xml,application/xml;gq=8.9,%/*;gq=08.8

Accept-Language: en-US,en;q=8.5

Accept-Encoding: gzip, deflate, br, zstd

Connection: keep-alive

Upgrade-Insecure-Requests:

Sec-Fetch-Dest:

Sec-Fetch-Mode:

Sec-Fetch-5ite: same-origin

Priority: u=8, i

HTTP/1.1 382 Found|

date: Sat, 25 Oct 2825 21:57:83 GM
server: Apache

cache-control: no-cache, no-transfor

x-frame-options: SAMEORIGIN
locatlon http://de.search. yahoo com/yhs/search?hspart=sz&hsimp=yhs-833&p=what+is+sqlokik+and+does+it+use+searchretrorevive. comtook3F

Content Length: @

content-type: text/html; charset=UTF-§

wia: 1.1 google

Alt-Svc: h3=":18686"; ma=2592600,6h3-29=":18606"; ma=2592660

Closing Thoughts

This shares many similarities with Convert Master. | think they’re related based on the deliver ads, the
delivery chain, the objectives of browser hijacking to inject the default search engine, and the unique
behavior of creating a desktop shortcut that just goes to an online converter. In addition to those similarities,
| present to you the Silent Push snip below that shows both domains were observed using the same Google
Ad ID.

datasource = [“webscan”] AND body analysis.google-GA4 = “G-SS88ENCOJT”

ol BemaiE AR on STl g

. s ey 2y B Cxay sl

Summary

ConvertyFile is a Browser Hijacker. This documents my analysis on ConvertyFile. It starts with an ad on
govsalaries[.Jcom from Red Root LTD for ConvertyFile. This was written in GO, and I’'m not at that level to
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RE it yet. | used Any Run to interact with the sample, and to pull PCAP. | assess that ConvertyFile is linked
to ConvertMaster.
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I0OCs

3d82200083a86df09¢c3b16c9095b844738a76863b1b01092b6c4dbef3b974b12
convertyfileapp[.]com

lukgio[.]com

portite[.]com

olienti[.]com

scep.sqlokik[.]com
searchdreamytab[.]com
hxxps[:]1//convertyfileapp[.]com
hxxps[:]1//lukgio[.]com/condl
hxxps[:]//portite[.]com/
hxxps[:]//olienti[.]com/vars
hxxps[:]1//scep.sqlokik[.]com
hxxps[:]1//0lienti[.]com/boom
hxxps[:]1//0lienti[.]com/pass
hxxps[:]1//searchdreamytab[.]com/search/

WITH PLANNY ALOHA, MAHALO FOR YOUR TIME

Post navigation

Convert Master Browser Hijacker Analysis
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