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Asahi

GROUP

ASAHI GROUP

// IMAGES

ASAHI GROUP HOLDINGS, LTD.

Asahi Group Holdings, Japan - a leading manufacturer of beer and non-
alcoholic beverages in Japan. Asahi is headquartered in Sumida, Tokyo. It
ranked 593rd on the Forbes Global 2000 list of the world's largest companies
in 2023. The company's annual revenue is approximately $18.6 billion. Asahi
Group Holdings established in 1889 that offers a global portfolio of alcoholic
and non-alcoholic beverages, food, and other products, including brands like
Asahi Super Dry, Peroni, Pilsner Urquell, and Grolsch. There was a global
disruption in the company's operations. Inmediately 6 breweries of the
company stopped their work, a total of 30 enterprises of the company were
affected. Analysts have estimated that if the company is unable to fix all
working processes by the end of the month, Asahi will have to reduce its
operating profit forecast for the fourth quarter by 83% in Japan and 38%
worldwide. The company will lose from $200 miillion to $335 million. The
reason is a global information leak. The leak affected financial documents,
budgets and contracts, as well as personal data of employees, plans and
development forecasts of the company. Part of this information is already
available in the public domain.
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[07:45:15]4+0.00711204| <Thread|d(1)>: process_black_list: ["vmms", "vmwp", "vmcompute", "agntsvc", "dbeng50", "dbsnmp",
”encsvc”. "excel", "firefox", "infopath", "isqglplussvc", "sql", "msaccess", "mspub", "mydesktopgos", "mydesktopservice",
notepad”. "ocautoupds", "ocomm", "ocssd", "onenote", "oracle", "outlook", "powerpnt", "sgbcoreservice", "steam", "sync
"tbirdconfig", "thebat", "thunderbird", "visio", "winword", "wordpad", "xfssvccon", "bedbh", "vxmon", "benetns",
”pvlsvr”, "beserver", "raw_agent_svc", "vsnapvss', "cagservice", "gbidpservice", "gbdomgrn", "gbcfmonitorsery
"teamviewer_service", "teamviewer", "tv_w32", "tv_x64", "cvmountd", "cvd", "cvfwd", "cvods", "saphostexec",
”saposco\”. "sapstartsrv", "avagent", "avscc", "dellsystemdetect", "enterpriseclient", "veeamnfssvc", "veeamtransportsy

"veeamdep loymentsvc", "mvdesktopservice"]
[07:45:15[40.00737317] <Threadld(1)>: win_services_black_list: ["vmms", "mepocs", "memtas", "veeam", "backup", "vss", 's
"msexchange", "sophos", "msexchange", "msexchangeW$", "wsbexchange", "pdvfsservice", "backupexecvssprovider", "bac
kupexecagentaccelerator", "backupexecagentbrowser", "backupexecdivecimediaservice", "backupexecjobengine", "backupexecma
nagementservice". "backupexecrpcservice", "gxblr", "gxvss", "gxclmgrs", "gxcvd", "gxcimgr", "gxmmm", "gxvsshwprov', "gxf
", "sapservice", "sap", "sapifi$', "sapdifi$', "saphostcontrol", "saphostexec"', "qbcfmonitorservice', "qbdbmgrn", "gbidp
"acronisagent", "veeamnfssvc', "veeamdeploymentservice", "veeamtransportsvc', "mvarmor", "mvarmor64", "vsnapvs

"acrsch2svc", "(.*?)sal(.*?)"]

[AFE] 3-3] SE e Z2MA & MH|A

AMAE 242 XI5 26 =3t tidollM Mel== §4 ot =aAtet o, Je|1 228 422 d
olgfL|ct. ol2{et o 2] E5F2 2AMA| sia mtUo|Lt =2 o E2(AH| 0| ntd E EZ510], AR E 2=}
elsh Al 7| 50| MotE[ALr R0 27ts0X| = &= oYst= dg= gLt

45 . 1)>: extension_black_list: "themepack“. "nls", "diapkg", "msi", "Ink", "exe", "
bat ", drv "rtp", "msp", "prf", "msc", "ico", "key", "ocx", "diagcab", "diagcfg", "pdb", "wpx", "hlp", "icns", "
“dll” mSStyleS”' "mod”‘ Ilps.‘l\‘ ”iCS”I ”htau‘ ”b“n“y , ani” ”386”' H‘Ocknl chrll‘ "id)(”r IISySH' “COm”‘
epack”. "shs", "theme", "mpa", "nomedia", "spl", "cpl", , "icl", "msu", "5I_Y_Pz8PK"]
[07:45:15|+0.00623825] <Threadld(1)>: extension_white_list: ["mdf", "1df", "bak", Tvib", "vbk", “vbm", "vrb", "vmdk",
bkll , \Ibi(z\l , II}quH , \ltrnl\ , Ilbackupl\ , \lbkupl\ , \IOIdH , Ht ibe , pr i n , Hpvhdll , Hpbf U} , l\dim\l s lighol\ , "Vpcbale\Up” , Harc\l' ”l'ﬂtf”
, "bkf", "dr"
[07:45:15|+0.00641162] <Threadld(1)>: filename_black_list: ["desktop.ini", "autorun.ini", "ntldr", "bootsect.bak", "thum

, "boot.ini", "ntuser.dat", "iconcache.db", "bootfont.bin", "ntuser.ini", "ntuser.dat.log", “autorun.inf",

"pootmgr.efi", "bootmgfw.efi", "#recycle", "autorun.inf", "boot.ini", "bootfont.bin", "bootmgr", "bootmgr.efi"
Itmgfw.efi", "desktop.ini", "iconcache.db", "ntldr", "ntuser.dat", "ntuser.dat.log", "ntuser.ini", "thumbs.db", "#recyclé]

"bootsect.bak"]

[07:45:15|+0.00656979] <Threadld(1)>: directory_black_list: ["windows", "system volume information", "intel", "admin$",
"ipc$", "sysvol", "netlogon", "$windows.~ws", "application data", "mozilla", "program files (x86)", "program files", "$
indows.~bt", "msocache", "tor browser", "programdata", "boot", "config.msi", "google", "perflogs", "appdata", "windows.o|
d", "appdata", "..", ".", "boot", "windows", "windows.old", "$recycle.bin", "admin$"]

[07:45:15|+0.00682058] <Threadld(1)>: white_symlink_dirs: []

[07:45:15|+0.,00696496] <Threadld(1)>: white_symlink_subdirs: ["ClusterStorage"]
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5171 51212 Qilin 2 A9 0{0] 2J3H 2T MEE E0i70f BIEEIEO| ZHRLIF K| HSH 0]0|x|2 W= of

USS =HoIE 4 USLICH HALU0IS BIEEIH TH S Sa TR SZHH 0l AL IX8 RE5HD,

=7 2TAIES TEE M-S W8S ST, SHRIRI ASS LRt AL BE 7152 S E

L|c}.

SEBtHIEEIH MY Tttt Ul TAIS HO| X ASR(9 T AIAR Ao BXE (o2 ZaA 24

. HE+9|9+ RIS ST AR SRR Y Rl S S8 ST 2o AT 3 Yol 2 3
|
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-5%5D%20%EC%95%94%ED%98%B8%ED%99%94%20%EC%A0%9C%EC%99%B8%20%EB%8C%80%EC%83%81%20%ED%99%95%EC%9E%A5%EC%9E%90%20%EB%B0%8F%20%EA%B2%BD%EB%A1%9C.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-5%5D%20%EC%95%94%ED%98%B8%ED%99%94%20%EC%A0%9C%EC%99%B8%20%EB%8C%80%EC%83%81%20%ED%99%95%EC%9E%A5%EC%9E%90%20%EB%B0%8F%20%EA%B2%BD%EB%A1%9C.png?hsLang=ko

README-RE

EEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE B

FIND THE README.TXT FILE

YOUR SYSTEM

HAS BEEN BLOCKED

BY QILIN RANSOMWARE

FIND THE README.TXT FILE

BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE BEEN PWND - YOU HAVE B

2i A .- E = README-RECOVER-<QS 5} &t X>ixt Y Alo| nieli o2 MMEID|, 24 CHA MENME
AR} L L) AERKvicim ID) W 2 MO Z ALRELICE e ot5s Ko HRE X el of
S0l CiE2|0 RMHOE MNE|DR AlAY M0 X Cheo| SAHZ0| WA =1, ARHMo =z =3
A SE Al =S TUL| M-S AIZITE AR THY SHAIS OIS 2Y B U 7| 4N AIKS THotst
= ol 888 x|t Eict

74
S AR 2Yst= Cha ol AlASHCHE §ErS r

o 7|R =l Al Xt HIUH S ZE 0| 235l DLSO|| M=3teh= X|A|E Hhond, o] Dt S chasdh ot US55 &
X|ollM & Ltot7t H|o|Ef &2 XA 2 §t 0|52 F|(double extortion) 2|

Y- E B0l AL AIAY W HET0IM U2 HI0EIE 2RO, TshRLete| Bato| ZEE
X = =

u
I
H
N
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-6%5D%20%EB%9E%9C%EC%84%AC%EC%9B%A8%EC%96%B4%EB%A1%9C%20%EB%B3%80%EA%B2%BD%EB%90%9C%20%EB%B0%94%ED%83%95%ED%99%94%EB%A9%B4.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-6%5D%20%EB%9E%9C%EC%84%AC%EC%9B%A8%EC%96%B4%EB%A1%9C%20%EB%B3%80%EA%B2%BD%EB%90%9C%20%EB%B0%94%ED%83%95%ED%99%94%EB%A9%B4.png?hsLang=ko

£  README-RECOVER-5Y Pz8 X +

1=l

o HY w7 @

-- Qilin

Your network/system was encrypted.
Encrypted files have new extension.

-- Compromising and sensitive data

We have downloaded compromising and sensitive data from your system/network.

Our group cooperates with the mass media.

If you refuse to communicate with us and we do not come to an agreement, your data will be
reviewed and published on our blog and on the media page (https://wikileaks2.site/) i

Blog links:
http.//
ntip:

Data includes:

- Employees personal data, CVs, DL, SSN.

- Complete network map including credentials for local and remote services.

- Financial information including clients data, bills, budgets, annual reports, bank statements.
- Complete datagrams/schemas/drawings for manufacturing in solidworks format

- And more...

-- Warning

1) If you modify files - our decrypt software won't able to recover data

2) If you use third party software - you can damage/modify files (see item 1)

3) You need cipher key / our decrypt software to restore you files.

4) The police or authorities will not be able to help you get the cipher key. We encourage you to
consider your decisions.

-- Recovery
1) Download tor browser: https://www.torproject.org/download/
2) Go to domain

3) Enter credentials

Please note that communication with us is only possible via the website in the Tor browser, which
is specified in this note.

All other means of communication are not real and may be created by third parties, if such were
not provided in this note or on the website specified in this note.

-- Credentials

=31, %1 1,833% 100%  Windows (CRLF) UTF-8

[AE 3-7T] M = E StH
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-7%5D%20%EB%9E%9C%EC%84%AC%EB%85%B8%ED%8A%B8%20%ED%99%94%EB%A9%B4.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%203-7%5D%20%EB%9E%9C%EC%84%AC%EB%85%B8%ED%8A%B8%20%ED%99%94%EB%A9%B4.png?hsLang=ko

4. 42 2l C}j 2 (Conclusion)

Qilin2 A 20 M 0f HENAIOM 7+ =FaloF & 2|8 & SHLIRILICH RaaS 28 2E & Sl MF§ SZ At
£ -5t 2&stn 1, 7|=H VS ot 54 25 SHUME S435] d&stn UGLHC

£35| 17tX|ZZ(high-value target)2 2|10 U204, the H|sHE Hol AAXel 2H SH L H0[H & 2
VK| Hstn JUrt= Ho| EZYL|CE st=, =S Zelet OtA|OFERE Y X[ =X = EAHA EfZl0[2
2, BotE0|M = o] =Z|of| thal chE| 238 D2 2eIt U5

QIst MO R, BANP U =7 $2of &1
78 % ULtk

4-1. 27|12 At 2Et

o ATO] TY OIY ChE| DS U DSBS WIIHOR MAIE A
2~ 1T =
= = S

+ ROP/IZiT2|, 8|5 & =& E M| 20 CiEH HIR 023t 915, IPXIBH5)E Lste A

o wiolZRteCER M AHBRST SoIMO| Ui FUH(CVE) DLIETY L B MA e

« EDR&2M 2. 258 Soff oM ol(TZ2M2 58, MES 2871 MF, o[l =21 22(0f 5)
ZtA| 25}
o LHEQlI E2|(segmentation) & H St X ASF HEM S Soff 0| =(lateral movement)2 O{& 7| Bt= A

o HMAUEYD HE YC2SA S MAE 751D, S5| MR AN TH0| ARG E2
(Tor) 7|H9FDLS EE= C2 2l =2} | 7IsHA| F2
o AtA EHM Al 'H|O|E & F|' 7tsMd7HX| 1128t CH SH| & (Ransomware + Exfiltration) OF&

12
o
M
m

o 2F CEHIZ|MAE E5| Qilin 22 F|Al TTPs(7|H-HXNE K| 2LIE ST, L8 2 oHE

Oh

o BR
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o BM-E WA AL FA Z2 U YR SA AT, 20 S, THA S 52 F|
o T3} LA Al R Of B BEISEY| Fol| ZalA| B &t
. BE/SEMEY 7T o AP B WAES AN B2

Genian EDRE Anti-Malware 2! Anti-Ransomware XIS S5 20| A|L|A 7|2 EFX|8E0OF OFL|2} A

JdLX |AIE BEM2 E5HHZE i M9 0] EFX|7} 7Hs &HL|CY.

5t S &gl 7|2H(Behavior-based) 24 7|HE M 23101, 7|

CESH H| M AN Ol T2 M| A 39|, Tt oS 5} ol E =
Z0of YHX|X| 42 Al 242 0{(Unknown Ransomware) IA| AlA|Zt2 2 EfX| @ XHEHEE 4~ Q&L T}

Summary 3

fa Indicators Q.EXE file is detected as Gen:Variant.Ransom.Qilin.7 by Antimalware (High/100%) >

“ | Quarantined | | Notified | | Auto Response |

Engine Malware / Antimalware

Threat name
Path Info

Classification

GenVariant.Ransom.Qilin.7
D:QEXE

Ransomware

Event Time 10/27/2025 13:29:50
Event file

Message Malware that makes a financial request to the user by encrypting the user's documents and photos and
unlocking the password if a certain amount is paid within a certain time.

Scan Type Real-time Scan

Scan Engine Version 7.99395

Status | New |

[AFZI 4-1] Genian EDRO{|A{ Qilin 2iA4<|0f EFX| L

Genian EDR2 i Ql[of A3l A| EHAiSH= VSS(Volume Shadow Copy Service) AHA| HEHE AA|ZISE B
LIE{ 2 EFX[SH0, 20 7|8F CH S M| AHL|E0| w2t sHY b Z2MAE SA| 2| %-#(termlnate)ﬁm =

=
TR0l QtE 8 WP U AIAH A2 RITHEILICE

LESH Z 2 M|A E2|(Process Tree) 2! O[HIE Abat ZHAH| 244(Behavior Correlation Analysis)2 S5l 224 &-
S Q| Mutol| cf Bt T 7HA| A (High Visibility) 241 5102 M| 280 24, EDR 22| X7t 98 0l L A5F
AE &S| mfsti ti8e = U=F XA
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https://undefined/products/genian-insights-e?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%204-1%5D%20Genian%20EDR%EC%97%90%EC%84%9C%20Qilin%20%EB%9E%9C%EC%84%AC%EC%9B%A8%EC%96%B4%20%ED%83%90%EC%A7%80%20%EB%82%B4%EC%97%AD.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%204-1%5D%20Genian%20EDR%EC%97%90%EC%84%9C%20Qilin%20%EB%9E%9C%EC%84%AC%EC%9B%A8%EC%96%B4%20%ED%83%90%EC%A7%80%20%EB%82%B4%EC%97%AD.png?hsLang=ko

Event Details ax

. R cmd.exe =
N e p—

emd.exe a

10/27/2025 14:24:53  ProcessStart

File Name

File Type
MDS
SHAZS6

[AFEl 4-2] Genian EDR O|HIE AfM| J2H= 31X

290 BHL Has

— —

SR Xte| &1 JUsLC ol

(o]
x
kU
n
\J
Q
mjo
I
o
—_—
(o]
-

2 0|2t C|0|E 24, MM TS Refsts Azt 9
St o 2 | 85t7| £/l Genian EDR(Endpoint Detection and
Response) M| Z0f| = Anti-Ransom 7|5 StZ| 0 RUEL|C} Anti-Ransom 7|58 HtX o] ot T E EfX|
et |, Mool S 7|82 2 o MA| A gholof A&st iS22 KR ot

T o=

Anti-Ransom 7|52 37| M| 7+X| s &1 &HA| X HE = @2

Al 2 2YELCt SH 2| 7|dt EFX|(Behavioral Detection)

UL|Ct 2ol et = Tt 2 AKH o= US55 HEXE HE5= 52| Solet =2 =

O|=0l, Anti-Ransom 7|52 0|2{St R E AA|ZISE ZLIE{&ATI0] ZtH =7| HAH M SH S RCHEL
Ct. O|E Solf ofo| 23| S st=7| Mol 2[R S Rtcteh = USL ot

T H = XS A2| 2 XF=H(Containment & Blocking) EHAH| 1L |C}. Anti-Ransom 7|52 EfX| =l ZEMAE

Xs2=2 AE|5HHL SEAZ|1, FIHH QI ﬁf°' US St A|ZE FA| XHELCH SA[o ZEE ol S o
StAERE FSRASHAHLI HHE HO|EHE &85 M55 S = UEE XASEMN, HF A5 E F(o)st
Bt

Ml Hixmf = =34l 2l 2 oLl (Forensic Analysis & Response Guidance) £t lL|C}. EDR M| Z& EtX| =l 24
Ao A2 MM 22 WL H|0|E E M Z5tod, 22| XHof| Al BHAE ch S ERHE QHAEILICE o| E =0,
24 He| =01, Ae2| =X|, ey utd 2 Sot S, 4Kt SA Xt S A of S HEHo| =g Lt =
ot Bt5 XM 4 S o|Y5H7| fI5H A[AE FUE A0 20 DA Z37bK| A0 Atet2 M3 gLt

ZEXo=Z, EDR XM|Z 2| Anti-Ransom 7|52 AtA ofl&f, AA|ZF X 2 272, M A& S i E S§lot
of iAol SH tiet 7[H e tHE SEHE I7 ALt Eed| A4 017 E EXIsh= Aol aX[X|
B0, dA 54 UM AEXZE FA| FE = U= THAE XEHS HSH22ZMN, Do E 2236t A5

St U2 HABIE JHs 5| Lk
5. loC (Indicator of Compromise)
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https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%204-2%5D%20Genian%20EDR%20%EC%9D%B4%EB%B2%A4%ED%8A%B8%20%EC%83%81%EC%84%B8%20%EA%B7%B8%EB%9E%98%ED%94%84%20%ED%99%94%EB%A9%B4.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EC%82%AC%EC%A7%84%204-2%5D%20Genian%20EDR%20%EC%9D%B4%EB%B2%A4%ED%8A%B8%20%EC%83%81%EC%84%B8%20%EA%B7%B8%EB%9E%98%ED%94%84%20%ED%99%94%EB%A9%B4.png?hsLang=ko

« MD5
1410b418a078559581725d14fa389cdd
440810b008eed766f085b69b1723f54b
a7ab0969bf6641cd0c7228ae95f6d217
a42d36f1af2c396e645ffa356fad7ale
d0a711e4a51891ddf00f704d508b1ef2
d67303ba66bcb4dd89de87c83f3f831f
e1d41939dc4cc4116cc3439a01cfb666
e01776ec67b9f1ae780c3e24ecc4bf06
eb6fff4ee0f03ae5191f11570ff221c5
6b7eeb860917aa44982d8bd2d971aff1
14dec91fdcaab96f51382a43adb84016
31edb01d243e8d989eb7e5aeeeef54dc
63b89a42c39b2b56aae433712f96f619
64ca549e78ad1bd3a4bd2834b0f81080
88bb86494cb941129692f9c8e67ed32¢
417ad60624345ef85e648038e18902ab
470d0261d18ed69990ce94f05d940de1
923c5af6fd29158b757fb876979d250b
0d68a310f4265821900249bec89364c2
0d70b3825647082d779987f2772bd219
08a2405cd32f044a69737e77454ee2da
11d795baafa44b73766e850d13b8e254

119856ec134acc86ef76044cbf291f54
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XL AL

CHEO|AL O|SH | AIMXISEHS: 129-81-80148
A7 OUA| SOt HLZ 66 5H0|HE X[AIAMHME AS 125
T. 031-8084-9770 | F. 070-4332-1683

| BEZ7}7]
| BEZ7}7]

e FAMILY SITE

e Genians USA
¢ Genians Japan
¢ My Genians

e Partner portal
e Genians career
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https://www.genians.co.kr/qna?utm_source=homepage&utm_medium=globalcontent&hsLang=ko
https://www.genians.co.kr/integration-qna?hsLang=ko
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