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Proofpoint Zen

Integrated control points to protect people and data, wherever work happens.

November 03, 2025 Ole Villadsen, Selena Larson, and the Proofpoint Threat Research Team
Key findings

e Cybercriminals are compromising trucking and freight companies in elaborate attack chains to steal cargo
freight.

e Cargo theft is a multi-million-dollar criminal enterprise, and digital transformation has led to an increase in
cyber-enabled theft.

¢ Threat actors compromise these companies and use their access to bid on cargo shipments, to then steal
and sell them.

e The threat actors typically deliver remote monitoring and management (RMM) tools, aligning with the broader
trend of cybercriminals adopting these as a first-stage payload across the threat landscape.

Overview

Proofpoint is tracking a cluster of cybercriminal activity that targets trucking and logistics companies and infects
them with RMM tooling for financial gain. Based on our ongoing investigations paired with open-source information,
Proofpoint assesses with high confidence that the threat actors are working with organized crime groups to
compromise entities in the surface transportation industry — in particular trucking carriers and freight brokers — to
hijack cargo freight, leading to the theft of physical goods. The stolen cargo most likely is sold online or shipped
overseas. Such crimes can create massive disruptions to supply chains and cost companies millions, with
criminals stealing everything from energy drinks to electronics.

In the observed campaigns, threat actors aim to infiltrate companies and use their fraudulent access to bid on real
shipments of goods to ultimately steal them. The observed campaigns described in this report are similar to activity
Proofpoint researchers previously detailed in September 2024. However, we cannot assess with high confidence
whether historic and current campaigns are conducted by the same or multiple groups; thus, Proofpoint is not
attributing the activity to a tracked threat actor.

Old crimes, new tools: the digital transformation of cargo theft

According to the National Insurance Crime Bureau, cargo theft leads to $34 billion in losses annually. Cargo theft
can refer to many different types of activities leading to the theft of commercial shipments while cargo is in transit.
Much of this activity is conducted by organized criminal groups, according to U.S. law enforcement, and Congress
has introduced legislation to combat organized retail theft as it has skyrocketed since the COVID-19 pandemic.
(Cargo theft conducted by organized crime has been a problem for decades — from “Old West Train Robbers” to
1960s mobsters to our modern cyber-enabled heists.) Proofpoint previously published details on a similar type of
cybercrime targeting cargo that impersonates various companies to steal medical and electronic equipment.

While the campaigns that Proofpoint discusses in this report relate to North American cargo theft, it's a global
problem. According to Munich RE, global cargo theft hotspots include Brazil, Mexico, India, the U.S., Germany,
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Chile, and South Africa, while the most targeted commodities are food and beverage products.

Cyber-enabled theft is one of the most common forms of cargo theft and relies on social engineering and a
knowledge of how the trucking and transportation industries work. According to IMC Logistics, opportunities for
cyber-enabled theft are partly responsible for the dramatic increase in cargo theft in recent years: “...the digitization
of domestic and international supply chains has created new vulnerabilities and thus opportunities for [Organized
Theft Groups] to exploit gaps using sophisticated and ever-evolving cyber capabilities. These groups can steal
freight remotely by exploiting the technology that has been embedded into supply chains to move cargo more
efficiently.”

The attack chain in the observed campaigns leading to cargo theft attempts, which will be described in subsequent
sections, is as follows: the threat actor will compromise a broker load board account (a marketplace companies
use to facilitate booking loads for trucks), post a fake load, and kick off the attack chain when a carrier responds.

Threat actor compromises Threat actor posts Replies with malicious link
broker load board account fake load to responding carriers

ap —E iy
“—.__' =o

Link leads to RMM to Uses compromised carrier Attempts cargo
hijack carrier accounts accounts to bid on real loads theft

Figure 1. Attack flow.

Campaign details

The threat cluster engaged in suspected cargo theft has been active since at least June 2025, though evidence
suggests the group’s campaigns began as early as January. The actor has delivered a range of RMM tools (or in
some cases remote access software), including ScreenConnect, SimpleHelp, PDQ Connect, Fleetdeck, N-able
and LogMeln Resolve. These RMMs/RAS are often used in tandem; for example, PDQ Connect has been
observed downloading and installing both ScreenConnect and SimpleHelp. Once initial access is established, the
threat actor conducts system and network reconnaissance and deploys credential harvesting tools such as
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WebBrowserPassView. This activity indicates a broader effort to compromise accounts and deepen access within
targeted environments.

Researchers have identified related network infrastructure and similar tactics, techniques, and procedures (TTPs)
in campaigns delivering NetSupport and ScreenConnect going back to January 2025, suggesting a longer
operational timeline. Separately, from 2024 through March 2025, Proofpoint also tracked a threat actor targeting
ground transportation organizations distributing DanaBot, NetSupport, Lumma Stealer, and StealC, which we
previously reported on. It is possible these clusters of activity are all related; however, we cannot attribute this with
high confidence. All appear to have knowledge about the software, services, and policies around how the cargo
supply chain operates. Regardless of the ultimate payload, stealers and RMMs serve the same purpose: remotely
access the target to steal information. However, using RMM tools can enable threat actors to fly further under the
radar. Threat actors can create and distribute attacker-owned remote monitoring tools, and because they are often
used as legitimate pieces of software, end users might be less suspicious of installing RMMs than other remote
access trojans. Additionally, such tooling may evade anti-virus or network detections because the installers are
often signed, legitimate payloads distributed maliciously. Cargo theft actors using RMMs aligns with an overall shift
in the cybercrime landscape where threat actors increasingly are adopting RMMs as a first stage payload.

In just the last two months, Proofpoint has observed nearly two dozen campaigns, with volumes ranging from less
than 10 to over 1,000 messages per campaign.

First Stage Payloads Observed since August 2025

m SimpleHelp N-able = ScreenConnect mLogMeln Resolve Fleetdeck

Figure 2. Most frequently observed first-stage payloads targeting surface transportation since August 2025.

The threat cluster has employed three tactics to deliver RMM tools:
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e Compromising load boards. The actor posts fraudulent freight listings using compromised accounts on
load boards and then sends emails containing malicious URLs to carriers who inquire about the loads. This
tactic exploits the trust and urgency inherent in freight negotiations (see Figure 3).

« Email thread hijacking. Using compromised email accounts, the threat actors inject malicious content and
URLs into existing conversations (see Figure 4).

+ Direct targeting via email campaigns. The cluster has launched direct email campaigns against larger
entities, including asset-based carriers, freight brokerage firms, and integrated supply chain providers.
Gaining access to these entities may allow the actors to identify high-value freight loads or uncover other
opportunities to further their objectives—such as posting fraudulent loads on load boards (see Figure 5).

Posted Load Details

Hi there

Ready 1o go

Pickup 8.00 AM - 6:00 PM

Drop-off. 8 AM =600 PM

Weight: 20 000Ibs

Commadity. Dry merchandise (palletized)
No-touch fresght

TARFP IF FLATBED OR STEFDECK

Rate s posted

Addng my support team for the further assistance

ONLINE SETUP PACKET

hilps ficames-packets co

Kindly

Patrick Flores
Marathon Transport Inc
Operations Department

1310 Northwest 187th Street
Miami, Flonda, 33169

Figure 3. Email sent to a carrier responding to a fraudulent load posted on a load board.

11/19



American hawk Logistic
A ; More v
americanhawk209@gmail.com

we:

/carriersetup. Send me

On Wed, Sep 17, 2025 at 10:07 AM wrote:

Figure 4. Threat actor using a compromised email account and inserting a malicious link into an ongoing

conversation.

Re-Admin Eder
(1] More v
afterhours@ederexpress.com

To Re-Admin Eder <afterhours@ederexpress.com> & 1311

Requested Signed Paperwork

Good afternoon. I'm very sorry for the delay. Please see attached signed BOL
for your reference. Thank you and have a great day.
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Figure 5. Direct email sent to hundreds of organizations in the ground transportation industry.

Typically, emails contain URLSs that lead to an executable (.exe) or an MSI (.msi) file. When clicked, these files
install an RMM tool, granting the threat actor full control of the compromised machine. In some cases, the threat
actor will create domains and landing pages that impersonate legitimate brands or generic transportation terms to
further the believability of the social engineering.

Based on campaigns observed by Proofpoint, the threat actor does not appear to attack specific companies, and
targets range from small, family-owned businesses to large transport firms as described above. The threat actor
appears to be opportunistic about the carriers that it targets and will likely attempt to compromise any carrier who
responds to the fake load posting. Once a threat actor has compromised a carrier, they probably will use their
knowledge of the industry and any insider information derived from other compromises to identify and bid on loads
that are likely to be profitable if stolen.

While investigating the objectives of this threat cluster, Proofpoint researchers found multiple public discussions on
social media websites that aligned precisely with the phishing and account takeover activity we had observed by
this actor. One public Reddit post shared an experience in which the attacker compromised the company via RMM
delivery, deleted existing bookings and blocked dispatcher notifications, added their own device to the dispatcher’s
phone extension, booked loads under the compromised carrier’s name, and coordinated the transport. According
to the post, the initial compromise was a “nextgen.Carrierbrokeragreement type of link” which notably aligns with a
payload URL from this cluster that Proofpoint researchers observed active in July, likely distributing
ScreenConnect: hxxp://nextgen1[.]net/carrier.broker.agreement[.Jhtml.

Best practices

Organizations operating in the surface transportation industry or other industries at risk of cargo theft may benefit
from reviewing the National Motor Freight Traffic Association Cargo Crime Reduction Framework.

To defend against RMM abuse, Proofpoint recommends the following:

¢ Restrict the download and installation of any RMM tooling that is not approved and confirmed by an
organization’s information technology administrators.

* Have network detections in place — including using the Emerging Threats ruleset — and use endpoint
protection. This can alert on any network activity to RMM servers.

¢ Do not download and install executable files (.exe or .msi) delivered via email from external senders.

e Train users to identify the activity and report suspicious activity to their security teams. This training can
easily be integrated into an existing user training program.

Conclusion

According to NICB, cargo theft losses increased 27 percent in 2024, and losses are expected to increase another
22 percent in 2025. Cargo theft is a profitable criminal enterprise, and based on Proofpoint data, cybercriminals are
increasingly targeting surface transportation entities to steal real, physical goods. Proofpoint has observed nearly
two dozen campaigns since August 2025 targeting such entities to deliver RMMs. Public discussion and reporting
on cyber-enabled cargo theft suggests the problem is widespread, impacting organizations nationwide, and only
increasing in scope and spread. Based on the growth of this activity in email threat data between 2024 and 2025,
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Proofpoint assesses this threat will continue to increase. Organizations should be aware of the cyber-enabled

tactics and payloads used by cargo theft criminals, and implement cybersecurity measures to prevent successful
exploitation.

Proofpoint would like to thank our colleagues at ConnectWise ScreenConnect, Red Canary, and the DFIR Report
for collaborating on information sharing related to this activity.

Example Emerging Threats signatures

2837962 — ScreenConnect - Establish Connection Attempt

2050021 — Observed DNS Query to Known ScreenConnect/ConnectWise Remote Desktop Service Domain
2054938 — PDQ Remote Management Agent Checkin

2065069 — Observed RMM Domain in DNS Lookup (n-able .com)

2065076 — Observed RMM Domain in DNS Lookup (remote .management)

2049863 — simplehelp Remote Access Software Activity

2047669 — fleetdeck Remote Management Software Domain in DNS Lookup (fleetdeck .io)

2061989 — Observed DNS Query to RMM Domain (gotoresolve .com)

Select IOCs
Indicator Description g::tn
Payload
carrier-packets[.]net Staging ;)(g%ber
Domain
Payload October
claimeprogressive[.Jcom Staging 2025
Domain
Payload
confirmation-rate[.Jcom Staging October
. 2025
Domain
Payload
wjwrateconfirmation[.Jcom Staging %Z%ber
Domain
Payload
rateconfirm[.]net Staging October
. 2025
Domain
Payload
ilove-pdff.Jnet Staging g)(g%ber
Domain
Payload October
vehicle-release[.Jcom Staging
. 2025
Domain
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Payload
carrierpack|.]Jnet Staging g)(?;%ber
Domain
Payload
car-hauling[.Jcom Staging ggégber
Domain
Payload
carrier-packets|.Jcom Staging ;)(;Jé%ber
Domain
Payload
i-lovepdf[.Jnet Staging ggggember
Domain
Payload
fleetcarrier[.Jnet Staging gggéember
Domain
Payload
scarrierpack[.Jcom Staging ?ggtt_)ember
Domain
. PayI(_)ad September
carrieragreements[.Jcom Staging 5025
Domain
Payload
brokeragepacket[.Jcom Staging gggéember
Domain
Payload
brokerpackets|[.Jcom Staging September
. 2025
Domain
Payload
centraldispach[.]net Staging September
. 2025
Domain
Payload
carriersetup[.]net Staging September
. 2025
Domain
Payload
brokercarriersetup[.Jcom Staging September
: 2025
Domain
Payload
carrierpacket|.Jonline Staging ggggember
Domain
Payload
billpay-info[.Jcom Staging August
: 2025
Domain
Payload
nextgen223[.Jcom Staging égglsJSt
Domain
Payload
fleetgoO[.]Jcom Staging July 2025
Domain
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Payload
nextgen1[.]Jnet Staging July 2025
Domain
Payload
nextgen01[.]Jnet Staging %ggg
Domain
Payload June
ratecnf[.Jcom Staging
Domain 2025
Payload June
ratecnf[.]net Staging 2025
Domain
ScreenConnect||June
dwssa[.]top C2 2025
ggdt35[.]Janondns[.]net (S:ZreenConnect égggst
gtg2haw[.]Janondns][.]net gczzreenConnect gggéember
officews101[ Jcom gcz:reenConnect gggéember
instance-hirb01-relay[.]screenconnect[.]Jcom g;reenConnect gggéember
SimpleHelp August
185[.]80[.]234[.]36 Co 2025
SimpleHelp September
147[.]45[.]218].]66 Co 2025
LogMeln October
70983c62244c235d766cc9ac1641e3fb631744bc68307734631af8d766f25acf SHA256 Hash 2025
N-able October
4e6f65d47a4d7a7a03125322e3cddeeb3165dd872daf55cd078ee2204336789c¢ SHA256 Hash 2025
ScreenConnect||October
cfOceed4a57aaf725341d760883d5dfb71bb83d1b3a283b54161403099b8676ec SHA256 Hash 12025
Fleetdeck September
913375a20d7250f36af1c8e1322d1541¢c9582aa81b9e23ecad700fb280ef0d8¢c SHA256 Hash 2025
SimpleHelp September
8a00b3b3fd3a8féb3ec213ae2ae4efd41dd5738b992560010ab0367fee72cd2a SHA256 Hash 2025
559618e2ffbd3b8b849a6ad0d73a5630f87033976c7adccbd80c41c0b2312765 || & Connect || September
SHA256 Hash |[2025
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