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Ctatbsa AHann3 AsyncRAT, pacnpocTtpaHsieMoro B
Konymoun

& xss.is/threads/69800

00630p.

B TeueHme 2019—2021 10710B 1 OB COCPENOTOYEH HA aHATIN3E KaMIIaHUH, '
opranu3oBaHHbIX rpynnoii APT-C-36, u RAT, ucnosab3yeMbIxX 3TOH ke

TPYIIIIOA U IPYTUMU KUOEPIIPECTYITHBIMU TPYIIIaAMHU, TAKUMU KaK

RemcosRAT, AsyncRAT, Imminent Monitor RAT u T. A. 3a moceiHue
HECKOJIPKO MECAIIEB 51 BU/E HeKOTOpble Mopudukanuu TTP Bo MHOrUX u3

IOTHUX CeMeﬁCB, KOTOPBbIE IIPUBJICKJIN MO€ BHUMAHHUE, K 4 XOTEJI IPOaHAJIM3UPOBATh HX,
YTOOBI YBUAETH, YTO HOBOTIO.

[ToaToMy B 3TO¥ cTaThe MBI IIPOBeZieM aHaIn3 oopasia AsyncRAT, pacipocTpaHEHHOTO B
Kosrym6uu 3a mociaeHuil Mecsir.

Nuadopmanmusn

[lenp aHasIM3a — MpPeIOCTaBUTh MHMOPMAIIHIO O BHITIOJTHEHNY OMHAPHUKA, TEHEAJIOTHU U
IIPOYETO, a HE B/IaBAThCA B MOJAPOOHOCTH CTATUUYECKOUN YaCTH.

Anaau3s

OcHoBHas cTaTUuecKas nHopManusa 06 aHaTU3UPyeMOM o0pasIie IoKa3aHa B TabIuIe

HUXKE.
Field Value
File Stub.exe
name
Type PE32 executable for MS Windows (GUI) Intel 80386 32-bit Mono/.Net
assembly
MD5 c0b9838ff7d2ddecbfe296eae947e5d6
SHA1 76af794b85e4a4ba75c5703df1207b7a6798bf2e

SHA256  79068b82bcf0786b6af1b7cc96de1bf4e1a66b0d95e7e72ed1b1054443f6¢c5e3

File size  45.00 KB (46080 bytes)
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! Exeinfo PE - ver.0.0.6.9 by AS.L- 1118+127 sign 2022.01.29 — >
File : |51J_I|:I.E}(E | Aw -
Entry Point @ |goooc7zE < EP Section : dext % i
[ B8
File Offset : |0000A92E Firstbytes: [FF25002040] | @ % | Puug
Uiker Tfo subsysten: [uindows Gt ] | pe
File Size : Q000B400h <| | MET | Owerlay : MO 00000000 (jl - @
f:‘ -_.:.-. . K =
Imaae is 32bit executable RES/OVL:4 |/ 0 % 2020 =
b
M5 Visual C# / Basic,NET / MS Visual Basic 2005 [ Obfus/Crypted ] -EP Toke| ' gcan jt Rip
Lamer Info - Help Hint - Unpack info ' =
|Big gec, 1.text, Explore and analyze .MNET assemblies with .MET Reflector | 9 = EF

Y6equBIIuch, YTo OMHAPHBIN (aiia HamMcaH Ha s3bike C#, s1 PEIInI IPOBECTH HEOOJIBIIION
aHaJIN3 K0J1a, YTOOBI TPOBEPUTH HEKOTOPHIE AN CTBUA, KOTOPbIE€ BPEJIOHOCHBIE ITPOTPAMMbI

AOJIZKHBI BBIIIOJIHATD IIOCJIE€ 3aIlyCKa, IIPEXKAE YEM 3allyCKAaTbh UX B MOUX CHCTEMax.

Ecnu mb1 nepeiiziem Kk pyakiuu Main, KoTopas ompeziejieHa B TOUKe BX0/1a, Mbl YBUZIUM, UTO
OHAa COJIEPKUT CTPYKTYPY, IIOKa3aHHYIO Ha CJIEIYIOIEM U300pakeHUH.
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BunapHbIi ¢dailsn IpoBepUT PAJ yCIIOBUN, YTOOBI IPOBEPUTD, BBIIIOJIHAETCSA JIU OH CPeN
IIpOYero B BUPTYaJIbHOU Cpejie WM HeT, U B 3aBUCUMOCTH OT Pe3YyJIbTaTOB OH IIPOJOJIKUT
CBOU OOBIYHBIH ITOTOK HJIM 3aBEPIIUT IIPOIIECC.

[TepBas mpoBepKa 3aKJII0UAETCS B TOM, UTOOBI YOEAUTHCS, UTO P/ HACTPOEK,
YCTaHOBJIEHHBIX B KO/JIe, CPeN KOTOPBIX K104, mactebut URL, Bepcus u T. 1.
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result;

result

result

result;

Bo-BTOPBIX, OH IBITAETCS CO3/IaTh MBIOTEKC M OCTAHOBUTD IIOXOKHE MIPOIIECCHI TOTO Ke
oOpas1ia, KOTOpbIe MOTYT OBITh 3aIyII[€HBI.

System;
System.Threading;

Client.Helper

)

rtex(
result; X S
‘n result;

3areM OH BBITIOJTHSIET HECKOJIBKO IIPOBEPOK, YTOOBI OIIPEIETUTH KOHTEKCT, B KOTOPOM OH
paboTaeT (Ty1aBHBIM 00pa30M, YTOOBI OIIPEAETUTD, ABJISIETCS JIM OH BUPTYaJIbHON MAIIMHOU
WIN niecouHunieit). [IpuMeHsoTes pa3andHble METOIbI AHTUAHAIN3A.
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IIpexze Bcero, 3To cBsi3aHo ¢ MeTogoM DetectManufacturer, 1esibio KOTOPOTO SIBJISETCS
ompezieJIeHre TOTo, CBsI3aHa JIM cucTeMa ¢ Vmware, VirtualBox wiu Boo6iiie ¢

BUPTyaJIn3aniuen.

Crnepnyroiee, 4TO HY>KHO CZieJ1aTh, 9TO IIPOBEPUTD, CYILLIECTBYET JIM OTJIa{UUK B KOHTEKCTE
AsyncRAT. [Iiia aroro ucnosnb3yercs AP isDebuggerPresent.

= |

hProcess, isDebuggerPresent) ;

3areM npoBepka (GOKYCHUPYETCS Ha TOM, YTOOBI YBU/IETh, ABJIAETCS JIK CUCTEMA, B KOTOPOK
oHa ObLyIa BBITIOJIHEHA, U3BecTHOU necoununen (https://github.com/sandboxie-

plus/Sandboxie), 4TOOBI TPOBEPUTH €€, IBITAETCsl OpeieTuTh, padoTtaet si DLL SbieDIL.dIl.
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result

result

result =

result;

Crnenytromias mpoBepKa, KOTOPYIO OH BBITIOJIHSET, KACAeTCsA EMKOCTHU CUCTEMHOTO JUucKa. B
STOM CJIydae OH IIPOBEPSIET, MEHBIIIE JIU Pa3Mep Arucka 61000000000L (56,8 I'b). Eciu aTo
Tak, OH Bo3Bpairaer false.

LI
num)

ITociienHee, YTO OH BBHITIOJIHSET B 3TOM HAaOOPE MPOBEPOK, — 3TO IMPOCTHIM METOJIOM
OTIpEIETISIET, IBJISIETCS JIU onepanuoHHas cucrema Windows XP.
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OH Tak’Ke HaIpaBJIeH Ha CO3/IaHUE ITOCTOSHCTBA B cucTeMe. [[Jisi 3TOTO TPOSH MPOBEPSIET,
3allyIIleH JIM KOHTEKCT MpoIlecca ¢ MPUBWIETUSIMH, U €CJIH J1a, TO ucnosbayeT schtasks.exe
JUISI CO37JaHUs 3a/1aUi. B MpOTUBHOM CiIyuae, ecii KOHTEKCT He Hal/leH ¢ pa3pelieHUusAMU
aIMHUHHCTPATOPa, OH IIOIBITAETCS U3BMEHUTH Pa3/iesl peecTpa
Software\Microsoft\Windows\CurrentVersion\Run, 4ToObI BHIIIOJTHUTH COOCTBEHHYIO
Komuio create B mytu %appdata.

fo fileInfo
filelame -
(fileName fileInfo.

C ss process

01

(FileInfo.n

[Tocsie aToro ob6paser konmupyeT cebs1 B kKatayior %appdata% u cozmaer dati .bat, auTo6bI

CHaAyaJsIa 3aIlyCTUTh TallM-ayT, 3aIlyCTUTh oOpasel u3 %appdata% u ymaauts daitn .bat.

‘eam stream w FileStream(fTileInfo.
gl | array = - (TileName);
stream.Write(array, @, array. );
(OH
: text - i () +
ing (Streambiriter streamWriter =

streambriter.
streamWriter.Writ
streamhriter. i
streamWriter.Writ
streamhriter.i

E"

¥
ProcessWindowStyle.

(@);
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ITocsieiHEE MHTEPECHOE IEHCTBHE — YCTAHOBUTD CBA3b ¢ C2 uepes MEeTO/bI
ClientSocket.Reconnect() u ClientSocket.InitializeClient().

ITocste pa3BepTHIBAHUA B Cpejie 00pasel] MOKET BBITIOJTHATD MHOYKECTBO JPYTHUX A€UCTBUM.

Hampuwmep, xiace Client.Helper.IdSender umeer metoz sendInfo, koTopbiii oTBeuaer 3a

OTHpPaBKy UH(OpMaALU U3 ONlepAIIMOHHON cucTeMbl Ha C2.
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=X Sendinfol) : bytel] X

8-
Jiods _an
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b £,
.
*

itar .

]_-[eTa.TIbHOG PacCMOTpEHHE KaXXKI0ro Kjiacca MOXKET 3aHATb MHOT'O BpEMEHHU, 1 B 3TOM CIy4dae
OeJib COCTOUT B TOM, YTOOBI IIPpOAHAJIM3UPOBATH ITIOBEACHHE ITOCJ/IE BBIIIOJTHEHHUA, IIO3TOMY A
OCTaBJII0 HEDOJIBIIIOE H306pa>1<eHHe YqaCTHu KJIaCCOB U METOZA 0B, KOTOPbIE€ BKJIIOYAIOT o6pa3eu,
K MBI BBIIIOJTHUM aHaJIN3 IIOBEJCHUA.

JIuHaAMHUYEeCKHUN aHAJINu3

Coobimusa npoyeccos 8bICOK020 YPOBHS
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4 {} Client.Connection
A

4 4
Y

8 Deived Type
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Tenepb TPUIILIO BpeMs B30pBaTh BpefoHOCHOE I10 B KOHTPOJIMPYEMOH CpeJie, YTOOBI
IIPOBEPUTD HOBe/ieHrEe BpeZoHocHOTO I10. B 3TOM cityuae s BHIIIOJIHSI pa3Hble JEeHCTBUS C
IIpaBaMu aJMIUHHCTpAaTOpa U 6e3 HUX, YTOOBI IOCMOTPETD, KaK MOBeieT cebs1 obpaserr. A
CJIeJIaJI 3TO, TOTOMY YTO B CTATHYECKOH YACTU MbI BUJIEJIH, UYTO TIOBEIEHUE MOXKET
BapbUPOBATHCSA B 3aBUCUMOCTHU OT TOTO, BBITIOJTHSETCS JI OHO B KOHTEKCTE 3/IMUHHUCTPATOPA.

Hpueu.aeeupoeauuoe 8blno/tHeHuUe

£ Stub.exe (2740) Coilserstlab' Desktop '\ Stub exe .
= 8 omd.exe (7380) Windows Comma... C:\Windows'\SysWOWE4\omd exe |
54 Conhiost exe (8572) Console Windaw . COWindows\System 3\ Canhost exe |
¥ schiasks exe (4152) Task Scheduler C... CWindows\SysWOWES \schiasks exe |
= i cmd exe (B240) Windows Comma... C.\Windows\SysWOWed\cmd exe I
=% Conhost exe (368) Console Window .. C\Windows\System 32 Conhost exe l
[N timeout exe (6272) timeout - pauses c.., C\Windows \SysWOWES \imeout exe |
W Runtime Braker exe (4080) Clserslab' AppData' Roaming\Furtime Broker exe _
Henpuewteeupoeauuoe 8bino/tHEeHuUe
= 8 stub exe (B104) C:\Users lab\Desktop stub exe .
= g emd exe (1112) Windows Comma... C:\Windows '\ SysWOWE4\emd exe I
{8 Conhost.exe (6696) Conzole Window ... C.\Windows'\Sysiem32\Conhost exe I
¥ timeout exe (6692) timeout - pauses c... C:\Windows \SysWOWEL timeout exe
[ Rurtime Broker.exe (4912) C:\Users\ab'\App Data Roaming' Puntime Broker exe [ ]

Kax BuiHO, eCTh HEKOTOPbIE PA3JINYMs, KOT/Ia 00pa3el] BHIIOIHSJICSA C IPUBUJIETUAMH, &
Korja HeT. Hanmpumep, B mepBoM U300pakeHnuu, KOTOpPOe COOTBETCTBYET BBITIOJTHEHUIO C
MPUBUJIETUAMU, €CTh 3 IOTIOJTHUTEIBHBIX ITPOIECCA, KOTOPBIE ABJISIOTCS CIIEAYIOIUMHU.
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ATO CBA3AHO C TEM, UTO BHITIOJIHEHHE ITporiecca 7380

cmd.exe CBA3aHO ¢ YCTAHOBKOM 3aIUIAHUPOBAHHOM
|  cmd.exe (738@)

|  Conhost.exe (8972)
|  schtasks.exe (4152)

3amaun. OHAKO ecyiu oOpa3elr 3amycKaeTcs 6e3
IIpaB aIMUHUCTPATOPA, 3aIJIAHUPOBAHHOE 3a/[aHUE
HEe MOJKET OBITh CO3/IaHO.

Mps1 cobupaemcs ToAPoOHO OCTAHOBUTHCS Ha

mpoleccax, YToObl YBUIETh OCHOBHBIE JIEHCTBUSA, KOTOPbIE OHU BBITIOJIHSIN U KOTOPBIE
MOTYT IIPE/ICTABJIATh UHTEPEC JJIsl CO3AAHUA KAaKOTO-T1U00 0OHApYKEHUA WU
u/ileHTU(GUKAIUY 1abJIOHOB. JIJ1 3TOTO MBI COCPEIOTOUNMCS Ha BHITIOJTHEHUH C IIpaBaMU
aMUHHCTPATOPA, U B CJIydae, €CJIU B IPYTOM HUCIIOJTHEHUH OyZIeT YTO-TO JIPYTO€e, OHO Oy/eT
Ha3BaHO.

Cmab.exe - 2740

3to obpazer; AsyncRAT. BrinosiHeHME OBLITO

BBIIIOJIHEHO C IIpaBaMM aJMUHUCTPATOPA. C:\Users\lab\Desktop\Stub.exe

ATOT Tpoliece, Kak Mbl BUIEIU pPaHee, OyaeT
OTBeuaTh 3a CO3/IaHMeE OIpe/ieIeHHbIX (DaliyIOB B
cucreme. [Ipek/ie Bcero, OH co3/1aeT B Katasiore %appdata% cBOIO KOIHIO.

Process Name PID Operation Path Result Detail

¥ Stub.exe 2740 vy CreateFile C:\Users\lab\AppData\Roaming\Runtime Broker.axe NAME NOT FOU... Desired Access: Read Attributes. Disposition: ...
¥ Stub.exe 2740 '+ CreateFile C:\U \lab\AppData\R: ing! ime Broker.exe SUCCESS Desired Access: Generic Read/Write, Dispositi...
W Stub_exe 2740 - WriteFile C:\Users\lab\AppData\Roaming\Runtime Broker.exe SUCCESS Offset: 0. Length: 46.080, Priority: Normal

W Stub exe 2740 & CloseFile C:\Users\lab\AppData\Roaming\Runtime Broker.exe SUCCESS

3areM OH TaKKe CO3/IaeT MaKeTHBIN daitn B %appdata%, KOTOPBIi Oy/1eT BBITOJTHATHCS
TI032K€ JIJIs1 BBITIOJTHEHUS PA3JIMYHBIX JIEUCTBUU B OIIEPAIIIOHHOU CUCTEME.

Process Name PID Operation Path Result Detail

W Stub.exe 2740 ' CreateFile CUsers\lab\AppData\Local\Temp\tmp3959.tmp.bat SUCCESS Desired Access: Generic Write. Read Attributes...
¥ Stub.exe 2740 ' WriteFile ChUsers\lab\AppData\Local\Temp\tmp3959.tmp.bat SUCCESS Offset: 0. Length: 154. Prionty: Normal

¥ Stub.exe 2740 ‘= CloseFile Ci\Users\lablAppDatslLocal\ Tempitmp3959 tmp bat SUCCESS

¥ Stub exe 2740 s CreateFile t SUCCESS Desired Access: Read Affributes, Disposition Open, Op.
¥ Stub.exe 2740 'pw QueryB ile t SUCCESS CreationTime: 26/05/2022 19:56:29, LastAccess Time: 26...
W Stub.exe 2740 g CloseFile SUCCESS

W Stub.exe 2740 g CreateFile SUCCESS Desired Access: Read Atfributes, Disposition: Open. Op
W Stub.exe 2740 'u QueryBasicInformationFile C\Users\labl\AppDatallocalTempimp3959.tmp bat SUCCESS CreationTime: 26/05/2022 19:56:29. LastAccessTime: 26..
¥ Stub.exe 2740 [ CloseFile Ci\Users\lablAppDataiLocal Temp\imp 3953 tmp bat SUCCESS

I Stub exe 2740 7 CreateFile C\Users|lablAppDatsiLocal\Temp\tmp3359 tmp bat SUCCESS Desired Access: Read DatajList Directory. Execute/Tra.
¥ Stub.exe 2740 '+ WriteFile CA\Users\lab\AppData\Local\Temp\tmp3959.tmp.bat SUCCESS Offset 0, Length: 4.096, IfO Flags: Non-cached, ...
¥ Stub.exe 2740 ' SetEndOfFileinformationFile Ci\Users\lab\AppData\Lecal\Temp\tmp3959.tmp_bat SUCCESS EndOfFile: 154
W Stub.exe 2740 'gm CreateFileMapping Cl\Users\lab\AppDataiLocall Templimp3s59.tmp bat SUCCESS SyncType: Sync TypeQOther

¥ Stub.exe 2740 'rx CreateFi i CAU: \lab\AppData\Local\Temp\tmp3959.tmp.bat FILE LOCKED WL... SyncType: SyncTypeCreateSection. PageProte...
W Stub.exe 2740 'vu QueryStandardinformationFile  C\Users\lab\AppDataiLocall Temp\tmp3953.tmp bat SUCCESS AllocationSize: 160. EndOfFile: 154. NumberOflLinks: 1.D.
¥ Stub.exe 2740 ' CloseFile C\Users\lab\AppDataiLocal\Templimp3959.tmp.bat SUCCESS

Yro Kacaercsa pa3aesioB peecTtpa, TO 0co00OM aKTUBHOCTH HET.

Hugopmayun

Paszauunoe nogedeHue 8 npumepe 3anycka 6e3 npusuaezuil.
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OaHaKO B c/Iydyae HENPHBUJIETHPOBAHHOIO BHIINIOJIHEHHUA B KJII0OUYaX peecrpa
Ooyzer moarpuKaAIUA A1 COXPAHAEMOCTH C HCIIOJIb30BAaHUEM KJII0Ya
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\Runtime Broker.

oS e v wpeEn rou ez e

W sub.exe 6104 [ RegSetVale  HKCL\Software\Classes'\Local Settings \MuCache\3\52C64B7E\ LanguageList SUCCESS Type: REG_MULTI_SZ, Length: 20. Data: en-US, en
Wi <tub eve 6104 [RegSetVale  HKCU\Software'\(lasses\Local Settings\MuiCache\8\52064B 7E L anguage ist SUCCESS Type: REG_MULTI_SZ. Length- 20. Data: en-US. en
W stubexe 6104 [ RegSetVale  HKCU'Software'\Classes'\Local Settings'\MuCache\3\52C64B7E\ LanguageList SUCCESS Type: REG_MULTI_SZ. Length: 20. Data: en-US. en
W stub.exe 6104 [f RegSetValue  HKCU\Software\Classes'\Local Settings\MuCache\3\52C64B7E\anguageList SUCCESS Type: REG_MULTI_SZ, Length: 20, Data: en-US, en
i stub exe SetVolue HKCU\Software\Microsoft \Windows \Current Version\Run' Muntime Brokier __ S1OCESS Type: REG_SZ. h: 100. Data: “C:\Users\lab\AppData\Roaming\Runtime Broker exe”

B Registry Editor
File Edit View Favorites Help ~
[ Computer\ HKEY_CURRENT_USERY rosoft\ Wi c jon\R >
Backgrouni ~ | Name Type Data -

Capability | a8 Detautt) REG_SZ (value not set)

= 2 {Runtime Broker | REG_SZ “C:\Users\lab\AppData'\Roaming\Runtime Broker.exe”
ClickNote —

CloudStore

cmd.exe — 7380

"C:\Windows\System32\cmd.exe" /c schtasks /create /f /sc onlogon /rl highest
/tn "Runtime Broker" /tr '"'C:\Users\lab\AppData\Roaming\Runtime
Broker.exe'' & exit

ATOT IpoIllecc B OCHOBHOM OTBEUAeT 3a 3aIyCK ABOMYHOTO ¢aiiia schtasks.exe. BaskHo
OTMETHUTbH, KaK MbI BUJIUIM U YBUJUM B XOJIe aHAIN3a, YTO, IIOCKOJIBKY 3TO 32-OUTHBIN COMILI,
BBITIOJIHEHHE Oy/1eT cBsa3aHo ¢ kaTtasoroMm C:\Windows\SysWOW64)\.

Bl cmd exe 7380 2 Process Create C:A\Windows\SysW OW64\schiasks exe SUCCESS PID: 4152, Command line: schtasks fcreate f /s.

ITOT Ipolece He OyeT cylecTBoBaTh Ipu 3amycke AsyncRAT 6e3 mpaB afi/MUHUCTPATOPA.
schtasks.exe — 4152

schtasks /create /f /sc onlogon /rl highest /tn "Runtime Broker" /tr
'""C:\Users\lab\AppData\Roaming\Runtime Broker.exe"'

3asaua reHepUpYyeTCs B CUCTEME JIJIsl BBITIOJTHEHU IPU KaXK/IOM BXOJIe B CUCTEMY JIF0O0TO
I10JIb30BaTeJIA C IIpaBaMU aJJIMUHUCTPATOPA.

/f-> A value that forcefully creates the task and suppresses warnings if the
specified task already exists.

/sc onlogon -> In each login

/rl highest -> Max privileges

/tn "Runtime Broker" -> Task name

/tr "C:\Users\lab\AppData\Roaming\Runtime Broker.exe" -> Task run to
execute
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General Triggers Actions Conditions Settings History (disabled)

Mame; Runtime Broker
Location: %

Authar: DESKTOP-YVI4QLURN 2k
Descripticn:

General Triggers  Actions Conditions Settings  History (disabled)

When you create a task, you can specify the conditions that will trigger the task, To change these triggers, ocpen

Trigger Details Status
At log on At log on of any user Enabled

General Triggers Actions  Conditions  Settings  History (disabled)

When you create a task, you must specify the action that will cccur when your task starts. To ch

Action Details
Start a program "ChUsershlab\ AppData\Reaming\Runtime Broker.exe"

cmd.exe — 8840

C:\Windows\system32\cmd.exe /c
""C:\Users\lab\AppData\Local\Temp\tmp3959.tmp.bat""

DTOT Ipoliece OTBeUaeT 3a BBINOJIHEHUE bat-daiiia, co3/JaHHOTO BO BpEMs BBIIIOJIHEHU
nBongHOTO (aiiyia Stub.exe. BayKHO OTMETUTD, YTO UM MAKETHOTO (daiiyia 3aBUCUT OT
BBITIOJTHEHU A, OJTHAKO 111a0JI0H Beerza ofuH U ToT ke. Cienytomiee RegEx 6yznet paborats,
4TOOBI 0OHAPYKUTD 3TO.

Jtmpla-zA-Z1-9]{4}.tmp.bat

https://xss.is/threads/69800/ 14/24



10/23/22, 7:17 AM

Cratbs - AHanua AsyncRAT, pacnpocTtpaHsiemoro B Konymbum | XSS.is (ex DaMaGelLaB)

i Createfile

3016 Clserslab\AppData'Local Temp tmpS54EItmp bat
3016 ' WiiteFile ChllsersMab\AppData’Local\Temp \impS4 EStmp bat
9018 ' CloseFile ChUsersMab'\AppData’Local Temp dmpS4ES tmp bat EXECUT|ON 1
5016wy CreateFie
F768 ' Lrecterie C-\Users lab \AppData\Local\Temp dmp s DES.mp bat
8768 s WrteFie Ci\Users'lab) 2opData’ LosalTempump 7DEStmp batl EXECUTION 2
8768 ' CloseFile CAlsersMab\AppData’Local Temp \tmp FDES tmp bat
3768 T CreateFile CAl Iie'\:Eb\.E:‘a_ta"d_-;ce'&Temp imgp TDESimp bat
6104 'wu CreateFile CAllsers'abAppData'L ocal'.Temp'tmpCC 1E tmp bat
6104 ‘= WriteFile Clsersylab AppData'l ocal' TemptmpCC 1E tmp bat
6104 F CloseFile C-\UsersWabAppData'Local\ Temp mpCC1E tmp bat EXECUTION 3
B siub exe B104 T Createfile C\Users'lab\AppData'Local Temp dmpCC 1E tmp bat
Stub.exa 2740 §y CreateFile  C\Users\lab\AppDatalLocal\Templtmp3959.tmp ba
Stub.exe 2740 7y WiiteFile C:';Usa-rs'l,lab'\.ﬁ.ppDala".,Lncal\Temp\,ﬁ'npSBSﬂ.lmp.bali EXEC 4
Stub.exe 2740 &y CloseFile C:‘;Users'l,lab‘;ﬁppDala".,LUcal\Temp\h‘anQSﬂ.lmp.bal]
Stub exe 2740 ¢y CreateFile  CiUsers\lab\AppDatalLocal\ Temp\imp32359.imp. ba

timeout.exe - 6272

timeout 3

BpeI[OHOCHaH IIporpamMmma HCIIOJIb3YET TafIM-aYT B 3 CEKyHbI, IIpEXXae YeM Ha4dyHeT

BBITIOJIHATH OCTAJIbHBIE I[eﬁCTBHH.

Runtime Broker.exe — 4080

"C:\Users\lab\AppData\Roaming\Runtime Broker.exe"

Kak BUIHO 13 Ha3BaHU:A IIPOIiecca, BPEIOHOCHAS IIPOrpaMMa IIbITAeTCs BbIIATh ce0s 3a
JIETUTUMHBIN OuHapHbIH (aiiyt Microsoft Windows runtimebroker.exe. OjHako B aTom

CJIy4dae€ MOXKHO 3aMETUTD, YTO MEXAY ABYMA CJIOBAMHU €CTb np06e11.

3/1echb yCcTaHaBJIMBaeTCA CBA3b ¢ cepBepoM C2. B 1aHHOM cilydae UCIIOJIb3YIOTCA ITOPTHI

8808, 7707 u 6606. IP-azipec Ha3HAUEeHUA — 217.195.197.70.

Process Name Operation
"W+ Rurtime Broker... i TCP Disconnect
'B- Runtime Broker... G TCP Reconnect
"N+ Rurtime Broker... . TCP Reconnect
‘N- Rurtime Broker... . TCP Disconnect
'B- Runtime Broker... G TCP Reconnect
"N+ Rurtime Broker... . TCP Reconnect
'N- Rurtime Broker... . TCP Disconnect
'B- Rurtime Broker... G TCP Disconnect

Path

DESKTOP-VJ4GQLU Jan1:50253 -
DESKTOP-VJ4GLU Jan1:50264 -
DESKTOP-VJ4QLL Jan1:50264 -
DESKTOP-VJ4GLL Jan1:50264 -
DESKTOP-VJ4GLU lan1:50270 -
DESKTOP-VJ4QLL Jan1:50270 -
DESKTOP-VJ4GLU Jan1:50270 -
DESKTOPVJ4GLU lan1:50277 -

Result Detail
70.157.195.217 in-addr arpa: 3808 SUCCESS Length: 0, segnum: O, connid: 0
F0.197.195.217 in-addr.ama: 7707 SUCCESS Length: 0, segnum: 0, connid: 0
F0.157.195.217 in-addr.ama: /707 SUCCESS Length: 0, segnum: 0, connid: 0
70.197.195.217 in-addr ampa: 7707 SUCCESS Length: 0. seqnum: [, connid: 0
70.197.195.217 in-addr.arpa: 8808 SUCCESS Length: 0, segnum: 0, connid: 0
70.157.1595.217 in-addr arpa: 8808 SUCCESS Length: 0, segnum: 0, connid: 0
70.197.1595.217 in-addr.ama: 8808 SUCCESS Length: 0. seqnum: 0, connid: 0
70.197.195.217 in-addr.arpa. 7707 SUCCESS Length: 0, segnum: 0, connid: 0

C I[perﬁ CTOPOHBI, ADYTUM UHINUKATOPOM, KOTOpblﬁ MOKET IIOMOYb HaM

UIeHTU(DUITIPOBATH BEIOOPKY U CEMEUCTBO BO BpeMs aHAJIN3a, SIBJISIETCS UCIIOIb3yeMbIi
MBIOTEKC, B JAHHOM ciy4ae 3To AsyncMutex_ 6SI8OkPnk.
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Basic Intarmation

Mame: | Shasione' 1 BaseNamedObjects bAsyncMutex 5180k Pk
Type:  Mutant
Description: A synchronization object (@ Win32 mutex).
Address: [mFFFFACBZZE147730
References Quota Charges
References: 65536 Paged: 0
Handles: 1 Mon-Paged: 144
Mutant Infao
Held: FALSE

Abandoned: FALSE

Bo Bpems BeinostHeHUs1 Runtime Broker.exe st nmpuctynui k ussieuennio coopku .NET us
aMSATH, YTOOBI IPOBEPUTD, OBLII JTU 3TO TOT Ke ABOMYHBIN (aii Stub.exe, KOTOPHII ObLT
IIPOAHAJIU3UPOBAH I1033Ke, WM OH IPe/ICTABJIA HEKOTOPYIO Pa3HUILy IIPU 3alycke. B xozne

STOTO U3BJIEUEHUA U3 ITaMATU ObLIN IIOJIY4€HbI CJIEAYIOIIE C60pKI/I.

aB.exe

Cbopka aB.exe — 310 TOT ke daiin Stub.exe, KOTOPHIH B CBOIO OUEPEh TAKIKE SIBJISETCS

Runtime Broker.exe.

MessagePackLib.dll

dta DLL He cofep:KUT HUKAKUX YIIAKOBIIIUKOB HJIHM CPEJICTB 3aIMTHI KOJa. 41 U3 68

JOBUKKOB VT

(https://www.virustotal.com/gui/file/cd89c8cobbb614fac779491bg8ed425f90b01412381e02

392fb27b36db3568bof) onpenensaroT sty DLL Kak BpeZJoHOCHYIO.

https://xss.is/threads/69800/
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“ Detect It Easy v3.04 [Windows 10 Version 1804](x36_64) — O w
File name
CifUsers fab Desktop /Dumps MessagePadkd ib. dl

File bype Entry paoint Base address =

PE32 1000530e > Disasm Memory map

PE I | Import | Resources M I

Sections Time date stamp Size ofimage R
2099-07-09 07:55:40 W . 000ga008) _ ' W | verson
Scan Endhianness
Automatic LE 32-bit 36 ) gnatures

* PE3Z _ Demangle
Librany: NET(+3.0.30319)[-]
Linker: Microsoft Linken(43.0)[DLL32]

Shortcuts

Options

Cignatures E Deep scan : Reqursive scan _ All types

Directory = | Log 201 msec

B3riisgHyB Ha cOOPKY, BBI MOJKETe YBU/IETH, YTO CTPYKTYpa KJlacca He KaXKeTcs OYeHb
CJIOJKHOM, M, MPOsIBUB HEMHOTO TE€PIIEHU s, BBI CMOKETE OIPE/IETUTD €r0 QYHKIIMOHAIBHOCTD
(ecsim BaM MHTEpPECEH MIPUMeED, CIIPOCUTE MEHS B YaCTHOM TOPSKE).
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Recovery.dll

B sToM cityuae yziasioch IpoBepUTH CylliecTBOBaHUEe Reactor, KoTopslil cam 1o cebe
HasbIBaercs 3amutoi koja NET( https://www.eziriz.com/) , 4TO MOKHO YBH/JIETh Ha €TI0

BeO-caiTe.
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DB Detect It Easy v3.04 [Windows 10 Version 1809](x26_64) - O b4

File narme
C: fUsers flab Desktop Dumps Recovery.dl

Entry point
» 00479dce Memary map |

[ | BN | Wlir—"—!f——q—

Time date stamp ﬂ:ecﬂ'l# Strings
> 24505-150801:30 W 1§, dorgood) _ [ verson Entropy
Scan Endianness Made Architechure Type Hex

Automatic 3 [386 DLL Signatures [

* PE32
Protector: Ezinz .NET Reactor(Bocxx)[By Dr.FarFar]
Library: .MET(v4.0.30319)[-]
Compiler: VB.MNET(-)[-]
Linker: Micresoft Linker(48.0)[DLL32]

Shortouts

Options

Signatures Jeep 508 Reaursive scan [T All types | about
Directory > | | 362 msec Exit

Yro KacaeTrcs cOOPKHU, TO MOKHO yOeTUThCsI, UYTO €CTh 3aIUTA KO/, TAK KAK MHOTHE CTPOKH
1 KJIACChI PAHAOMHU3UPYIOTCS B MOMEHT HAOJIIOeHHs 32 UX BO3MOXKHOI JIOTHKOI.

W Bt - kil

B mporiecce MONBITKY CHATH 3aIIUTY KOJIa MOXKHO YBUZETD B 00JIee YUTAEMOM BHUJIE YaCTh
KO/1a, UAEHTUDUITUPYIOIIYIO COOOIIEHHUS O IEUCTBUAX, KOTOPhIE MOKET ITOIBITAThCS
BBITIOJIHUTH COOPKA, B JAHHOM CJIy4yae, KaK BUJHO Ha N300paKeHNHU, CBSI3aHHBIX C
nostyueHueM (aiiyia kyku Firefox.
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I'pad nmoToka BHINMOTHEHUS

UTo0bI MMeTh TpadudecKoe IMpe/icTaBaeHre Haubosiee BaXKHBIX COOBITUH, IIPOUCXO/IAIINX BO
BpeMs BeinostHeHUs AsyncRAT, 6b11 pazpaboTaH rpad noBefieHNUsA, HA KOTOPOM MOKHO
YBUJIETh COOBITUSA, TeHEpUPYEMBbIE B CICTEME BO BpeMs €ro BBIIIOJTHEHU .
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T A Exploitation Event: WriteFile EETALIEGEN
Sysmon: 11 Sysmon: 11

. Path: %AppData%\Runtime Broker.exe Path: %tmp%\tmpXXXX.tmp.bat e et e cia=Creation

EID: 4698

N name: Runtime Broker
- oreates > Command: %AppData%\Runtime Broker.exe

receives

'
1
'
1
1
i
i

¥

|_Delivery | —t

attachs ‘ descompress

Email received Zip file with ) wns =
e

password |

|
i
|
! cmd.exe
i

Event: RegValueSet [ Installation |

Sysmon: 13 tmpXXXX.tmp.bat
Key: HKCU\Software\Microsoft\Windows\CurrentVersion\Run\Runtime Broker spawns spawns

Value: %AppData%\Runtime Broker.exe . i

Kill chain phase Event: Network Connection = @

A : Sysmon: 3

uto execution &

System Events IP: 217.195.197[.]70 Runtime Broker.exe timeout.exe
User interaction Ports: 8808, 7707, 6606

AJmMa3Has MOJe b

%" ADVERSARY

@loseliyo_lstnk *  Unknown

& INFRASTRUCTLURE CAPARILITY

= 217.195.197[.)70 - AS201364
- ||:::l
Elevated Ports: 8808, 7707, 6606

Code protected by Reactor

Persistence creating new scheduled

task (if admin user)

Persistence by setting a new registry

key (it no admin user)

Batch file creation in $tmp%

SVICTIM Copy of itself in %cappdata®
Distributed zip file with password

Colombian organizations

Passibly other LatAm countries as

well

217.195.197.70 through 6606, 7707, 8808 ports
76AF794B85E4A4BA75C5703DF1207B7A6798 BF2E
16CC8C3A461A6CE5A7ED1FF569EA61B8D9BA143E
93E9469789A4ECD28E30006D1CE10DBFFBD36D7C
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e Mutex AsyncMutex_ 6SI8OkPnk

ITpaBuia i CUTMbI

Co3paHHbBIE curMa-NnpaBwia cienu@UIHbI A4 3TOU MOJIE3HOU HATPY3KH.
AsyncRAT GyzeT UCIoJib30BaTh pa3HbIE MOJIE3HbIE HATPY3KHU C OTUHAKOBBIMHU WJIN Pa3HBIMU
“MeHaMu. BajkHO OTMETHTb, YTO UCXOJHOE UMsI BCTPOEHHOTO (haiiyia B 9TOM ciIydae —
Stub.exe. IT0 UHTEPECHO, IOTOMY UTO, €CJTU 3JI0YMBIIIUIEHHUKU CO37[a/lyT HOBBIE MTOJIE3HbIE
HaTrpy3KH, BO3MOYKHO, UCXO/THOE UM (haiiyia OCTAaHETCS TPEKHIM.

title: Detect AsyncRAT persistence with schtasks based on specific c
id: 4418f@ad-3alc-4e21-9e3a-fa55336aal23
description: Detect the execution of the AsyncRAT payload to launch schtas
status: experimental
date: 2822/86/01
modified: 2822/86/01
author: Jose Luis Sanchez Martinez (@Joseliyo Jstnk)
references:
- https://jstnk9.github.io/jstnk9/research/AsyncRAT-Analysis
- https://www.virustotal.com/gui/file/79868b82bcf@786bbatlb/cc96delbtd
logsource:
product: windows
category: process creation
detection:
parent_selection:
ParentImage |endswith: 'Stub.exe’
selectionl:
Image |endswith: '\cmd.exe’
CommandLine |contains|all:
- "schtasks
- "VAppData‘Roaming\'
- 'lexe'
condition: parent_selection and selectionl
falsepositives:
- Unknown
level: medium
tags:
- attack.persistence
- attack.T1@53.885
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title: Detect AsyncRAT execution based on specific payload Copy
id: ac891388-958b-4c@8-a77d-8el149d63d741
description: Detect the execution of the AsyncRAT payload to establis
status: experimental
date: 2822/86/81
modified: 2822/06/61
author: Jose Luis Sanchez Martinez (@Joseliyo Jstnk)
references:
- https://jstnk9.github.io/jstnk9/research/AsyncRAT-Analysis
- https://www.virustotal.com/gui/file/79668b82bcTB786bbatlb7ccobd
logsource:
product: windows
category: registry set
detection:
selection:
EventType: SetValue
Image |endswith: 'Stub.exe’
TargetObject|endswith: *\Software\Microsoft\Windows\CurrentVersio
Details|contains: ".exe’
condition: selection
falsepositives:
- Unknown
level: medium
tags:
- attack.persistence
- attack.tl1547.881

B opuruHasibHOM pPenoO3UTOpPUH Sigma

(https://github.com/SigmaHQ/sigma/tree/master/rules/windows) ectb 60bIII0€

KOJIMYECTBO OOIIHX ITPABUJI, KOTOPbIE MOTYT IIOMOYb B 00OHAPYKEHUH 3TOH BPETOHOCHOU

IIPOrpaMMBI.
ATT&CK
Kill chain Diamond
Technique phase vertex Comments

T1566.001 - Phishing: Spearphishing Delivery Capability Email with ZIP file
Attachment attached

T1547.001 - Boot or Logon Autostart  Installation ~ Capability Set registry key if

Execution: Registry Run Keys / non-privileged user
Startup Folder executes the
payload
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T1053.005 - Scheduled Task/Job: Installation ~ Capability Creates new

Scheduled Task scheduled task if
privileged user
executes the

payload
T1036.005 - Masquerading: Match Execution Capability Writes itself as a file
Legitimate Name or Location named Runtime
Broker.exe saved in
%APPDATAY%
T1571 - Non-Standard Port Cc2 Infrastructure Use the ports 8808,

7707 and 6606 for
communication

T1059.003 - Command and Scripting  Execution Capability Executes batch file

Interpreter: Windows Command Shell created previously

T1027 - Obfuscated Files or Exploitation Capability .NET Reactor is

Information used for code
protection

T1095 - Non-Application Layer C2 Infrastructure TCP is used for C2

Protocol communications

IlepeBeneno cunermuaabHO 1A XSS.IS
AsTop nepeBozaa: yashechka
Hcrounuk: https://jstnkg.github.io/jstnkg/research/AsyncRAT-Analysis/
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