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Unraveling an RPC Thread

Abusing RPC server calls for code execution
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Transport

RPC Infrastructure

Windows RPC (Remote Procedure Call) facilitates the execution of
distributed client/server function calls. With Windows RPC, a client
can invoke server functions just as if they were local function calls.

Unmarshalling - The function reads the
al® incoming data packet and converts the

[

serialized parameters into their native in-
memory representation

Dispatching - It then calls the server-side
@ function with these parameters

Marshalling - Converts the function's
return values and output parameters back

into a network-friendly format to send back
to the client.



RPC Protocol Sequences

HOSTA HOSTB
| recciient || recserver ||]] RPC Server |
S S A R S 1 [P S——
I RPC +nnme I 11 RPC Runtime T !
[ e = | D e L e e e e ey . |
DCE/RPC protocol DCE/RPC protocol
Sttt e

https://itm4n.qgithub.io/from-rpcview-to-petitpotam/




RPC Protocol Sequences

The RPC Protocol Sequence is a predefined string that
specifies the protocol the RPC runtime will use to transfer
messages, including the transport and network protocol.

Microsoft supports several RPC protocols, such as:

« Network Computing Architecture connection-oriented
protocol (NCACN)

« Network Computing Architecture datagram protocol
(NCADG)

« Network Computing Architecture local remote procedure
call (NCALRPC)

Common protocol sequences include:

« ncacn_ip_tcp: Connection-oriented TCP/IP

« ncacn_http: Connection-oriented TCP/IP using HTTP
proxy

« ncacn_np: Connection-oriented named pipes

« ncadg_ip_udp: Datagram-based UDP/IP

* ncalrpc: Local Procedure Calls

NULL )

string + len, strlen(pszNetworkAddress),

1", pszEndpoint};
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Binding Handles

Automatic: Simplest. The server exports its
binding information to a namespace, and
the client stub handles the binding
management automatically.

Implicit: The client application retrieves the
server's binding information and assigns a
server binding handle to a global variable
before making any remote procedure calls.

Explicit: The client application supplies the
binding handle as a parameter to each
remote procedure call, enabling clients to
manage bindings on a per-call basis to meet
specialized requirements.

Client Application
Source Code

RPC Run-time
Library

Server Application
Source Code

Automatic

Invoke Remote
Procedure

Create and

Binding Handle

Respond to
Remote
Procedure
Call

Implicit

Set Binding

Information

and Create
Binding Handle

Binding Handle

Respond to
Remote
Procedure
Call

Explicit

Set Binding
Information,
Create Binding
Handle and Pass
to RPC Run-time
Library

Pass Binding
Handle to

Server Application

Respond to
Remote
Procedure
Call

|:’ Code that manages the binding handle




RPC Bindings

Set Binding t _iCreate BfndfngE IEPass Binding
« Information =+ "~ - Handle - " : Handle

Automatic handle managed by the RPC runtime

CLIENT

Set Binding Create Binding : Pass Binding

;—PECaH Procedureé

Explicit handle RPC runtime E

CLIENT Information | |  Handle Handle SERVER
Implicit handle RPC runtime
Set Binding Create Binding Pass Binding
CLIENT H Information | | Handle | | Handle B FIEEEITE

https://itm4n.github.io/from-rpcview-to-petitpotam/



Protect RPC Endpoints

Registration Flags: These flags can be specified when
registering the server interface to control access.
RPC_IF_ALLOW_LOCAL_ONLY, as example, restricts
connections to local clients only.

rityCallback(RPC_IF_HANDLE hInterface, void* pBindingHandle} {

status = RpcServerRegis

Iface_spec_s, Security Callbacks: It is possible to implement custom
— ' security callback to determine whether a requesting

MULL ,
client should be allowed or denied. This callback can be

N included as a parameter in RpcServerRegisterIf2.

¥ Callback

Authenticated Bindings: Authenticate bindings on
both the server and client sides to ensure secure

isterfAuthInfo(
rPrincipalName,
THN_WINNT,

communication. RpcServerRegisterAuthInfo registers

authentication details server-side. On the client side,
RpcBindingSetAuthInfoEx provides the binding handle
and authentication information.
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RPC Server Calls
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RPC Server Calls

RPCRT4.dIl implements numerous RPC
infrastructure functions as wrappers to
dynamically invoke server functionalities.

Many functions ends up in calling the Invoke

function to execute a specific interface
function.

NdrServerCall2 (synchronous),

NdrServerCallAll, and NdrServerCallINdr64

(alias of NdrServercCallAll, asynchronous).

These functions take one argument, a pointer

to an RPC_MESSAGE structure.

Incoming Calls |
¥ Incoming References - Invoke
':@ ¥ NdrAsyncServerCall

SRS JNdr StubCall2.

8 § NdrStubCall3
-8 § Ndr64StubWorker
& § NdrStubCall3

2 § Ndré4AsyncServerWorker
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8:a84> u rg
RPCRT4 ! Ndr:
geea7tfb” 7«
geea7tfb” 7«
geea7tfb” 7«
geea7tfb” 7«
geea7tfb” 7«

geaa7ffb’ 7«
geaa7ffb’ 7«
geaa7ffb’ 7«
geaa7ffb’ 7«
geaa7ffb ™ 7«
geaa7ffb’ 7«
geaa7ffb ™ 7«
geaa7ffb’ 7«

RPCRT4!Invoke:

gega7ffb” 7ddo77fa
geea7ffb” 7ddo77f4
geea7ffb” 7ddo77{fo
geaa7ffb” 7ddo7?7fe
geaa7ffb” 7ddo7ae3
pegar7ffb” 7ddo7aes
segar7ffb” 7ddovaaa
geae7ffb” 7dde73eb
Beaar7ffb” 7ddo728e
pegar7ffb” 7dd97s11
Beaa7ffb™ 7ddo7a1s
geaa7ffb™ 7ddoval1a
geaa7ffb™ 7ddo7a1c
geae7ffb” 7ddo7a1f
gega7ffb™ 7ddovs22
peaar7ffb™ 7ddo7a2%
Beea7ffb™ 7ddo7a828
Beea7ffb™ 7dde7a2b
pega7ffb™ 7ddova2e
pega7ffb™ 7ddova33
peea7ffb™ 7ddo7a36
peea7ffb” 7ddo783a
peaar7ffb” 7ddo7a3f
geaa7ffb” 7ddo7a244
Beaa7ffb™ 7ddo7a4a
Beaa7ffb” 7ddo7a4f
geae7ffb” 7dd9735s
geae7ffb” 7dde735a
peaa7ffb” 7ddo7268
pega7ffb™ 7ddo7263
peaar7ffb” 7ddo7267
sega7ffb” 7ddo7a6b

Execution Sequence

ARBE3ec3B
ARB90Cc2420
ARB9742428
ABRBOTc2430
438bec
412bcl
ffce
Blepfe
cledd3
eBdadfffff
A282bed
Ac2bdl
432bf2
432bfc
A418bco
f348a5
A4azbfa
498bca
egodffffff
Ac2bd?
422hBec24
figf7egd24
A22b542468
fIef7edc2488
Ac2bA442418
f38+7e542416
4c8bac2418
fief7e5c2418
A41f+d2
AR2h7528
A232h7d38
422bet

sub
Mo
Mo
mow
mow
Mo
inc
and
shl
call
sub
mov
mov
Mo
Mo
rep
Mo
Mo
call
Mo
Mo
movq
Mo
movQ
mov
movQ
Mo
movq
call
Mo
Mo
mov

rsp,38h
gquord ptr [rsp+2&h],rbp
gquord ptr [rsp+28h],rsi
guord ptr [rsp+38h],rdi
rbp,rsp
eax, rad
eax
eax,BFFFFFFFEh
2ax, 3
RPCRT4! chkstk (@eee7ffb” 7ddos7fe)
rsp,rax
rlé,rcx
rsi,rdx
rdi,rsp
ecy,rad

movs gword ptr [rdi],gqword ptr [rsi]
rdi,r18
rcx,rle
RPCRT4!RpcInvokeCheckICall (eeea7ffb” 7ddo77da)
r18,rdi
rcx,quword ptr [rsp]
*mm@&, mmword ptr [rsp]
rdx,gword ptr [rsp+8]
¥mml,mmword ptr [rsp+3]
r3,qword ptr [rsp+leh]
¥mm2 ,mmword ptr [rsp+l8h]
ro9,qword ptr [rsp+18h]
xmm3 ,mmword ptr [rsp+18h]
r1e
rsi,gword ptr [rbp+28h]
rdi,gword ptr [rbp+38h]
rsp,rbp
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0O 7/FFA1238BF80
00O /FFA12388810
POO7/FFA1238A440
©OBO/FFA1252F640
0000 /FFA12B6E460
00O 7FFA12B8@B50@
00O /FFA12E1BASO
0000 7/FFA12EOBE40
00O /FFA12DC1C90
OO /FFA12EO68F0O
00O /FFA12E62180
Q0O /FFA12EGA140
©0O7/FFA12E18DE®@
©OO/FFA13711750
©OO/FFA137122E0Q
00O /FFA1370DSA0

Abuse in the Wild

VirtualProtect
VirtualAlloc

VirtualFree
NdrProxyForwardingFunction4
CallWindowProc
SendMessageTimeout
RbcAsvncRegisterInfo
NdrServerCallAll

I RpcAllocate

I RpcFree

I RpcFreePipeBuffer
IUnknown Release Proxy
RpcNetworkIsProtseqvalid

RtlAddVectoredExceptionHandler
Rt1RemoveVectoredExceptionHandler

RtlImageDirectoryEntryToData

Step 7
AN



Abuse in the Wild

ShellcodeAf2 gt

void _ stdcall NdrServerCallAll(PRPC_MESSAGE pRpcMsg)

{
struct _MIDL_SERVER_INFO_ **RpcInterfaceInformation; // rax
unsigned int v2; // [rsp+5@h] [rbp+8h] BYREF

RpcInterfaceInformation = (struct _MIDL_SERVER_INFO_ **)pRpcMsg->RpcInterfaceInformation;
vZ = 8;
Ndréed4StublWorker(

9ie4,

eie4,

(__inte4)pRpcMsg,

RpcInterfaceInformation[16],

RpcInterfacelnformation[1@]->DispatchTable,

RpcInterfaceInformation[1@]->pSyntaxInfo + 1,

&2);
" hellCodeB)
0x0000020279026D70
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RpcCraft and RpcExec




All starts from a message

void NdrServerCall2(
PRPC_MESSAGE pRpcMsg

)5

typedef struct RPC_MESSAGE {
RPC_BINDING_HANDLE Handle;
unsigned long DataRepresentation;
void *Buffer;
unsigned int BufferLength;
unsigned int ProcNum;
PRPC_SYNTAX IDENTIFIER TransferSyntax;
void *RpcInterfaceInformation;
void *ReservedForRuntime;
RPC_MGR_EPV *ManagerEpv;
void *ImportContext;
unsigned long RpcFlags;
RPC_MESSAGE, *PRPC_MESSAGE;
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Potential RPC MESSAGE Structure

RPC_MESSAGE

+0x0 Handle

+0x4 DataRepresentation

Y

RPCRT4!0SF_SCALL: vftable'

arguments.buffer

RPC_DISPATCH_TABLE

RPC_SYNTAX_IDENTIFIER

+0x0 DispatchTableCount

+0x4 DispatchTable

+0x8 Buffer

+0xc BufferLength

+0x10 ProcMum

+0x14 TransferSyntax

+0x18 Rpcinterfacelnformation

+0x1c ReservedForRuntime

+0x20 ManagerEpv

+0x24 ImportContext

+0x28 RpcFlags

Y

+0x0 SyntaxGUID

+0x8 Reserved

+0x10 SyntaxVersion.MajorVersion

+0x12 SyntaxVersion.MinorVersion

RPC_SERVER_INTERFACE

MIDL_SERVER_INFO

+0x0 Length

+0x0 pStubDesc

+0x4 Interfaceld

+0x4 DispatchTable

+0x18 TransferSyntax

+0x8 ProcString

+0x2¢c DispatchTable

+0xc FmtStringOffset

+0x30 RpcProtsegEndpointCount

+0xe ThunkTable

+0x34 RpcProtsegEndpoint

+0x38 Reserved

+0x3¢c Interpreterinfo

+0x40 Flags




Dissecting the RPC_MESSAGE structure

void *RpcInterfaceInformation;

typedef struct RPC_SERVER_INTERFACE
{

unsigned int Length;
RPC_SYNTAX_ IDENTIFIER Interfaceld;
RPC_SYNTAX_ IDENTIFIER TransferSyntax;
PRPC_DISPATCH_TABLE DispatchTable;
unsigned int RpcProtsegEndpointCount;
PRPC_PROTSEQ ENDPOINT RpcProtsegEndpoint;
RPC_MGR_EPV _ RPC_FAR * DefaultManagerEpv;
void const _ RPC_FAR * Interpreterlnfo;
unsigned int Flags ;

} RPC_SERVER_INTERFACE, _ RPC_FAR * PRPC_SERVER_INTERFACE;

typedef struct RPC _CLIENT_INTERFACE
{
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unsigned int Length;
RPC_SYNTAX_IDENTIFIER Interfaceld;
RPC_SYNTAX_IDENTIFIER TransferSyntax;
PRPC_DISPATCH_TABLE DispatchTable;
unsigned int RpcProtseqEndpointCount;
PRPC_PROTSEQ_ENDPOINT  RpcProtseqEndpoint;
ULONG_PTR Reserved;
void const __ RPC_FAR * InterpreterInfo;
unsigned int Flags ;

} RPC_CLIENT INTERFACE, _ RPC_FAR * PRPC_CLIENT INTERFACE;




@ Dissecting the RPC_MESSAGE structure

typedef struct MIDL SERVER INFO
{
PMIDL STUB DESC pStubDesc;
const SERVER ROUTINE DispatchTable;
PFORMAT STRING ProcString;

const unsigned short * FmtStringOffset;
const STUB_THUNK * ThunkTable;
PRPC_SYNTAX IDENTIFIER pTransferSyntax;
ULONG_PTR nCount;

PMIDL SYNTAX INFO pSyntaxInfo;

} MIDL SERVER _INFO, *PMIDL_ SERVER_INFO;
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Dissecting the RPC_MESSAGE structure

typedef struct _MIDL_STUB_DESC
{
void * RpcInterfaceInformation;
void * ( __RPC_API * pfnAllocate)(size t);
void ( _RPC_API * pfnFree)(void *);
union
{
handle t * pAutoHandle;
handle t * pPrimitiveHandle;
PGENERIC_BINDING_INFO pGenericBindingInfo;
} IMPLICIT HANDLE_INFO;
const NDR_RUNDOWN * apfnNdrRundownRoutines;
const GENERIC_BINDING_ROUTINE_PAIR * aGenericBindingRoutinePairs;
const EXPR_EVAL * apfnExprEval;
const XMIT ROUTINE QUINTUPLE * aXmitQuintuple;
const unsigned char * pFormatTypes;
int fCheckBounds;

unsigned long Version;
MALLOC_FREE_STRUCT * pMallocFreeStruct;
long MIDLVersion;

const COMM_FAULT_OFFSETS * CommFaultOffsets;
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const USER MARSHAL ROUTINE_QUADRUPLE * aUserMarshalQuadruple;

const NDR_NOTIFY_ROUTINE * NotifyRoutineTable;

ULONG_PTR mFlags;

const NDR_CS ROUTINES * CsRoutineTables;
void * ProxyServerInfo;
const NDR_EXPR_DESC * pExprInfo;

} MIDL STUB_DESC;




@ Dissecting the RPC_MESSAGE structure
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Dissecting the RPC_MESSAGE structure

Input parameter definition:

MdrFcShort(

MdrFcShort(
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Dissecting the RPC_MESSAGE structure

int length = 69;
unsigned char stack proc string
N ¥

|

S e |
0k f
|

RN

I.
I.

T F' I':' F' (Al T 4] G2 O R e

PR, RN, WSO, RN, RO
I.
I.

Bl I':l g R W O It k(R i kv (A AwiEh k(A i (s
D R WS, RN, WD, WOOen ,  WONUD, WA, e
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https://gist.github.com/klezVirus/cd1617904f96830f1cae65b350c8109b
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inal Message Structure

Buffer

RPC_MESSAGE

0x0 handle

0x8 DataRepresentation

0x0 argl 0x10 Buffer
0x18 0x1C

0x8 arg1 BufferLength Prochum

0x10 .. 0x20 TransferSyntax

0x18 ... 0x28 Rpcintarfacelnfarmation

0x20 0x30 Reserved (PVOID)
0x38 ManagerEpwv (PVOID)
0x48 ImportContext (PVOID)

RPC_SERVER_INTERFACE
0x0 0x48 RpcFlags

OxD4
0x00 Length Interfaceld
0x08 Interfaceld
0x10 Interfaceld
%18 TransferSyntax

0x20 TransferSyntax

ox28

TransferSyntax Align

0x30 DispatchTable

ax38
RpcProtoseqEndpointCount

0%40 RpcProtosegEndpoint

0x48 DefaultManagerEpv

0x50 Intepreterinfo

0x58 Flags

MIDL_SERVER_INFO

0x00 pStubDesc

0x08 DispatchTable

MIDL_STUB_DESC

0x10 ProcString

Ox18 FmtString Offset

0x20 ThunkTable

0x28 pTransferSyntax

0x08 WinApl To Call

Format
String

0x00 ProcFormatString[0]

0x00 Ignored

0x08 Allocatar

0x10 Deallocator

0x18 Ignored

0x20 pFormatTypes

0x30 nCount

0x08 ProcFormatString[1]

Ox%28 Ighored

0x38 pSyntaxinfo

0x10 ProcFormatString[2]

0x30 Version

—){ 0x04000000

0x18 ProcFormatString[3]

0x38 Ignored

0x20 PracFarmatString[4]

0x28 ProcFarmatString[5]

0x30 ProcFormatString[8]

0x38 ProcFormatString[7]

0x40 PracFarmatString[8]




n
—
—
<
O
o
L
>
o
L
wn
O
(a
o

But we have a crash

{thE.Fédﬂ}: Access violation - code ceeeeeas (first chance)
First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

ntdll!RtlAllocateHeap+8x2@:
Beea7ffo” 8b54cble 217blBeeddeedd cmp
g:808> k

Child-sP

88ee0e83" adl2eddé
80886883 adl2eeld
80686883 adl2eetd
80888883 adll2eetd
8ea8e883” adl2f17@
80886883" ad12f1a8
88886883  ad12f438
8ee8e883” adl2feobe
80886883" ad12f7608
80886883  ad12f778
80080883 adl2{7a8
80686883  ad12f7de
8eeeeea3” adl2f8e6

RetAddr

286879 Bald2ecc
ee087ff9 Balb2dfe
2808719 Bal19c985
ee087f1+2 8alc3bba
008717 eb54238a
2008717 eb5436e2
0008717 eb544360
20087 ff7 eb54428e
20087117 ebs448ce
0008717 eb5443fe
e8887f19 Bade257d
2008712 6bssaf28
20000008 02G0BRER

Call Site
ntdll!RtlAllocateHeap+ex2e
RPCRT4!Allockrapper+8x2c

RPCRT4A!I RpcBCacheAllocate+8x28
RPCRT4!Ndr5tubCall2+ex65
RPCRT4!NdrServerCall2+8xla
RpcCraft!craft rpc message+Bx72a
RpcCraft!main+8x312
RpcCraft!invoke main+8x39
RpcCraft! scrt common _main_ seh+8xl2e
RpcCraft! scrt common _main+8xe
RpcCraft!mainCRTStartup+8xe
KERNEL32!BaseThreadInitThunk+ex1d
ntdll!RtlUserThreadStart+8x28
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But we have a crash

8:8008> u RPCRT4!AllocWrapper L286
RPCRT4!Allockrapper:

eesa7ffb’
eesa7ffb’
eega7ffb’
eega7ffb’
eeea7ffb’
eeea7ffb’
eeea7ffb’
eesa7ffb’
eesa7ffb’
eega7ffb’
eega7ffb’
eegavffb’
eeea7ffb’
eeea7ffb’
gesa7ffb’
eesa7ffb’
eesa7ffb’
eeea7ffb" 7d

Fddd26a6
Fddd26a5
7dd426a6
7dd426aa
7dd4a26bl
7dd426b4a
7dda2eb7
Fddd26h9
Fddd26bc
7dd426be
7dd426cs
7dd426cc
7dda2adl
7dd426ds
7dd426db
Fddd26e2
Fdda2r
da2i

ABBALCc2488

57

A4883ecds
438besffdceene
438bfo

A385cH

753e

Ac8becl

33d2
438bedd3d8ee0e
43ff1cacfsecoe
efi1f44pe08
833dfccafedoog
438bds
A88bAShodE8=00
8+3506s618588

mov
push
sub
mov
mov
test
jne
mov
xor
mov
call
nop
cmp
mov
mov
jne

quword ptr [rsp+8],rbx

rdi

rsp,48h

rax,gword ptr [RPCRT4!LsaAlloc (@@8e7ffb’ 7de383ba)]
rdi,rcx

rax,rax

RPCRT4!AllocWrapper+ex57 (@0087ffb” 7dd426f7)

r8, rcx

edx,edx

rcx,gword ptr [RPCRT4!hRpcHeap (@@8e7ffb” 7de2ff98)]
qword ptr [RPCRT4! imp HeapAlloc (@8e@7ffb” 7dellc78)]
dword ptr [rax+rax]

dword ptr [RPCRT4!RpcEtwGuid Context+8x24 (86ee7ffb” 7de2fld4)],o
rbx, rax

rax,qword ptr [RPCRT4!hRpcHeap (868687+fb” 7de2ff98) ]
RPCRT4!AllocWrapper+8x56lde (@8687f+h” 7dd9g887e)

@:000> dg RPCRT4!hRpcHeap L1

geaa7 o 8a26ffo8 o©o0es0ees” eaoooaoe |

We're missing initialization!



Finding the initialization routine

1
2(long RpcBindingFromStringBindingd (char *param 1,BINDING HANDLE **param 2)
3
3|{
2| int iVarl;
6| short local 13 [4];
7| wushort *local 10;
g
A 9 SY 0x5keT0 1379 BpcBindingFromStringBindingl */
j 10| local 10 = (ushort *)0Ox0;
5 11| local_l2[0] = -1;
o 12| if {{{BpcHasBeenInitialized == 0} && ({iVarl = PerformBpclnitialization(), ivVarl '= 0})}) ||
; 13 (iVarl = CHeapUnicode::Attach( {CHeapUnicode *)local 18,param 1), iVarl != 0)) {
o 14 CHeapUnicode: : ~CHeapUnicode ( (CHeapUnicode *)local 18);
- 15|
z lé| elas |
(a4 17 iVarl = RpcBindingFromStringBindingW {local 10,param 2);
g if (local 18[0] !'= -1} {
15 RtlFreelnicodeString {local 18);
20 }
21| '}
22| return iVarl;
23(1

24
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CAVEATS AND

Missing Binding Handle

RPCRT4!RpcRaiseException:
geea’7ffb” 7dd78fde 4853 push

geeaeade” 8dof 498

RetAddr
eeee7ffb” 7ddogo7s

rbx

Call Site
RPCRTA!RpcRaiseException

geeadade” 8dott4al

gege7 b’ 7dd5ceed

RPCRT4!NdrGetBuffer+0x4e9f3|

BeeePRde Bdetf4de
peecapde” ad6Ff7be
peeceede” adeffien
peecapde” ad6ffa7e
peeceede” adeffcbe
peecapde” ad6ffdes
peeceede” adeffd7e
peeeeede” adeffdas
peeceede” adeffdde
peeeeede” ad6ffenn

eeBe ffb 7dds3bba
BeEeTFF7 8d4c2310
eeee7Ff7" 8d4c343b
BeEeTFF7 3d4cdaTo
eeee7Ff7" 8dac3fle
BeEeTFF7" 8ddc3idde
eeee7Ff7" 8d4ca1pe
BeEe7Ffb” 7cac257d
2e8a87fftbh” 7deeaads
fPBeRE6E" PEREEAED

RPCRT4!NdrstubCall2+ox644
RPCRT4!NdrServerCall2+éxla
RpcCraftt!cratt rpc_message+8x720
RpcCratt!imain+8x22b

RpcCraftt!invoke main+8x39

RpcCraftt!  scrt common_main_seh+@xl2e
RpcCraft!  scrt common_main+@xe
RpcCraftt!mainCRTStartup+Bxe
KERNEL32!BaseThreadInitThunk+@x1ld
ntdll!RtlUserThreadstart+ex28



Missing Binding Handle

1
2moid NdrGetBuffer (RPC MESSAGE *param 1,int param 2, longlong *param 3)
3
4/{
5| ushort *puVarl;
6 undefineds uVari;
7| ulonglong uVari:
8
n g J* 0xlafs0 1242 HNdrGetBuffer ¥/
g 10| if (*{char *)sparam l->ManagerEpwv != "%0"') |
: 11 param 1[2].Handle = param 3;
<C 12 ¥{longlong **)param l->Handle = param 3;
- 13| |
= 14 ¥{uint *) {({longlong)param l->Handle + 0x18) = param 2 + 30U & Oxfffffffc;
: 15| uVari = I_RpcGetBufferWithObject ( (BINDING HANDLE *¥)param l->Handle, {(int *)0x0);
(@] lg| if {({uint)uVard == 0) |
<Z( 17 uVarZ = *{undefinedd *) {({longlong)param l->Handle + Oxl10);
% g ¥{uint *)eparam 1[2].TransferSyntax = *(uint *)&param 1[Z].TransferSyntax | O0x200;
Ly 149 ¥{undefinedi *)eparam l->DataBepresentation = uVari;
i 20 return;
<>( 21| }
@) 22| 1if ((param 1[3].ReservedForBuntime !'= (wvoid *)0x0}) && (*({char *)e&param l1->ManagerEpv !'= '"“0')) |
23 puVarl = {(ushort *) {{longlong)param 1[3].ReservedForBuntime + Oxl0);
24 fpuVarl = *puVarl | B&;
25| }
26 S¥ WARNING: Subroutine does not return */
27| BpcRaiseException{{uint)uVari);
28}
29



LIMITATIONS
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Possible Solutions

P
2

RPC_BINDING_HANDLE: The ideal solution
would be to craft or reuse a valid handle,
capable of passing all the checks performed
on it.

C++ Style Exception: Surrounding the
faulting call within a _try/__except block is
enough to prevent a crash, but usless to
recover the return value.

C++ Exception + VEH: This is the common
ground, where we are both able to recover
the value and prevent crashes.

~~“vftable' - RPCRT4
- loeeeeReR" 00Rd7778

0:004> ? RPCRT4!0SPs
Evaluate expression;

NdrSserverCall2(rpc_message);

JTE_HANDLER) {

FetchReturnValue(const PEXCEPTION POINTERS ExceptionInfo)

ExceptionInfo->ContextRecord->EFlags |= (1 << )
g ReturnValue = (PVOID)ExceptionInfo->ContextRecord->Rax;
return EXCEPTION_CONTINUE_EXECUTION;



And Remotely?

4rroid Imvoke (undefined *param 1,undefinedf® *param 2,undefinedd® param 3,uint param 4)
. . 5
Patching CFG: RPC calls are subject to CFG |,
control checks. From Win11 the check is 7| longlong IVarl;
8 ulonglong uWVard;
performed by RpcInvokeCheckICall. 9| undefineds ‘puVard;
wn 10| undefined8 auStack 48 [4]
Z 11
9 12| auStack 48[1] = 0x180067816;
- .. . . 13| 1Varl = —-{ulonglong) ((param 4 + 1 & l_l.\::':':':':':':'e:l < 3:1
:: Remote Initialization: The RPC 14| puVar3 = {undefinedd *) ({longlong)auStack 48 + 1Varl + 8);
— TN T . 15| for (uVar2 = (ulongleong)param 4; uVar2 != 07 uVar2 = uVard - 1) {
= ‘a“a' initialization needs to be performed 16|  *puvar3 = *param 2;
;’ remotely. As the function doesn't take i I
= parameters, it is simply invoked. 19| }
< 20| *{undefined® *) ({longlong)auStack 48 + 1Varl) = 0x130067833;
ﬁ 21| BpclnvockeCheckICall();
< . . . 22 * (undefined8 *) ((longlong)auStack 48 + 1Varl) = 0xl1800&7563;
I Redirect Exception to Thread Exit: As the 23| ((code *)param 1) (* (undefineds *) ((longlong)ausScack 45 + 1varl + 2),
< I 24 ¥ {undefinedi *) {{longlong)auStack 48 + 1Varl + 0x10},
@) Ca” IS InVOked as d remOte thread’ 23 ¥ {undefinedsd *) ((longlong)audtack 4% + lVarl + 0xlgd),
¥ (undefineds *) {{longlong)auStack 48 + 1Varl + 0x20));

redirecting the exception to the thread exit 2

[
27| return:
o

will prevent crashes. 2

—_—




Patching - Thread Exit

C:\Windows\System32>dumpbin.exe" -IMPORTS:api-ms-win-core-errorhandling-11-1-6.d1l1l rpcrtd.dll
Microsoft (R) COFF/PE Dumper Version 14.36.32534.8
Copyright (C) Microsoft Corporation. All rights reserved.

Dump of file rpcrtd.dll
File Type: DLL
Section contains the following imports:

api—ms-win-core—errorhandling-11-1-6.d1l1l
1860E1CO8 Import Address Table
1880FB568 Import Name Table
f time date stamp
8 Index of first forwarder reference

11 UnhandledExceptionFilter

F SetUnhandledExceptionFilter
7 RalseException

D SetLastError

5 GetLastError
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Patching - CFG Check

=7 Listing: rpert4.dil i
PVOID HuntForCall(PVOID startAddress, SIZE T size, BOOL backword) {

UINT64 currentAddress = (UINT64)startAddress;
UINT64 endAddress = currentAddress + size;
if (backword) {

currentAddress = currentAddress - size:
UINT64 CalculateCallTarget(HMODULE hMod, UINT64 callAddress) {

DWORD offset = *(DWORD*)(callAddress + 1) + 5;
DWORD relativeCallAddress = (DWORD)(callAddress - (UINT64)hMod);

DWORD targetRva = (relativeCallAddress + offset) &

return (UINT64)hMod + targetRva;

return (PVULD)CUrrentAadress,;

}

currentAddress++;

}
return NULL;




Operation Sequence

Find Rpclnitialization Routine: Find and execute the
RPC initialization routine to populate RPC Runtime

global variables.

I Find and Patch RpcRaiseException: Search and patch
this function to avoid exception-derived crashes in
remote processes.

Find and Patch RpcInvokeCheckICall: Use COP
hunting strategies to locate this call and patch it to
defeat CFG.

LIMITATIONS

Craft RPC_MESSAGE: Generate a valid RPC message to
@ be passed to the RPC server call.
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Profit: Simply invoke the call directly or via Thread
Creation.




Finally, try it - Local

Command Prompt - C\Users), X + -~

Microsoft Windows [Version 10.8.22621.3737]
(c) Microsoft Corporation. All rights reserved.

C:\Users\d3adcBde>C:\Users\d3adcBde\source\repos\SimpleExec\x6U\Debug\RpcCraft.exe
Failed to get PerformRpcInitialization function address: 00080087f

Using hardcoded offset address: Ox7ff98al7759c
Function ‘MessageBoxA‘ address: 0x7ff989a8abd®
rpc_message: 00B001D303FABEEE
rpc_dispatch_table: ©00001D303FBEEOO
midl_stub_desc: ©000801D383FCOROB
midl_server_info: 0B88AA1D363FDAREA
rpc_client_interface: 000801D363FEQBEO
rpc_syntax_identifier: 900801D383FFO0E0
rpc_version: 000001D38480BEEO

proc_string: 000001D30UO10000 riello from Rpecratt

0K




Finally, try it - Remote

Q

File Edit Search View Encoding Language Settings Tools Macro Run  Plugins

o B BRal 4 DD it | % = =

Nindow 7 + ¥

2 @D = [e]

(=%

C\Windows\system32\cmd.e: X + o~

C:\Users\d3adc@de\source\repos\SimpleExec>C: \Users\d3adc@de\source\repos\SimpleExec\x6U\Debug\RpcExec.exe
[*] Function ‘MessageBoxA‘ address: @x7ff989a8abde
[+] Found process with PID: 82536
[*] Arguments address: Bx28c5829a360
[#] Title address: 8x2b8ca2UepEe
[*] Text address: @x2b8ca2uel18e
[+] Started thread
[-] Failed to get PerformRpcInitialization function address: ©0EEEBTF
[*] Using hardcoded offset address: 8x7ff90al17759¢
[+] Started thread 77932

Hello from RpcExec! Function hooked successfully
[*] Module address: Bx7+f98al170000
[*] Number of sections: 8

Ok [#] Text section RVA: 8x1088, Size: BxceB00

[*] Target address: Ox7ff90ald7710
[+] CFG patched successfully
[*] Arguments copied
Argl: 0000000000EEE0E0
Arg2: 000002BBCA2UE000
Arg3: 000002B3CA2U40100
Argl: 0000000000EEE0E0

= [+] Started thread 76916




Conclusion
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Key Takeaways

“
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Callstack: The RPC fake call invocation can be used as a proxy to
masquerade the callstack of calls that are originating from a new
thread.

Remote Threads: This system allows to execute calls within a remote thread
with arbitrary parameters, without requiring custom structures or handlers,
offering an option to the widely used/abused NtContinue.

Railgun: This implementation can ultimately be extended to create an
alternative version of the popular Railgun library by Metasploit.

Detection: The library, as of now, still suffers from the need of
remotely patching RPCRT4 for stability, which offers a chance for
detection by security solutions.
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Thank you!
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