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Unraveling an RPC Thread
Abusing RPC server calls for code execution



W
H

O
A

M
I

Whoami



W
H

O
A

M
I



Agenda

Intro
RPC Overview

RPC Server Calls
Uses and Abuses of RPC server calls

RpcCraft and RpcExec 
Local/Remote Code Execution Libraries

A
G

E
N

D
A

Caveats and Limitations
When arbitrary execution is not enough

Conclusion / Demo 



IN
T

R
O

Introduction



Windows RPC (Remote Procedure Call) facilitates the execution of 
distributed client/server function calls. With Windows RPC, a client 
can invoke server functions just as if they were local function calls.

RPC Infrastructure

Unmarshalling – The function reads the 
incoming data packet and converts the 
serialized parameters into their native in-
memory representation

Dispatching – It then calls the server-side 
function with these parameters

Marshalling – Converts the function's 
return values and output parameters back 
into a network-friendly format to send back 
to the client. 
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https://itm4n.github.io/from-rpcview-to-petitpotam/



RPC Protocol Sequences
IN

T
R

O

The RPC Protocol Sequence is a predefined string that
specifies the protocol the RPC runtime will use to transfer 
messages, including the transport and network protocol. 

Microsoft supports several RPC protocols, such as:
• Network Computing Architecture connection-oriented

protocol (NCACN)
• Network Computing Architecture datagram protocol

(NCADG)
• Network Computing Architecture local remote procedure 

call (NCALRPC)

Common protocol sequences include:
• ncacn_ip_tcp: Connection-oriented TCP/IP
• ncacn_http: Connection-oriented TCP/IP using HTTP 

proxy
• ncacn_np: Connection-oriented named pipes
• ncadg_ip_udp: Datagram-based UDP/IP
• ncalrpc: Local Procedure Calls



Binding Handles
IN

T
R

O

Automatic: Simplest. The server exports its 
binding information to a namespace, and 
the client stub handles the binding 
management automatically.

Implicit: The client application retrieves the 
server's binding information and assigns a 
server binding handle to a global variable 
before making any remote procedure calls.

Explicit: The client application supplies the 
binding handle as a parameter to each 
remote procedure call, enabling clients to 
manage bindings on a per-call basis to meet 
specialized requirements.
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https://itm4n.github.io/from-rpcview-to-petitpotam/



Protect RPC Endpoints

Registration Flags: These flags can be specified when 
registering the server interface to control access. 
RPC_IF_ALLOW_LOCAL_ONLY, as example, restricts 
connections to local clients only. 

Security Callbacks: It is possible to implement custom 
security callback to determine whether a requesting 
client should be allowed or denied. This callback can be 
included as a parameter in RpcServerRegisterIf2.IN

T
R
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Authenticated Bindings: Authenticate bindings on 
both the server and client sides to ensure secure 
communication. RpcServerRegisterAuthInfo registers 
authentication details server-side. On the client side, 
RpcBindingSetAuthInfoEx provides the binding handle 
and authentication information.



R
P

C
 S

E
R

V
E

R
 C

A
L

L
S

RPC Server Calls



RPC Server Calls

• RPCRT4.dll implements numerous RPC 
infrastructure functions as wrappers to 
dynamically invoke server functionalities.

• Many functions ends up in calling the Invoke 
function to execute a specific interface 
function.

• NdrServerCall2 (synchronous), 
NdrServerCallAll, and NdrServerCallNdr64 
(alias of NdrServerCallAll, asynchronous).

• These functions take one argument, a pointer 
to an RPC_MESSAGE structure.
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All starts from a message
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typedef struct _RPC_MESSAGE { 
  RPC_BINDING_HANDLE     Handle; 
  unsigned long          DataRepresentation; 
  void                   *Buffer; 
  unsigned int           BufferLength; 
  unsigned int           ProcNum; 
  PRPC_SYNTAX_IDENTIFIER TransferSyntax; 
  void                   *RpcInterfaceInformation; 
  void                   *ReservedForRuntime; 
  RPC_MGR_EPV            *ManagerEpv; 
  void                   *ImportContext; 
  unsigned long          RpcFlags; 
} RPC_MESSAGE, *PRPC_MESSAGE; 

void NdrServerCall2( 
  PRPC_MESSAGE pRpcMsg 
); 



Potential RPC_MESSAGE Structure
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Dissecting the RPC_MESSAGE structure
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void                   *RpcInterfaceInformation; 
typedef struct _RPC_SERVER_INTERFACE 
{ 
    unsigned int Length; 
    RPC_SYNTAX_IDENTIFIER   InterfaceId; 
    RPC_SYNTAX_IDENTIFIER   TransferSyntax; 
    PRPC_DISPATCH_TABLE     DispatchTable; 
    unsigned int            RpcProtseqEndpointCount; 
    PRPC_PROTSEQ_ENDPOINT   RpcProtseqEndpoint; 
    RPC_MGR_EPV __RPC_FAR * DefaultManagerEpv; 
    void const __RPC_FAR  * InterpreterInfo; 
    unsigned int Flags ; 
} RPC_SERVER_INTERFACE, __RPC_FAR * PRPC_SERVER_INTERFACE; 
 
typedef struct _RPC_CLIENT_INTERFACE 
{ 
    unsigned int Length; 
    RPC_SYNTAX_IDENTIFIER   InterfaceId; 
    RPC_SYNTAX_IDENTIFIER   TransferSyntax; 
    PRPC_DISPATCH_TABLE     DispatchTable; 
    unsigned int            RpcProtseqEndpointCount; 
    PRPC_PROTSEQ_ENDPOINT   RpcProtseqEndpoint; 
    ULONG_PTR               Reserved; 
    void const __RPC_FAR *  InterpreterInfo; 
    unsigned int Flags ; 
} RPC_CLIENT_INTERFACE, __RPC_FAR * PRPC_CLIENT_INTERFACE; 



Dissecting the RPC_MESSAGE structure
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typedef struct  _MIDL_SERVER_INFO_ 
    { 
    PMIDL_STUB_DESC                     pStubDesc; 
    const SERVER_ROUTINE     *          DispatchTable; 
    PFORMAT_STRING                      ProcString; 
    const unsigned short *              FmtStringOffset; 
    const STUB_THUNK *                  ThunkTable; 
    PRPC_SYNTAX_IDENTIFIER              pTransferSyntax; 
    ULONG_PTR                           nCount; 
    PMIDL_SYNTAX_INFO                   pSyntaxInfo; 
    } MIDL_SERVER_INFO, *PMIDL_SERVER_INFO; 
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typedef struct _MIDL_STUB_DESC 
    { 
    void  *                                 RpcInterfaceInformation; 
    void  *                                 ( __RPC_API * pfnAllocate)(size_t); 
    void                                    ( __RPC_API * pfnFree)(void  *); 
    union 
        { 
        handle_t  *                         pAutoHandle; 
        handle_t  *                         pPrimitiveHandle; 
        PGENERIC_BINDING_INFO               pGenericBindingInfo; 
        } IMPLICIT_HANDLE_INFO; 
    const NDR_RUNDOWN  *                    apfnNdrRundownRoutines; 
    const GENERIC_BINDING_ROUTINE_PAIR  *   aGenericBindingRoutinePairs; 
    const EXPR_EVAL  *                      apfnExprEval; 
    const XMIT_ROUTINE_QUINTUPLE  *         aXmitQuintuple; 
    const unsigned char  *                  pFormatTypes; 
    int                                     fCheckBounds; 
    /* Ndr library version. */ 
    unsigned long                           Version; 
    MALLOC_FREE_STRUCT  *                   pMallocFreeStruct; 
    long                                    MIDLVersion; 
    const COMM_FAULT_OFFSETS  *             CommFaultOffsets; 
    // New fields for version 3.0+ 
    const USER_MARSHAL_ROUTINE_QUADRUPLE  * aUserMarshalQuadruple; 
    // Notify routines - added for NT5, MIDL 5.0 
    const NDR_NOTIFY_ROUTINE  *             NotifyRoutineTable; 
    //Reserved for future use. 
    ULONG_PTR                               mFlags; 
    // International support routines - added for 64bit post NT5 
    const NDR_CS_ROUTINES *                 CsRoutineTables; 
    void *                                  ProxyServerInfo; 
    const NDR_EXPR_DESC *                   pExprInfo; 
    // Fields up to now present in win2000 release. 
    } MIDL_STUB_DESC; 
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Dissecting the RPC_MESSAGE structure
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Input parameter definition:

Return value definition:
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https://gist.github.com/klezVirus/cd1617904f96830f1cae65b350c8109b



Final Message Structure
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But we have a crash
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But we have a crash
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We’re missing initialization!



Finding the initialization routine
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Caveats and Limitations

C
A

V
E

A
T

S
 A

N
D

 L
IM

IT
A

T
IO

N
S
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Possible Solutions

RPC_BINDING_HANDLE: The ideal solution
would be to craft or reuse a valid handle, 
capable of passing all the checks performed
on it. 

C++ Style Exception: Surrounding the 
faulting call within a __try/__except block is
enough to prevent a crash, but usless to 
recover the return value. 

C++ Exception + VEH: This is the common 
ground, where we are both able to recover
the value and prevent crashes.
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int FetchReturnValue(const PEXCEPTION_POINTERS ExceptionInfo) 
{ 
    ExceptionInfo->ContextRecord->EFlags |= (1 << 16); 
    g_ReturnValue = (PVOID)ExceptionInfo->ContextRecord->Rax; 
    return EXCEPTION_CONTINUE_EXECUTION; 
} 



And Remotely?

Patching CFG: RPC calls are subject to CFG 
control checks. From Win11 the check is
performed by RpcInvokeCheckICall. 

Remote Initialization: The RPC 
initialization needs to be performed
remotely. As the function doesn’t take 
parameters, it is simply invoked. 

Redirect Exception to Thread Exit: As the 
call is invoked as a remote thread, 
redirecting the exception to the thread exit 
will prevent crashes.
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Patching – Thread Exit
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Patching – CFG Check
C

A
V

E
A

T
S

 A
N

D
 L

IM
IT

A
T

IO
N

S

PVOID HuntForCopInstruction(PVOID startAddress, SIZE_T size) { 
    UINT64 currentAddress = (UINT64)startAddress; 
    UINT64 endAddress = currentAddress + size; 
 
    while (currentAddress < endAddress) { 
        if (*(WORD*)currentAddress == 0xff41 && *(BYTE*)(currentAddress + 2) == 0xd2) { 
            return (PVOID)currentAddress; 
        } 
 
        currentAddress++; 
    } 
 
    return NULL; 
} 

PVOID HuntForCall(PVOID startAddress, SIZE_T size, BOOL backword) { 
    UINT64 currentAddress = (UINT64)startAddress; 
    UINT64 endAddress = currentAddress + size; 
    if (backword) { 
       currentAddress = currentAddress - size; 
       endAddress = (UINT64)startAddress; 
    } 
 
    while (currentAddress < endAddress) { 
        if (*(BYTE*)currentAddress == 0xe8 &&  
            0xffff0000  <= *(DWORD*)(currentAddress+1) &&  
            *(DWORD*)(currentAddress + 1) <= 0xfffffff0) { 
            return (PVOID)currentAddress; 
        } 
        currentAddress++; 
    } 
    return NULL; 
} 

UINT64 CalculateCallTarget(HMODULE hMod, UINT64 callAddress) { 
    DWORD offset = *(DWORD*)(callAddress + 1) + 5; 
    DWORD relativeCallAddress = (DWORD)(callAddress - (UINT64)hMod); 
     
    DWORD targetRva = (relativeCallAddress + offset) & 0xffffffff; 
    return (UINT64)hMod + targetRva; 
} 



Operation Sequence 

Find RpcInitialization Routine: Find and execute the 
RPC initialization routine to populate RPC Runtime 
global variables.

Find and Patch RpcInvokeCheckICall: Use COP 
hunting strategies to locate this call and patch it to 
defeat CFG.

Profit: Simply invoke the call directly or via Thread
Creation.

Find and Patch RpcRaiseException: Search and patch 
this function to avoid exception-derived crashes in 
remote processes.

Craft RPC_MESSAGE: Generate a valid RPC message to 
be passed to the RPC server call.
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Finally, try it - Local
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Finally, try it - Remote
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Key Takeaways

Callstack:  The RPC fake call invocation can be used as a proxy to 
masquerade the callstack of calls that are originating from a new 
thread.

Remote Threads: This system allows to execute calls within a remote thread
with arbitrary parameters, without requiring custom structures or handlers, 
offering an option to the widely used/abused NtContinue.  

Railgun: This implementation can ultimately be extended to create an 
alternative version of the popular Railgun library by Metasploit.

Detection: The library, as of now, still suffers from the need of 
remotely patching RPCRT4 for stability, which offers a chance for 
detection by security solutions.
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Thank you!
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